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Abstract

The rising usage of Social Network Sites for interacting with contacts from multiple social spheres
poses new privacy challenges and increasingly prompts users to manage their online identities. To
convey a consistent image of the self when interacting with a group of contacts, at first awareness of
previously used social roles is needed. However, existing tools on Social Network Sites to increase
such awareness are often spread over different interfaces and the user is left to figure out which
contacts have access to which shared items. To address these problems, we introduce the Access
Policy Grid, a new visualization offering a bird's-eye view on defined privacy settings that allows
identifying social roles and inconsistencies therein. To evaluate our visualization, we present the
results of a laboratory experiment involving 32 participants in which we compare the Access Policy
Grid to the native Facebook interface. For five out of six research questions, our results show that the
APG outperforms the Facebook interface significantly in terms of at least one of the three investigated
aspects (accuracy, confidence, and time-to-task completion).

Keywords: Privacy Awareness, Visualization, Social Network Sites, Privacy, Social Roles, Privacy
Settings.
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1 Introduction and Motivation

Social Network Sites (SNSs) play an increasingly important role for social interaction. While real-
world Social Networks have always been an important part of everyday life, the ability to stay in touch
with contacts from different social spheres (e.g. family members and colleagues) and to bridge spatial
and temporal communication boundaries increasingly shifts social life to its online counterpart.

Despite these positive social outcomes, the use of SNSs for social interaction poses new privacy
threats (Ziegele and Quiring, 2011). SNS users face the challenge to present different facets of their
identity to different groups of contacts (referred to as audiences (van den Berg and Leenes, 2011), see
Table 1 for an overview of terminology) in a way that shared personal items are not accessible to
contacts for whom they are not intended (e.g. preventing family-related items to be visible for one's
employer). Historically, managing one's self-presentation is not a SNS-specific phenomenon, but is
part of everyday life. In the physical world, each individual performs multiple social roles (see
Table 1) for different audiences aiming to convey a favorable image of the self and to keep these roles
separated and consistent (Goffman, 1959). Privacy is violated if social roles become inconsistent such
as when both family and work-colleagues have access to one’s family role (cf. privacy as contextual
integrity (Nissenbaum, 2010)).

Lately, the use of social roles becomes increasingly important on SNSs as these sites evolve to multi-
purpose platforms where contacts from different and potentially conflicting social spheres are
simultaneously present (Binder et al., 2009). SNS users face the challenge to map their multi-faceted
identity onto a single profile (Peterson, 2010) and simultaneously meet the expectations of different
audiences in order to keep social roles consistent. The problem increases as it has been shown that
most contacts in SNSs are based on relationships previously established in the physical world (Mayer
and Puller, 2008). Thus, inconsistent social roles on SNSs do not only affect the online world, but are
likely to have a negative impact on the images one wants to convey in the physical world as well.
Drawing on identity theory (e.g. (Zhao et al., 2008)), the disembodied environment of SNSs
emphasizes the communication aspect of self-presentation rather than one’s physical appearance or
behavior. Similarly, boyd [sic] argues that on SNSs “people must engage in explicit acts to write
themselves into being” (boyd, 2008b). As a result of the increased focus on the communication part of
one’s identity, being able to control the visibility of shared items becomes of paramount importance to
create and manage social roles and ultimately to preserve privacy. Consequently, social roles on SNSs
are implicitly created as they can be seen as the result of the privacy settings of all items.

To gain a deeper understanding of privacy on SNSs, it can be decomposed into a problem of
awareness and a problem of control (Netter et al., 2013). Privacy control refers to technological means
to put one’s privacy preferences into practice. A large body of privacy control-related research exists,
such as context-dependent (Carminati et al., 2011) and usable (Watson et al., 2009) access controls,
user assistance (Fang and LeFevre, 2010), and audience management (van den Berg and Leenes,
2011). Similarly, current SNSs offer a variety of privacy settings to control the visibility of each
shared item on the level of whole audiences or single contacts (Riesner et al., 2013). Privacy
awareness in contrast can be seen as a prerequisite for control and refers to SNS users’ understanding
of how they are perceived by others (see Section 2 for an in-depth discussion of privacy awareness).
Several obstacles currently impede privacy awareness on SNSs, such as the large number of items and
contacts and the resulting complexity of privacy settings. Further obstacles include the static nature of
privacy settings (Kauer et al., 2013) (while users’ identities and their social graphs permanently
evolve) and the lack of appropriate means to translate privacy settings into human-understandable
representations. In particular, it is acknowledged among researchers (e.g. (Kelley et al., 2011),
(Reeder et al., 2008)) that a holistic view is needed on SNSs to offer a bird's-eye view which shows
the impact of all privacy settings and enables SNS users to perceive and understand their social roles
and potential inconsistencies therein.
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We address this issue by developing and evaluating the Access Policy Grid (APG), a sorted matrix-
based visualization of SNS privacy settings (i.e. rows and columns are automatically reordered to
show different clusters). Such visualization provides a bird’s-eye view on a SNS account and is — to
the best of our knowledge — the first privacy awareness tool that is able to visualize social roles. Thus,
rather than focusing on clustering techniques, the main contribution of this paper is to make previously
unrecognizable social roles explicit to SNS users. We follow a mixed methods research approach as
proposed by Huysmans and De Bruyn (2013) combining design and behavioral research. The
complementary nature of both paradigms is acknowledged in literature (March and Smith, 1995;
Hevner et al., 2004; Gregor and Baskerville, 2012) and behavioral research methods are considered
particularly useful to evaluate a designed artifact (Peffers et al., 2007; Venable et al., 2012).

Following the mixed methods research approach, we discuss related work and the theoretical
background of our research in Section 2. In Section 3, we present the design of the APG visualization
and discuss how it contributes to privacy awareness on SNSs. A laboratory experiment is designed and
conducted in Section 4 to evaluate the APG by comparing it to the Facebook interface. Results of the
experiment are presented in Section 5. We discuss limitations of the design and evaluation in Section
6, before finally presenting implications and conclusions in Section 7.

Concept | Description

Any personal information shared on a SNS. Examples include pictures, profile data, and status

Item messages. Sensitivity as well as granularity of available privacy settings for each item may vary.

Any person or organization that can access (parts of) a SNS user’s shared items. Contacts that have

Contact an explicitly expressed relation with the SNS user’s profile are often termed “friends”.

Permission | A single authorization assigned to a contact to see a particular item using a SNS’s privacy settings.

Social Refers to a particular area of life (such as family life or workplace) with distinct rules, social
Sphere norms, and expectations of its people.

Comprises a set of contacts that belong to a similar social sphere (e.g. work colleagues or family
Audience | members) and consequently (should) have access to a similar set of items. Audiences may be
explicitly defined through the use of friend lists.

Comprises a set of items presented to a particular audience in order to create a desired image of the

;%‘I:éal self. Social roles might be overlapping, e.g. when sharing a personal photo album with both close
friends and family members.
Table 1. Overview of terminology

2 Research Background and Related Work

A variety of definitions for privacy awareness exist in literature (e.g. (Potzsch, 2009)). For SNSs,
privacy awareness can be defined as the knowledge of who can access which of one’s shared items.
This concept is further refined by Netter et al. (2013), where a distinction is made between actual and
perceived visibility of shared items. Perceived visibility refers to what a user believes a particular
contact can see. Likewise, actual visibility reflects the item’s currently active settings as defined on the
SNS. Based on this conceptualization, privacy awareness is the degree to which perceived and actual
visibility match. A discrepancy between both states can be interpreted as a lack of awareness.

Information visualization is widely used in academic approaches to reduce the discrepancy between
actual and perceived visibility (and thereby increase privacy awareness). Information visualization in
general aims at creating understandable representations of raw data using visual means that amplify
cognition (Mazza, 2009; Card et al., 1999). Regarding SNSs, several approaches exist that visualize
privacy settings in order to improve awareness. The Expandable Grid proposed by Reeder et al. (2008)
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and adopted to SNSs by Lipford et al. (2010) offers a grid-based interface to edit and review SNS
privacy settings. However, unlike the APG it does not implement sorting of rows and columns. While
facilitating a basic understanding of assigned visibility permissions, an unsorted grid-based
visualization makes it difficult to perceive and understand social roles. Besides, the Audience View
proposed by Lipford et al. (2008) extends the Privacy Mirror concept (Nguyen and Mynatt, 2002),
which allows to display one’s SNS profile from the perspective of another user. The Audience View
structures privacy settings based on what a particular audience should be able to see and compart-
mentalizes the SNS profile into audience-specific areas. Similarly, Anwar and Fong (2011) and Anwar
et al. (2010) introduce a mirror-like graph-based visualization of privacy settings. While both
approaches improve the contact-based privacy mirror concept available on many SNSs (such as
Facebook’s “View As...” functionality), they do not consider social roles and are insufficient to
compare perceived and actual visibility in order to gain comprehensive privacy awareness.

Besides SNSs, understanding permission assignments (e.g. using access control matrices (Lampson
1971)) has been in the focus of research since the sixties (Fuchs et al., 2011). A later and advanced
approach is Role-based Access Control (RBAC) (Ferraiolo et al., 2001), which is widely used in
enterprise ldentity Management (IdM) systems to control employees’ access to protected resources.
Due to the large number of permissions as well as frequent job and position changes of employees,
correctly managing users and their roles becomes a tedious and error-prone task. To reduce the burden
of manually evaluating the correctness and consistency of assigned roles, the concept of role mining
(based on data mining techniques) emerged (Kuhlmann et al., 2003). Role mining algorithms (e.g.
(Schlegelmilch and Steffens, 2005; Vaidya et al., 2007)) are used to identify a set of clusters of similar
users on the basis of existing access rights. Rather than a textual representation of role candidates,
lately visual role mining has been proposed by Colantonio et al. (2012) to visualize discovered
clusters. Visual role mining uses a matrix-based representation of access rights and relies on human
cognitive abilities to discover meaningful clusters and find erroneous permission assignments.

From the previous discussion it follows that the management of RBAC roles in the context of IdM and
managing privacy settings to access items on SNSs share many characteristics. In the following, we
adapt the concept of visual role mining and design a new visualization that allows detecting and
understanding social roles that are currently difficult to extract from privacy settings of SNSs.

3 Access Policy Grid Design

The previous sections revealed the importance of information visualization in the context of SNSs to
detect social roles and ultimately increase the users’ privacy awareness. Following a design-oriented
research approach, in this section we present the design of the APG and outline its characteristics.

3.1 Modelling self-presentation on SNSs

Prior to the design of a suitable visualization to enhance privacy awareness we first study how users
manage their self-presentation on SNSs. For this purpose, we build upon Perceptual Control Theory
(PCT) (Powers, 2005). PCT describes human behavior using a feedback loop in which a person
constantly samples the results of his behavior, compares it to his preferences and again takes action if
a gap exists between perception and preferences.

In Figure 1 we apply PCT to describe self-presentation on SNSs. Initially, a SNS user starts out from
his preferred social roles as used in the physical world (e.g. a work role, close friends role, and family
role). On SNSs, social roles consist of two fundamental entities (namely shared items and contacts)
and of relations between these two entities (i.e. permissions assigned to contacts to be able to access
particular items). As defined in Table 1, a social role comprises a specific set of items that is visible to
a particular audience in order to convey an intended impression. Privacy settings are used to control
the visibility of items and implement preferred social roles on SNSs. Over time, internal and external
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disturbances change visibility preferences. Internal disturbances may comprise personal development
(e.g. the user’s transition from school to work life) accompanied by an evolving identity. External
disturbances include changes in the user’s social graph such as when making new friends.

As a result of such disturbances, preferred and actual visibility begin to diverge, i.e. due to changed
preferences the actual and preferred privacy settings become inconsistent. Thus, privacy settings as
provided technological means need to be adapted to reflect one’s preferences. Yet, prior to make these
alterations (i.e. to exercise privacy control), it is necessary to perceive and understand the current
context of existing entities (contacts and items), relations between entities (permissions) and existing
social roles, i.e. to align perceived and actual visibility. This is not implicitly the case, as perceived
and actual visibility deviate over time due to lapses of memory, the technical nature and the
complexity of visibility settings. To match perceived and actual visibility (i.e. to raise privacy
awareness), technological means to visualize actual visibility are necessary. Based on the understand-
ing gained, preferred and perceived visibility can be compared and privacy settings can be changed
accordingly. The feedback loop is repetitively executed to align actual and preferred visibility.

visibility |
Technical ’
Level N
Mental .-~ Perceived Preferred i Disturbances |
Lev’gl.-"' Visibility Visibility i \_(internal)

) —F T
Emnionmental e
Level i Disturbances |

(external)

Figure 1. Feedback loop of SNS self-presentation

Two technological challenges for privacy, already mentioned in Section 1, can be identified within this
feedback loop. First, to provide appropriate technological means of privacy control, allowing users to
change actual visibility according to their preferences. Second, to offer technological means to raise
privacy awareness, enabling users to align perceived visibility and actual visibility. For the design of
the APG, we solely focus on the second challenge (red-dotted area of the feedback loop in Figure 1).
The goal is to facilitate the user’s understanding of social roles as defined on a SNS by translating
privacy settings into a visual representation to use human cognition to facilitate the comparison with
his preferences. Prospectively, the APG could be useful to enhance privacy control to solve the first
challenge (blue-dashed area in Figure 1), yet this is not addressed in this paper.

3.2 Conceptual design of the Access Policy Grid

The APG is designed to fulfill the requirements for aligning actual and perceived visibility in SNSs, as
described above. In general, choosing a suitable visualization technique is crucial to convey relevant
information. The APG uses a matrix-based representation as such a visualization allows to explore the
relation between a large number of objects without reducing the number of dimensions (Chen et al.,
2008). In an initial step (see Figure 2), privacy settings of all items of a particular SNS account are
gathered and subsequently converted into a matrix representation. Rows represent all shared items (iy,
..., Im) while all contacts (c,, ..., ¢,) are depicted as columns. A cell ¢;; is colored if contact c; has the
permission to see item i;. Note that rather than showing several permission operations (such as create,
update, and delete) the APG is designed to visualize only read permissions as this operation is almost
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exclusively used on SNSs. In more detail, sharing personal items on SNSs ultimately means assigning
read permissions to one’s contacts, while contacts are seldom able to modify a user’s items.

o=

Privacy settings

Unsorted visualization (intermediate result) Sorted visualization (final result)

Figure 2. Access Policy Grid generation process on a conceptual level

In a second step (see Figure 2), rows and columns need to be sorted in order to visualize clusters of
contacts that are able to access a similar set of items. As sorting the APG is an optimization problem,
choosing an appropriate algorithm is crucial to reveal patterns and inconsistencies that are relevant in
the context of SNSs. In general, the technique of discovering homogenous groups of objects in a
matrix is known as biclustering which was first introduced by Hartigan (1972). Various optimality
criteria exist, such as finding an optimal set of non-overlapping clusters or to prioritize clusters with
specific attributes. However, as in most cases, the problem of finding an optimal set of clusters is NP-
complete (Madeira and Oliveira, 2004), most algorithms use heuristic approaches. Due to the similar
characteristics of RBAC roles and social roles, we employ the ADVISER algorithm (Colantonio et al.,
2012). In a nutshell, the algorithm operates as follows: data mining algorithms are initially applied to
create clusters of similar items/contacts. Subsequently, the algorithm determines the position of each
cluster starting with the largest cluster. Finally, clusters that share items/contacts are positioned next to
each other using a similarity measure.
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Figure 3. Access Policy Grid interface
3.3 Detection of Social Roles and Inconsistencies

Based on the conceptual design of the previous section, we implemented the APG as a web-based
Facebook application to use the Facebook API to import profile data. Figure 3 depicts the sorted APG
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interface after gathering permission data from a dummy Facebook profile. By depicting shared items
(such as photographs, status messages, and links) as rows and all contacts as columns, the APG
provides a holistic view that captures all currently active visibility permissions.

As with most visualizations, the amount of input data often exceeds the information that can
conveniently be displayed (Cockburn et al., 2008). The APG integrates several functions to cope with
large datasets and maintain usability and scalability. Pan and zoom functionalities (with scrollbars
being displayed as needed) allow to focus on interesting segments (such as potential excessive
permission assignments) or take a bird’s-eye view to understand the impact of privacy settings in a
wider context. Moreover, filtering functionalities are available to focus on particular item types (such
as pictures) and to highlight existing friend lists (if defined on the SNS account). Upon mouseover,
additional information for a particular cell is displayed in an overlay window.

Following our conceptual model of SNS self-presentation (Figure 1), the APG facilitates privacy
awareness in three ways. Firstly, the uncluttered interface allows to easily perceiving all shared items
and all contacts connected to the SNS profile, i.e. to check the existence of fundamental entities (see
Figure 4). In addition, relations between shared items and contacts can be easily understood, providing
insights to questions such as: is contact c; able to see item i,? Which items are visible to contact c;?
Which contacts can see item i,?
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Figure 4. Visualization of fundamental entities and permission relations between entities

Secondly, the sorted matrix-based representation is particularly useful to uncover a SNS user’s social
roles. Similar items assigned to be visible to particular contacts form a social role candidate and can be
easily detected by focusing on clusters of blue-colored cells. For illustrative purposes, potential social
roles are highlighted in Figure 5. As can be seen, social roles can be overlapping (such as when
sharing a photograph with both family members and close friends).
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Figure 5. Visualization of social roles and their consistency
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Thirdly, the APG facilitates the detection of inconsistencies such as missing or excessive permissions.
Such permissions lead to inhomogeneous sacial roles and can be easily identified as cells of a cluster
that are not colored or stray colored cells. To further investigate such potential misconfigured visibility
settings, cells can be selected and additional information on the respective item and contact is
displayed in an overlay window (see Figure 5).

4 Evaluation

Following the mixed methods research approach (Huysmans and De Bruyn, 2013) outlined in Section
1, we rely on behavioral research methods to evaluate the designed artifact. In particular, we
conducted a laboratory experiment (Siau and Rossi, 2011) to assess the efficacy of the APG and its
impact on privacy awareness by comparing it to the standard Facebook interface’. Therefore, the
interface under investigation constitutes the independent variable while dependent variables include
times-to-task completion, accuracy rates, and the participants’ confidence in their answers.

4.1 Research Questions

Based on the theoretical understanding of privacy awareness (see Section 2) and self-presentation (see
Section 3.1), we decompose privacy awareness on SNSs into smaller pieces that can be addressed
through several research questions.

Awareness of fundamental entities revolves around a SNS user’s knowledge of the mere existence of
items and contacts and can be considered as a prerequisite for more complex questions. The first
research question consequently assesses the participants’ ability to check the existence of items and
contacts when using both interfaces (APG and the Facebook interface):

e RQ1la (Item existence): Compared to the Facebook interface, does the APG improve the SNS
users’ ability to check the existence of particular items?

¢ RQ1b (Contact existence): Compared to the Facebook interface, does the APG improve the
SN users’ ability to check the existence of particular contacts?

Besides mere existence, understanding the relation between fundamental entities contributes to a SNS
user’s privacy awareness. Such a relation describes the permissions assigned to contacts to see
particular items. The second research question thus assesses the users’ understanding of <1:1>, <1:n>,
and <n:1> relations between items and contacts.

e RQ2a (Item visibility): Compared to the Facebook interface, does the APG improve the SNS
users’ ability to understand which contacts have access to a particular item?

e RQ2b (Contact privileges): Compared to the Facebook interface, does the APG improve the
SNS users’ ability to understand which items a particular contact has access to?

Finally, we assess a SNS users’ understanding of <n:m> relations between items and contacts. Such a
relation can be interpreted as a social role, i.e. a set of particular items which should be visible to a
particular audience in order to convey an intended image of the self. Hence, the third research question
is concerned with being aware of one’s social roles and inconsistencies therein:

¢ RQ3a (Social role perception): Compared to the Facebook interface, does the APG improve
the SNS users’ ability to identify existing social roles that are used to convey certain self-
images to particular audiences?

! An overview of Facebook’s privacy settings is provided at: https://www.facebook.com/help/325807937506242/
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e RQ3b (Social role consistency): Compared to the Facebook interface, does the APG improve
the SNS users’ ability to determine potential inconsistencies in a given social role such as
excessive or missing permissions?

4.2 Recruiting Methods

To answer these research questions, we recruited participants for our laboratory experiment in four
ways: through an announcement on the department’s website and Facebook page, through an
announcement on the institute’s bulletin board, through an e-mail announcement, and through word of
mouth. In the announcement we asked for participation in a SNS-related usability experiment. Neither
the announcement nor the introduction of the participants to the experiment contained any reference to
privacy or privacy awareness as literature has indicated (Braunstein et al., 2011) that there is a
potential bias in replies to privacy-related questions.

4.3 Experiment Design

To investigate the research questions presented in Section 4.1, we developed two scenarios. These
scenarios are used during the experiment rather than the participants’ own Facebook profile in order to
provide equal conditions. Each scenario represents an artificial SNS profile that contains a set of items
shared with contacts. Scenarios were designed to resemble a typical SNS profile and contain contacts
from different social spheres (e.g. family members, close friends, and colleagues) and both sensitive
(e.g. pictures) and non-sensitive items (e.g. status messages) shared with these contacts in a targeted
manner. Different items and contacts were used for each scenario but each scenario consisted of an
equal number of items and contacts.

Hereunto, we created a hardcopy explanation sheet for each scenario, illustrating in detail contacts,
their belonging social sphere, and which items they are able to access. These hardcopy sheets are used
to represent the participant’s perceived visibility. In addition, we crafted corresponding Facebook
profiles for both scenarios (representing the actual visibility) and purposefully manipulated these
profiles to contain some minor deviations (e.g. slightly different visibility settings) from the hardcopy.
The experiment was conducted in a dedicated room of the department in groups of up to three
participants between September and October 2013. Figure 6 depicts the course of the experiment as
well as its main components. In the first step, we used a presentation to introduce each group of
participants to the experiment and explicate relevant concepts such as self-presentation on SNSs,
items, audiences and social roles. In a second step, we gathered basic demographic information.
During the preparation phase, we explained the functionality of both the Facebook interface and the
APG and pointed out where to find relevant information (such as privacy settings). Subsequently,
participants were given unlimited time to play with both interfaces (based on a dummy Facebook
account). During the second part of the preparation phase, participants had unlimited time to study the
hardcopy explanation sheets in order to become familiar with both scenarios.

Interface and scenario execution order
(e.g. for the first group of participants, each task is first excuted on interface 1
using scenario 1 and subsequently executed on interface 2 using scenario 2)

4. Task execution

RQla RQlb RQ2a RQ2b RQ3a RQ3b
Tla| (Tlb| [T2a| |T2b| | T3a| | T3b

- = r - - >
3. Preparation L B L | _ >
l.Intro- | | 2.Demo-| | phase
duction graphics (Interfaces & _L | L _ _ >
Scenarios)
- ~ - B — >
Figure 6. Experiment Design
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Upon completing the preparatory phase, participants were asked to complete a set of tasks on both
interfaces, following a within-subject design. To avoid carryover effects, we counterbalanced? both the
interfaces and the scenarios, resulting in four groups of participants (see Figure 6).

To answer the research questions posed in Section 4.1, we designed the following six tasks that had to
be executed on both interfaces. Each task addresses one research guestion.

o Tla (Item existence): Check the existence of a set of given items. The task examines basic
awareness of the availability of single entities, addressing research question RQ1a.

e T1b (Contact existence): Check the existence of a set of given contacts. The task examines
basic awareness of the availability of single entities, addressing research question RQ1b.

e T2a (Item visibility): Determine which contacts have access to a particular item. The task
examines awareness of the impact of a relation (permission assignment) between an item and
some contacts, addressing research question RQ2a.

e T2b (Contact privileges): Identify which items a particular contact is able to access. The task
examines awareness of the impact of a relation (access privileges) between a contact and some
items, addressing research question RQ2b.

e T3a (Social role perception): Identify existing social roles that are used to convey certain
self-images to particular contacts. The task examines the participant's awareness of previously
used social roles, addressing research question RQ3a.

e T3b (Social role consistency): For a given social role, determine potential inconsistencies
such as excessive or missing permissions. The task examines the participant’s awareness of
inconsistent social roles that may have a negative impact on his self-presentation, addressing
research question RQ3b.

For each task, we measured time-to-task completion, accuracy rate, and the participants’ confidence in
their answers (using a five point Likert scale). To arrive at a reasonable length of the overall
experiment, each task had to be executed within a time-frame of two minutes for each interface.

5 Results

In this section, we present the results of our experiment. First, we discuss the participants’
demographics. Subsequently, we outline the results of the previously proposed research questions.
Hereunto, we present the results of the previously described tests (oo = 0.05) where we investigated
significant differences in accuracy rate, time-to-task completion, and reported confidence between the
APG and the Facebook interface.

51 Demographics

In total, we recruited 32 participants. The participants' age ranges from 24 to 52 years (y = 29.03; ¢ =
6.879). Females account for 46.88 %, which leads to a slight male bias (53.13 %). The majority of
participants (81.25 %) stated to use Facebook regularly (more than three times a week).

Compared to the demographics of all Facebook users (Sage, 2013), we observe an overrepresentation
of the mid-twenties group, which can be attributed to the academic context of our study (90.63 % of
the participants indicated to have an academic degree).

2 Providing two scenarios and alternating the order of interfaces and scenarios reduce potential bias related to a practice and
fatigue effect.
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Accuracy Confidence Time-to-task completion
Task | Interface | Rate McNemar | Quartiles | Wilcoxon | Sign Test | Mean t-test

(p-value) | Xu5,X50,%75 | (p-value) | (p-value) | (sec.) | (p-value, power)
APG 94 % 4,4,4 54.81

Tla B 79 % 0.033 Y. 3. 4 <0.001 <0.001 111.69 <0.001, 1.00
APG 100 % 4,4,4 46.16

Tib kB 100 % n/a 44 4 1.000 1.000 4556 0.912,0.05
APG 100 % 4,4,4 29.94

T2a kB 100 % n/a 44 4 0.564 1.000 4838 0.001, 0.95
APG 100 % 4,4,4 40.69

T2b B 94 % 0.250 244 <0.001 <0.001 83.38 <0.001, 1.00
APG 81 % 3,3,4 40.47

T3a B 19 % <0.001 0.1, 2%, <0.001 <0.001 104.41 <0.001, 1.00
APG 97 % 4,4,4 36.59

T3b B 59 06 <0.001 134 <0.001 <0.001 102.38 <0.001, 1.00

Table 2. Summary of statistical tests (bold p-values indicate statistical significance)

5.2 RQ1: Existence of Fundamental Entities

Based on time-to-task completion, accuracy, and confidence we investigate to which extent both
interfaces allow checking the existence of items and contacts (cf. Section 4.1). First, we discuss the
results for task T1a, examining the participants’ awareness of the existence of particular items (RQ1a).

Drawing upon the results depicted in Table 2, a McNemar-Test (one-tailed) shows that the accuracy is
significantly higher for the APG (m = 94 %) compared to the Facebook interface (m =72 %).
Moreover, both Wilcoxon and Sign Test (one-tailed) confirm that participants were significantly more
confident in their answer when using the APG instead of Facebook. Finally, measuring the time-to-
task completion, a t-test shows that participants were able to solve task T1a significantly faster when
using the APG (x = 54.81,s = 28.44) instead of Facebook’s interface (x = 111.69,s = 19.05).
Based on these results, we infer that the APG’s uncluttered visualization is superior to the Facebook
interface, where items are spread over several categories and sites are often paginated.

Subsequently, we investigate the capabilities of both interfaces to check the existence of a particular
contact (RQ1b). Results in Table 2 show that all participants were able to execute task T1b correctly
with both interfaces (m = 100%). Likewise, the time-to-task completion (x = 46,S,p; =
16.77,spg = 22.97) and the participants confidence (xneq = 4) were almost identical on both
interfaces. As a consequence, no statistically significant differences could be determined and as both
interfaces offer a list of all contacts, similar results concerning RQ1b could be expected. We deduce
from these results that both interfaces are equally suitable to gain an understanding of which contacts
are connected to one’s SNS profile.

5.3 RQ2: Relations between Fundamental Entities

Next, we investigate to which extent both interfaces facilitate the participants’ awareness of relations
between entities, i.e. their understanding of permissions assigned to contacts to see particular items.

At first, we investigate the participants’ understanding of which contacts are able to see a particular
item (RQ2a). Results in Table 2 show that all participants were able to execute task T2a correctly with
both interfaces (m = 100 %) and were highly confident in their answers (x,eq = 4). However, a t-test
shows significantly that participants were able to solve the task faster using the APG (x = 29.94,s =
18,72) than when using Facebook’s interface (X = 48.38,s = 26.77). From these results we infer that
both interfaces offer a good visual representation of an item’s privacy settings that is easy to
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understand. However, the lack of an overview of all items on Facebook makes looking up particular
items a time-consuming task.

Subsequently, we investigate the extent to which each interface facilitates the participants’ under-
standing of which items a particular contact is able to access (RQ2b). Results (see Table 2) for the
corresponding task T2b show that no significant differences exist in accuracy rates between the
Facebook interface (m =94 %) and the APG (m = 100 %). However, confidence is significantly
higher for the APG. Results additionally show that participants were able to execute the task more
than twice as fast using the APG (x = 40.69,s = 22.49) compared to Facebook (x = 83.38,s =
29,79). A t-test confirms that time-to-task completion results are significantly better for the APG.
From these results we infer that both interfaces offer the required functionality to complete this task.
Yet, results also suggest that Facebook’s “View as...” function, which is used to assess which items a
particular contact is able to see, makes it more difficult (and time-consuming) for users to get an
overview of all items visible to a specific contact.

5.4 RQ3: Social Roles and Inconsistencies

In this section, we investigate the capabilities of both interfaces to understand <n:m> relations
between items and contacts, i.e. the perception of social roles used on the SNS to convey a particular
image of the self to a particular audience (RQ3a). Table 2 depicts the results of the corresponding task
T3a. Accuracy rates are significantly higher for the APG (m = 81 %) compared to the Facebook
interface (m = 19 %). Similarly, statistical tests confirm that confidence (APG (xpeq = 3), Facebook
(Xmea = 1)) and time-to-task completion (APG (x = 40.47,s = 36.09), Facebook (X = 104.41,s =
33,61)) results are significantly better for the APG. From these results we infer that despite the
increasing importance of social roles on SNSs, the Facebook interface lacks any means to visualize
one’s social roles. Rather, to do so, Facebook requires a user to manually check the privacy settings of
all shared items which is not feasible in a real-world scenario.

Finally, we analyze both interfaces regarding their capabilities to discover inconsistencies (such as
missing or excessive visibility permissions) (RQ3b). Results for the corresponding task T3b presented
in Table 2 show that the APG (m =97 %) leads to a significantly higher accuracy rate than the
Facebook interface (m = 59 %). Similarly, both Wilcoxon (one-tailed) and Sign Test (one-tailed)
confirm the participants’ higher confidence when using the APG. Lastly, the time-to-task completion
was significantly lower for the APG (x = 36.59,s = 23.14) than when using the Facebook interface
(x = 102.38,s = 34,39). These results suggest that the APG’s visual representation of social roles
using clustered permissions eases the identification of cluster inhomogeneities which indicate
potentially misconfigured privacy settings.

6 Limitations

One can argue that some limitations exist concerning the design of the APG as well as its evaluation.
The APG is conceived as a tool to raise privacy awareness, i.e. to close the gap between perceived and
actual visibility of shared items but does not allow to change privacy settings accordingly (due to the
inability to modify privacy settings via the Facebook API). Besides, SNSs allow sharing a variety of
data types whereas the matrix-based visualization of the APG is optimized for text-based items. To
address this issue, the APG uses the item’s description as a textual representation within the matrix
and provides an overlay window to display non-text based content (such as pictures and videos). To
address scalability issues, the APG relies on the ADVISER algorithm for sorting, which is used for
large data sets in enterprise 1dM systems. Furthermore, zoom and scroll functionality is integrated in
the APG interface to maintain usability when dealing with a large number of contacts and items.

Concerning the APG evaluation, we compared the APG only to a single SNS interface, namely
Facebook which we see however as the most representative at this time. The sample of our laboratory
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experiment was overrepresentative of mid-twenty year old participants and largely consisted of regular
Facebook users. However, solely analyzing participants in our sample that are 30 years or older (8
participants) leads to comparable results. Similarly, the APG outperformed the Facebook interface
when only considering participants that are non-regular Facebook users (6 participants). Also, the
comparably small sample size (32 participants in total) limits statistical significance, though we argue
that by opting for conducting the experiment in a controlled environment with personal supervision,
we achieved a better quality of responses compared to an open and remote survey. Moreover, an
ongoing discussion exists concerning the number of participants in user experience related studies
(e.g. Albert and Tullis (2013) suggest five to ten participants). Besides, it might be argued that using
the participants’ Facebook profiles instead of scenarios would have offered a more realistic setting to
measure privacy awareness, however we opted for a scenario-driven evaluation to ensure
comparability of results. Finally, the Hawthorne effect, stating that participants are motivated to
perform better when under observation, might impact our results. Yet, later research has shown that
there is little to no evidence of such an effect on participants’ behavior (Jones, 1992).

7 Conclusion

In this paper we presented the APG, a new visualization of SNS visibility permissions in order to
improve privacy awareness. To the best of our knowledge, the sorted matrix based APG is the first
approach to visualize SNS users’ different social roles, enabling them to understand how they are seen
by different groups of contacts. To evaluate the designed artifact, we decomposed the notion of
privacy awareness into six research questions and conducted a laboratory experiment with 32
participants, comparing the APG to the Facebook interface. For five out of six research questions, our
results show that the APG outperforms the Facebook interface significantly in terms of at least one of
the three investigated aspects (accuracy, confidence, and time-to-task completion).

Drawing on these results, both theoretical and practical implications can be inferred. From a scientific
perspective, SNSs research often concentrates on improving privacy controls (such as fine-grained
access control models). Yet, our results emphasize the importance of conducting research in the field
of privacy awareness, which can be seen as a prerequisite for privacy control (SNS users first need to
be aware of a potentially privacy-threatening item visibility and understand the need to take action
before refining their privacy settings). Moreover, visualizing social roles to enhance privacy awareness
opens areas for further research. Examples include the use of colors to indicate the frequency of item
access by a contact (e.g. to refine social roles), displaying only a subset of social roles to optimize
their visualization, and exploring the results of different biclustering algorithms on the user’s
awareness. With regards to privacy control, the APG may be used as a user-friendly interface to
change privacy settings and reshape social roles (provided that appropriate SNS APlIs are available).

From a practical point of view, our results imply that current SNSs lack functionality to visualize
one’s social roles. Yet, without understanding social roles users may increasingly proceed to only
share personal items that are acceptable to contacts from all social spheres, leading to flat characters.
In the long term, such social convergence (boyd, 2008a) may negatively impact the business model of
SNSs as these sites become less interesting for its users when only dull or unimportant information is
shared. As a consequence, we believe that SNS operators should have an inherent self-interest to
provide appropriate means to visualize social roles and to technically empower its users to use SNSs
as a medium for targeted and context-dependent social interaction.
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