
Universität Regensburg
Fakultät für Wirtschaftswissenschaften

Lehrstuhl für Wirtschaftsinformatik I - Informationssysteme

Cyber Threat Intelligence Exchange

Dissertation

Zur Erlangung des akademischen Grades “Doktor der Wirtschaftswissenschaft (Dr. rer.
pol.)” an der Universität Regensburg gemäß der Promotionsordnung vom 23.07.2014,

eingereicht an der Fakultät für Wirtschaftswissenschaften

vorgelegt von

Florian Menges, M.Sc.

Berichterstatter:

Prof. Dr. Günther Pernul

Prof. Dr.-Ing. Felix Freiling



To my parents, Günther and Maria,

and my fiancée Nadine



ii

Abstract

The processing and exchange of Cyber Threat Intelligence (CTI) has become an increas-

ingly important topic in recent years. This trend can be attributed to various factors.

On the one hand, the exchange of information offers great potential to strengthen the

knowledge base of companies and thus improve their protection against cyber threats.

On the other hand, legislators in various countries have recognized this potential and

translated it into legal reporting requirements. However, CTI is still a very young research

area with only a small body of literature. Hence, there are hardly any guidelines, uniform

standards, or specifications that define or support such an exchange. This dissertation

addresses the problem by reviewing the methodological foundations for the exchange

of threat intelligence in three focal areas. First, the underlying data formats and data

structures are analyzed, and the basic methods and models are developed. In the further

course of the work, possibilities for integrating humans into the analysis process of

security incidents and into the generation of CTI are investigated. The final part of the

work examines possible obstacles in the exchange of CTI. Both the legal environment

and mechanisms to create incentives for an exchange are studied. This work thus creates

a solid basis and a structured framework for the cooperative use of CTI.
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1. INTRODUCTION 1

1 Introduction

Information technology (IT) has advanced into nearly all areas of life in recent years and

has become an indispensable part of our daily lives. It has also become a driver of growth

and a key technology for companies and institutions, making a signi�cant contribution

to secure their competitiveness. With the widespread use and increasing importance of

IT, it is also continuously becoming a target of cybercrime. The attacks are growing

in their complexity and intensity, and sometimes cause immense damage [17]. A wide

variety of scenarios can be observed, ranging from data theft to ransom and sabotage.

The threat situation described is particularly problematic if the attacks affect critical

infrastructures. These are systems and assets fundamental to the functioning of society

and whose disruption or failure could have dramatic consequences for public order and

human security [6].

In order to ensure protection against the dangers of cybercrime, a variety of methods

and approaches have been developed and published in recent years. This includes a

large number of possible measures to detect and prevent future attacks as well as defend

and mitigate the impacts of damaging events that have already occurred. The arsenal of

countermeasures ranges from access control procedures and �rewalls to the detection of

attacks and emergency recovery plans. These traditional approaches, however, often work

with an insuf�cient and isolated knowledge base; they only provide reliable protection

against threats which are already known [26]. As a result, there is often little protection

against or situational awareness of current threats, and defensive mechanisms can often

only be initiated reactively.

The problems outlined above have also been recognized by companies and nation states

[23]. As a result, there is a recent trend toward collaboration in the defense against

cyber threats. For example, the �rst collaborative projects have already emerged between

companies to jointly increase their security level by exchanging information on security

incidents and threats1;2. Approaches involving the exchange of information on threats

are also encouraged and supported by different governments. More speci�cally, various

laws have been passed in this regard, such as the IT Security Act in Germany [7] and the

NIS Directive 2016/1148 in the European Union [10]. These regulations de�ne a number

of reporting obligations in cases of suspected and actual damage, mostly in connection

with critical infrastructures. Apart from its practical relevance, the bene�cial effects of

the exchange of information are widely recognized within scienti�c literature and have

been discussed in various publications [28, 21, 4].

At the center of information exchange for cooperative security are the data structures

which allow identi�ed threats to be stored and transported. In the literature, this is

commonly referred to as Cyber Threat Intelligence (CTI). Although there is no uniform

and sharp de�nition of CTI to date, a work by the Bank of England from 2016 provides a

good starting point. Following this, CTI can be considered as "information about threats

1https://www.allianz-fuer-cybersicherheit.de
2https://www.blocklist.de
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1. INTRODUCTION 2

and threat actors that provides a suf�cient understanding of the containment of harmful

events" [2]. Chantzios et al. [5] go one step further and specify existing de�nitions by

describing CTI as something that goes beyond the mere description of data structures

that represent threats. According to this work, CTI allows the description of a process

representing the entire lifecycle of information processing that leads to an understanding

of threat situations. This process includes the identi�cation of data sources, the acquisition

of data, the analysis of acquired data, their exchange, and a �nal review of continuous

improvement of the process, and it is outlined in Figure 1. With the processing and

exchange of CTI, several positive effects can be achieved. These include, for example,

a higher situational awareness of those involved, a deeper knowledge of threats, and

improved defense capabilities.

Figure 1: CTI lifecycle according to Chantzios et al. [5]

While CTI is a promising technology for increasing the level of protection, it never-

theless remains a very young �eld of research. As a result, its usage is accompanied by

various challenges and problems of implementation. A major obstacle in the exchange

of information is already apparent in the structuring of CTI. Existing approaches often

differ greatly from each other, suffer from incompatibilities, or demand a commitment to

proprietary software. In addition, existing data structures often only support low-level

information, while information on a semantically higher level cannot be represented. The

inclusion of human knowledge is also a major problem in this context. Although employ-

ees may possess valuable operational and strategic knowledge, the interaction of human

beings with the CTI lifecycle has hardly been investigated so far. Moreover, exchanging
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1. INTRODUCTION 3

information is always connected to balancing the costs against the bene�ts for companies,

which can lead to information not being exchanged. Despite being well-known and highly

relevant for companies owing to legal requirements, solution approaches have hardly been

discussed in the literature so far. In this �eld of tension, the goal of this dissertation is to

address the problems described above and clarify important fundamental questions in the

�eld of threat intelligence processing and exchange. For this purpose, the research carried

out �rst examines the structuring possibilities of CTI. As a result, important �ndings are

provided that contribute to increasing compatibility in the exchange and to developing

a better understanding of the information among the participants. Building on this, the

possibilities of human interaction with this structured information are investigated. This

creates the basis for introducing contextual information into automated analysis processes

and thus considerably increasing the meaningfulness of the information. Based on these

�ndings, the dissertation �nally proposes approaches to create incentives for the exchange

in the context of legally compliant reporting, thus laying the foundation for a sustainable

exchange.
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2. RESEARCH QUESTIONS 4

2 Research Questions

The exchange of threat intelligence is still a relatively young and barely researched

discipline in science. As a result, various problems, obstacles, and uncertainties can

be expected in its utilization. The central aspect of an exchange is the content of the

information to be transmitted. Only if the transmission is carried out in a uniform,

comprehensible, and meaningful form can the recipient make use of it. The scope and

complexity of CTI raises another problem. In order to be able to generate a bene�t from

transmitted data, uniform access must be provided to evaluate the information contained

therein. In addition, such an exchange is associated with high costs and various legal

requirements. Legal reporting obligations must be complied with and legal requirements

for data protection must be taken into account. These factors and problems lead to the

central research question (RQ) for this dissertation:

RQ: How can Cyber Threat Intelligence be harnessed through a structured

exchange while overcoming exchange barriers?

This central research question is broken down and answered through six partial research

questions across three research areas. In the �rst area, possibilities for the structured

presentation of CTI are examined. Based on this, the second area examines the pos-

sibilities for involving individuals in the CTI operating process. Finally, in the third

area, possibilities for counteracting potential obstacles that may impede an exchange are

examined.

Structured representation of CTI

The �rst focus area of this work is the challenge of how CTI can be stored, represented,

and exchanged in a structured way. This is an essential factor for developing a common

understanding and further processing of the content. In practice, various exchange formats

and data structures already exist, such as Structured Threat Information eXpression (STIX)

[3], Incident Object Description Exchange Format (IODEF)3, Vocabulary for Event

Recording and Incident Sharing (VERIS)4, and Malware Information Sharing Platform

and Threat Sharing (MISP) [27]. Although these data formats have been developed

largely independent of each other by different actors, all of them pursue the general goal

of providing comprehensive information about threats and incidents. Due to their origin

in different use cases and requirements, however, the underlying data structures often

differ considerably. They are already used to a limited extent in the security operations of

some companies and organizations. Because different data formats are used in different

versions, the exchange of data across company boundaries often poses a big challenge.

In the literature, studies have described some of these data formats in detail, including

the works of [25], [1], and [12]. However, in-depth analyses and qualitative comparisons

3https://tools.ietf.org/html/rfc5070
4http://veriscommunity.net/
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2. RESEARCH QUESTIONS 5

of these formats have not been carried out yet. This problem leads to the �rst partial

research question RQ1.

RQ1: How can CTI exchange formats be described and compared struc-

turally and qualitatively?

A further problem in this context arises from the differences between the individual data

formats. These are often the result of different requirements and different use cases

which lead to signi�cant differences in syntax and semantics. Owing to these signi�cant

differences in their characteristics, the data formats are often incompatible, making cross-

format data exchange very dif�cult. This problem leads to the second partial research

question RQ2.

RQ2: Which essential characteristics de�ne CTI exchange formats and how

can they be standardized?

Integration of human beings in CTI processing

The second focal area of this dissertation is to provide individuals with access to the infor-

mation exchanged. Existing data formats usually use extensive serialization mechanisms

based on XML or JSON. These are generally not accessible for humans, especially if they

contain large amounts of data. Besides, the automated evaluation of threat information

quickly reaches its limits when the data to be analyzed is too extensive. In such cases, a

subsequent analysis by security experts is often indispensable. This requirement results

in the partial research question RQ3.

RQ3: How can experts be integrated into a CTI analysis and exchange

process?

In addition to dedicated analyses by security experts, the creation of a human-machine

interface for CTI opens up further opportunities. It also results in a great potential in the

area of data acquisition. Existing systems typically rely on the automatic collection and

analysis of threat intelligence from log �les. With the integration of human actors and

their knowledge into the acquisition process, there is the potential to extend the scope

of existing CTI signi�cantly. These considerations result in the partial research question

RQ4.

RQ4: How can employees with different knowledge levels be integrated into

the CTI exchange process?

Overcoming obstacles in CTI exchange

The third focal area of the work deals with possibilities to overcome potential obstacles in

the exchange of threat intelligence. Such exchanges are subject to legislation in different

countries which must be taken into account. This includes reporting obligations such

as those stipulated by the German IT security (ITSiG) law on the one hand and data
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2. RESEARCH QUESTIONS 6

protection requirements, for example, as de�ned by the European General Data Protection

Regulation (GDPR) on the other hand. These requirements and the resulting obstacles

lead to the partial research question RQ5.

RQ5: How can reporting obligations be ful�lled using CTI while complying

with applicable legislation?

In addition to possible obstacles due to the legal requirements, companies may also face

certain disadvantages and problems which arise from an exchange. Speci�cally, the

analysis and exchange of information about security incidents results in high costs, such

as through the provision of the necessary infrastructure and the corresponding specialist

personnel. Furthermore, an exchange always involves the risk of data leakage, which

could result in further costs. This may lead to a situation where companies are only

interested in passive participation in the exchange, as the risks of an active exchange may

be considered disproportionate. This problem leads to the partial research question RQ6.

RQ6: How can the exchange of CTI be incentivized?

Overall, the answers to the partial research questions RQ1-RQ6 and thus, to the central

research question RQ are intended to provide the scienti�c basis for an exchange of threat

intelligence. This dissertation therefore provides the necessary tools for the analysis

and evaluation of CTI data structures, the development of interfaces for humans to this

technology, and the minimization of possible obstacles in its use.
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3 Research Methodology

The previously de�ned research questions are answered in this dissertation with the use of

established research methods from the �eld ofWirtschaftsinformatik. For the purpose, this

section �rst classi�es the research area ofWirtschaftsinformatikand important research

methods. Building on this, the applied research methodology is presented and the speci�c

application within this work is discussed.

The discipline ofWirtschaftsinformatikis often translated as "business and informa-

tion systems engineering," but the actual equivalent in the Anglo-Saxon world is the �eld

of "information systems research." Here, the two main research paradigms "behavioral

science" and "design science research" are applied [18]. Behavioral sciencehas its

origins in the natural sciences. It mainly studies the explanation and prediction of phe-

nomena in the areas of analysis, design, implementation, and management of information

systems. The goal is to inform researchers and practitioners about interactions among

people, technology, and organizations to �nd out the "truth" about IT systems. This is

meant to ensure that IT systems can ful�ll their purpose of increasing the ef�ciency of

organizations [13]. The approach ofdesign science research, on the other hand, has its

roots in the �eld of engineering and fundamentally describes a problem-solving paradigm.

In this context, innovations should be generated on the basis of ideas, practices, technical

skills, or products to enable the ef�cient use of information systems. Speci�cally, existing

theories are applied, tested, modi�ed, and extended to create artifacts. These are then

used to understand and solve problems [13]. The two research paradigms of information

systems research are used differently in the scienti�c community. While behavioral sci-

ence is the predominant research paradigm in the Anglo-Saxon community, the German

research community is more design-oriented [18]. Consequently, this dissertation is also

signi�cantly in�uenced by the design science paradigm. More precisely, the work follows

the basic guidelines for design science as put forward by Hevner et al. [13] as well as

the methodological framework for design science proposed by Peffers et al. [19]. In

the following, the applied approaches are described in more detail with reference to the

contents of this work. According to Hevner et al., the fundamental principle of design

science research is to develop and apply an artifact to solve a problem [13]. The goal is to

create an understanding of and knowledge about a design problem and to solve it. Based

on this idea, Hevner et al. propose the following seven guidelines for design science

research [13].

Guideline 1. Design as an artifact

A central requirement for design science research is the creation of a useful and feasible

artifact to solve an important organizational problem. According to Hevner et al., artifacts

are de�ned as constructs, models, methods, or instantiations. They can manifest as

abstractions, representations, models, methods, algorithms, or speci�c practices. Such

artifacts are developed for each research question of this work's three focal areas. Each

should contribute to the solution of the respective sub-problem and address the central

research question in its entirety. In order to ensure the usefulness of the artifacts developed,
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3. RESEARCH METHODOLOGY 8

each of the focal areas of the work sets its own development focus. For example, questions

related to the representation of CTI are primarily answered by constructs, models, and

methods, while the integration of the human component and the addressing of exchange

obstacles are addressed by models and instantiations.

Guideline 2. Problem relevance

A further requirement in design science research is to develop technology-based solutions

that are important and relevant for previously unsolved business problems. The disser-

tation deals mainly with research questions from the relatively young research �eld of

threat intelligence sharing, which has become increasingly important in recent years [22].

The problems addressed may have already been identi�ed as relevant in the literature,

show practical relevance in the business environment, or can be justi�ed by the current

legislation. The relevance of the addressed problems and research questions is described

in detail in each of the research papers.

Guideline 3. Design evaluation

The design evaluation guidelines provide for the evaluation of the developed artifact

in terms of utility, quality, and effectiveness. The evaluation is to be performed using

established procedures and methods. The research papers produced in the course of this

work each contain dedicated evaluations of the results obtained. Different evaluation

methods were used, ranging fromobservationalto analyticalanddescriptive. In addition

to the evaluations, the individual papers contain justi�cations for the selection of the

method used.

Guideline 4. Research contributions

Design science research tackles the question of what new and interesting contributions

could be made. A contribution can be the artifact itself, but it could also be an extension

to the knowledge base or an evaluation methodology. In the context of this dissertation,

several artifacts are provided as separate contributions — for example in the form of

prototypical applications. In addition, several contributions to the knowledge base are

made. This includes, for example, new �ndings in the area of CTI data formats and an

evaluation methodology for CTI data formats.

Guideline 5. Research rigor

Another essential part of design science research is the application of strict rules to the

construction and the evaluation of the developed artifact. It is important to apply the

available knowledge pro�ciently to create and evaluate an artifact using suitable methods.

The publications resulting from this work rely strictly on the available knowledge base

from the literature for the development of concepts, methods, and prototypes. For the

results obtained in this process, appropriate evaluation procedures are carefully selected

and applied.

Guideline 6. Design as a search process

Design can be described as a process for ef�cient problem-solving, taking into account

available resources, pursued objectives, and environmental conditions. Existing problems
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3. RESEARCH METHODOLOGY 9

Figure 2: Process model according to Peffers et al. [19]

are often simpli�ed or subdivided into sub-problems by reducing them to sub-areas,

which was also consistently pursued in this dissertation. The identi�ed overall problem

is de�ned as a research question and split into three focal areas. Within these areas, the

individual research questions are covered by publications, which in turn are divided into

sub-problems. The solution of the de�ned sub-problems should �nally lead to the solution

of the formulated overall problem.

Guideline 7. Communication of research

Research results from design science research are to be presented to both technology- and

management-oriented audiences. Technical presentations should highlight the advantages

of the artifact, the possibilities for expanding the scienti�c knowledge base, and the envi-

ronmental conditions under which the artifact was created. Management presentations,

on the other hand, should convey how an artifact can be used in organizational contexts.

The papers produced in the context of this dissertation offer extensive information for a

technical audience, while also addressing organizational applications where possible. All

resulting papers have been submitted or published in scienti�c journals and conferences.

The results have also been directly incorporated into the DINGfest research project5. Thus,

the research results are made accessible to a broad technically and management-oriented

audience.

The guidelines of Hevner et al. presented here describe the characteristics of well-

performed research and form the methodological foundation of this work. The applied

research process is based on these characteristics and follows thedesign science research

methodologyand process model proposed by Peffers et al. [19]. Figure 2 outlines the

essential components of this process model which consists of six activities and four

possible entry points.

The research process begins in the �rst step with the identi�cation of the problem and

the motivation. Here, the relevance of the presented problem as well as the necessity and

bene�ts of the solution are clari�ed. In the second step, speci�c goals for a solution are

de�ned. It either describes how a solution improves the state-of-the-art or how a new

5https://dingfest.ur.de
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artifact can contribute to the solution. The third step describes the design and development

of an artifact including the actual research contribution. After the artifact has been created,

the fourth step shows that it can solve one or more instances of the de�ned problem. On

this basis, an evaluation of the results can be performed in the �fth step. In doing so, it

can be observed or measured how well the artifact actually supports the solution to the

addressed problem. Finally, in the sixth step, the results of the research are communicated.

For this purpose, the problem and its relevance, bene�ts, novelty, design stringency,

and ef�ciency of the solution are communicated to researchers and other relevant target

groups. Since the process model is not built in a continuously linear fashion, it allows the

return to previous process steps and thus the multiple execution of process steps.

The model also provides possible entry points into the �rst four phases of the model.

Due to the problem-oriented structure of the publications within this dissertation, the

entry points are essentially located at process step 1. In the following chapter, the speci�c

research results of the individual works are presented.
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4. RESULTS 11

4 Results

4.1 Overview of Research Papers

The research questions posed in Section 2 were answered by a total of six research papers

which were published together with this dissertation according to the guidelines and

procedure model described in Section 3. To ensure that the results could be communicated

to a suitable specialist audience, all the papers have been submitted to renowned specialist

journals and conferences in the �elds of IT security and information systems. An overview

of the individual research papers produced in this context can be found in Table 1. It shows

the six research papers listed in the order of the corresponding research questions outlined

in Section 2. Each paper is directly assigned to the respective research questions RQ1-

RQ6 by their numbering P1-P6. However, the order does not re�ect the chronological

publication dates of the articles. In addition to the numbering assignments, the table

presents the full citation and the current submission status of the article. Moreover, the

type of each article is speci�ed, indicating whether the contribution was submitted for

publication at a conference (C) or in a journal (J). At the time of writing the dissertation,

Papers 1-4 have been accepted and published, while Papers P5 and P6 are currently still

subject to a review process. The complete papers, more detailed information on the

submissions, and the proportion of contribution by the authors to the respective articles

are provided in Part II of this dissertation.

No. Publication Status Type

P1 Menges, F. and Pernul, G. A comparative analysis of
incident reportingformats. In:Computers & Security
73, 87–101 (2018).

published J

P2 Menges, F., Sperl, C., and Pernul, G. Unifying cyber
threat intelligence. In:Trust, Privacy and Security in
Digital Business, TrustBus. LNCS, vol. 11711, pp.
161–175. Springer, Cham (2019)

published C

P3 Böhm, F., Menges, F., and Pernul, G. Graph-based vi-
sual analytics for cyber threat intelligence. In:Cyberse-
curity 1, 16 (2018).

published J

P4 Vielberth, M., Menges, F., and Pernul, G. Human-as-
a-security-sensor for harvesting threat intelligence. In:
Cybersecurity 2, 23 (2019).

published J

P5 Menges, F., Latzo, T., Vielberth, M., Sobola, S., C.
Pöhls, H., Taubmann, B., Köstler, J., Puchta, A., Freil-
ing, F., Reiser, H. P., and Pernul, G. Towards GDPR-
compliant data processing in modern SIEM Systems.
Computers & Security(2020)

under review J

P6 Menges, F., Putz, B., and Pernul, G. DEALER: Decen-
tralized Incentives for Threat Intelligence Reporting and
Exchange,International Journal of Information Secu-
rity (2020)

under review J

Table 1: Overview of research papers within this dissertation
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As shown in Section 2, the dissertation consists of three consecutive topics. Figure

3 gives a graphical overview of the main topics and the categorization of the individual

research papers within these topics.

Figure 3: Overview of research papers and corresponding research areas

The foundation for this dissertation is formed through the investigation of possibilities

for the structured representation of CTI with papers P1 and P2. Building on this, the

second focal area of the work is the creation of interfaces for humans to access the

structured CTI. To achieve this, the integration possibilities of domain experts as well as

of employees without IT security knowledge are examined in papers P3 and P4. On the

basis of this preliminary work, the �nal phase of the research examines how obstacles

in the exchange of threat intelligence information can be overcome. More speci�cally,

legal implications for CTI exchange procedures and possibilities for creating reporting

incentives are examined in papers P5 and P6. The results of the individual research areas

are presented in detail below.

4.2 Structured Representation of CTI

At the center of any exchange of threat intelligence are the data structures used to store

and transmit the information. Their speci�c properties, such as syntax, semantics, and

unambiguousness of the contents or machine readability, are essential in�uencing factors

for the usability of the data as well as its comprehensibility in the context of an exchange.

The compatibility of different data structures with each other is also a necessary condition

for any exchange process. For these reasons, it is essential that the data formats and data

structures used in an exchange are known, well-investigated, uniform, and understandable

for all participants. In order to provide such a methodical foundation, the �rst focus

of this work is to analyze existing CTI data structures and investigate the potential for

standardizing existing data formats.
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P1: A comparative analysis of incident reporting formats

Paper P1 of this dissertation describes the structural foundations of CTI data structures

and creates an evaluation basis for the components of threat intelligence. The result of

this work serves to answer research question RQ1 (see Section 2) and shows how CTI

exchange formats can be described and compared structurally as well as qualitatively.

An essential problem in the investigation of CTI data structures is that different data

formats are used for different application purposes. These range from data formats which

represent vulnerabilities and formats for data exchange between intrusion detection and

prevention systems to formats for the representation of complex attacks and security

incidents. In addition, the data structures used, even if the same application purpose is

pursued, sometimes differ signi�cantly in syntax, semantics, and scope.

In order to enable the classi�cation and comparability of threat intelligence data

formats, a multi-layered approach was followed in this paper. First, the most important

CTI data formats were identi�ed, described, and classi�ed. This made it possible to

establish a distinction to other IT security-related data formats. On this basis, in a second

step, essential features of the identi�ed data formats were determined, translated into

models, and the criteria for qualitative comparisons were derived. In the �nal step, these

tools were used to perform a structural and qualitative comparison of the exchange formats.

The initial classi�cation of existing CTI data structures was carried out in this work by

Figure 4: Incident detection process based on Paper P1

identifying essential data types within an analysis process of security incidents. Individual

data formats within the data analysis were identi�ed and translated into a process. The

process is outlined in Figure 4 and provides an overview of the development of CTI data

structures along the data analysis process. The process shows how unstructured raw data

is �rst acquired and converted into structured CTI data. The process comprises several

stages, beginning with the transfer of theraw data into partially structuredactionable

observables, through the detection ofindications of security incidents, to the transfer of

the information into fully structured CTIincident data. Enrichments usingenumeration

objects, which can avoid ambiguities in the information exchanged, are also taken into

account within the process.

Based on these data structures, the next step of this work was to develop a pattern for

the generic representation of incident data structures. The resulting Universal pattern for

structured incident exchange (UPSIDE) shown in Figure 5 represents the essential CTI

data points on an object level.
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Figure 5: Universal pattern for structured incident exchange based on Paper P1

The starting point for this model was the existing scienti�c basis for CTI data formats

from the literature and established data formats from practice. Existing data formats

generally use nested XML or JSON data structures for data handling. In order to enable

an accurate representation of the data formats, a nested representation was also chosen

for the creation of the UPSIDE model. The model illustrates the relationship shown

in the process model — namely, that an incident object is composed of different indi-

cators. Indicators, in turn, transport the actual user data about the represented security

incident. This contains detailed information about the attacker involved, the attack, and

the methods used. In addition to indicators, information about the behavior and possible

countermeasures of the defender can be transported. Based on these �ndings, various

criteria for comparing CTI data formats were developed in the next step. On the one hand,

these include structural criteria resulting from the models presented. On the other hand,

qualitative criteria were developed which could be derived from literature, practice, and

the characteristics of existing data formats. Finally, a comparison of the most important

CTI data formats was carried out using the criteria determined here, thus providing a

comprehensive overview of the state-of-the-art in CTI. With this analysis, the different

strengths and weaknesses of the analyzed data formats could be revealed. It turned out

that the STIX data format currently offers the most extensive representation possibilities,

while soft criteria such as extensibility showed a mixed picture.

Contribution of P1:

In summary, this work provided the basis for the identi�cation, description, and compari-

son of CTI data structures. It was possible to classify the corresponding data structures

within the analysis process and to develop a pattern for a generic description of threat

intelligence. In addition, criteria were developed for comparing CTI data formats. The

application of these criteria has �nally made it possible to compare the state-of-the-art

data formats.
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P2: Unifying Cyber Threat Intelligence

The comparability of CTI data structures has been established using Paper P1. Next,

Paper P2 focuses on the exploration of potentials for the standardization of these data

structures. While Paper P1 considers CTI data structures on the object and data format

level, Paper P2 examines data formats on the attribute and data type level. It describes the

structural properties of CTI exchange formats in detail and presents a methodology for

their standardization to address the research question RQ2 (see Section 4.2).

A major problem in the exchange of CTI is that different organizations and companies

have already integrated selected data formats into their processes and operational use.

This includes data formats such as STIX, IODEF, and VERIS, which are used for the

structured storage of CTI and have become widely used in recent years. To complicate

the situation even more, these data formats are often used in different versions in practice.

As a result of these differing data structures, an exchange across company boundaries is

often dif�cult or even not possible at all.

Figure 6: CTI meta model based on Paper P2

This paper addresses the question of how such incompatibilities can be overcome

by creating a uniform data structure for the exchange. To make this possible, �rst an

in-depth investigation of the components within CTI data structures based on the results

of Paper P1 is carried out. In contrast to P1, where the focus was on the description of

CTI entities at the object level, P2 considers CTI data formats at the structural level. In

order to provide a complete and detailed picture of CTI data structures, the relationships

and attributes included are examined in detail. To achieve this structural view, a CTI

meta model was developed in this paper. It represents the characteristics of CTI data
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structures and serves as a starting point for a standardization of different data formats.

The model is based on �ndings from the literature on the one hand and on properties of

data formats from practice on the other. From a methodological perspective, it is based

on the abstraction concepts for the creation of meta models as per Sprinkle et. al. [24]

and is shown in Figure 6.

The model represents the possible structural relationships among objects, relations,

and attributes within CTI exchange formats. The three main CTI entity classi�cations —

indicator , intelligenceandattribution have been translated into speci�c objects within

the model. In addition, the essential attribute types —attribute , enumeration and

scoring system— were identi�ed and assigned to the individual objects within the

model. Furthermore, the model provides information on possiblerelationshipsbetween

the individual entities of the model. The structural properties of CTI data formats

presented here are intended to ensure re-usability of the results on the one hand and to

leave no room for interpretation when investigating CTI data formats on the other.

Figure 7: Uni�ed CTI data model based on Paper P2

In addition to the meta model, a methodology for the standardization of CTI entity

types was also developed in this work. For this purpose, a set of rules was de�ned which

allows to convert CTI data formats into a uniform and reproducible notation. In this

process, the essential CTI entity types were identi�ed from the state-of-the-art CTI data

formats and converted into a uniform notation with the help of the rule set.

In the last step of the work, the knowledge gained from the previously developed

meta model and the uni�ed CTI notation was used to develop a uni�ed CTI data model.

The model is designed as an entity relationship model and shown in Figure 7.

The model integrates all CTI entity types identi�ed in the course of this work and

labels each of them using the uni�ed notation. In addition, the previously de�ned classi-

�cations of attribution , intelligence, andindicator were introduced as separate layers
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within the data model. They allow the assignment of individual CTI entities to classi�-

cations de�ned within the meta model. In the next step, each of the standardized entity

types were integrated into the model. To preserve the expressiveness of the underlying

data formats, all available entity relations were also integrated into the model. Finally,

the included entities were extended by available complex attributes. These were extracted

from the corresponding entities within the underlying data formats. As a result, this

provides an overview of the structuring possibilities of the data formats and uncovers

possible structural weaknesses.

Contribution of P2:

With this work, a central de�nition for the essential attributes and properties of CTI

data formats was created which allows the merging of data formats on the data type

level. In addition, a set of rules was de�ned that enables existing notations and entity

types to be standardized. These tools allowed the state-of-the-art data formats to be

converted into a uni�ed CTI data format. This allowed the functionality of the approach

to be demonstrated and contributed to the identi�cation of possible weaknesses of the

underlying data formats.

4.3 Integration of human beings in CTI processing

After the previous section has provided the necessary fundamentals for the description

of threat intelligence, the second focal area of the dissertation addresses the practical

use of CTI information. Existing data formats offer a solid tool set for the structured

description and storage of information. However, the included data is often complex and

only available in data formats that primarily focus on the use case of machine processing.

These are usually dif�cult to access for humans, particularly in the case of extensive data

sets. However, since the human factor is an essential component of successful incident

detection, analysis, and response, this section examines ways of ef�ciently integrating

humans into the process. Speci�cally, two different perspectives are considered in this

work. While Paper P3 examines the integration of domain experts into the analysis

process, Paper P4 investigates possibilities for integrating employees without special

security knowledge.

P3: Graph-based visual analytics for cyber threat intelligence

In the area of the integration of human beings in the handling of CTI, Paper P3 �rst looks

at ways of involving security experts and thus directly addresses the research question

RQ3 (see Section 2). For this purpose, the paper demonstrates how complex CTI data

can be stored, processed, and made accessible to security experts. A major problem in

the management of threat intelligence is the way in which the information is provided.

Usually XML or JSON serializations are used which were primarily designed for machine

processing. However, especially large amounts of data often lead to very low human

readability and are therefore of limited use to security experts. This is problematic since
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security experts play a key role in incident detection and handling, and their success is

critically dependent on the available information base. Therefore, the main objective of

this paper is to provide experts with access to intelligence on threats, thus enabling the

integration of expert knowledge into the analysis process. At the same time, interactions

with CTI data lead to the additional requirement of ensuring the integrity of the underlying

data and tracking changes. This is important to allow the data to be used as evidence after

interactions with experts — for example, in subsequent court cases. In order to enable

such an integrity-protected integration of expert knowledge, the knowledge-assisted visual

analytics (KAVAS) approach for STIX was developed with this paper.

(a) Persistence mechanism (b) Integrity mechanism

Figure 8: KAVAS persistence mechanism based on Paper P3

KAVAS consists of two essential components. On the one hand, it allows to persist

threat intelligence data within a graph database and to ensure the data integrity. On the

other, hand it provides a visualization concept which allows interaction with the data and

knowledge exchange with the system. The concept was �nally evaluated by an analyst

survey and several expert interviews. The basis for the data storage within KAVAS is a

concept for integrity-secured persistence of threat intelligence data by means of a graph

database. The data format STIX was chosen for the implementation because it is the most

widely used data format in the �eld of CTI [22]. A STIX dataset essentially contains

three object types —Bundle, STIX Relationship Objects (SRO), and STIX Domain

Objects (SDO). While the bundle object encloses the data set, the user data is represented

by SDOs and SROs. SDOs represent threat intelligence entities and SROs link individual

SDOs.

In KAVAS, the relationships between the STIX entities are implemented in a graph

database. These are illustrated in Figure 8a. SDOs, SROs, and the bundle object are

shown as nodes in the graph. The objects in turn can be connected by physical edges in the

graph. This type of data storage allows storing a history of changes in the graph without
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affecting the integrity of the initial dataset. More speci�cally, changes to the dataset can be

represented by additional history nodes, as shown in Figure 8b. The base data is treated as

inventory data, which is never changed. Actual changes to SDO or SRO objects are instead

stored in history nodes and attached to the graph by adding auxiliary edges. This enables

proving and reconstructing changes in the database retrospectively. In the second step

of this work, a user interface for the STIX graph data was developed and prototypically

implemented. Figure 9 shows the user interface, which provides an interactive graph that

allows security experts direct access to the STIX data. From a methodological point of

view, the user interface follows the knowledge-assisted visualization approach of Federico

et al. [11]. The interface therefore pursues the goal of re�ecting the four knowledge

conversion processes of internalization, externalization, combination and collaboration,

as shown below.

Figure 9: KAVAS user interface based on Paper P3

Internalization refers to the conversion of explicit knowledge from the database into

tacit knowledge which corresponds to the user's understanding. To achieve internalization

of the information provided, KAVAS offers a scalable representation of the STIX graph

structure. It is based on a node-link diagram, allows interactive exploration of the dataset,

and supports different �lter options.Externalization refers to the transfer of expert

knowledge into explicit knowledge within the data stock. This conversion process is

achieved in KAVAS by providing the possibility to insert additional information, such as

new nodes. The application also allows the editing of existing elements and enriching

them with additional information. Because the explicit knowledge can be linked to

existing data,combination is also available as a conversion process in KAVAS. Finally,

the collaboration process is mapped by storing the information in one central graph

database. This means that the externalized knowledge of experts is stored centrally,

making it available to all other experts who may be working on the application. To

verify the validity and usefulness of the results, the application prototype was evaluated
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in the �nal step of the work. For this purpose, a questionnaire-based user survey was

�rst conducted among IT security analysts. It was demonstrated that the approach is

of practical relevance and an appropriate tool for the analysis and processing of Threat

Intelligence information. Subsequently, additional expert interviews were conducted

to validate speci�c functionalities of the application. It was shown that the application

clearly contributes to the understanding of threat intelligence for the user. Furthermore, it

became clear that there is a great interest in such a tool in practice.

Contribution of P3:

In summary, this paper provided an interface for security experts to interact with threat

intelligence in the STIX data format. At the same time, the integrity-protected data

storage ensures a complete history of the database. The validity of the presented approach

and the developed prototype was �nally veri�ed by an analyst survey and different expert

interviews.

P4: Human-as-a-security-sensor for harvesting threat intelligence

Subsequent to the presented methodology for the integration of security experts in the

analysis process, the second paper in this focal area deals with integration possibilities for

individuals who have no security background. It examines how employees with different

levels of knowledge can be integrated into the analysis and exchange process of CTI and

thus it directly addresses the research question RQ4 (see Section 2).

A major dif�culty in the analysis of attacks and security incidents is the acquisition

of the necessary data. The data can either be obtained iteratively as part of system

monitoring or extracted as highly detailed system snapshots for forensic processing.

Although the data acquired in this way provides valuable information about system

statuses and actions performed, the scope is usually limited to the respective system. As a

result, only prede�ned events on speci�c systems can be recorded and detected; events

outside these systems remain undetected. From a data structure perspective, this data

contains mostly information from the indicator layer; contextual information from the

attribution or intelligence layers (see Section 4.2) is not available. Contextual information,

in contrast, can usually only be obtained from appropriate experts — for example, with

the help of interfaces such as KAVAS (see Section 4.3).

To solve these problems in the data acquisition, this paper proposes a methodology for

the integration of employees in the acquisition and analysis processes. The methodology

allows persons who lack special IT security knowledge to act as human sensors and

contribute additional information to the analysis process. This integration of humans

opens up new possibilities. For example, information about security incidents can be

made available that is either not visible at all or that becomes visible only at a later point

in time when evaluating log data. In addition, humans as a data source can provide

contextual information on the attribution and intelligence layers, thus expanding the

spectrum of data acquisition. For example, attackers can be attributed, physical attacks

can be detected, and the possible effects of a security incident can be evaluated in advance.
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These insights have been utilized in this paper to develop a methodology that allows the

information provided by individuals to be used in the analysis process. To achieve this,

possible interfaces to Security Information and Event Management (SIEM) processes

were �rst identi�ed and a data model was developed to cover this additional data source.

Subsequently, a CTI data structure was developed and implemented on the basis of the

STIX data format. Finally, the concept was adapted into a prototypical application that

allows the capture of human sensor data and its translation into the proposed CTI data

structure.

Figure 10: Incident model and taxonomy based on Paper P4

In the �rst step of the paper, SIEM systems were investigated for possible interfaces

that allow the integration of human sensor data into the analysis �ow. The push and pull

approaches were identi�ed. The push approach is based on �ndings of the individual

which are actively reported to the system and supplement data from the automated data

acquisition. The pull approach, on the other hand, describes a query from system to

human to acquire additional or missing information following an analysis process. In the

second step of this work, an incident model was developed which allows the acquisition

of automated log data in combination with human sensor data. This is a central point of

the present work, as only the application of this model makes it possible to capture the

insights of individuals completely. Figure 10 gives an overview of the developed incident

model, which is described in detail below. The incident model describes four major

risk factors as process steps —threat source, threat event, entity andimpact. These

are derived from the works of Juliadotter and Choo [15] as well as from the National

Institute of Standards and Technology (NIST) guidelines [14]. The risk factors also serve

as essential activities within the model. Each activity was in turn subdivided into different

areas to provide a detailed picture of the possible hazards. For the design of the individual
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activities, established guidelines and taxonomies of state actors as well as those from the

scienti�c literature were used. Overall, the incident model represents incidents, starting

with the de�nition of a threat source, through threat events which have occurred and

entities which have been affected, to the impact that may be expected. It also allows the

representation of traditional attacks as well as incidents that can be reported by human

sensors, such as technical outages or disaster events.

Figure 11: Human-as-a-security-sensor wizard based on Paper P4

In the next step, the presented incident model was transferred into an extended, generic

CTI data structure that allows representing both automatically collected information from

log �les and additional information from human sensors. The developed data structure is

based on a comparison between the proposed incident model and the UPSIDE presented

in Paper P1 (see Section 4.2). The comparison performed here ultimately yielded two

results. First, it was possible to determine which aspects of human sensor messages are

already describable. Second, it was possible to determine components that could not be

represented within CTI data structures. Based on these �ndings, necessary extensions
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