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Synonyms

Security visualization

Definition

Despite the application of increasingly advanced
methods and technologies to automate tasks
within cyber security, human domain knowledge
remains indispensable. Especially monitoring a
system’s security posture as well as detecting
and analyzing cyber threats requires involvement
of security experts. However, the large amount
of data relevant for these tasks poses a major
impediment for any kind of manual analyses.
It is therefore necessary, to enable security
experts to efficiently deal with large amounts
of data. Visual Security Analytics (VSA) aims
to achieve this through generating interactive
visual representations of log data or any
other data relevant for monitoring, ensuring,
and preserving cyber security and covering
different ways of analyzing security data
using visual approaches (Marty 2009). It is a
combination of automated and visual analysis

aiming for a “best-of-both” worlds approach.
Thus, VSA is a highly interdisciplinary field
covering information security, security analytics,
information visualization, and human-computer
interaction among several others.

Background

Combating the wide variety of threats within
cybersecurity involves the necessity to deal with
large amounts of data from heterogenous sources.
Modern developments such as the IoT and the
resulting interconnectedness of contemporary
company’s architectures additionally increase
their attack surface. This leads to a skyrocketing
amount of relevant data as well as a high
complexity of the task to secure them. Specially
to deal with the data, it is inevitable that
the application of algorithmic methods and
technologies is necessary. Many of these
automated approaches have matured throughout
the last two decades and are a huge relief
to manual analysis approaches (Marty 2009).
Although they are very effective and efficient
in combating familiar threats or at least attacks
that follow previously known schemes, they fall
short in detecting targeted and tailored threats.
These often comprise of several benign activities
that only add up to a malicious incident when
analyzed together. Especially for these types of
threats, it is highly relevant to enable human
domain experts to identify and analyze them.
Their domain knowledge about the company, its
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architecture, and other particularities is crucial
and cannot be automated. However, the amount
of data relevant for analyses is too much for
humans to handle (Goodall 2008).

Since more than 15 years, the field of Visual
Analytics (VA) offers a pathway for a solution
to this and similar mismatches (Thomas and
Cook 2005). It aims at a “best-of-both-worlds”
approach with automated data processing and
analysis combined with visual representations
of the data to enable manual analyses as well.
The application of VA approaches in the context
of security (i.e., VSA) combines human pattern
recognition abilities as well as domain knowledge
with the data-processing powers of computers.
VSA has been playing a major role within VA
since its early days (Keim et al. 2010). It enables
security experts but also experts from other
domains (e.g., IoT) to analyze security data using
visual approaches. Visual representations of data
allow domain experts to discover preemptive
and actionable security measures to combat
threats and increase information security (Jacobs
and Rudis 2014). A crucial part of VA and
therefore also VSA is a feedback loop which
enables experts to adapt and adjust any automated
analysis (and its parameters) or any step that is
part of the process (Keim et al. 2010).

Theory and Applications

Theory of VSA is mostly based on the theoretic
research in the fields of information visualiza-
tion, visual analytics, as well as human-computer
interaction. The application of this theoretical
research to the context of information and cyber
security is the core of visual security analytics.
Thus, the relevant background is naturally highly
interdisciplinary. It first covers understanding the
pattern seeking and visual capabilities of the
human brain (Ware 2012), the involvement of
users in the design process of VSA solutions
(Meyer et al. 2015), and a clear understanding of
the users’ tasks and activities (Kirk 2019). All of
these aspects are crucial to develop an appropri-
ate visual representation for the intended users.
Additionally, literature examines a plethora of

ways to efficiently map multidimensional secu-
rity information into interactive, visual represen-
tations (Hall et al. 2015). This, application-driven
research is the core of VSA. However, there
are several smaller streams of research within
respective literature such as the development of
knowledge-generation models (describing how
users derive knowledge from visual represen-
tations (Sacha et al. 2014)) or the design of
knowledge-assisted visualizations which focus
mainly on the exchange of knowledge between
humans and machines (Federico et al. 2017).

Open Problems and Future Directions

Current widely discussed open problems and
emerging future directions within security
visualization are mainly the following:

1. The most pressing problem is a so-called
dichotomy in the development of VSA
solutions (Marty 2009). They are either
designed by security experts without the
necessary visualization or by visualization
experts without the proper security domain
knowledge. It is necessary to bring both
security and visualization experts together
to build effective VSA solutions.

2. Identification of user tasks: There are several
taxonomies identifying and defining the tasks
and activities of domain experts (Brehmer and
Munzner 2013). Understanding these is cru-
cial for the design of appropriate VA solutions
supporting security experts in the best possible
way. Existing taxonomies are mostly too high-
level or too general to be completely applica-
ble in the context of information security.

3. The appropriate evaluation of interactive
visual representations has been an issue within
information visualization ever since.

4. A raising topic within VA and VSA is the one
of Explainable AI (XAI). Visual approaches
can be used to enable domain experts to
understand and reproduce the decision made
by machine learning and artificial intelligence
solutions. This effort aims to open black boxes
of ML and AI allowing humans to debug,
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adjust, and fine-tune the underlying models
resulting in possibly better and more accurate
analysis results. As ML and AI are also highly
relevant in the context of information security,
this poses an interesting future direction for
VSA.
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