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Synonyms

Security information sharing

Definition

Cyberattacks carried out by malicious actors
often contain common elements. Tactics,
techniques, and procedures (TTP) including
malware and exploited vulnerabilities are reused
and applied world-wide. By sharing cyber
threat intelligence, organizations and security
analysts can help each other to properly react
to security incidents or prevent futures ones.
Interorganizational Cyber Threat Intelligence
(CTI) sharing is defined as the exchange
and collaboration on any security information
relevant to strengthen the security posture. As a
subdomain of CTI, the joint undertaking of CTI
sharing copes with not only technologies, data
formats, but also legal elements, trust, and other
human factors (Johnson et al. 2016).
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Background

The intention behind cyber threat intelligence
sharing is twofold. First, there is the need to
react upon threats with swift response to ensure
information systems’ security (Pawlinski et al.
2014). Shared CTI allows organizations to skip
at least some parts of time-consuming threat
analysis. In conjunction with dedicated CTI
sharing platforms, relevant threat information
can be received automatically and applied
where appropriate. Additionally, a second
motivation stems from the limited analysis
capabilities within an individual organization.
CTI sharing supports building knowledge among
information security defenders from multiple
organizations. Thereby, external perspectives,
insights, and complementary threat information
are integrated. As the threat landscape is vast and
constantly changing, CTI sharing proves to be an
integral element to deal with inefficiencies and
incomplete CTI (Skopik et al. 2016). Overall, it
can easily be inferred that the notion “sharing
is caring” applies to CTI as well. When it
comes to the question of how CTI sharing is
performed, a shift from informal procedures
to formal, structured, and platform-centered
approaches can be observed. While e-mail and
other unstructured communication channels still
serve as exchange mechanisms today, there
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is a much stronger emphasis on CTI sharing
platforms (Sauerwein et al. 2017). This is due to
fact that the incorporated structured CTI formats
limit ambiguity and support automation. CTI
formats further contain favorable characteristics
such as serialization rules.

Theory and Applications

The theoretical concept of CTI sharing includes
CTI producers, consumers, and platform oper-
ators. On the one hand, CTI consumers sub-
scribe to CTI feeds to receive the latest threat
intelligence in a timely manner. On the other
hand, CTI producers publish new CTI based on
threat analysis. The platform acts as an inter-
mediary to ensure CTI exchange and storage.
It must be noted, that CTI sharing participants
can hold multiple roles simultaneously. Thus, the
different sharing mechanisms for CTI include a
hub-and-spoke model, a publish-subscribe model
with separated roles and peer-to-peer communi-
cation seen, for example, by the TAXII — Trusted
Automated eXchange of Indicator Information
server and client implementation (Connolly et al.
2014). MISP - Open Source Threat Intelligence
Platform, another well-known open-source plat-
form, is focused on handling CTI privacy and
user participation (Wagner et al. 2016). CTI can
thus be tagged according to the Traffic Light
Protocol (TLP) and shared within an organiza-
tion only (TLP:RED) or with specified com-
munities. The most permissive option is public
sharing (TLP:WHITE). In addition to the eco-
nomic incentives for CTI sharing which often
lead to industry groups (Gal-Or and Ghose 2005),
intrinsic motivation and legal requirements deter-
mine participation. Mandatory for some indus-
tries (e.g., critical infrastructures), CTI sharing
has to deal with trust concerns as well as reg-
ulations around sensitive data. Finally, sharing
of CTI is closely linked with collaboration. For
collaboration on CTI, the concept of visualization
improves information accessibility (Bohm et al.
2018). As a result, various different CTI sharing
platforms integrate visualizations in their imple-
mentations. By combining motivational aspects,
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defined processes and supportive technology, CTI
sharing is effectively applied.

Open Problems and Future Directions

Cyber Threat Intelligence sharing still faces a
number of challenges. Up to now, CTI sharing
platforms have been based on common database
technology and network protocols to allow
accessibility over the Internet. Nevertheless,
modern technologies might prove suitable for a
range of use cases. Most notably, considerations
of using Distributed Ledger Technologies (DLT)
such as permissioned blockchains demand further
research (Alexopoulos et al. 2020). Another
open problem centers on the conflict of goals
of privacy and CTI sharing for cyber defense.
The most prominent issue here is how to weigh
the privacy of sensitive (attacker) information
(e.g., IP addresses) protected, for example, by
the European Union’s General Data Protection
Regulation (GDPR) and the legitimate interest of
secure information systems. Last but not least,
despite the benefits of CTI sharing, participants
can be reluctant to publish CTI and take only
the role of CTI consumers. To this end, research
must address types of incentives that outweigh
the fear of information disclosure and attackers’
adaption upon publicly available CTI.
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