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Abstract

Securing the highly complex infrastructures of modern organizations against innovative

and targeted cybersecurity threats is becoming increasingly challenging. While automated

security mechanisms have been significantly improved throughout recent years, they

struggle to detect unknown, multi-layered attacks. Only security experts with suitable

domain knowledge can surface the respective threats and incidents through in-depth

analyses, which makes them an indispensable asset for effective and comprehensive

cybersecurity. Therefore, it is necessary to explore how their analysis tasks can be

supported and how they can be integrated into cybersecurity activities. Visual Analytics

provides a well-established pathway for involving human domain knowledge in complex

analytical tasks. However, the body of work applying Visual Analytics to domain

problems within cybersecurity is limited and existing work often either lacks visual

efficiency or falls short in involving security domain knowledge.

This dissertation sheds light on how Visual Analytics can be leveraged within the

cybersecurity domain. As a foundation, the working environment of security experts,

formal notions of security-relevant knowledge, and a fundamental iterative process for

incident detection are defined. Subsequently, Visual Analytics approaches are leveraged

to integrate domain experts into different steps of this process and to support experts’

analytical tasks. First, Visual Analytics is utilized to integrate security experts into

identifying imminent threats and help them interpret indicators of compromise. Second,

when a threat has been detected, security experts need to be supported in the in-depth

forensic analysis of the incident. In a third step, Visual Analytics enables the integration

of cybersecurity analysts’ knowledge into threat intelligence, which provides semantic

and actionable insights about an incident.

This work provides a baseline to bridge the gap between Visual Analytics and the

cybersecurity domain by highlighting how methodically sound visualization designs can

support security experts with their complex analytical tasks. Thus, it indicates a way

towards more efficient and comprehensive cybersecurity activities in organizations.
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1. INTRODUCTION 2

1 Introduction

Information and Communications Technologies (ICT) permeate almost every aspect

of economic, private, and public life by now. These technologies have evolved from

a supporting factor to the central component of any modern civilization in the last

two decades. The ever-increasing utilization of Information Technology (IT) and the

digitization of our society are in every respect driving forces and enablers of growth and

prosperity. Digitization plays a decisive role in the competitiveness of companies and

institutions. Thus, as we increasingly rely onIT and digital infrastructures, our society

has become entirely dependent on them in most areas. This leads to our society and

economy becoming more ef�cient but also provides an increased surface for attacks,

where unauthorized actors try to steal critical information fromICT systems, disrupt

business operations, or damage an organization's assets [11].

Theft from, disruptions, or failures of digital infrastructures can have dramatic conse-

quences for companies, institutions, and private persons. Thus, organizations are trying

to protect themselves against threats in our highly interconnected world. For these actors,

direct and indirect consequences of a successful attack can be substantial [19, 20]. For

this reason, tremendous sums have been invested for years in the implementation of

security concepts, and investments are not going to stop here [12, 13]. While organiza-

tions improve their defenses, researchers drive the state-of-the-art of information security

forward [8]. However, despite the amount of resources invested, defenders seem to

be losing the battle, as implied by an increasing quantity of successful attacks [1, 21].

The risks of being attacked and associated costs are at an all-time high and continually

rising [16]. From this perspective, the investments made do not seem to have the desired

effect. As a result, the threat of cyberattacks is one of the major risks to economic success

and growth [40]. The increase of interconnected devices in digital infrastructures and,

thus, the increased attack surface is just one of the reasons for this. Furthermore, the

intensity and, above all, professionalism of attacks steadily accelerates, which means that

companies are constantly confronted with novel, unknown, and highly complex attack

patterns.

However, a closer and more differentiated look reveals that the situation can be

improved. Progress is being made and research helps to improve protection, detection,

containment, and response mechanisms. In recent years, a great deal of emphasis has

been placed on automating a wide range of cybersecurity tasks. While automation and

the application of advanced analysis methods are undoubtedly important, the involvement

of human domain knowledge is still essential. This becomes clear when taking a look

at the central challenges that information security is facing. On the one hand, the

volume of monitored and analyzed data grows with increasing digitization. In particular,

current developments such as the implementation of the Internet of Things (IoT) and the

prevalence of Cyber-Physical System (CPS) are increasing the quantity of relevant data.

On the other hand, these developments lead to complex and heterogeneous infrastructures

that change dynamically. This makes protecting them a complicated task. A third
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1. INTRODUCTION 3

signi�cant challenge are the threats themselves. They are often explicitly tailored to an

organization and professionally executed [1]. Thus, they are tough to detect for traditional,

automated security mechanisms like Security Information and Event Management (SIEM)

systems or Intrusion Detection Systems.

These challenges make collaboration between people and machines essential for

effective cybersecurity [25, p. 6]. Unknown, multi-layered attack patterns in complex

infrastructures can only be unraveled by security experts with their domain knowledge.

Their involvement is a key success factor for maintaining and improving an organization's

security posture [24]. Nevertheless, automated analyses are crucial for processing the

tremendous quantities of data. Thus, cybersecurity needs an integration of security

experts into relevant processes by supporting collaborative analyses, including humans

and machines. An established tool for realizing such collaborations and integrating human

expertise into IT processes is Visual Analytics (VA) [34].

Figure 1: Visual Analytics Process based on Keim et al. [22].

VA combines humans and machines through interactive, visual representations of

large amounts of data to enable effective and ef�cient analyses [36, p. 28]. The advantage

of this combination is a delegation of tasks within a best-of-both-worlds approach [23,

pp. 10-11]. On the one hand,IT is irreplaceable for automated data management, process-

ing, and statistical analyses. Besides this fast processing and preparation of large amounts

of data,IT can ef�ciently generate visual representations. On the other hand, humans

can process visually presented information extremely fast and partly unconscious [39,

p. 2]. However, a fundamental condition for this ability is domain knowledge. This prior

knowledge allows domain experts to interpret visual representations of information and

derive new knowledge [34]. It is exactly these capabilities that enable the combination of

humans and machines with the help of visual representations. This idea of interactive and

integrative visual analysis is speci�ed by Keim et al. [22] in their VA process depicted in

Figure 1. An essential component of this process is the feedback loop, which continuously

feeds newly gained insights into new process instances [7, 15]. Due to the interactive

nature of the visual representations, theVA process offers possibilities for users to directly
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1. INTRODUCTION 4

or indirectly in�uence all other process steps [10]. Thus, parameters of automatic analysis

procedures can be adjusted, and changes in the visual representations can be made. With

this interactivity,VA enables an exchange of knowledge between humans and machines

and integrates human knowledge into automated analyses [9]. At the same time, this

improves the integration of humans into the analysis processes [34, 38]. These core

capabilities ofVA can support modern cybersecurity operations to cope with imminent

threats.

While the �elds of cybersecurity and Visual Analytics have already brought forth

considerable research, only a limited amount of work has been carried out in the area of

leveraging Visual Analytics for cybersecurity [6, 14], which is referred to as Visual Secu-

rity Analytics (VSA) throughout this dissertation [2]. Nevertheless, given the outlined

challenges that security faces, incorporating visualization appears to be a logical and

bene�cial approach. Furthermore, existing work suffers from a shortcoming described as

the dichotomy ofVSA, which remains valid until today despite its early �rst mention [25,

pp. 7-8]. The dichotomy criticizes the fact that many existing approaches are developed

by security experts, who have little knowledge ofVA or Information Visualization (IV)

theory. The others are developed by visualization experts who have little knowledge

about cybersecurity. This mismatch results in tools that lack one of the two aspects: either

security domain knowledge or visual ef�ciency. However, for ef�cient and usableVSA

approaches, knowledge from both worlds is required. This dissertation contributes to

bridging the gap but cannot solve this complex problem entirely. The corresponding

application-oriented research applies methodologies and approaches from theVA domain

to address pressing issues in several cybersecurity domains. This highlights the advan-

tages of leveragingVA for security and creates a transfer of knowledge fromVA and

adjacent �elds into security.

The remainder of this work is structured as follows. Section 2 introduces the main

research question and the related sub-ordinate questions, which are addressed throughout

the dissertation project. Ensuring comprehensive and compelling research contributions,

the dissertation rigidly follows the methodologies introduced in Section 3. The results of

the research efforts are presented within Section 4. This section �rst gives an overview

of the research papers and places them into the overall context of this dissertation.

Afterward, each paper is summarized in a separate subsection while highlighting its main

contributions to answering the research questions. Finally, this section introduces a series

of complementary publications which are not directly part of this dissertation. The �rst

chapter is concluded in Section 5 by summarizing the contributions made throughout this

dissertation. Additionally, directions for future research are highlighted. In Part II, all

original research papers contributing to this dissertation are imprinted.
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2. RESEARCH QUESTIONS 5

2 Research Questions

VA provides methods and tools to improve the integration of expert domain knowledge

into processes and mechanisms of cybersecurity. However, it is not a universal remedy

for all problems. It instead needs to be applied with a clear objective in mind. From an

abstract perspective, this objective is often to support activities dealing with large amounts

of data. These activities bene�t the most from the application ofVA. In the context

of information security, respective activities mainly occur within the central aspects of

“Incident Detection” and “Incident Response” [31]. While the �rst aspect encapsulates

tasks to identify threats, the latter comprises actions taken in response to an identi�ed

security incident. However, they both require monitoring and analysis of large amounts

of data originating from a plethora of devices integrated into the complex architecture of

an organization. Thus, they are a perfect match to leverage Visual Analytics to integrate

humans and their domain knowledge into analytical activities. This hypothesis poses the

main Research Question (RQ) of this dissertation:

Main RQ. How can Visual Analytics be leveraged to integrate domain experts and their

knowledge into cybersecurity activities?

The main research question requires this dissertation to pursue a twofold objective.

On the one hand, application-oriented research approaches show how domain experts and

their knowledge can be integrated into key cybersecurity activities by leveragingVA ap-

proaches. This �rst objective shows the usefulness and applicability ofVSA. On the other

hand, an essential contribution of this work consists of a transfer of established methods

and techniques from the research areas ofIV andVA into the �eld of cybersecurity. This

second objective helps to tackle the dichotomy of Visual Security Analytics.

Figure 2: Structural dependencies of Focus Areas within this dissertation.

The mainRQ is broken down into four subordinate research questions to achieve the

described objectives and provide a fruitful answer to the mainRQ. First, it is necessary to

establish profound de�nitions of relevant aspects and identify imminent challenges in this

context. This provides solidFoundations(cf. Section 2.1) for the subsequent research

efforts to build upon. Each of the following three subordinate research questions is devoted

to leveragingVA for a speci�c cybersecurity activity. A �rst, highly relevant activity is

the detection of threats by analyzing and correlating possibleIndicators (cf. Section 2.2).

If the analysis of these Indicators of Compromise (IoC) leads to the identi�cation of

actualIncidents (cf. Section 2.3), in-depth investigation of these incidents provides

insights into exploited attack vectors, modus operandi, or perpetrators. This attribution

can either be used as evidence in court or further enriched with contextual information

and, if necessary, anonymized to be exchanged asIntelligence (cf. Section 2.4). Figure 2
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2. RESEARCH QUESTIONS 6

visualizes the structure of these focal areas that are addressed within the dissertation.

Within all these areas,VA can be leveraged to integrate the domain knowledge of security

experts by providing concepts supporting experts in their tasks.

A broad bandwidth of security domains (e.g., Identity and Access Management, Cyber

Threat Intelligence, or Digital Forensics) covers aspects of these focus areas. A transfer

of methods, techniques, and solution approaches fromVA research to cybersecurity

can be realized by considering different security domains within the focus areas of this

dissertation. Based on this contextual embedding, the following subsections provide

further detail on the individual research areas and derive the respective subordinate

research questions.

2.1 Focus Area 1: Foundations

VA can only be bene�cial when the intended users and their tasks that need to be

supported are known and well-de�ned. Thus, it is necessary to clearly understand the

organizational context in which the relevant cybersecurity activities are embedded. This

helps to understand the environment in which security experts with the required domain

knowledge are working. Especially in larger companies, the respective activities are

often carried out in a specialized organizational structure called Security Operations

Center (SOC). This structure brings experts from various security domains together in

a single organizational unit. Understanding the structure, tasks, and current challenges

provides a foundation for well-informed support ofSOC activities with VA. After

identifying and de�ning the organizational environment, it is necessary to derive a high-

level process connecting the core cybersecurity functions within this organizational

environment. This process lays the basis for identifying contact points whereVA can be

leveraged to support security experts and integrate their knowledge into the respective

process steps. As stated before, security experts' knowledge plays an integral role in

cybersecurity, but knowledge itself is a highly overloaded term whose actual meaning is

dependent on the respective context. Thus, a spectrum of different types of knowledge

can be considered relevant for this dissertation. These have to be de�ned and formalized

profoundly to allow a shared vocabulary across related research.

These aspects bundled within this Focus Area form the �rst of four subordinate

research questions:

RQ 1. Which organizational environment and processes are cybersecurity activities

embedded into and what types of knowledge play a role in them?

2.2 Focus Area 2: Indicators

After de�ning these foundations, the second focal area is devoted to the identi�cation

of possible threats and malicious behavior from various indicators of compromise. This

is a �rst activity, which can bene�t from an improved collaboration between humans

and machines leveraged byVA. Modern automated analysis methods already contribute
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2. RESEARCH QUESTIONS 7

greatly in revealing possible security threats within this activity. However, automated

analyses are only of actual use to detect indicators of known attacks or point out suspicious

behavior. Security experts and their domain knowledge are indispensable to interpret

indicators and, if necessary, analyze the underlying raw data in-depth. However, they

cannot manually deal with the tremendous amount of data to be monitored. Thus,

combining the advantages of humans and machines throughVA improves the effectiveness

of separating actual threats from normal behavior within Indicators of Compromise.

Focusing on the analysis of indicators leads to the second subordinate research

question encapsulated in this Focus Area 2:

RQ 2. How canVA be leveraged to help security experts interpret indicators of compro-

mise and identify imminent cybersecurity incidents?

The analysis of indicators is an essential task within several security domains. Thus,

to support the intended transfer of methods and concepts fromVA to cybersecurity, this

RQ should be discussed from the perspective of different domains.

2.3 Focus Area 3: Incidents

When malicious behavior has been detected, it is �rst and foremost necessary to contain

the threat. In addition, however, it is crucial to analyze and understand the incident

in greater detail. Thus, two vital objectives are pursued in this focal area: First, the

collection of evidence to be used in court, and second, the preparation of threat intelligence

containing indicators, possible threat actors, exploited attack vectors, and other in-depth

information. One domain that deals with corresponding activities is Digital Forensics

(DF). Of particular interest in this dissertation is the aspect of Live Digital Forensics

(LDF), in which infected devices (those affected by a threat) are isolated and digitally

examined in an active state. This procedure requires domain knowledge of forensic

analysts. The corresponding methods are primarily manual, requiring forensic experts to

use various tools. Thus, there are several aspects whereVA can be leveraged to support

them. Decisions on which tools to use must be made under time pressure in a dynamic

environment. In addition to the availableIoC that contributed to the detection of the

incident, more extensive information is sometimes required for anLDF investigation.

However, this information can often only be accessed using tools explicitly installed for

this purpose, although installing tools endangers the integrity of relevant evidence on

the device. Therefore, an approach is needed to visually present relevant data to experts

to support their analysis decisions asLDF investigations remain mainly manual work.

Additionally, this data needs to be extracted without signi�cant interference from the

device under investigation.

In this challenging environment, numerous aspects must be analyzed to understand

the incident under investigation. The subordinate research question for this Focus Area

can be de�ned as follows:

RQ 3. WhichVAapproaches can appropriately support forensic experts in their in-depth

analysis of cybersecurity incidents?
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3. RESEARCH METHODOLOGY 8

2.4 Focus Area 4: Intelligence

The results of an in-depth incident analysis (e.g., via anLDF investigation) can prove

valuable to an organization for improving existing security mechanisms. At the same

time, these �ndings are relevant for exchanging information about the threat across or-

ganizational boundaries. This information is called threat intelligence or Cyber Threat

Intelligence (CTI). Cooperative security approaches powered through sharingCTI have

gained in popularity throughout the last years as it has become apparent that this is

necessary to hold up against the modern attack landscape. The exchange ofCTI has ad-

vanced signi�cantly through several formats optimized primarily for machine readability

and interoperability. While some elements ofCTI can be generated automatically, this

is restricted to mainly low-level intelligence. The domain knowledge of cybersecurity

experts is still indispensable for enrichingCTI with semantic details and contextual

information. ApplyingVSA in this context allows combining the knowledge of machines

(i.e., automatically generatedCTI) with the domain knowledge of experts leading to more

comprehensible descriptions of threats.

CTI can only be helpful for collaborative security approaches if a high quality of the

exchanged information is ensured. However, the current lack of approaches to capture the

quality ofCTI is problematic and hinders its increasing adoption. Thus, it is necessary

to assess relevantCTI quality dimensions. While some aspects ofCTI quality can be

assessed automatically, others require the domain knowledge of security experts. Thus,

VA offers a way to enable the collaboration of humans and machines in order to measure

the quality of CTI.

These two crucial aspects of Focus Area 4 are summarized in the last subordinate

research question of this dissertation:

RQ 4. How can security experts be enabled to enrich semi-structuredCTI data and

assess its quality?

3 Research Methodology

The research for this dissertation was conducted at the Chair of Information Systems

at the University of Regensburg, Germany. Accordingly, the research questions are

answered within a framework of established methodologies from the respective research

area, supplemented by methodologies from VA where possible and appropriate.

The following subsections give an insight into the applied methodologies. First, an

overview of the research methodologies for information systems research is given. Then,

the guidelines and the main research process, which shape this work methodologically,

are presented. In a last step, the Nested Model for Visualization Design and Validation,

an in�uential methodology from the �eld ofVA applied in this dissertation, is introduced.
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3. RESEARCH METHODOLOGY 9

3.1 Information Systems Research Methodologies

The Chair of Information Systems is grounded in a research �eld summarized under the

German termWirtschaftsinformatik, which is often translated as “business informatics”.

With this literal translation, the original intention of this �eld as a link between business

administration and computer science becomes clear [27]. Despite its development from

comparable streams in these two research areas,Wirtschaftsinformatikhas evolved into a

distinct and equally accepted research discipline in the last decades. However, concerning

the direction of the respective research, the Anglo-Saxon terminformation systems

researchis to be considered the equivalent [41]. Applied information systems research

also re�ects this as it is characterized by two central approaches: Behavioral Science

Research and Design Science Research.

Behavioral Science Research has its origins in natural sciences, which is re�ected in its

basic research approach. It studies information systems to develop and verify (or falsify)

hypotheses about the behavior of people, organizations, and technologies. Common to the

approaches of Behavioral Science Research is the assumption that information systems

should increase an organization's ef�ciency [17]. On the other hand, Design Science

Research originates from engineering and describes a more problem-oriented paradigm.

Strictly speaking, it is concerned with designing new information systems as research

artifacts to extend human, organizational, and technical capabilities [17]. However, the

fundamental difference between the two research approaches is ontological [18]. The

behavioral approach studies preexisting phenomena, while the design approach creates

new phenomena. Thus, these approaches are rather complementary than dichotomous.

3.2 Design Science Research Guidelines & Process

As the goal of this dissertation is to create new phenomena to address the imminent

problems (cf. Section 1) and to answer the related research questions (cf. Section 2),

it is strongly in�uenced by the central methodological foundations of Design Science

Research. It is aligned with these guidelines to ensure well-conducted and valid Design

Science Research as proposed by Hevner et al. [17]:

1. Design as an artifact:This guideline dictates any Design Science Research to pro-

duce a model, a method, or an instantiation as its purposeful artifact. Accordingly,

this dissertation's contributions are designed to result in such artifacts. They can

mostly be seen as models and instantiations, resulting from application-oriented

research.

2. Problem relevance: Any research effort in Design Science Research should

address important and unsolved business problems relevant to the constituent

community. Thus, the relevance of the four Focus Areas in this dissertation is

expounded through discourse with related research and practitioners.

3. Design Evaluation: The resulting artifact of Design Science Research must prove

its utility, quality, and effectiveness through suitable evaluation methods. This
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3. RESEARCH METHODOLOGY 10

dissertation applies different evaluation methods to evaluate the resulting artifacts,

ranging from questionnaires and expert interviews to exemplary use cases.

4. Research Contributions:Research activities must result in veri�able and valuable

contributions in terms of design artifacts, foundations, or methodologies. As

indicated by the Focus Areas, the research carried out within this dissertation

results in valuable foundations for progressing the research domain and design

artifacts for speci�c domain problems.

5. Research Rigor:The construction and evaluation of the designed artifact have to

be carried out rigorously based on existing theoretical foundations and research

methodologies. Any research carried out to provide answers to the research ques-

tions introduced in Section 2 has been fundamentally grounded on existing research

and commonly accepted methodologies to design comprehensive artifacts.

6. Design as a Search Process:The design process of an artifact is generally a search

process looking to discover the most effective or at least a suf�ciently effective

problem solution. As the design of aVA tool is a process with no objectively most

effective solution, parts of this dissertation's contribution are guided by speci�c

methodologies enabling a comprehensible search for a good design.

7. Communication of Research:Any research results of Design Science Research

activities must be made available for and presented to both relevant technology-

oriented and management-oriented audiences. Respectively, all contributions of

this dissertation have been submitted to renowned and peer-reviewed academic

journals and conferences, ensuring appropriate communication of the results.

These guidelines form the methodological foundation of this dissertation. The re-

search process applied to address and answer the research questions introduced in Sec-

tion 2 is aligned with these guidelines. It follows the six activities of the Design Science

Research Methodology introduced by Peffers et al. [33]. The process starts with the

identi�cation of a problem and the description of its relevance. This motivation clari�es

the need and the bene�ts of solving the problem. The goals of the intended solution are

determined in the second activity of the process. This involves describing either how the

solution will help improve the current state or to which extent the development of a new

artifact is necessary as a solution. The third activity then deals with the design of the

solution and the implementation of an artifact. The applicability of the solution to multiple

instances of the de�ned problem is demonstrated in the fourth step. As the �fth activity

of the process, the evaluation of the artifact takes place on this basis. The evaluation

shows how well the artifact can contribute to solving the problem. The sixth and thus

last activity of the process requires the communication of the research results. Here, the

problem, its relevance, design decisions leading to the artifact, and its effectiveness in

solving the problem are communicated and made available to the relevant audiences. In

addition to sequential execution of the individual activities, the process allows several

Dissertation Fabian Konrad Böhm, 2022



3. RESEARCH METHODOLOGY 11

iterations, e.g., to split the problem into individual sub-problems. Any research carried

out in the course of this dissertation is oriented towards this research process.

3.3 Information Visualization Design

The problem-oriented approach for answering the raised research questions requires

including another fundamental methodology for several research items. This specialized

methodology provides an approach for the design and implementation ofVA artifacts.

Accordingly, it is used in this dissertation to extend the �rst three activities of the Design

Science Research Methodology for the design of visualizations as research artifacts.

Figure 3: The layers of the NBGM based on Munzner [30] and Meyer et al. [29].

The Nested Model for Visualization Design and Validation [30] and its extension,

the Nested Blocks and Guidelines Model (NBGM) [29], describe a systematic method

for designing effective visual representations. This methodological approach enables

transparent and comprehensible visual design decisions. Especially with regard to the

design of visualizations, this is important since even methodically derived decisions

remain subjective due to the plethora of different available encodings and interactions [26].

For this reason, the orientation towards a well-established design methodology is crucial

for comprehensible design decisions. In addition, a vital objective of theNBGM is the

collaboration of domain experts and visualization experts. Thus, it contributes to bridging

the dichotomy ofVSA [35, 37]. The central layers, i.e., activities, of theNBGM are

shown in Figure 3 and are brie�y summarized in the following paragraphs.

1. Domain Problem Characterization: This �rst activity of the model characterizes

the speci�c domain problem which the visual design is intended to address. There-

fore, the target group's situation and environment, the data available for solving

the problem, and the tasks of the target group are taken into account. Since each

domain considered in this phase (e.g., cybersecurity) uses its individual vocabulary,

the characterization is framed in the vocabulary of the target group. This enhances

the visualization experts' understanding of the domain experts' problems.

2. Data/Task Abstraction: The second step of the model abstracts the domain

problem by translating it into a visualization-speci�c vocabulary. Therefore, this

layer describes abstract visualization tasks (e.g., �nding outliers or identifying

temporal trends), which the artifact to be designed must support. Additionally, it

de�nes the abstracted data types (e.g., items, attributes, grids) available to address

the domain problem. On the one hand, this abstraction enables the selection of
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suitable techniques in the next step. On the other hand, it allows the comparison of

different designs across different domains.

3. Encoding/Interaction Technique: This step involves deciding on the visual

representation and interaction techniques that are appropriate for the identi�ed

abstract tasks and data types. Encodings and interactions must be aligned and

combine the �rst two layers of the model by instantiating the abstract visualization

design for the domain problem.

4. Algorithm Design: Finally, the innermost layer of theNBGM is devoted to the

particular implementation of the designed artifact with ef�cient and appropriate al-

gorithms. In this dissertation, prototypes demonstrating the interactive, explorative

possibilities of the visualization are developed within this step.

4 Results

In the course of this cumulative dissertation, each of the subordinate research questions

(RQ1 – RQ4) is answered by two research papers. The research papers have been

published in renowned journals or conferences to ensure adequate communication of

the research results to a techno-scienti�c audience of researchers and practitioners. An

exception is Paper P2, which was still under review at the time this dissertation was

submitted. The addressed journals and conferences cover a broad spectrum of subject

areas within information security and cybersecurity. All publications have been subject

to a rigorous peer-review process by the respective venue prior to publication. By the

time of writing this dissertation, the published research papers had been cited 56 times,

highlighting the reference of the published work. The following subsections provide

an overview of the papers and embed them into the context of the subordinate research

questions.

4.1 Overview of Research Papers

Table 1 lists all papers published as part of this dissertation to answer the research

questionsRQ1 toRQ4. The table contains the full citations, each publication's status1,

the type of publication2, and the number of citations. The information listed in the table

represents the publications' status and number of citations as of December 14, 2021.

As outlined in Section 2, the dissertation is structured following four primary focus

areas. Figure 4 gives a visual overview of these areas with each of the eight publications

assigned to them. The papers and more detailed information including the portion of each

author's contribution can be found in Part II of this dissertation.

1pub.= published,sub.= submitted
2C = Conference,J = Academic Journal
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Table 1: Overview of research papers.

No. Full Reference Status Type Cit.3

P1

V IELBERTH, M., BÖHM, F., FICHTINGER, I.,
AND PERNUL, G. Security Operations Center: A
Systematic Study and Open Challenges.IEEE Ac-
cess 8(2020), 227756–227779

pub. J 8

P2

BÖHM, F., VIELBERTH, M., AND PERNUL, G.
Formalizing and Integrating User Knowledge into
Security Analytics.Springer Nature Computer Sci-
ence(2021)

sub. J n/a

P3

PUCHTA, A., BÖHM, F., AND PERNUL, G. Con-
tributing to Current Challenges in Identity and Ac-
cess Management with Visual Analytics. InData
and Applications Security and Privacy XXXIII,
vol. 11559 ofLecture Notes in Computer Science.
Springer, Cham, 2019, pp. 221–239

pub. C 3

P4

PUTZ, B., BÖHM, F.,AND PERNUL, G.HyperSec:
Visual Analytics for Blockchain Security Monitor-
ing. In ICT Systems Security and Privacy Protec-
tion, vol. 625 of IFIP Advances in Information
and Communication Technology. Springer, Cham,
2021, pp. 165–180

pub. C 1

P5

BÖHM, F., ENGLBRECHT, L., AND PERNUL,
G. Designing a Decision-Support Visualization
for Live Digital Forensic Investigations. InData
and Applications Security and Privacy XXXIV,
vol. 12122 ofLecture Notes in Computer Science.
Springer, Cham, 2020, pp. 223–240

pub. C 1

P6

BÖHM, F., ENGLBRECHT, L., FRIEDL, S.,AND

PERNUL, G.Visual Decision-Support for Live Dig-
ital Forensics. In2021 IEEE Symposium on Visual-
ization for Cybersecurity (New Orleans, 2021), pp.
58–97

pub. C 0

P7
BÖHM, F., MENGES, F., AND PERNUL, G. Graph-
based visual analytics for cyber threat intelligence.
Cybersecurity 1,16 (2018), 1–19

pub. J 24

P8

SCHLETTE, D., BÖHM, F., CASELLI , M., AND

PERNUL, G. Measuring and visualizing cyber
threat intelligence quality.International Journal of
Information Security 20, 1 (2021), 21–38

pub. J 19

P1 and P2 lay the necessary foundations for this dissertation by providing answers to

RQ1. P1 provides a comprehensive de�nition of aSOCas an organizational structure

that bundles many security functions and which is the working environment for security

3Citation count based on https://scholar.google.com/

Dissertation Fabian Konrad Böhm, 2022



4. RESULTS 14

experts. Addressing the lack of well-de�ned processes forSOCs, P2 introduces the

Incident Detection Lifecycle (IDL). The IDL is an important process within aSOC

covering activities like collecting raw security-relevant data, identifying indicators of

compromise, analyzing detected security events, and utilizing acquired threat intelligence.

For successfully implementing theIDL in a SOC, different types of knowledge need

to be regarded, enabling effective and comprehensive security operations. P2 identi�es

and de�nes these notions of knowledge before illustrating their connection points into

the IDL. The IDL provides a structure for core security activities, which need to be

augmented with experts' domain knowledge. Thus, it serves as the structural foundation

for the following focal areas.

In the context of Focus Area 2, research papers P3 and P4 investigate possible

approaches for leveragingVA within the �rst phase of theIDL. More precisely, P3 and

P4 propose the use of differentVA approaches to detect imminent threats or malicious

behavior as an answer toRQ2. P3 highlights how Visual Analytics can support domain

experts recognize issues within an organization's Identity and Access Management (IAM ).

Furthermore, P4 focuses on the vital security domain of distributed ledger technologies.

This research paper introduces aVA approach for monitoring a blockchain to identify

anomalies and indicators of compromise.

The papers P5 and P6 are assigned to Focus Area 3. They deal with a subsequent

activity of the Intrusion Detection Lifecycle after indications for an actual threat have been

detected. Besides taking actions to contain it, the incident has to be analyzed in-depth to

collect evidence, understand the exploited attack vector, and gather as much intelligence

about the incident as possible. Often,DF experts carry out these activities. They have

a wide variety of tools at their disposal to analyze infected devices or networks. While

having this toolset, they need to carefully (and mostly manually) decide which tools to

apply based on their expertise and the available indicators of compromise. P5 designs a

visual decision-support system that helpsDF experts make well-informed decisions which

forensic tool to deploy and which indicators need their unrestricted attention. P6 improves

this design and introduces a comprehensive prototype for the visual decision-support

system. Thus, these two publications provide a suitable answer to RQ3.

Forensic analyses of incidents are the basis for the activities summarized within

Focus Area 4. Intelligence gathered from these analyses is structured asCTI and can

be exchanged between organizations in collaborative security efforts. The utilized data

formats are optimized for machine readability which makes them cumbersome to deal

with for humans. However, domain experts are required to enrich theCTI with semantic

information and understand it as indicated byRQ4. P7 provides a Visual Analytics ap-

proach for making complexCTI accessible and editable for security experts. Additionally,

when analyzingCTI, domain experts need to have insight into its quality. Thus, P8

introduces metrics to assess the quality ofCTI and extends theVA approach from P7 to

include relevant CTI quality aspects.
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Figure 4: Overview of research papers and corresponding research areas.

4.2 Focus Area 1: Foundations

RQ1 is answered within Focus Area 1 by two research papers. As posed byRQ1, it

is a prerequisite to any further work in this dissertation to de�ne the organizational

environment in which the considered security functions are embedded and in which

the considered security experts are working. This includes different involved actors,

processes, or technologies.

P1: Security Operations Center: A Systematic Study and Open Challenges

Especially in larger organizations, crucial security activities are often bundled within

a SOC. The importance ofSOCs for an organization's security posture has increased

signi�cantly over the last few years.SOCs are formed in an attempt to identify, detect,

and mitigate major threats effectively. Despite this relevance, respective research lacks

a precise de�nition of aSOCand its components, hindering the ef�cient deployment

of SOCand their further innovative improvement. Thus, P1 addresses this issue by

identifying and structuring the state-of-the-art ofSOCs and compiling a collection of the

most pressing issues they are currently facing. Thus, P1 covers a fundamental aspect of

RQ1 by describing the organizational environment of security experts and respective core

activities.

Existing literature aboutSOCs is fragmented and widespread. Academia agrees on

some capabilities comprising aSOCbut lacks a clear consensus. Furthermore, existing

work focuses on single characteristics rather than the bigger picture. P1 summarizes

the state-of-the-art forSOCs and identi�es challenges to be solved in its context. At

�rst, we carry out a comprehensive Structured Literature Review (SLR) to identify and

synthesize relevant academic literature. In a second step, we derive challenges that need
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to be solved to improve the effectiveness ofSOCs from the �ndings of theSLR. TheSLR

to capture the state-of-the-art ofSOCs follows the rigid methodology by Okoli et al. [32].

Throughout theSLR158 relevant publications published between January 1, 2003, and

June 31, 2020, are analyzed. The papers mainly deal with aspects from two categories:

General Aspectsencapsulating de�nitions, operating models, and architectures forSOCs,

andBuilding Blocksdescribing the components that make up a SOC.

Figure 5: Structural building blocks of a SOC as published in P1.

Despite the lack of a generally accepted de�nition of aSOC, we were able to identify a

common core among existing de�nitions. ASOCis seen as an organizational component

of a company's security strategy. Therefore, it combines the processes, technologies,

and people to manage and improve the security posture. In addition, theSOCprovides

governance & compliance as a framework in which the people of theSOCwork and

to which the processes and technologies are adapted (see Figure 5). Relevant literature

classi�es various architectures to implement aSOCbased on three fundamental concepts:

centralized, distributed, or fully decentralizedSOCs. Additionally, a variety of operating

models for how aSOCcan be deployed are being discussed. However, the feasibility of a

speci�c model depends on various factors, such as corporate strategy, available resources,

security risks, and many more.

We summarize the building blocks of aSOCunder the aspects of people, processes,

technology, governance, and compliance. Security analysts working in aSOCare classi-

�ed into three hierarchical tiers, depending on experience and skills. These are considered

the technical roles within aSOC. However, aSOCrequires additional management and

supporting roles collaborating with the technical staff. All activities within aSOCare

structured within several processes. At a high level of abstraction, these can be divided

into four phases:Preparation, Detection & Analysis, Containment, Eradication, & Re-

covery, andPost-Incident Activity. A large body of existing work deals with technology

for the SOC. Here, research has introduced a vast range of diverse applications and

solutions. We structure these technologies according to the process phases mentioned

above to present an overview of technology available for each process step. Regarding

governance & compliance, different standards and guidelines applied in the context of a
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SOCare identi�ed. The analyzed literature provides a �rst concept for a comprehensive

framework to determine the maturity of a SOC and metrics to monitor its effectiveness.

Figure 6: Overview over identi�ed SOC challenges as published in P1.

Based on the state-of-the-art, we derive several challenges that need to be solved.

Although thirteen different challenges are outlined in the paper (see Figure 6), only two

challenges are mentioned here as they are fundamentally relevant in the context of this

dissertation. A �rst challenge related to the people in theSOCis the integration of domain

knowledge that needs improvement. To detect unknown threats, aSOCneeds access

to the knowledge of security experts and experts from other domains (e.g., engineers).

The effectiveness ofSOCs can only be improved by closely linking these people with

theSOC's automated mechanisms. The second challenge is the lack of methodically

developed visualization capabilities for theSOC. As the complexity and quantity of the

monitored systems are constantly increasing, visualizations are becoming the primary

working tool of theSOCstaff. However, current visualization tools used inSOCare often

designed without the necessary theoretical rigor.

This paper's comprehensive de�nition of aSOCand the corresponding building

blocks lay a central foundation for the dissertation. Essential research questions such as

which types of knowledge are important for security are derived from this paper. At the

same time, the identi�ed processes within aSOCprovide the basic structure of the focus

areas of the dissertation. Finally, the problems and research questions that the dissertation

addresses can be derived directly from the identi�ed challenges for SOCs.

Contribution of P1: P1's main contribution is the a comprehensive de�nition of

state-of-the-art Security Operations Centers, including their main building blocks. A

structured literature review allows to de�ne the term “Security Operations Center” and

derive people, processes, technologies, and governance as vital aspects for a holistic

perspective. As a result of this de�nition, several major challenges that hinder further

development and innovation for SOCs are derived.
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P2: Formalizing and Integrating User Knowledge into Security Analytics

P1 identi�ed the lack of human knowledge integration intoSOCoperations. However,

there are numerous competing de�nitions of the term knowledge and even several sub-

categories of knowledge discussed among scholars. Thus, a strict and formal de�nition of

knowledge in the context of security is necessary. Although humans are often considered

the weakest link, their expert knowledge is essential to identify unknown, targeted

threats in modern security operations. Integrating users and their knowledge into security

activities can only succeed based on a clear de�nition of knowledge as a common

vocabulary. P2 paves the way towards an in-depth understanding of the different security-

relevant knowledge types. Additionally, we introduce the Incident Detection Lifecycle,

a process encapsulating core security activities, and we highlight the connecting points

of different knowledge types with theIDL. Therefore, P2 provides a suitable answer to

aspects of RQ1 not covered by P1.

In the �rst step towards an in-depth understanding of knowledge in the context of

cybersecurity, we formally de�ne different types of knowledge. An initial differentiation

has to be made between explicit knowledge and implicit knowledge. We de�ne explicit

knowledge as knowledge that machines can read, process, and store. Analogously, implicit

knowledge is held by humans and is very speci�c to the individual. In the context of this

dissertation, three forms of explicit knowledge can be identi�ed. First, machine learning

models and the alike play an important role for anomaly-based detection mechanisms

as machine-readable knowledge. Second, signatures and rules to detect indicators of

compromise are highly relevant for signature-based detection mechanisms.CTI and

other semantically rich information (e.g., forensic evidence) are the third form of explicit

knowledge. Furthermore, we de�ne three types of security-relevant, implicit knowledge:

operational, situational, and domain knowledge. Operational knowledge in the context of

cybersecurity describes an employee's ability to operate relevant security mechanisms.

Situational knowledge is closely related to the concept of situational awareness, allowing

employees to perceive unusual events or suspicious behavior. The last type of implicit

knowledge is domain knowledge. Within P2, we differentiate between security domain

knowledge and non-security domain knowledge. The �rst one directly encapsulates

safety and security aspects. The latter, however, describes manufacturing or engineering

knowledge and the like, which are not directly related to information security but highly

relevant, e.g., in the context of cyber-physical attacks. Several knowledge conversion

processes can be de�ned based on these formal de�nitions of security-relevant knowledge

types. These processes describe how different forms of knowledge are translated and

transformed into each other.

Figure 7: The Incident Detection Lifecycle as introduced in P2.
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Subsequently, we introduce the iterative Incident Detection Lifecycle (see Figure 7),

describing the logical interaction of core security activities. TheIDL interprets any

real-world situation as a producer of data. This data is normalized and, thus, available

to be monitored in the form of observables. Within these observables, security analysts

and mechanisms can detect indicators of malicious behavior or other threats. When

several indicators are correlated, actual incidents and security events can be identi�ed.

In-depth analysis of incidents might reveal how they happened, which vulnerabilities

were exploited, or even who is responsible for the attack. Besides actual evidence to be

used in court, this information can be utilized as intelligence in further iterations of the

IDL to improve and adjust existing security measures. TheIDL is dependent on several

different types of knowledge. To show which role knowledge conversion processes and

knowledge types play, we extend theIDL by highlighting connection points of security

mechanisms with different types of knowledge as indicated in Figure 8.

Figure 8: The IDL extended with relevant knowledge notions as introduced in P2.

Within the paper, we identify a severe mismatch in cybersecurity mechanisms: While

security experts have comprehensive operational and security domain knowledge, engi-

neers and others (i.e., security novices) hold a lot of non-security knowledge (which is

crucial for comprehensive security operations), but they lack the operational knowledge

to include this knowledge into security mechanisms. This issue prevents novices from

contributing their non-security domain knowledge to a comprehensive Security Analyt-

ics (SA) approach. This problem can be tackled from two different angles. On the one

hand, training of security novices could improve their operational knowledge and make

them more capable of integrating their knowledge into existing security mechanisms. On

the other hand, simplifying complex functionalities of the security tools could reduce the

necessary operational knowledge to handle them. Our work introduces an early prototype

following this second approach of simplifying the security mechanisms by abstracting

complex core functionalities. The approach focuses on the use of a visual programming

language to de�ne rules that can be used in a signature-based detection mechanism, e.g.,

aSIEM system. The visual programming language provides a way for security novices

to create signatures without having to know the complex syntax of the rules. The visual

pattern builder is embedded in an easy-to-use web application that supports real-time

monitoring of created rules and collaborative signature creation.
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Contribution of P2: The main contribution of P2 is its formalization of security-

relevant knowledge and the introduction of the Intrusion Detection Lifecycle. The

lifecycle is augmented with the formal knowledge aspects to highlight the integration of

explicit and tacit knowledge into core security activities. A research prototype provides

a �rst approach to address crucial research knowledge gaps identi�ed within this

augmented version of the Intrusion Detection Lifecycle. This paper is a signi�cantly

extended version of A4 (see Section 4.6) that has been invited for submission based on

positive reviewer feedback and the conference presentation.

4.3 Focus Area 2: Indicators

Within Focus Area 2, two research papers (P3 and P4) are addressingRQ2. These papers

highlight howVA can be leveraged to support domain experts in detecting imminent

threats. Regarding theIDL introduced in P2, the papers in Focus Area 2 show howVA can

help domain experts analyze different indicators and detect imminent incidents or threats.

The papers P3 and P4 consider two different security domains explicitly supporting the

intended transfer of visualization knowledge into different information security domains.

P3: Contributing to Current Challenges in Identity and Access Management with

Visual Analytics

P3 highlights pressing issues within the domain ofIAM regarding the identi�cation

of threats or vulnerabilities and shows how visualizations can be used to support the

detection of potential problems by engaging experts. Identity and Access Management is a

crucial component of modern organizations enabling them to manage identities and grant

access to resources. Besides traditional identities (i.e., human employees), more and more

technical identities (i.e., sensors, machines, etc.) require access to company resources and,

thus, need to be integrated intoIAM systems. This leads to an explosion of heterogeneous

identities that need to be managed. Therefore, numerous problems withinIAM systems

require an effective way to analyze identities and their entitlements. Providing a solution

to those problems is only possible through including domain experts and their knowledge.

P3 de�nes key challenges withinIAM that can be solved by integrating experts' domain

knowledge. We demonstrate howVA can be applied to integrate this knowledge in order

to address current IAM challenges.

To identify the most pressing challenges, we review academic literature addressing

speci�c challenges forIAM . Analyzing 19 relevant scienti�c papers enables us to

derive an initial list of challenges. However, sinceIAM is strongly business-driven, this

preliminary list has to be validated and, if necessary, updated to re�ect the business

perspective. We do this based on reports ofIAM analysts and semi-structured interviews

with IAM consultants and representatives of companies usingIAM . Following this

approach, we derive �ve critical challenges forIAM . These include, but are not limited to,

the complex problem of identifying all relevant identities, the problematic management

of heterogeneous identities, or the issue of maintaining and improvingIAM data quality.
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These problems also pose a challenge for security as many threats, especially those posed

by insiders, would be identi�able within a well-managedIAM . However, the issues that

we identi�ed make it impossible to automatically analyzeIAM data to detect threats.

Mainly because the domain knowledge ofIAM experts is necessary to address these

challenges comprehensively. AsVA has proven its potential in recent years in integrating

domain experts into complexIT security tasks, it is also a promising approach in the

context of the challenges forIAM . Thus, we design and implement aVA solution that

can help to address some of the challenges. In close cooperation withIAM consultants

and based on anonymized real-world data, we built a prototype as a proof-of-concept for

the feasibility of VA to solve several of the identi�ed IAM challenges.

The prototype's architecture processes information about identities within an or-

ganization from three different data sources: the central role-basedIAM , additional

applications that are not connected to theIAM , and a management system for technical

identities not integrated into theIAM system. The different data models from these

heterogeneous sources are merged into a single, high-dimensional table and annotated

with additional information if necessary. The next step of data processing within the

prototype is data transformation. In this process, the result of the previous data integra-

tion is restructured again to meet the requirements for visualizing the data. Additional

�elds are calculated, �elds are split, and similar adjustments are made. In order to make

the performance-intensive data mapping, in which the data is translated into the �nal

structure to be visualized (e.g., circle segments with a speci�c radial angle and width), as

ef�cient as possible, data �ltering takes place beforehand. This interactive step reduces

the high-dimensional data table to the columns that the users currently want to analyze.

Figure 9: Sunburst diagram visualizing identity information as published in P3.

We designed the interactive visualization depicted in Figure 9 for making the complex,

heterogeneous identity information accessible to users. The central component is a

sunburst diagram (see Figure 9-B). It represents the hierarchical identity information

using a series of concentric circles, where each circle corresponds to an attribute of

the identities, and each circle segment corresponds to a respective attribute value. The

interactive �lter options of the prototype are highlighted in Figure 9-A. Here, experts
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can drag and drop the boxes which correspond to the available attributes of the entities.

The order of the boxes in this �ltering mechanism de�nes the order in the sunburst

diagram in that the top-most box, i.e., attribute, corresponds to the inner-most circle of

the sunburst diagram. Figure 9-C provides further information as a dynamic list as well

as the possibility to display all identities with a certain attribute value.

Several exemplary use cases, which represent relevant analysis steps to identify possi-

ble insider threats, demonstrate the applicability and usefulness of the prototype in the

context of theIAM challenges that we identi�ed earlier. For example, the visualization

can be used to identify identities that are not yet managed in the centralIAM . In addition,

identities with an unusual number of entitlements could be identi�ed in the underlying

real-world dataset. Furthermore, the detection of quality problems, especially concerning

attribute values, is possible with the help of the sunburst diagram.

Contribution of P3: In P3, a literature review and expert assessments point out

�ve pressing challenges forIAM stemming from the ongoing explosion of identities.

Several of these challenges require in-depth analysis ofIAM data through domain

experts. Subsequently, P3 introduces a proof-of-concept architecture including an

interactive visual representation to highlight howIAM experts can be supported in

analyzing heterogeneous identity information.

P4: HyperSec: Visual Analytics for Blockchain Security Monitoring

P3 deals withIAM , which has been of interest in information security research for more

than three decades. P4 now focuses on Distributed Ledger Technology (DLT) as a domain

that has only become a strong focus of research and practice in recent years. These

systems' distributed and decentralized nature makes it challenging to identify attacks with

automatic methods. Instead, ways must be created so that security experts monitoring a

blockchain can easily identify anomalies present in the available indicators. One way to

enable analysts to do so is the application ofVA for the monitoring of security-relevant

blockchain data. Thus, in P4, we design aVA tool that supports monitoring indicators of

compromise related to a blockchain network.

Blockchain applications are increasingly being used, for instance, to improve trans-

parency in complex business networks. At �rst glance,DLT improves the security of the

underlying application by providing built-in availability, integrity, and non-repudiation

assertions. However, like any software, it is subject to vulnerabilities and threats. The

inherent complexity of blockchain technologies makes it particularly dif�cult to detect

malicious activities. Each blockchain network consists of independent participants who

have a limited view of the network. Human experts are indispensable for comprehensive

incident detection mechanisms because their domain knowledge enables them to detect

intricate attack patterns. Therefore, domain experts need to monitor heterogeneous indi-

cators within a blockchain network. Visual Analytics solutions are very well suited to be

applied in this context.

We follow theNBGM as a well-established design methodology to develop a com-
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prehensible and reproducible design [29]. Aligned with this approach, we �rst de�ne the

addressed domain problem for a target-oriented use of visual representations. From a

high-level perspective, we address the lack of a monitoring solution for blockchain secu-

rity experts. To comprehensively describe the domain problem, an overarching process

of blockchain security monitoring is described. This process is divided into �ve steps:

Identify, Protect, Detect, Respond, andRecover. Especially theDetectphase, which

encapsulates the detection of security breaches related to the monitored blockchain, cur-

rently lacks adequate visualization and analysis tools for domain experts. Subsequently,

we set out to de�ne and describe the intended users for the visualization design, their tasks

within the monitoring process, and the available data to be monitored. The intended users

for the visualization design are blockchain security experts working on theDetectphase to

identify and analyze malicious incidents. The overarching task of these users is to analyze

blockchain data to identify potential threats or incidents. We derive eight more speci�c

tasks based on possible threat vectors for a blockchain network. Domain experts carry

out these tasks (such as detecting vulnerable smart contracts or comparing transaction

metrics) to detect security incidents. Finally, we elaborate on the available data sources

for performing blockchain security monitoring. At �rst glance, only data concerning

the blocks and the corresponding transactions are available. However, different aspects

such as network activity and respective metrics can be derived based on this information.

Additional in-depth data such as log �les can be available if domain experts have access

to speci�c network nodes.

In the next step, we derive a set of generally applicable design requirements based

on the intended users, their tasks, and the available data. These requirements describe

three fundamental views any Visual Analytics system supporting the security monitoring

of blockchains needs to include. Primary, general security information (the blockchain

con�guration, smart contract information, etc.) should be accessible to users (R1).

Furthermore, a view regarding the blockchain network, including peers, identities, and

network connections, is necessary (R2). Finally, a transaction view gives experts insight

into the blocks and transactions handled by the blockchain (R3). Wherever possible, all

available details should be made interactively accessible to the experts (R4).

We develop our prototype named Hyperledger Security Explorer (HyperSec) based on

these requirements enabling the monitoring of a Hyperledger Fabric network.HyperSec

extends the open-source project Hyperledger Explorer to include additional data sources

(such as in-depth metrics) and views relevant for security monitoring. Our prototype

implements each requirement R1-R3 as a standalone view within the extended Hyper-

ledger Explorer web interface. These views are fully interactive, allowing experts to

explore the available data (cf. R4). For example, this includes the Transactions View

shown in Figure 10 (cf. R3). This view consists of �ve interactively connected parts.

Figure 10-A allows selecting an analysis period for which the corresponding data is

loaded into the other views (Figure 10-B, 10-C, 10-D, and 10-E). The bar chart depicted

in Figure 10-B shows the basic activity (transaction count) of the blockchain network for

the selected period. The bar chart also allows for further, more �ne-granular selection of
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Figure 10: Transaction View of HyperSec as published in P4.

a focus period. The charts in Figure 10-C, 10-D, and 10-E represent speci�c metrics that

are of high importance for security monitoring. The evaluation of the prototype as the

result of this design study is done by simulating three attack scenarios on a Hyperledger

Fabric test network. All three attacks are detectable using theHyperSecprototype so that

countermeasures can be initiated quickly in an operational case.

Contribution of P4: P4 contributes a problem-oriented design and prototypical imple-

mentation of aVA security monitoring tool for Hyperledger Fabric. The underlying

domain problem addressed by the proposed design is the lack of support for analyzing

IoC within blockchain data. Thus, based on the involved users, their speci�c tasks, and

available data elements, we derive design requirements for theVA tool design. Our

prototype shows how these design requirements can be implemented in an open-source

tool.

4.4 Focus Area 3: Incidents

After a threat has been detected, possibly with the support of the approaches introduced

in Focus Area 2, theIDL intends two vital steps to happen. First, fast reactions need to

be taken to contain the attack and recover affected systems. Subsequently, the incident

has to be analyzed in detail to identify the exploited attack vector, the perpetrators'

techniques, applied tools, and other relevant information. These activities (among others)

are encapsulated under the term of Digital Forensics. The primary goal of forensic

investigations is to obtain reliable evidence and reconstruct the crime scene. Therefore,

the research carried out within Focus Area 3 aims to support forensic experts in their

incident analysis as part of a Live Digital Forensics investigation. Thus, the papers

summarized in this focal area provide an answer to RQ3.

P5: Designing a Decision-Support Visualization for Live Digital Forensic Investiga-

tions

In this context, Paper P5 introduces a design for aVA approach to help forensic experts

make well-informed decisions about forensic tools to be applied.LDF techniques are

part of security incident analyses to investigate and understand certain types of malware,
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especially Fileless Malware (FM). FM exists exclusively in memory-based sections of

a computer (such as the RAM). This makes it challenging to use traditional forensic

techniques for reconstruction and evidence acquisition because they are mainly applied to

switched-off systems. However, due toFM's characteristics, shutting down the compro-

mised device can result in an extensive loss of evidence.LDF techniques allow to analyze

running systems, identify artifacts, gather intelligence, and secure evidence. During an

LDF investigation, forensic experts must make fast and well-informed decisions about

the forensic tools to use. Poor or slow decisions can compromise or even destroy critical

forensic artifacts. AsLDF investigations are mainly carried out by experts and cannot

be automated due to the domain knowledge involved, there is a strong need to support

the decision-making process of domain experts. Therefore, we propose the application

of VSA, helping to decide which tools to use or which indicators to investigate in more

detail.

To design a feasibleVA solution, we �rst need to have a clear understanding of the

domain in whose context the tool will be used. The domain problem, which we aim to

address, is that forensic investigators struggle in selecting the rightLDF techniques, tools,

and artifacts. However, before we can achieve an appropriate design, it is necessary to

understand the forensic process in more detail. A simplistic process model for conducting

LDF investigations serves as our starting point here. The key steps of this process are

Collection, Examination, Analysis, andReporting. During Collection, relevant data

sources for incident information are identi�ed; and the respective data is collected and

pre-processed. In the next step, Examination, the data and its suitability for the intended

analysis is evaluated. The actual analysis then takes place in the following step. Here,

indicators and other data points are correlated to answer speci�c, relevant questions for

theDF analysis. In the Reporting step, the analysis results are prepared and presented.

All these process steps need forensic experts to perform decision-making tasks based on

vast amounts of data. Thus, forensic experts can bene�t signi�cantly from visual decision

support.

Therefore, we identify several speci�c tasks that forensic investigators must perform

as part of the process during anLDF investigation and in which aVSA solution provides

support. They can be summarized under the following key concepts:Data Acquisition

(e.g., identi�cation of suspicious devices and media),Establish Intelligence(e.g., identi-

fying currently existing network connections),Memory & Data Analysis(e.g., detecting

anomalies in persistent and volatile memory), andDocumentation(e.g., documenting

evidence processing). Compared to traditionalDF investigations, only data that can

be retrieved without interfering with the analyzed device is available during anLDF

investigation. This is because any intervention in the running system could concurrently

compromise evidence. For this reason, only a subset of traditional forensic artifacts is

relevant forLDF: File accesses, network packets, process lists, event logs, and system

statistics.

In order to make comprehensible decisions regarding speci�c visual encodings and

interactions, we abstract the users' tasks and available data. Through abstraction, the
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Figure 11: Design concept for the decision-support system as published in P5.

descriptions of tasks and data are translated from a speci�c forensic terminology to a more

generic visualization terminology. This abstraction ensures comparability throughout

different visualization designs across different domains. It also enables us to derive

suitable visual encodings for the abstract visualization tasks encapsulated within the

forensic tasks we aim to support. This methodical design approach is depicted in Figure 11

which illustrates the abstraction and decision process underlying our design. The only

relevant data type considered for the abstract data is multi-dimensional data. The forensic

experts' tasks can be abstracted into different visual tasks. The main task here isDiscover,

which con�nes the formulation and veri�cation of hypotheses. This task is decomposed

into further abstract sub-tasks in order to be able to use more target-oriented visualization

techniques.

Figure 12: Design sketch for the visual decision-support system as published in P5.

The domain problem, the abstract tasks, and the data types shape the �nal design

of the decision-support visualization. The design, shown in Figure 12, comprises �ve

interactive views. The overarching Investigation Timeline at the top allows users to select

a time period for analyzing the data. The other four views show only data from that

selected period. The Network Activity view (top left of Figure 12) provides an overview
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of the external communication of the monitored device. The Read/Write Entropy (top

right of Figure 12) shows the entropy of both read and write operations on the investigated

device's hard drives. In the lower-left side of Figure 12, system activity is visualized in

terms of system log events. Finally, system performance (both for the overall system and

for each process) is plotted at the bottom right of Figure 12. All views are designed to

have a high degree of interactivity (e.g., �ltering and zooming).

The resulting artifact of this paper is not a working prototype but the methodologically

derived design for aVA approach to support decisions of forensic scientists during an

LDF investigation. To show the applicability and usefulness of the visualization design,

we demonstrate how indicators of a �leless malware (i.e., Poweliks) are identi�able in

the design. Additionally, we point out which conclusions in terms of decision-support

forensic experts can draw from the prototype. P5 gives a �rst indication towards an

answer for RQ3 by highlighting a possible VA design to support forensic experts.

Contribution of P5: P5's main contribution is the design of a decision-support system

for Live Digital Forensic investigation utilizing Visual Analytics. The proposedVA

design enables forensic investigators to make fast and well-informed decisions on

the tools to be deployed for the speci�c investigation. This paper was awarded the

Best Student Paper Award at the Data and Application Security and Privacy XXXIV

(DBSec 2020) conference.

P6: Visual Decision-Support for Live Digital Forensics

Paper P6 builds on the design from P5 and signi�cantly improves it in several aspects. P6

re�nes the domain problem, derives generalized requirements, which provide a foundation

to develop other decision-support tools forLDF investigations. Furthermore, in this paper,

we improve theVA design and implement a working prototype to visualize incident

information retrieved from a mobile phone. Thus, P6 can be interpreted as a possible

answer to RQ3.

LDF is not only necessary to investigateFM that resides exclusively in memory-

based sections of the infected devices but also for mission-critical systems that cannot

be shut down. During respectiveLDF investigations, the targeted use of forensic tools is

paramount to avoid compromising evidence. After indicators of an incident are identi�ed,

forensic investigators must quickly decide which forensic tools to use. This decision

is mainly based on their experience. Therefore, domain experts must be supported to

quickly understand where the incident manifests in the system.

In this work, we address a similar domain problem as de�ned in P5. However, the

speci�cation of this problem is carried out in more detail in the form of a requirement

analysis. In order to de�ne target-oriented requirements for anLDF decision-support

VA system, it is necessary to de�ne the data to be visualized. In the context ofLDF,

highly volatile data from a system are in focus. Moreover, it must be possible to access

this data without installing any (or as little as possible) additional software to avoid

evasive actions by the potential attacker. Therefore, we identify the following volatile
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data points as relevant forLDF expert decision support:System logscan help identify

unusual events and guide forensic analysis.Process informationsupports detection of

irregularities in running applications.In- and outgoing network traf�cis essential to

monitor, as it can be used, for example, to detect communication with Command &

Control-servers.File-system activitiesgive a deep insight into what data is being used and

modi�ed. Additionally, we employ a unique mechanism to extract versions of modi�ed

�les and persist them in a forensically sound manner.

The intended users for the designedVA approach areDF experts.DF investigations

require considerable domain knowledge, only owned by these experts. Therefore, we

assume they can decide which forensic tool to use if adequately supported. An additional,

important characteristic of the target group is the time pressure under which decisions

have to be made in anLDF investigation. This de�nition leads directly to the tasks that

this target group should ful�ll with the visualization. The overarching, general task of

the users is to make well-informed and thoughtful decisions about the use of forensic

methods, tools, and artifacts during anLDF investigation. This task is broken down into a

series of �ne-granular tasks along a process for forensic analysis. The detailed tasks show

that forensic experts must regularly make decisions about additional acquisition of data

and the use of specialized tools. This discussion serves as the basis to derive generalized

requirements for LDF decision-support.

Figure 13: Prototype of the visual decision-support system as published in P6.

An exemplary implementation of these requirements in a prototype is also a goal

of this paper. The enriched and implemented design of theVA prototype is shown in

Figure 13. The frontend of this application consists of four interactive linked views. The

time period that the expert intends to analyze is set in the search parameters (Figure 13-

A1). Users can utilize the Overview (Figure 13-B) to get a �rst impression of the overall

activity of the analyzed device within the time period. More detailed information about

the device's activities and the entities involved (processes, ports, �les, IP addresses, and

their relations) can be analyzed using the Node-Link diagram (Figure 13-C) with the help

of additional �lters (Figure 13-A2). The details-on-demand views (Figure 13-D1, 13-D2,
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and 13-D3) support the overview of activities with additional visualizations. Details

about an entity replace these views once an appropriate selection is made in the node-link

diagram. The prototype for implementing this design uses a client-server architecture.

Raw data acquisition is performed with minimum interference with the analyzed device.

This requires a trade-off between the level of detail of the data and installing additional

software on the device. Our approach enables data acquisition of suf�ciently detailed

information from a running mobile device using only functionalities already available

on that device. The automated data analysis of our prototype correlates the data from

different sources to provide a meaningful and helpful visual representation of the data.

The data �ltering based on the selected time window takes place entirely on the server-side

of the prototype to reduce the amount of data for the frontend as much as possible. A

�nal mapping step translates the raw data into the data model �nally displayed to the user.

The prototypical implementation of the design in this paper contributes to supporting

the decision-making process of forensic scientists during anLDF investigation. The

applicability and usefulness of our prototype are illustrated by describing the core func-

tionalities in the context of an exemplary use case. The use case considers investigating an

attack pattern based on the “Jeff Bezos Hack”. Using the available reports and information

about this attack, we show that forensic experts can use the prototype to identify relevant

activities of the incident and apply the necessary tools for deeper forensic analysis.

Contribution of P6: In P6, a research prototype is developed to provideDF experts

with decision-support during anLDF investigation. The design follows a problem-

oriented approach with requirements derived from data, users, and tasks. The prototype

extract indicators from a running mobile device and provides interactive visual repre-

sentations of this data through several interlocked views. This helps forensic experts to

identify targets for further forensic analyses when working to understand an incident.

4.5 Focus Area 4: Intelligence

After detection, containment, and in-depth analysis of an incident, the �nal phase of

the IDL is concerned with activities to create, enrich and share intelligence about the

incident and possible threats. This Cyber Threat Intelligence is a crucial enabler for any

collaborative security activities. However, valuable and actionableCTI contains semantic

information about complex aspects of a threat. This information is contributed mainly

by domain experts. Thus, the last focal area of this dissertation encapsulates two papers

discussing the integration of experts' domain knowledge inCTI-related activities and,

thus, answers RQ4.

P7: Graph-based Visual Analytics for Cyber Threat Intelligence

Paper P7 directly addresses making complexCTI accessible for analysis and enrichment

by domain experts usingVA. The ever-increasing number of cyberattacks has led to

different efforts to improve the ef�ciency of activities along the Incident Detection Lifecy-
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cle. One of them is an intensi�cation of cooperative cybersecurity efforts within the last

step of theIDL. CTI is used in this context to describe and exchange important insights

about attacks or threats. However,CTI formats are complex and optimized primarily

for machine readability. These formats are not accessible to humans, which means that,

although highly valuable, security experts can hardly contribute their knowledge about an

incident to the exchanged CTI.

In P7, we present our research prototype Knowledge-assisted Visual Analytics for

STIX (KAVAS), satisfying three crucial requirements for makingCTI accessible for

security analysts. At �rst,KAVAS needs to handle complexCTI and ensure its integrity

across multiple processing steps. Second, the tool must enable a visual representation

of CTI so that experts can understand the complex relationships described by theCTI.

As a �nal requirement, our prototype should enable the enrichment ofCTI with the

knowledge of experts. Speci�cally, this means that the visualizedCTI in the prototype

must be ef�ciently and effectively editable. To highlight a possible solution ful�lling these

requirements, the prototype works with the Structured Threat Information Expression

Version 2 (STIX2), which is the de-facto standard for CTI exchange formats.

The �rst of the above requirements (i.e., dealing with complexCTI) is met by one of

the two major building blocks ofKAVAS. This building block, theCTI Vault, is a concept

for persistingCTI described usingSTIX2 and preserving its integrity. SinceSTIX2 is

conceptualized as a graph, which allows arbitrary relationships between the corresponding

nodes, theCTI Vault is implemented using a graph database. It distinguishes between

inventory dataand appended data. The former represents the original intelligence

captured during the analysis of an incident. This information is de�ned to be read-only

and must not change during the use ofKAVAS. However, if users change, add, or even

delete information, these adjustments are captured by the concept of appended data. Thus,

a new vertex containing the updated information is integrated into the graph and linked to

the original element whenever an object changes. This concept ensures that the inventory

data is preserved and that any changes create a traceable, integrity-assured history of all

versions resulting from interaction with experts.

The second component ofKAVAS is an interactive, visual display which makes the

STIX2 format accessible and editable for domain experts. Thus, this visual display ful�lls

the remaining two requirements mentioned earlier.STIX2 is an expressive but text-heavy

and semi-structuredCTI format, where the description of a single incident can easily be

several thousand lines long. This complicates any manual documentation and analysis

process aiming to enrich theCTI with expert knowledge. An interactive visualization

facilitates this process for users. AsSTIX2 is designed as a connected and directed

graph, we also use a directed node-link diagram to represent theCTI. This visualization

technique supports the understanding of the complex relationships described by theCTI.

A user's analysis process starts with selecting aSTIX2-based incident description from

theCTI Vault. Within the visual representation, the domain objects used inSTIX2 are

displayed as vertices in the node-link diagram, and the relationships between domain

objects are displayed as edges. If the object has been edited (i.e., appended data versions
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Figure 14: KAVAS's visual display with details of a CTI report as published in P7.

exist), only the most recent version (i.e., the version with the most recent timestamp) is

displayed.

The node-link diagram of an incident description can be very complex due to many

highly interconnected nodes.KAVAS's visual display is equipped with interactive func-

tionalities to simplify understanding these complex incidents for users. On the one hand,

there are several dynamic �lter options, e.g., hiding speci�c node and edge types, to

reduce the number of displayed objects. On the other hand, the graph's automatically

generated force-directed layout can be interactively adapted to the analyst's needs by

dragging individual nodes. Selecting a node or edge displays detailed information of the

underlyingSTIX2 object. In order to enable the enrichment of an incident description

in KAVAS and, thus, integrate expert knowledge into the existingCTI, experts can edit

information in the Visual Analytics component and add new nodes and edges. Figure 14

shows the visual display ofKAVAS, where a node of the analyzed incident description is

selected to get detailed information.

We evaluate the prototype in two phases. First, an anonymous survey amongCTI ana-

lysts validates the usability and �tness for use ofKAVAS. Weaknesses, which were iden-

ti�ed by this survey, are subsequently addressed. After that, we conduct semi-structured

interviews withCTI experts. In these interviews, the experts work withKAVAS, and

at the same time, their assessments of the different functionalities are evaluated. Both

phases of the evaluation clearly demonstrated the usefulness of the prototype and the

need for interactive visual representations of CTI.

Contribution of P7: P7's main contribution is a concept for interactiveVA of Cyber

Threat Intelligence. The presented approach persistsCTI in a graph database with

an integrity-preserving structure. The visual design facilitates integrating security

experts' domain knowledge into structured threat intelligence. This is achieved with

functionalities to explore the intelligence and add new knowledge allowing for more

thorough incident documentations.
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P8: Measuring and Visualizing Cyber Threat Intelligence Quality

Ensuring the quality of shared Cyber Threat Intelligence is central to successful cyberse-

curity cooperation. Comments from some interviewees during the evaluation interviews

of P7 and existing related research indicate that inaccurate, incomplete, or outdatedCTI

is one of the biggest problems for enterprise collaboration. However, a foundation for

ensuring quality is to create concepts to measure quality in the �rst place. In addition, the

quality ofCTI is an essential factor for security experts when prioritizing threat intelli-

gence. At the same time, analysts' knowledge is a promising source for the usefulness

of CTI. Paper P8 addresses these aspects by presenting an approach to measure relevant

quality dimensions for a standardizedCTI format and extending the prototype from P7 to

visualizeCTI quality. Additionally, the proposed solution allows experts to use interactive

visualization to incorporate their judgment of quality aspects.

Figure 15: Hierarchical structure of CTI quality dimensions as published in P8.

Before we can assess the quality ofCTI, relevant quality dimensions forCTI must

be determined. To de�ne the relevant quality dimensions, we rely on existing work

that has already proposed initial collections of quality dimensions important forCTI.

We complement these collections with additional dimensions that we identi�ed from

discussions withCTI researchers and practitioners. The dimensions considered in P8

are presented in Figure 15. Assessing these dimensions is only possible with a speci�c

CTI data format in mind. Within this paper, we de�ne respective quality metrics for the

STIX2 format. Two reasons have led us towards this decision. On the one hand,STIX2

is a standardized and very well-establishedCTI format. On the other hand, focussing

onSTIX2 ensures compatibility of our work with P7 in order to incorporate the quality

assessment into P7's prototype.

The quality dimensions identi�ed relevant for theSTIX2 format can be structured

hierarchically as shown in Figure 15. Some dimensions can be quanti�ed by evaluating

unique attributes ofSTIX2 objects, while others can be determined by including additional

attributes or considering the object as a whole. However, the dimension of “appropriate

amount of data” can only be measured regarding an incident description in its entirety.

Moreover, the hierarchical structuring allows to aggregate the different dimensions,
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enabling a quick assessment of the overall quality of aCTI report. Furthermore, we

distinguish between subjective and objective data quality dimensions. While explicit

formulas for quanti�cation can be determined for the objective dimensions, which are

based exclusively on the underlyingCTI incident description, the assessment of security

experts is required to measure subjective quality dimensions. Our work de�nes a set

of relevant quality dimensions and proposes metrics to assess them for aSTIX2-based

incident description. We apply mechanisms typically used within reputation systems

for the subjective dimensions, which can only be quanti�ed by incorporating experts'

knowledge. This allows us to normalize the subjective assessments and translate them

into quanti�able measurements. For aggregating the quality dimensions into a single

value for aSTIX2 report, we de�ne a weighted average across all relevant dimensions

and the three hierarchy levels.

Three steps are necessary to integrate theseCTI quality aspects of P8 into the proto-

type from P7. The �rst step is to incorporate the quality indicators in theSTIX2 format. In

its original speci�cation,STIX2 does not provide a way to describe its quality but allows

the de�nition of custom objects. Thus, we de�ne a custom object to persist the quality

indicators for a nativeSTIX2 object according to the speci�cation in aSTIX2 report.

The next step is to extend theCTI Vault from P7 with a Quality Vault. This additional

database persists the custom object for the quality indicators. Separating nativeSTIX2

objects and the custom quality objects allows us to maintain the performance of theCTI

Vault despite the rapidly increasing amount of data since the actualSTIX2 report and

the associated quality elements can be loaded independently from each other. In the last

step of evolving the prototype from P7, we adapt the visual display to include the CTI's

quality indicators. For instance, an extension of the detail view allows an insight into the

quality indicators for a singleSTIX2 object. The experience and assessment of analysts

on the subject quality dimensions can be directly and interactively incorporated into the

system by ratings from one to �ve stars, which are known from reputation systems.

We evaluate the relevant data quality dimensions with the designed metrics and the ex-

tendedKAVAS prototype through three interviews withCTI experts. In these interviews,

the participants con�rm the high relevance of the chosen dimensions and the high need

for actual metrics to quantify these dimensions. Especially as the increasing importance

of CTI makes it more evident that only high-quality CTI can be helpful.

Contribution of P8: The main contribution of P8 is a concept to measureCTI quality

and include expert knowledge into this assessment. Our approach de�nes a relevant set

of quality dimensions and con�gures respective metrics. Our approach is integrated

into a visual representation ofCTI, making the quality assessment transparent for

CTI analysts and enabling the assessment of subjective quality dimensions based on

analysts' input. Thus, we propose the �rst concept to measureCTI quality, including

actual metrics allowing the assessment to be implemented in respective technologies.
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4.6 Complementary publications

In addition to the eight publications that represent this dissertation's central contribution

(P1 - P8), complementary research was carried out. Although the respective publications

are not directly included in this dissertation, they have in�uenced or complemented the

core contribution. For this reason, they are brie�y summarized within this section. Table 2

provides an overview of the complementary publications. For each paper, the complete

reference, the submission status4 of the publication, the publication type5, and the number

of citations as of December 14, 2021 are shown.

Table 2: Overview of complementary research papers.

No. Full Reference Status Type Cit.6

A1

MENGES, F., BÖHM, F., VIELBERTH, M.,
PUCHTA, A., TAUBMANN , B., RAKOTON-
DRAVONY, N., AND LATZO, T. Introducing
DINGfest: An architecture for next generation
SIEM systems. InSICHERHEIT 2018(Kon-
stanz, 2018), Gesellschaft für Informatik e.V., pp.
257–260

pub. C 11

A2

BÖHM, F., RAKOTONDRAVONY, N., PERNUL,
G., AND REISER, H. Exploring the role of experts'
knowledge in visualizations for cyber security. In
Posters - IEEE Symposium on Visualization for
Cyber Security(Berlin, 2018), IEEE

pub. C 1

A3
BÖHM, F.Visual Security Analytics.Encyclopedia
of Cryptography, Security and Privacy(2021), 1–3

pub. E 0

A4

BÖHM, F., VIELBERTH, M., AND PERNUL, G.
Bridging Knowledge Gaps in Security Analytics.
In Proceedings of the 7th International Conference
on Information Systems Security and Privacy(On-
line Streaming, 2021), SCITEPRESS, pp. 98–108

pub. C 3

A5

BÖHM, F., DIETZ, M., PREINDL, T., AND PER-
NUL , G. Augmented Reality and the Digital Twin:
State-of-the-Art and Perspectives for Cybersecurity.
Journal of Cybersecurity and Privacy 1, 3 (2021),
519–538

pub. J 0

PublicationA1 introduces a high-level architecture as a blueprint for modernSIEM

systems. The work was presented as a short paper at theSICHERHEIT 2018conference's

practitioners track [28]. Despite the paper's brevity, it served as a starting point for the

considerations leading to innovative prototypical architectures like those presented in P2,

P6, or P7.

Within PublicationA2, tools presented in the research area of visualizations for
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cybersecurity are analyzed with respect to their degree of integration of domain knowledge.

This work was presented as a poster at theIEEE Symposium on Visualization for Cyber

Security[4]. The recognized shortcomings of the analyzed research have been a strong

motivation for the work presented in this dissertation. Furthermore, the lack of a common

vocabulary regarding knowledge within the information security domain ultimately has

led to the contributions made in P2 and A4.

In PublicationA3 the term of Visual Security Analytics is de�ned concisely. The

article is part of theEncyclopedia of Cryptography, Security and Privacy[2]. A3 gives

brief insights into the de�nition, background, theory, open problems, and future directions

of VSA. This publication de�nes the understanding ofVSA underlying this dissertation.

PublicationA4 is the initial version of P2. It was presented at the7th International

Conference on Information Systems Security and Privacy 2021[5]. A4 focuses on an

initial de�nition of knowledge types relevant for cybersecurity, introduces a model of

knowledge-based Security Analytics and a prototype that allows the integration of domain

knowledge of security novices. This work was invited to be submitted as an extended

version based on positive reviewer feedback and the valuable contribution of the work.

Finally, PublicationA5 de�nes the state-of-the-art and derives possible use cases

regarding the combined application of augmented reality and digital twins in the context

of cybersecurity. The paper was published as an article as part of theJournal of Cy-

bersecurity and Privacy's special issue titled “Cyber Situational Awareness Techniques

and Human Factors” [3]. With augmented reality advancing traditional two-dimensional

visualizations, this publication explores possible application spaces ofVSA within an

ever-changing security domain. A5 can be seen as a glance into the future of VSA.

5 Conclusion and Future Work

Visual Analytics is a key enabler to improve existing security mechanisms by integrating

domain experts into vital activities which cannot be fully automated. Only domain experts

and their knowledge can reveal unknown attack patterns or advanced threats, making

them invaluable for any security operation. Despite the importance of domain knowledge

and the role of Visual Analytics to integrate this knowledge into automated mechanisms,

leveraging Visual Analytics for cybersecurity is an area with a relatively limited research

corpus. Thus, the purpose of this dissertation is to contribute novel approaches to the

existing works by highlighting the advantages ofVSA for improving the collaboration

between security experts and automated security mechanisms as well as supporting

experts in their manual tasks. A signi�cant proportion of the existing work either lacks

security domain knowledge or visual ef�ciency. Therefore, this dissertation supports

resolving this dichotomy of Visual Security Analytics through a transfer of knowledge

between previously distinct research communities.

In order to achieve these goals, this dissertation makes several essential contributions

in four focal areas related to the �eld of Visual Security Analytics. In the �rst Focus

Area, profound de�nitions of theSOCas security experts' organizational environment, as
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well as relevant processes and related challenges, had to be delineated. In theSOCas an

organizational unit, domain experts have to perform some of the most critical security

activities. Understanding the work environment, underlying processes, and different

roles of employees within aSOCis of central signi�cance for the targeted use ofVSA.

Based on these �ndings, an iterative process for security analytics, the Incident Detection

Lifecycle, was de�ned. This precisely describes the activities and tasks of the experts,

whichVSA can support. The use ofVSA also enables the integration of expert knowledge

into the respective phases of the process. In the dissertation, this knowledge was formally

de�ned to establish a common vocabulary for the further course of this work and, thus,

the respective research area.

In addition to these fundamental contributions,VSA was applied in major phases

of the IDL and different security domains. The �rst relevant process step involves

detecting and analyzing threat indicators and is considered in Focus Area 2. In this

context, the dissertation highlights the feasibility ofVSA for the security monitoring of

distributed ledgers and the identi�cation of potential security issues in Identity and Access

Management. These contributions showcase possible applications of Visual Analytics to

support security experts in the analysis of Indicators of Compromise.

When a concrete suspicion of a threat becomes apparent analyzing these indicators,

it must be investigated in more detail. Therefore, the third focal area of the dissertation

was dedicated to supporting domain experts in the detailed analysis of security incidents

usingVSA. The work focuses primarily on supporting the manual activities of experts

during Live Digital Forensics investigations. In this context, the use ofVSA facilitates

decision support for the targeted and well-informed use of specialized forensic tools.

Visualizations offer an advantage because they can simultaneously and interactively depict

various aspects that serve as a basis for the experts' decisions. This enables them to

analyze these indicators in an exploratory manner. The results of an incident analysis are

documented as intelligence and used for cooperative security purposes.

In the fourth Focus Area of the thesis, possibilities were investigated on howVSA

can be utilized to integrate experts' domain knowledge into Cyber Threat Intelligence.

SinceCTI is mapped in standardized formats optimized for machine readability, these

formats are often not intuitively accessible to human experts. At the same time, however,

it is precisely the domain knowledge of these experts that is of high importance for the

informative value ofCTI, so the dissertation proposed the use of visual security analytics

to make CTI accessible and processable for experts.

In addition to these immediate �ndings, the work done in this dissertation has raised

starting points for further developments and research. Three aspects, in particular, open

up interesting and promising avenues for future contributions:

The �rst important issue emerged in connection with the foundations de�ned in

the �rst Focus Area. Here it became clear that, in addition to integrating the domain

knowledge of security experts, the integration of experts from other domains is essential

for comprehensive security operations, especially in the light of current developments

such as the increasing implementation of the Industry 4.0 paradigm. While security
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experts have extensive knowledge of concrete cybersecurity aspects, such as the operation

of �rewalls or the analysis of network traf�c, they lack the expertise to assess the security

situation of cyber-physical systems. Engineers and similar professions must be called

upon for this purpose. Only they can interpret whether, for example, a turbine used

to generate electricity is behaving correctly, or it may have been the victim of a cyber-

physical attack. However, these experts from other domains lack the necessary operational

knowledge to handle and operate relevant security mechanisms. Therefore, they should

be classi�ed as security novices. However, visual approaches can help to facilitate the

operation of security mechanisms and thus enable the integration of the non-security

domain knowledge held by novices. The dissertation shows �rst possibilities in this

direction, but there is a need for further research for innovative approaches and their

comprehensive evaluation.

A second aspect that needs further research concerns the support of experts in Live

Digital Forensics investigations. In this context, most of the work, and especially the

decisions about the forensic tools to be used, are currently done manually by experts. A

support option for experts that goes further than a visualization of relevant indicators

proposed in this dissertation would be a more automated decision-support. For instance,

the automatic generation of tool suggestions for experts would be conceivable. The basis

for these tool suggestions (together with the associated uncertainty) could be visualized

for the experts. This would support the experts' decision-making and, at the same time,

keep the automation transparent. Visualization would also make it possible to individually

parameterize the tool suggestions so that they are as tailored as possible. Based on the

tool actually used by the experts, the automated suggestions could also be improved

iteratively in the sense of a feedback loop (as envisaged in the VA process).

The third aspect for further research arises concerning the work with Cyber Threat

Intelligence in this dissertation. While an initial approach to measuring the quality ofCTI,

along with ways to incorporate expert opinion, has been proposed in this thesis, there

remains a great need for further research in the area ofCTI data quality. The approach

from this dissertation relates to a speci�cCTI exchange format. While some dimensions

and corresponding metrics can be applied to other formats, further research is needed to

create a generalizable and preferably universal framework for measuring and improving

CTI quality. Only with this foundation,CTI can be a basis for effective cooperative

cybersecurity in the long term.

To sum up, this dissertation shows, in addition to vital underlying aspects, how Visual

Analytics can be leveraged for cybersecurity to involve experts and their knowledge in

security analysis processes and provide support for their manual work. At the same time,

the dissertation takes �rst steps towards bridging the dichotomy ofVSA by applying and

communicatingVA methods for problem-solving in cybersecurity domains and thereby

building a base for future research directions.
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