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Abstract

Digital twins represent and can manage an enterprise asset virtually along its lifecycle.

The vital technologies the twin relies upon (e.g., Internet of Things) have only recently

matured. Since then, literature has taken up on digital twins. The digital twin therefore

constitutes a very young concept, where security is currently neglected. This dissertation

aims at closing this research gap, and further contributes to the body of knowledge

concerning digital twin security. To study digital twin security, a two-fold approach is

necessary. On the one hand, digital twins are at risk for being attacked (security for

digital twins). However, on the other hand, they can also be leveraged to gain novel

security opportunities (digital twins for security). This dissertation lays the general

foundations of the digital twin concept in enterprises and studies these two security

perspectives hereinafter. It shows that the digital twin’s security can be fostered utilizing

the blockchain technology. Furthermore, it proposes digital twins to be of use in corporate

security: It is shown that digital twins can collaborate with traditional security tools

like Security Information and Event Management (SIEM) systems and organizational

structures like the Security Operations Center (SOC). In this regard, the use of digital

twins is further proven to be beneficial for digital forensics as well as Cyber Threat

Intelligence (CTI).
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1. INTRODUCTION 1

1 Introduction

Digitization has altered the way we communicate and deal with information disruptively.

From an enterprise perspective, it firstly changed the way to process data allowing more

precise decision making: Digital databases and finally enterprise information systems

emerged from simple physical documents. Nowadays, the installation of sensors is

tackled to aquire additional data in order to further optimize business operations. This

phenomenon is known as the Internet of Things (IoT), which describes the connection

of sensors and various other devices to Internet-based networks in order to receive

information about physical conditions etc. [54]. Up to a few years, corporate information

technology (IT) was the main focus of digitization – including concepts like Business

Intelligence and Big Data. However, recently, the industrial domain is catching up in

the form of the Industry 4.0 movement. Traditional industrial environments consist of

operational technology (OT) – also known as industrial control systems (ICS), which

control physical processes [46]. In Industry 4.0, sensors and OT are connected to corporate

networks and the respective information systems – resulting in the IT/OT convergence

[54]. This enables, for instance, the direct communication between IT and OT systems to

determine material reorders, which can then be triggered automatically. Also, sensor data

is analyzed with the help of machine learning and Big Data techniques, e.g. to prevent

machine outtakes and initiate maintenance tasks.

However, there are always two sides of the same coin: Although digitization presents

several benefits, it also entails issues like security and privacy concerns. Ever since the

emergence of digitization, cyber security incidents occur. Especially by introducing novel

concepts (e.g., IoT) without consideration of potential vulnerabilities, the attack surface

enlarges considerably. For example, the Mirai botnet abused insufficiently secured IoT

devices to execute distributed denial-of-service (DDoS) attacks [34]. Regardless how

advanced the digitization concepts are becoming, cyber security attacks are keeping

pace: Over the recent years, attacks have become more sophisticated [65]. The so-called

advanced persistent threats (APTs) demonstrate deep knowledge about system behavior

as well as a targeted exploitation of this knowledge. Thereby, an APT tries to stay

undetected as long as possible, mostly to gather information about the targeted victim

[65]. One of the first known APTs, Stuxnet [37], targeted the industrial domain. Since

then, a myriad of attacks aiming at corporate, industrial or other critical infrastructures

have emerged (e.g., attack on the Ukrainian power grid [38] and the Triton APT [47]).

Most notably, through the Internet-based connection of various systems (i.e., the IT/OT

convergence), the malicious entrance to corporate networks by exploiting vulnerabilities

of the connected systems, in order to reach the targeted system, is facilitated.

Thus, novel digitization concepts are to be considered with these two sides in mind.

The digital twin presents an emerging digitization paradigm, which is especially pursued

in the Industry 4.0 [66]. Despite the digital twin was firstly mentioned a decade ago in an

aerospace context [62], the maturity and economic profitability of its main technological

enablers (e.g., the IoT) has been reached just recently. Until then, the digital twin would
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1. INTRODUCTION 2

have been too costly for common enterprise deployment. The digital twin can be referred

to as a virtual representation of a real-world counterpart such as a system, product,

process or any other enterprise asset over its lifecycle [6]. At its core, the digital twin

unifies all available asset-specific data and uses semantic technologies, like the industrial

standards AutomationML1 or SysML2, to provide context. On this basis, virtual models

can be built and analyses (e.g., predictive maintenance) are performed. Furthermore, the

virtual models can serve as foundation for conducting simulations [49]. In contrast to

similar concepts like digital models or digital shadows, the digital twin distinguishes

itself by providing a bidirectional communication to its real-world counterpart [35]. All

these unique characteristics entail various opportunities. Consider the digital twin of a

windmill collecting system logs and several sensor data from its real-world counterpart.

With data analytics and simulations, the digital twin can predict machine fatigue and

compare different scenarios for optimization. For instance, the simulation could be used

to investigate the degree of the rotor blades in order to reduce velocity and prevent further

impairment. Beyond these analytical operations, the digital twin might even send the

commands for the best option to the windmill and to stop further damage at once. To this

end, the digital twin could also be deployed for security simulations. Nevertheless, the

digital twin is also prone to become the target of attacks. Hence, it is necessary to study

digital twins in regard to security.

Regarding the articles published on the digital twin concept, it becomes clear that

the digital twin’s connection to enterprise security has been scarcely researched to date.

Figure 1 compares the publications concerning digital twins (see Subfigure 1(a)) in

contrast to those concerning digital twin security (see Subfigure 1(b)). Thereto, the

(a) "digital twin" in title (b) "digital twin" in title and "secu-
rity" in abstract

Figure 1: Publications on digital twin (security) over the last years

most relevant business informatics databases (IEEE3, ACM4 and AIS5) and two more

1https://www.automationml.org/o.red.c/home.html
2https://sysml.org/
3https://ieeexplore.ieee.org/Xplore/home.jsp
4https://dl.acm.org/
5https://aisel.aisnet.org/
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1. INTRODUCTION 3

broadly focused databases (ScienceDirect6 and Springer7) have been queried. The results8

show that, even by constraining the publications from the year 2000 onward, the very

first publication on digital twins appeared in 2015. This indicates that the digital twin

represents a very young field of research. Moreover, works on digital twin security firstly

emerged in 2018 and currently present a small amount of those papers on digital twins

in general: While in total 1,507 works on digital twin are published until 2021, only 69

(4.6%) of them focus on security. Overall, Figure 1 illustrates the importance of the topic

by the strong upwards trend of the number of publications starting in 2015 (resp. 2018).

It further indicates that the more technical IEEE database is the one providing the most

output on digital twin security (see Subfigure 1(b)). Here, 6.1% (35 out of 572) tackle the

security perspective, which amounts almost one and a half as much as regarding all other

databases combined. Nevertheless, it has to be noted that the low percentage exists also

owing to the fact that security has only come into the focus of digital twin research with a

3-year-delay. Consequently, the compared time spans9 the topics have been researched

on differ (7 years of digital twin research, 4 years of digital twin security research).

Next to this scientific view on digital twins (and security), a look at practice shows

that the digital twin has become a vital tool, which has been targeted fairly early. General

Electric (GE) is among the pioneers in creating digital twins10: Already in late 2017, they

monitor about 551,000 DTs referring to products, part of products, processes and systems

[57]. Also, other firms, e.g. Tesla in the automotive industry [57] and Siemens [58]

work with the digital twin technology. For instance, Siemens Mindsphere11 is a platform

used in many industrial domains, which fully supports harvesting data from connected

IoT. Interestingly, the Mindsphere software not only supports digital twin creation when

the real-world counterpart is in existence but also when there is no physical counterpart

yet available. Furthermore, today’s industrial digital twins are integrated in traditional

enterprise resource planning (ERP) software (e.g., from SAP) [58]. Glancing into the

future, the IEEE Computer Society has marked digital twins in manufacturing as one of

the key technology areas in their "Technology Predictions 2022" report [4]: Although

digital twins are now considered a relatively mature technology in their current state, they

are expected to become even more autonomous. Similar to research, digital twin security

is just starting in practice. Once again, GE is one of the first companies that propose a

digital twin concept: Their research department recently introduced "Digital ghosts"12, a

prototypical digital twin used for cybersecurity incident detection and defense.

To conclude, the digital twin presents a novel digitization concept and thus, a young

research field relevant to practice. As a consequence, its application is accompanied by

various challenges and problems – especially concerning security. This dissertation aims

6https://www.sciencedirect.com/
7https://link.springer.com/
8Detailed results are given in Appendix A.
9Please note that the current results on the year 2022 are not representative as some works are yet to be

published until this year’s end. Thus, the year 2022 is not considered in the course of this thesis.
10https://www.ge.com/digital/applications/digital-twin
11https://siemens.mindsphere.io/en
12https://www.ge.com/research/offering/digital-ghost-real-time-active-cyber-defense
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1. INTRODUCTION 4

at contributing to research on digital twin security in order to strengthen the concept and

enrich it for enterprise deployment. Therefore, the dissertation takes an enterprise-centric

view on digital twin security13 resulting in the following three perspectives:

• Foundations: Research carried out first by regarding the digital twin concept in an

corporate context and by studying its foundations. On this basis, the digital twin

can be researched with respect to security.

• Security benefits: Despite the digital twin presents an important digitization

concept that builds upon IoT and the IT/OT convergence, it is also discussed

to benefit security [21, 55]. Since the emergence of advanced cyber security

attacks (e.g. APTs), the detection requires novel techniques. Thereto, the digital

twin with its potential of monitoring complex, interconnected systems and their

security might become vital for the future enterprise: Digital twins continuously

gather information about their real-world counterparts’ state, and provide enhanced

analysis and simulation capabilities to improve attack detection. With digital

twin-based simulations, corporate security teams can further explore the virtually

represented system in a potential attack scenario. Such a simulation might even be

used as a basis for a cyber range to train threat detection and response.

• Security problems: In contrast to the beneficial side of the digital twin concept in

terms of security, the second perspective on digital twin security has to be consid-

ered as well: First and foremost, the enormous amount of knowledge about an asset

gathered in a digital twin might attract attackers. Additionally, the bidirectional

connection to its corresponding counterpart enlarges the attack surface and presents

a new attack entry point to the real-world system [24]. Moreover, the multiple

lifecycle parties involved in the data sharing process of a digital twin requires the

implementation of access control strategies.

In conclusion, this dissertation addresses digital twin security in a two-fold perspective:

While studying digital twin’s deployment for enterprise security, it also investigates

concepts to enhance the security of digital twins. This provides a novel and comprehensive

view at the application of digital twins in enterprises.

The remainder of this Part I provides an overview on this dissertation and is structured

as follows: After this introduction (Section 1), the problems in digital twin security and

the corresponding research questions are stated in Section 2. Afterwards, the method of

this dissertation is described (Section 3). Section 4 presents the results of this dissertation,

which comprises seven research papers that provide answers to the research questions.

Finally, Section 5 concludes the work and points out future research. Details on the

research articles as well as the articles themselves are presented in Part II.

13Nevertheless, digital twin security might also be of importance in societal and private contexts.

Dissertation Marietheres Dietz, 2022



2. RESEARCH QUESTIONS 5

2 Research Questions

As indicated in Figure 1, the digital twin presents a novel, and promising research domain.

Since digital twin research started less than a decade ago, many published concepts still

present drafts and propositions, which often lack a scientifically sound basis, profound

evaluation or implementation. Especially security is hardly addressed in digital twin

research to date – despite being one of the major issues of digitization concepts. To

overcome these issues, it is necessary to investigate the main characteristics of digital

twins from an enterprise-centric view and to study digital twins in respect to security

on this basis. It is further vital to research digital twin security from the following two

different perspectives: On the one hand, digital twins must be sufficiently secured to

prevent cyber security attacks. On the other hand, digital twins offer manifold potentials

for security. To gather these aspects, this dissertation is structured into the following three

main research pillars:

• DT-F: Introduction of scientific foundations on the digital twin paradigm

• DT-Sec: Investigation of the digital twin’s usage for security

• Sec-DT: Provision of security measures for the digital twin

Each of these three research pillars contains one to two central questions with the

goal to contribute comprehensive research on these topics. The answers to these research

questions (RQ1-RQ4) provide this dissertation’s scientific basis.

Digital twin foundations: DT-F

The first research pillar and focused area of this work tackles the foundations on digital

twins from an enterprise-centric viewpoint.

Regarding the works published on the digital twin, the majority still investigates its

foundations. Most of the works shown in Table 3 (see Section 4.5) give an overview of

the state-of-the art in digital twin research by conducting a literature review. However,

the majority of them tend to not provide very rigorous methods. For instance, instead

of following a published and common method for the literature review, some authors

only provide their search term, the queried databases and how they screened the literature.

Interestingly, the papers with the most citations are published in manufacturing journals,

where they provide less rigorous methods (or no method at all) and lack to propose their

own compelling new ideas. In contrast, the general view on digital twins has not gained

much interest in terms of citations, despite being published in well-known and respectable

journals or proceedings (e.g., [22, 48, 68]). Although, the works presented in Table 3

represent just an extraction, these issues were constantly perceived in the course of this

thesis. To sum up, the main focus of these works is set on the manufacturing industry and

neglect a view on enterprises in general. In correspondence with the industrial-centered

content of most digital twin works, the audience of these papers represent readers from

industry. Therefore, these papers mainly appear in industrial conferences or the like,
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2. RESEARCH QUESTIONS 6

which often neglect scientific rigor in favor of practice. As a result, the foundations

commonly lack a holistic perspective on the topic, and sometimes suffer from a missing

methodological structure and arguments.

To close this research gap, the scientific focus of this dissertation’s first research pillar

(DT-F) lays the foundations on digital twins from an enterprise perspective instead of

merely concentrating on industry, cyber physical systems (CPS) or IoT. Thereby, current

enterprise strategies are investigated to be combined with the digital twin paradigm in

order to provide novel approaches to empower modern enterprises. Research question

RQ1 summarizes the scientific intention of this research pillar.

RQ1: How can the digital twin paradigm empower current enterprises in

general?

Digital twins for security: DT-Sec

After studying the foundations of digital twins from an enterprise viewpoint, the next

step is to focus on security. The second research pillar of this dissertation tackles the

employment of digital twins for enterprise security.

As digital twins are able to monitor and sometimes even control their real-world

counterpart’s daily operations, literature suggests that they might also provide novel

insights and opportunities to security [21, 54, 55]. However, at the beginning of this

dissertation no work has tackled this issue so far (see Table 4 of Section 4.5).

As the application of digital twins for security is still scarcely researched to date, a

multitude of open issues and aspects are yet to study. Existing publications often present

individual solutions to specific areas (like smart grids [2, 9, 56]), with no general overview

or investigation on how different digital twin characteristics can be used for security.

Some works provide a rather strong focus on the technical implementation – often with

restrictions. For instance, the publications of Eckhart and Ekelhart [19, 20] are limited

by requiring the data format AutomationML to build the virtual environment. Other

works merely present concepts for using digital twins for security, without evaluation

or implementation (e.g., [2, 7]). Moreover, the digital twin is commonly regarded as a

stand-alone solution when used for security. However, they might also be incorporated

with already existing security tools or structures, which could potentially increase the

acceptance of digital twins. From a practical perspective, replacing old structures by

novel and young concepts like the digital twin will, especially in a field as vital as security,

will run into opposition. Therefore, it is necessary to propose ways to combine digital

twins and existing security procedures.

To provide a general perspective on digital twin security, different aspects of digital

twins are to be examined for their potential use in security operations. Furthermore, it

should be suggested how these digital twin properties might support current enterprise

security areas (e.g., system testing, digital forensics). These requirements result in

research question RQ2.

Dissertation Marietheres Dietz, 2022



2. RESEARCH QUESTIONS 7

RQ2: What are the foundations to enable security operations with a digital

twin?

While existing literature often presents the digital twin as an individual security solu-

tion, the integration of digital twin security operations into corporate security strategies is

currently neglected. To bridge this research gap, the contribution of digital twins to mod-

ern holistic enterprise security structures like the Security Operations Center (SOC) or

Cyber Threat Intelligence (CTI) are to be investigated. Research question RQ3 addresses

this issue.

RQ3: How can security simulations with the digital twin be integrated in

the corporate security strategy?

Security for digital twins: Sec-DT

The third research pillar of this dissertation tackles the second viewpoint on digital

twin security. While the second pillar studies digital twins as an instrument to enhance

corporate security, this pillar considers the enlarged attack surface digital twins entail and

researches security measures for digital twins.

At the beginning of this dissertation, no other works have provided profound concepts

to secure digital twins. But literature agrees on the importance of sufficiently securing

digital twins [33, 55, 67]. Despite stressing the security issue when referring to digital

twins, these works do not propose concepts or implementations to strengthen the security

of digital twins. This may also be due to digital twins being a very young research field

(see Figure 1). Following from that, early works suggest concepts and approaches. Only

a minority of the publications have already tackled digital twin implementation. Without

implementation and technical details, it is hard to determine which mechanisms might

help to secure the digital twin. However, literature expresses that some aspects, like

the secure management of digital twin data storage and exchange [45], are of special

importance regarding digital twins.

Commonly, digital twins contain highly confidential and crucial information. They

further communicate with their counterpart bidirectionally. Given these special digital

twin characteristics, novel approaches are needed to secure digital twins. Especially, since

digital twins manage knowledge about an enterprise asset, they will be at the center of

attacks. In correspondence with the second perspective and the above mentioned issues

on digital twin security, new scientific technologies for data management and exchange

(e.g., the blockchain) might prove valuable to secure digital twin data management. Thus,

research question RQ4 summarizes the focus of the dissertation’s third research pillar.

RQ4: How can digital twin data storage and exchange be carried out in a

secure way?
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3 Research Method

This dissertation originates in Wirtschaftsinformatik (WI), a research field in the German-

speaking area, which is considered the equivalent to the international information system

(IS) research [50]. WI emerged along the digitization movement in enterprises, where

new ways of applying IT in future were sought. Thereby, research was mostly conducted

pragmatically without the support of rigorous methods. As a result, it initially proved

difficult to compete at an international level.

With the growth of WI/IS, the topics diversified. Accompanied by this diversity of

research topics is the heterogeneity of applied research methods. The most common

methods today employ a either a behavioral or a design-oriented approach [50]. As

the behaviorist approach starts off with hypotheses and finishes with their subsequent

empirical evaluation, it strongly promotes research rigor [27]. However, it has proven

to be less useful for practical, real-world problems [50]. This caused a debate about

the balance between rigor and relevance among scholars, who consequently broadened

their focus with alternative methods, such as the so-called "design science" approaches.

Design-based approaches are less rigorous than behavioral approaches but more practice-

oriented. They orientate on designing an scientific artifact. This includes the construction

of an artifact to solve a relevant problem in IS/WI as well as evaluating the performance

of the constructed artifact [27].

As the digital twin is especially employed in industrial environments [66], its research

requires an approach qualified to improve practical problems. Hence, the design-based

research approach is best suited to build a profound basis for answering the research

questions introduced in Section 2. This dissertation follows the iterative design-oriented

research process proposed by Österle et al. [50]. Seven guidelines concerning design

science research (DSR) provided by Hevner et al. [27] complement this process. Figure 2

illustrates the four phases of this design-oriented process linked with the DSR guidelines.

Analysis. The first phase tackles the identification of the problem and its subsequent

description. In this course, the research questions and goals are formulated. A research

plan structures the path towards the intended research solution answering the established

research questions. This phase can be aligned with the following DSR guideline:

Problem relevance. Technology-based solutions for practical business prob-

lems should be developed.

The field of digital twin security is of importance to literature as well as practice. The

underlying problems are stated and formulated into research questions in the previous

Section 2. Thereby, three sub-fields are identified, whereto one or two research question

belongs. The corresponding research plan is presented in Figure 3 (Section 4).

Design. The next phase of the DSR process focuses on the creation of a viable artifact.

Thereby, well-established methods are applied and the method selection needs to be
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Analysis Design Evaluation Diffusion

Problem
relevance

Design as an
artifact

Research rigor

Design as a
search process

Design evaluation

Research rigor

Research
contributions

Communication of
research

DSR
guideline

Legend:
Process phase

Activity flow

Figure 2: Iterative, generic design-oriented process [50] complemented by design-science
guidelines [27]

stated. Also, the artifact will be delimited from existing solutions. Associated with this

phase are the following three DSR guidelines:

Design as an artifact. A usable artifact (construct, model, method, or instan-

tiation) is to be created.

Research rigor. The construction and evaluation of the artifact should apply

rigorous methods.

Design as a search process. The design of an artifact is a search- or problem

solving-process utilizing available means while complying with the laws in

the problem environment.

During this dissertation, several artifacts have been created to answer the research ques-

tions. They mostly take the form of a model, framework or a prototype. Each artifact

is presented in a research paper (see Part II), where it is compared or delimited from

related works. The construction of those artifacts is based on scientific literature: The

models, frameworks and prototypes rely on published works, methods or standards. All

prototypical artifacts have been created using publicly available technologies.

Evaluation. This phase studies the constructed artifact in regard to the specified re-

search goals. Thereto, the methods selected in the research plan are carried out rigorously.

The following two DSR guidelines (combined with the above declared guideline concern-

ing research rigor) can be linked with the evaluation phase:

Design evaluation. The utility, quality, and efficacy of the artifact must be

precisely evaluated by methods and rigorously demonstrated.

Research contributions. Contributions in the areas of design artifact, design

fundamentals, and/or design methods must be clearly demonstrated.
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To evaluate the established artifacts, the works demonstrate its usefulness by comparing

it with the stated research goal and mainly apply rigorous evaluation techniques (e.g.,

use cases, performance measurements, expert interviews). In each work, the selection

of the evaluation method is justified. The resulting publications provide the research

contribution: The artifacts contribute to the present state-of-the-art and extend the knowl-

edge, propose a novel approach in the digital twin area and/or provide a prototypical

implementation.

Diffusion. In the final phase, the results of the previous phases are disseminated. The

instruments for dissemination range from scientific publications to practitioner seminars

depending on the target group. The diffusion can be coupled with DSR guideline tackling

communication of research:

Communication of research. The research targets a technology-focused as

well as business-oriented audience, where it must be properly represented.

The results of this research are summarized in this dissertation (see Section 4). Further-

more, seven publications are published or accepted for publication in scientific journals or

conference proceedings. They tackle technological and/or business issues: For instance,

Paper DT-F1 describes the digital twin as a system-of-systems and is more management-

oriented. Whereas Paper DT-Sec4 provides a very technical view on digital twin for

digital forensics. Most of the papers evolved around the Secure Industrial Semantic

Sensor Cloud (SISSeC)14 project, where they also influence practice. To conclude, this

dissertation and its research serve a broad audience.

14https://www.mobilitylogistics.de/logistics/produktionslogistik/projekt-sissec
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4 Results

Following the research method introduced in Section 3, seven research articles answer the

research questions of Section 2. Each of these papers has been published in conferences

or journals renowned in the area of information systems, and especially in the IT security

domain. This way, the research results of this dissertation are communicated to a suitable

specialist audience.

Table 1 provides an overview of this dissertation’s seven research articles. Thereby,

each paper is categorized into one of this dissertation’s three main research pillars,

which each contain different research questions that are answered (see Section 2). The

abbreviations DT-F, DT-Sec and Sec-DT indicate the pillar a paper is assigned to. Each

paper is further assigned to a number15. Additionally, Table 1 describes each paper by its

full citation, its current publication state as well as its type of article. For the latter, (C) is

used for submission for publication at a conference, while (J) indicates the submission

for publication in a journal. At the time of writing this dissertation all articles have been

accepted and published except for paper DT-Sec3, which is accepted for publication and

will be published shortly. Further details on the submissions, conferences and journals as

well as the arrangement of authorship of the respective articles are provided in Part II of

this dissertation. In Part II, the full version of the corresponding papers are attached.

The three research pillars of this dissertation form the basis for categorizing the papers

and structuring this dissertation. Figure 3 highlights the three pillars in different colors

and shows corresponding research papers and questions.

Figure 3: Overview of research papers, corresponding research pillars and the research
questions answered16

To provide a foundation on the topic of this dissertation, the general nature and

characteristics of digital twins and their potential for enterprises is investigated in the paper

DT-F 1. On this basis, the next two research pillars are strengthening the dissertation’s

focus on security and indicate the two perspectives the combination of digital twins and

security can take. In the second pillar (DT-Sec), the use of digital twins for security

purposes is investigated. Therefore, the article DT-Sec 1 takes a generic viewpoint, while

15Please note that the order by pillar abbreviation or number does not reflect the chronological publication
dates of the articles.

16The arrows indicate the logical order of the publications, which are not necessarily reflected by their
chronological publication dates.
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Pillar & No. Publication State Type
DT-F 1 DIETZ, M. AND PERNUL, G. Digital Twin:

Empowering Enterprises Towards a System-of-
Systems Approach. Business & Information Sys-
tems Engineering 62, 2 (2020), 179–184.

published J

DT-Sec 1 DIETZ, M. AND PERNUL, G. Unleashing the
Digital Twin’s Potential for ICS Security. IEEE
Security & Privacy 18, 4 (2020), 20–27.

published J

DT-Sec 2 DIETZ, M., VIELBERTH, M. AND PERNUL, G.
Integrating Digital Twin Security Simulations in
the Security Operations Center. In Proceedings of
the 15th International Conference on Availability,
Reliability and Security. ACM, New York, NY,
USA (2020), pp. 1–9.

published C

DT-Sec 3 DIETZ, M., SCHLETTE, D. AND PERNUL, G.
Harnessing Digital Twin Security Simulations for
systematic Cyber Threat Intelligence. In 46th
Annual Computers, Software, and Applications
Conference. IEEE Computer Society (2022).

accepted C

DT-Sec 4 DIETZ, M., ENGLBRECHT, L. AND PERNUL, G.
Enhancing Industrial Control System Forensics
Using Replication-based Digital Twins. In Ad-
vances in Digital Forensics XVII, IFIP Advances
in Information and Communication Technology,
vol. 612. Springer, Cham (2021), pp. 21-38.

published C

Sec-DT 1 DIETZ, M., PUTZ, B. AND PERNUL, G. A Dis-
tributed Ledger Approach to Digital Twin Secure
Data Sharing. In Data and Applications Security
and Privacy XXXIII. Lecture Notes in Computer
Science, vol. 11559. Springer, Cham (2019), pp.
281-300.

published C

Sec-DT 2 PUTZ, B., DIETZ, M., EMPL, P. AND PERNUL,
G. EtherTwin: Blockchain-based Secure Digital
Twin Information Management. Information Pro-
cessing & Management 58,1 (2021), 102425.

published J

Table 1: Overview: The seven research papers of this dissertation

the papers DT-Sec 2-4 dive deeper into individual security topics. This includes the

investigation of combining digital twins with security solutions like SOC and SIEM

systems (DT-Sec 1), its potential for CTI (DT-Sec 3) as well as conducting digital

forensic analysis with the help of digital twins (DT-Sec 4). The third research pillar

(Sec-DT) tackles security from a different viewpoint: It examines how digital twins can

be sufficiently secured. While there are various traditional methods for securing enterprise

systems and solutions that can also be applied to the digital twin, the two papers Sec-DT
1-2 of this dissertation propose a novel approach to provide security to digital twins by

using the blockchain technology.
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The following Sections 4.1, 4.2 and 4.3 each refer to a research pillar and explain the

content of the corresponding publications in detail.

4.1 Digital twin foundations

Due to its novelty and vast application domains, no uniform definition of a digital twin

exists to date. Various works on digital twin propose different perspectives – however,

mostly from an industrial setting. Nevertheless, digital twins can prove valuable for

enterprises in general. Thus, it is essential to study the core characteristics of the digital

twin paradigm from an enterprise-centric viewpoint.

The initial work DT-F 1 of this dissertation elaborates general parts of the digital twin

paradigm, characteristics and current challenges for applying digital twins in enterprises.

Moreover, it proposes how digital twins can support the enterprise towards realizing a

system-of-systems approach. This work lays the foundations for digital twins from an

enterprise perspective, which presents the basis of this dissertation’s remaining works.

DT-F 1: Digital Twin: Empowering Enterprises Towards a System-of-Systems Ap-
proach

Paper DT-F 1 lays the foundations of digital twins in enterprises and proposes how they

can further enable a system-of-systems approach. This work answers research question

RQ1 (see Section 2) and defines the notion on digital twins for the subsequent papers on

digital twin security.

From an enterprise perspective, it is necessary to efficiently manage all corporate

assets (e.g., systems, processes). Increasing complexity of infrastructures and the growth

in the amount of data however, hamper the management of enterprise assets. The

digital twin paradigm, although mainly discussed in industrial settings, can support this

management by virtually representing a corporate asset along its lifecycle. To take

advantage of the unique features of digital twins in an enterprise context, it is vital to

define the key characteristics, and show how digital twins can create value in enterprises.

Moreover, as the concept is still in its infancy, current and future challenges are considered

in this paper.

To define the key characteristics of a digital twin, an unstructured literature reviewis

followed. The knowledge gathered is then unified, synthesized and transferred to the

enterprise-centric view. Thereby, general parts of the paradigm are identified, i.e. the

environment required for the digital twin to establish. On this basis, the characteristics of

the digital twin are regarded, i.e. the inner workings of a digital twin. Figure 4 presents

the identified general parts of the paradigm: the digital twin, the enterprise asset, the

asset lifecycle and the data sources that store data about the asset. Furthermore, the

characteristics of the digital twins are highlighted. Common features provided by the

digital twin are the data gathered about its counterpart (the enterprise asset) as well

as semantic technologies enhancing this data. Moreover, on top of this semantically

enhanced data, analysis, intelligence, simulation and other services can be built. To
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Figure 4: The digital twin paradigm [Paper DT-F1]

ensure security as well as usability, interfaces providing digital twin data are to be secured

by access control mechanisms.

Based on the established notion of the digital twin paradigm in an enterprise context,

potential manifestations of digital twins are proposed. This includes stating the different

types, respectively dimensions, of digital twins as well as the proposition of creating a

system-of-systems approach with digital twins. The latter is shown in Figure 5.

This paper’s idea of using digital twins to create a system-of-systems relies on the

research on system-of-systems in general [52]. Beyond simply connecting physical

systems, digital twins should be connected as virtual system management tools in order

to realize the benefits of the system-of-systems phenomenon and furthermore, to enhance

its management. In general, a system is established by connecting related objects [72]. In

terms of digital twins, one digital twin might present a system or various digital twins

might be connected to establish a "digital twin system". By combining various, previously

separated systems, a system-of-systems approach can be established [52]. Owing to the

novel combination, synergies can be created with the power to overthrow competitive

dynamics [52]. Figure 5 exemplary indicates, how a system-of-systems approach can be

created using the digital twin paradigm: It considers a power plant (system), virtually

presented by digital twins of the respective windmills. This "digital twin power plant

system" can then be connected to other digital twin systems – like the distribution system

managing the supply of energy provided by the power plant. Connecting these systems

by their digital twins, finally enables a system-of-systems approach.

At last, current and future challenges regarding digital twins are pointed out. These are

categorized into technical efforts and corporate challenges, from which the proposition

of future research are derived.

Regarding the IEEE technology predictions identified for 2022 [59], digital twins
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Figure 5: A system-of-systems approach based on [52], realized by networking systems
through their digital twins [Paper DT-F1]

will create and interact in a so-called metaverse17, which is similar to the proposed

system-of-systems approach in this paper. It can thus be concluded that this paper’s main

idea, which was already published in 2020, is still highly relevant for the future.

Contribution of DT-F:
This work lays the foundations for digital twins in an enterprise context. It provides the

notion of the digital twin paradigm by identifying its general parts and the characteristics

of a digital twin. In addition, it proposes how digital twins can empower enterprises by

contributing to a system-of-systems approach. The notion of a digital twin presented in

this paper enables future research to delve deeper for corporate digital twins.

4.2 Digital twins for security

Based on the foundations created within paper DT-F, the following papers tackle the first

perspective on digital twin security. This perspective aims at strengthening security by the

deployment of digital twins. Thereto, it is necessary to examine how the digital twin can

potentially enhance security in general (Paper DT-Sec 1). On this basis, the subsequent

papers show how digital twins simulations can be used together with corporate strategies

like the SOC (Paper DT-Sec 2) or CTI (Paper DT-Sec 3), and finally, how digital twin

replications can be employed in the field of digital forensics (Paper DT-Sec 4).

DT-Sec 1: Unleashing the Digital Twin’s Potential for ICS Security

On top of the twin foundations laid out in Paper DT-F 1, this Paper DT-Sec 1 investigates

the potential of digital twins for enhancing security. While the subsequent Papers DT-Sec
2-4 focus on different aspects in this regard, this paper establishes the ground work for

the deployment of digital twins for security.

17In a metaverse of digital twins, digital twins cooperate and interact with each other instead of their
physical counterparts [59].

Dissertation Marietheres Dietz, 2022



4. RESULTS 16

In terms of security, digital twins are currently almost neglected: It has only been

about four years ago since few works addressed this research niche (see Figure 16).

Moreover, a generic investigation on how digital twins might benefit corporate security

has not been considered yet. Hence, this paper addresses the question how security

operations with digital twins are enabled in order to contribute to corporate security (see

RQ2, Section 2). Thereby, the paper introduces the novel opportunities, entailed by the

digital twins’ characteristics, which can be exploited for advancing security.

To achieve this goal, the foundations laid in Paper DT-F 1 are examined in detail and

put into a security context. Compounds of the digital twin paradigm (see Figure 4) of

Paper DT-F 1 are further detailed. For instance, from the module "analysis, intelligence,

simulation and other services" three operation modes are carved out. Also, the module

"data" is further categorized. The exact interplay between the data, the operation modes as

well as data production at the real-world twin and its interaction with the digital twin are

further presented. Figure 6 shows the results of this study and in an overall model. These

findings comply with and complement the few works present on digital twin security (esp.

[19, 20]).

Figure 6: Digital twin security operation modes (dashed lines) and overall model [Paper
DT-Sec1]

The model shows the security operation modes of a digital twin in correspondence

with the data and tasks required. It suggests three main operation modes: Analytics/Opti-

mization, Simulation and Replication. Each of these modes rely either on Historical/State

Data, on Specification Data or on both. With the latter, an Emulation of the real-world

twin can be built, which serves for the two operation modes simulation and replication.

Aggregation, Queries can be laid upon historical state data, which can then serve the

analytics operation mode or for replication. The data flow between the real-world and

its digital twin is further detailed into Data Collection, indicating the flow from the real-

world towards the digital twin, and Monitoring, indicating the data flow in the opposite

direction. The real-world twin shows which data is produced – the symbols suggesting

the corresponding data base in the digital twin.

The paper further outlines, how the security operation modes could have prevented

the industrial attacks Stuxnet [37] and Triton [47]. Next to the security operation modes,

the second half of the paper proposes how each of these modes can contribute in different

areas including Lifecycle Security, Security by Design, Digital Forensics and Security and
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Safety. Finally, the current and future challenges of digital twin security are highlighted.

Contribution of DT-Sec 1:
This work proposes a general view on employing digital twins for security. It presents

three main security operation modes that provide potential to enhance corporate security.

Different areas of security importance and how these might benefit from the digital twins

deployment are further detailed. This paper provides the basis for subsequent works on

using digital twins to strengthen security.

DT-Sec 2: Integrating Digital Twin Security Simulations in the Security Operations
Center

Relying on the foundations on corporate digital twins as presented in in DT-F 1, Paper

DT-Sec 2 deepens the aspect of integrating simulations for security purposes, which was

previously proposed in DT-Sec 1. Thereby, it addresses RQ3 (see Section 2). Next to a

conceptual approach, Paper DT-Sec 2 provides proof-of-concept by implementation.

To maintain security, enterprises currently establish a Security Operations Center

(SOC), which is technically supported by Security Information and Event Management

(SIEM) systems [69]. Although such systems provide a variety of functionalities, the

integration of industrial systems is commonly not realized to date. Digital twins are

not only able to digitally represent such industrial systems, they can also contribute to

corporate security. Especially, the operation mode simulation might provide valuable

information (e.g., log data) for detecting attacks, which can be integrated in SIEM

systems. This paper is the first to propose an approach for integrating digital twin security

simulations into corporate security structures (SOC and SIEM).
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Figure 7: Process-based security management framework integrating digital twin security
simulations [Paper DT-Sec2]
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The proposed approach consists of a Business Process Model and Notation (BPMN)18-

modelled process, which serves as framework for integrating digital twin security simula-

tions into corporate security. Thereto, formal requirements are stated and a use case for

demonstration is proposed. A final evaluation of the approach and use case is realized by

prototypical implementation.

The process-based security management framework (see Figure 7) consists of three

main lanes: the SOC, the Digital Twin and Security Analytics. The latter can be broken

down into a test and a productive SIEM. To make use of the digital twin’s simulation

capabilities for security, the SOC first determines the Simulation settings. These and

the Asset information are subsequently used to build the digital twin security simulation.

The output of this activity is Incident data, which is analyzed by SOC employees. The

incident detection and handling activity is conducted by the test SIEM system, where the

data items produced by the digital twin contribute to create Incident information. If the

determined incident is detected, the detection mechanism (e.g., the SIEM rule) can be

deployed in the productive SIEM system. Otherwise, the process has to start anew – with

altered simulation settings.

Each of these activities is formally stated to specify the process requirements. In order

to evaluate the process-based approach, a use case representing an industrial filling plant

is proposed (see Subfigure 8(b)). Furthermore, a mirco-service architecture, consisting of

a digital twin simulation of the proposed use case and a SIEM system, is implemented (see

Subfigure 8(a)). On the digital twin side, MiniCPS19 is used for simulation of the industrial

filling plant, while Ettercap20 serves to mimic the attack setting. Filebeat21 transfers the

produced log data towards the SIEM infrastructure. This data is then processed by the

SIEM correlation engine DSiem22, which builds upon Logstash23, Elasticsearch24 and

Kibana25. The prototypical implementation is made publicly available at GitHub26. Each

of the proposed approach’s process steps is carefully tackled for demonstration. The

security simulation with the digital twin is carried out by conducting a Man-in-the-Middle

(MITM) attack, which results in an overflow of the bottles of the filling plant. The log

data produced serve for the incident analysis step, and the deduction of the SIEM rules

to be implemented. In the evaluation it is shown how each process step can produce the

required output data. Finally, it verifies that digital twin security simulations can provide

a vital tool for incident detection with SIEM systems in the SOC.

Looking into practice, this paper’s central proposition seems to hit the bullseye: As

of 2021, today’s industrial digital twins are integrated in traditional corporate structures

like ERP software (e.g., from SAP) [58]. For security this would mean the integration

18https://www.bpmn.org/
19https://github.com/scy-phy/minicps
20https://www.ettercap-project.org/
21https://www.elastic.co/de/beats/filebeat
22https://www.dsiem.org/
23https://www.elastic.co/de/logstash
24https://www.elastic.co/de/elasticsearch/
25https://www.elastic.co/de/kibana
26https://github.com/FrauThes/DigitalTwin-SIEM-integration
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(b) Digital twin use case: Filling plant

Figure 8: Implementation of digital twin use case and SIEM infrastructure [Paper DT-Sec2]

into traditional systems like SOC and SIEM – as realized in this work.

Contribution of DT-Sec 2:
This paper proposes a process-based approach for integrating digital twin security sim-

ulations in existing enterprise security structures, namely the SOC and SIEM systems.

Instead of focusing on a stand-alone incident detection with the digital twin, the approach

is the first to suggest the integration of digital twins in traditional security solutions. The

presented approach is evaluated by use case demonstration and prototypical implementa-

tion.

DT-Sec 3: Harnessing Digital Twin Security Simulations for systematic Cyber
Threat Intelligence

This Paper DT-Sec 3 investigates how digital twin simulations can support corporate

security structures (see RQ3, Section 2). It thereby relates to the previously discussed

Paper DT-Sec 2. It further bases on the Papers DT-F 1 and DT-Sec 1. The focus of this

work is set on combining digital twin security simulations and CTI formats.

Security threats and incidents can be mitigated and sometimes even prevented by

applying CTI. Representing vital information sources for enterprises to maintain their

security, CTI reports contain details about security threats, attacks and incidents. Over

the last years and due to the advancement of Industry 4.0, industrial systems have become

the target of cyber attacks. This is especially problematic as those systems are designed
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to last long-term and have neglected security to date. Thus, CTI referring to industrial

systems might help to improve security. The digital twin, which is often used to reflect

an industrial asset virtually, provides a valid threat information source as it can simulate

attacks in a setting close to the real-world.

To address these issues, this paper proposes a framework using digital twins to

generate valuable CTI data. It introduces the activities necessary to achieve a structured

CTI report from digital twin security simulations. In order to receive relevant output data

for CTI generation from digital twin simulations, it must be ensured that the simulation is

as close to the digital twin’s counterpart as possible. Thereto, a formal model including

elementary definitions is developed. Furthermore, we select the STIX227 format to

represent and structure CTI. Our framework is evaluated by the implementation of a

digital twin use case with a simulated attack. Moreover, utility tools are developed to

assist the generation of CTI from the digital twin simulation output. This works results in

validating the framework by creating useful CTI reports of the provide use case.

Figure 9 shows the central artifact of this paper: The process-based framework relies

on the BPMN modelling language and combines simulations carried out by the Digital

twin and the CTI generation conducted by the Security Operations Center. Besides
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Figure 9: BPMN-based process for creating CTI from digital twin security simulations
[Paper DT-Sec3]

System data, Incident parameters defined by the SOC are used to simulate a security

incident. This digital twin simulation leads to Simulation output. Onward, the SOC

conducts filtering of state data to extract Incident raw data. The latter is subsequently

standardized into Observables. Observables and Incident parameters serve to identify

elements of the incident (Incident data), which can be enriched by the parameters or other

sources to create Cyber Threat Intelligence data that can form a structured report.

To evaluate the proposed framework, each step of the process is demonstrated. An

experimental setup is developed: The use case relies on a digital twin representing a

conveyor belt that is the target of a Denial of Service (DOS) attack. The implementation
27https://docs.oasis-open.org/cti/stix/v2.1/stix-v2.1.html
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of the digital twin simulation and the attack is made publicly available at GitHub28. The

implementation relies on the MiniCPS technology29, the attacker tool Wireshark30 and

hping331. The simulation output data consists of system log data as well as network

Figure 10: Visualized CTI report of a simulated DOS attack on a digital twin conveyor belt
[Paper DT-Sec3]

traffic of the attacked system. To assist security analysts within the SOC to implement the

framework steps, we provide utility tools for filtering and standardizing simulation output.

These are also made publicly available at GitHub32. After running the prototypical simu-

lation and using the implemented CTI utility tools, CTI is generated. By following the

proposed steps of the process-based framework, a CTI report with relevant information

about the use case can be created. The visualized CTI report of the conveyor belt use case

is shown in Figure 10. It represents the main elements of the infrastructure and the attack

(nodes) as well as their relationships (arrows).

Contribution of DT-Sec 3:
This work shows how digital twin security simulations can serve to generate CTI. The

process-based framework introduces the necessary steps to transform digital twin simula-

tion output into useful CTI. By implementation of a digital twin security use case and

CTI generation utility tools, the proposed process steps are validated. To conclude, this

work shows how digital twin simulations provide a powerful data source for CTI.

28https://github.com/FrauThes/DigitalTwin-ConveyorBelt
29https://github.com/scy-phy/minicps
30https://www.wireshark.org/
31https://tools.kali.org/information-gathering/hping3
32https://github.com/DanielSchlette/CTI-DT-utilities
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DT-Sec 4: Enhancing Industrial Control System Forensics Using Replication-based
Digital Twins

Based on the already established foundations (Papers DT-F 1 and DT-Sec 1), this Paper

studies the digital twin operation mode replication in detail to further establish foundations

on digital twin security operations (see RQ3, Section 2). It further provides an approach

for applying digital twins in this mode for forensic analyses.

Digital forensics comprises manifold tasks concerning the acquisition, analysis and

interpretation of digital evidence of digital evidence after cyber security incidents. This

aims at gaining insights to attacks, especially for court room prosecutions. However,

since industrial systems are insufficiently secured and increasingly targeted these days,

the digital investigation of such devices is problematic due to availability requirements:

their continuous operation must be ensured and cannot be disturbed. Moreover, due to

the heterogeneous system architectures, it often remains unclear which digital forensic

tool is the best fit for extracting digital traces from industrial systems. A digital twin

can address these issues as it is able to mirror a real-world system virtually and thereby

provides an excellent investigation environment for digital forensics – without hampering

the operation of the real-world system.

This work proposes the application of a replication-based digital twin to mirror

an industrial system and serve for digital forensic analyses. Two existing works with

reference to digital twin replication [19, 24] serve as a baseline for the creation of the

five theorems, which are central for enabling the digital twin replication mode. On this

basis, a profound conceptual framework for a replication-based analysis is developed

(see Figure 11). A final prototypical implementation demonstrates proof of the proposed

concept.

The main replication-based concept is illustrated in Figure 11 and consists of the

Data collection phase, the Digital Twin Framework including replication, state storing

and replay functionalities and the Digital forensic analyses steps.

The data collection task is focused on gathering sufficient detailed data to represent

the desired physical system virtually with the digital twin. This includes receiving data

from the physical system (internal) as well as from its environment (external). After the

collection, this data is incorporated into the digital twin, where the Replication further

relies upon it. From the internal data of the physical system (mostly static data about

configurations etc.), the replication mode can build an emulation, which can behave like

the real-world system. In order to mirror the states from the real-world system in the

digital twin, it is necessary to induce the same triggers (dynamic Events, e.g., network

traffic). The digital twin framework is further enhanced by including storing of the

subsequent system states in historical order (State storing functionality) and by allowing

to replay the sequences of states from specific points in time (Replay functionality). Next

to the basic replication of its real-world counterpart, the two functionalities especially

serve the digital forensic analyses. The digital twin framework can support each of the

forensic investigation phases. For instance, the Analysis phase might rely on the state
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Figure 11: Replication-based digital twin concept for digital forensics [Paper DT-Sec4]

storing functionality to investigate the states of the system to check for anomalies based

on malicious activities.

An implementation of a replication-based digital twin prototype is carried out to

evaluate the proposed concept. Thereto several tools are used to achieve the desired

functionalities: In order to induce the real-world network traffic captured in data collection

phase to the emulated system, Polymorph33 is used. The emulation of the system is carried

out with OpenPLC34 that can integrate real-world PLC code and mimic its behavior. To

enable state storing and replay, an extended version of a continuous data protection

software (SauvegardeEX35) is applied.

For the forensic analyses, it is shown that the states resulting from a simple PLC

program changing sensor values can be saved and re-analyzed with our prototype. In

addition, all changes to files or values can be successfully recorded and analyzed. In the

future, this can serve as a baseline for selecting adequate forensic investigation tools.

Contribution of DT-Sec 4:
In this paper the foundations of replication-based digital twins for a digital forensic

investigation are elaborated. Moreover, a sophisticated framework is developed that

shows how the replication mode, enhanced with two profound functionalities (state storing

and replay), can serve digital forensic analyses. In addition, a prototype is provided to

demonstrate proof-of-concept. In summary, the paper concludes that replication-based

digital twins can be realized with current technologies and shows that it benefits digital

forensic investigations.

33https://github.com/shramos/polymorph
34https://www.openplcproject.com/
35github.com/LudwigEnglbrecht/sauvegardeEX
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4.3 Security for digital twins

Based on the foundations created within the first research pillar, the second perspective

on digital twin security is addressed in the following papers. The general aim lies in

strengthening digital twins to prevent malicious activities. Especially since digital twins

contain unified knowledge about an enterprise asset, the securing of this data is of utmost

importance. The two articles of this research pillar investigate how digital twin data

management can be secured and answer to RQ4 (see Section 2). Thereby, Paper Sec-DT
1 identifies the requirements, and proposes a first conceptual approach for secure digital

twin data management by applying the blockchain technology. This approach is further

developed, implemented and extensively evaluated in Paper Sec-DT 2.

Sec-DT 1: A Distributed Ledger Approach to Digital Twin Secure Data Sharing

While Paper DT-F 1 lays the foundations for corporate digital twins, Papers DT-Sec 1-4
tackle the first angle of digital twin security. This Paper, Sec-DT 1, constitutes the starting

point for the second angle: It investigates how digital twins, especially the management

of their data, can be secured. A powerful enabler for that is the usage of the distributed

ledger/blockchain technology.

A main characteristic of digital twins represents storing unified data about its real-

world counterpart. Furthermore, it accompanies its real-world asset among its whole

lifecycle. During this lifecyle, multiple parties are involved (e.g., manufacturer, owner,

maintainer) that deliver and consume data about the asset. More precisely, those parties

do not only contribute their data to the digital twin, but they might also obtain certain

data from the digital twin (feedback loop). For instance, the asset’s manufacturer might

require data about maintenance tasks in order to optimize the manufactured product

in terms of longevity. Each of the involved lifecycle parties follows its own business

goals, which might contradict the goal of another involved party. Hence, trust cannot be

established. Instead, sufficient security, especially in terms of confidentiality and integrity,

is required. Confidentiality ensures that the parties involved have restricted access to the

data elements in the digital twin. Integrity is required as data should not be manipulated

and has to be reliable, otherwise it will lead to misinformation and poor decisions. Before

the publication of this research paper, no other works have considered these security

aspects for digital twin data sharing.

In Paper Sec-DT 1 the problems stated above are addressed by designing a data

exchange of digital twins in a secure way. To this end, a formal basis is established

(see Figure 12) and requirements are derived. On this basis, a solution architecture is

conceptualized (see Figure 13).

As shown in Figure 12, digital twin data can be categorized into (a) descriptive data,

which is rather static and describes the asset (e.g., information about the configuration, its

composition and network topology), and (b) sensor data, which is produced dynamically

and informs about the asset’s state and environment. A special item of descriptive

data is the asset specification that provides general information about the asset (e.g.,
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via standardized data formats like AutomationML36 or SysML37). The lifecycle parties

Figure 12: Control flows for a single digital twin [Paper Sec-DT 1]

interact with digital twin data by read and write operations. However, to ensure data

integrity and confidentiality, security mechanisms are required: Confidentiality is ensured

by installing access control mechanisms (authentication and authorization). Integrity is

achieved by auditability and traceability mechanisms in write operations: Auditability

allows only authorized users to write or update data, while other operations cannot

transform data. Traceability enables the chaining of transformations of data items, so that

the history of changes of a data element can be traced. In conclusion, five requirements

are identified to enable secure digital twin data sharing, including: (1) multi-party sharing,

(2) data variety support, (3) data velocity support, (4) data integrity and confidentiality

mechanisms and (5) read and write operations.

Before the solution architecture is developed, the paper discusses if a distributed ledger

– respectively a blockchain – approach is suitable. Thereby, it follows the framework by

Wüst and Gervais [73] with the result that either public or private permissioned blockchain

can be applied. Figure 13 illustrates the conceptualized solution architecture based on the

blockchain/distributed ledger technology.

At the core of the architecture lies the distributed ledger and a distributed hash table

(DHT), both managing the digital twin data. Via a client application, lifecycle parties

can write and read data, whereby they commonly share descriptive data (documents). A

device agent manages the incorporation of data (especially sensor data) from the digital

twin’s physical real-world counterpart. This sensor data and the documents are stored

in the DHT. However, to ensure all benefits from the distributed ledger, this data is

linked in the ledger. The ledger consists of two smart contracts, the specification and the

authorization contract. The authorization contract contains information about the data

items and the users that have access to them, and therefore, enables access control. The

specification contract is built upon the specification data (see Figure 12) that describes the

36https://www.automationml.org/o.red.c/home.html
37https://sysml.org/
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Figure 13: Blockchain-based architecture for secure digital twin data sharing [Paper Sec-DT
1]

digital twin’s counterpart. For instance, this description contains the composition of the

represented asset, i.e. its subparts, sensors. Whenever document or sensor data is written

to the DHT, an entry in the distributed ledger is created. This entry points to the data

element it refers to and thus, to the corresponding storage place in the DHT. Furthermore,

external data sources that contain information about the asset can be integrated by adding

a reference to the specification contract.

By means of a theoretical use case, this work further shows how the solution architec-

ture supports the incorporation of a new sensor and the resulting data. Moreover, it shows

how all five requirements are met by the proposed approach.

Contribution of Sec-DT 1:
This article proposes the first blockchain-based approach to enable secure digital twin data

sharing in research. Thereto, it identifies the requirements and provides a formal basis

for the secure sharing. Moreover, this work explains why the blockchain technology is

applicable by following a standard method. The result constitutes a solution architecture,

which functionality is demonstrated by a theoretical use case. The proposed architecture

fulfills the identified requirements.

Sec-DT 2: EtherTwin: Blockchain-based Secure Digital Twin Information Manage-
ment

While Paper Sec-DT 1 proposed a first approach to tackle digital twin data sharing in

a secure way, Paper Sec-DT 2 builds upon the previous work and elaborates a concrete

design of a blockchain-based decentralized application (DApp) to securely manage digital

twin data. Moreover, the proposed DApp is prototypically implemented (EtherTwin) and

extensively evaluated.
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The digital twin covers the lifecycle of its physical counterpart. Thereby, accruing

data of the lifecycle phases are provided by the different parties involved and incorporated

in the digital twin. However, this information sharing and management requires sufficient

security as the lifecycle parties contribute to digital twin data, but might not trust each

other per default. Thus, the storage and exchange of digital twin data should be secured

to be fit for practice. Moreover, the complex ecosystem of interacting lifecycle parties

and digital twins requires a new approach. Although digital twins require strong security,

fully implemented solutions do not exist yet. To date, prototypical implementations have

been either neglected or only partially accomplished.

This work addresses these issues by designing and fully implementing digital twin

data management. At the beginning, the digital twin basics in terms of lifecycle phases,

potentially involved parties and data are summarized. Following the ten-step decision

path by Pedersen et al. [51], it is verified that the blockchain is suitable for secure digital

twin data management. Afterwards, the system model is developed. Moreover, the

underlying Entity Relationship Model (ERM) of the targeted DApp is introduced (see

Figure 14): Three main modules Registry, Authorization and Twin Data are represented

Figure 14: Entity Relationship Model of the DApp [Paper Sec-DT 2]

on-chain with the smart contract (indicated by dashed borders in Figure 14). The first

manages the incorporated twins, while the Authorization module comprises the proposed

access control model, which includes users, roles, attributes and permissions. The digital

twin data module relies on the involved digital twin data presented in Sec-DT 1. Thereby,

each twin has one general specification and consists of several components. Moreover,

external data sources might be integrated. The entities off-chain (represented by the DHT)

are the specification version, sensor entries and document version. Here, the complete

data is contained and a link to the on-chain entities exists to indicate the storage of the

data items on the DHT.

On the basis of the system model, technologies for implementation are selected.

Furthermore, the design patterns and data flows are specified. Finally, the proposed

access control mechanism is designed. The mechanism includes five roles concerning the

lifecycle parties, the mapped permissions to documents, sensor data and specification,

which are further restricted by the individual attributes. These attributes are generated
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individually from the specification data of the system at hand. The proposed system

model design is implemented and results in the EtherTwin prototype. This implemented

DApp relies on the technologies Ethereum38 for the blockchain part, Erebos39 and

Swarm40 for distributed data management and storage, NodeJS41 for the automatically

managing devices (device agent) and a VueJS42 framework for the user interface. Figure

15 shows parts of the EtherTwin’s user interface. On the EtherTwin startpage (see

(a) EtherTwin startpage (b) Components of a machine in EtherTwin

(c) User invitation to access EtherTwin (d) Sensor feed in EtherTwin

Figure 15: User interface of the EtherTwin DApp [Paper Sec-DT 2]

Subfigure 15(a)) an overview of the available twins, the user’s role and the possible

operations is given. Subfigure 15(b) presents the components of an exemplary machine

with its subcomponents. This view shows the complexity of the presented asset. An

example for the implemented fine-grained access control mechanism is given in Subfigure

15(c). It shows the sharing of a twin, respectively the user invitation to a digital twin

data management space. Thereto, the role of the new user must be specified and the

attributes, respective components, the user is involved with. In this example, the invited

user represents the manufacturer of all five motors of the machine. An exemplary

sensor feed is captured in Subfigure 15(d). The EtherTwin DApp provides several more

functionalities, including uploading, downloading, deleting and versioning of documents,

38https://ethereum.org/en/
39https://erebos.js.org/
40https://swarm.ethereum.org/
41https://nodejs.org/en/
42https://vuejs.org/
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viewing and renewing machine specification, adding external data sources, changing roles

and attributes of a user, removing a user, showing user account details, representing an

overview of a digital twin’s involved users, the deletion of a twin and the creation of a

new twin.

The prototype is further evaluated by the conduction of technical experiments con-

cerning performance (e.g., cost, latency, user quantity). These results show that the

transaction costs of a private blockchain might be a more cost-effective alternative as

they do not depend on the exchange rates of the public Ethereum mainnet. Moreover, it is

proven that an implementation of an industrial use case is feasible. The evaluation shows

how the prototype can be used by managing digital twin data concerning a real-world

machine. This machine data is gathered from the SISSeC project43 and describes a

boring and milling machine. Finally, semi-structured expert interviews are carried out,

including a total of ten experts from six different enterprises. The experts commented

on the EtherTwin prototype. Especially the developed user interface appealed to the

experts, access control and encryption were also highly valued. In regard to the applica-

tion of the blockchain technology, the opinion was mixed. However, the experts agreed

that the EtherTwin prototype provides a solid basis for digital twin data sharing in practice.

Contribution of Sec-DT 2:
This paper is the first work that designs and implements a secure data management

approach for digital twins. It relies on a decentralized application (DApp) based on

the blockchain technology, thereby providing unique features such as data integrity and

confidentiality while avoiding a trusted third party. Confidentiality is further ensured by

the proposed fine-grained access control model for digital twin data sharing and encryption

of digital twin data. The work results in the implemented prototype EtherTwin, which

is extensively evaluated by performance measurements, an use case from industry and

semi-structured expert interviews. The resulting EtherTwin prototype successfully shows

how digital twin data management and lifecycle party involvement can be practically

carried out in a secure way.

4.4 Further publications

In addition to the research papers presented above, further publications have originated

during this dissertation. Although they do provide contributions to the topic of this

dissertation, they do not present its central research works.

Table 2 gives an overview of these papers. It shows the full citation of the publication,

its submission status, and the publication type – (C) for conference, (J) for journal and

(W) for workshop.

Paper 1 describes an anomaly detection technique for detecting outliers in data

streams and was presented at the DEXA 2018 conference [13]. It is loosely related to

digital twins as it develops a technique that can be incorporated in digital twins to foster

43The ZIM SISSeC project (https://www.it-logistik-bayern.de/produktionslogistik/projekt-sissec) is sup-
ported under contract by the German Federal Ministry for Economic Affairs and Energy (16KN085725).

Dissertation Marietheres Dietz, 2022

https://www.it-logistik-bayern.de/produktionslogistik/projekt-sissec


4. RESULTS 30

No. Publication Status Type
1 DIETZ, M. AND PERNUL. G. Big Log Data Stream Pro-

cessing: Adapting an Anomaly Detection Technique. In
Database and Expert Systems Applications. Lecture Notes
in Computer Science, vol. 11030. Springer, Cham (2018),
pp. 159-166.

published C

2 VIELBERTH, M., GLAS, M., DIETZ, M., KARAGIANNIS,
S., PERNUL, G. AND MAGKOS, E. A Digital Twin-based
Cyber Range for SOC Analysts. In Data and Applications
Security and Privacy XXXIV. Lecture Notes in Computer
Science, vol. 12840. Springer, Cham (2021), pp. 293-311.

published C

3 BÖHM, F., DIETZ, M., PREINDL, T., AND PERNUL, G.
Augmented Reality and the Digital Twin: State-of-the-Art
and Perspectives for Cybersecurity. Journal of Cybersecu-
rity and Privacy 1, 3 (2021), 519-538.

published J

4 DIETZ, M., HAGEMANN, L., VON HORNUNG, C., AND

PERNUL, G. Employing Digital Twins for Security-by-
Design System Testing. In ACM Workshop on Secure and
Trustworthy Cyber-Physical Systems. ACM, New York,
NY, USA (2022).

accepted W

Table 2: Overview of complementary research papers

security. Thereby, real-world data streams from the DINGFEST44 project are incorporated

and analyzed.

In Paper 2, the research described in Section 4.2 was enhanced with the concept of

cyber ranges: The micro-service architecture comprising a digital twin of a filling plant

as well as a SIEM system (see Paper DT-Sec 2) form the data and back-end part of the

newly developed cyber range.

Paper 3 studies the combination of Augmented Reality and digital twins in terms of

cyber security in theory, and outlines its potentials.

Finally, Paper 4 proposes an approach to utilize digital twins for system testing.

Thereby, it implements an academic simulation technology to mimic potential attacks.

The work aims at rendering systems secure-by-design. In practice, by comparison, the

Mindsphere software supports planning and design when there is no physical counterpart

yet available [58]. However, its focus is currently not widened to security purposes.

4.5 Roots of this thesis and related works

Regarding literature and research on digital twins, which started only about five years ago

(see Figure 1), this dissertation is one of the pioneer works tackling the combination of

digital twins and security. Below scientific works until December 2021 are summarized

and brought into context with the works originating from this dissertation.

44The BMBF DINGfest project (https://dingfest.ur.de) was supported by the Federal Ministry of Education
and Research, Germany.
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Digital twin foundations: DT-F Table 3 summarizes important works on digital twin

foundations, which are detailed in the following.

Year Publications Content Focus Citations45

2017 [49] review industry 839
2018 [35] review industry 866
2019 [22] taxonomy general 56
2019 [66] review industry 769
2020 [30] review industry 334
2020 [48] survey IoT 92
2020 [14] survey enterprise 36
2020 [68] taxonomy general 48
2021 [42] review industry 168

Table 3: Publications on digital twin foundations46

The first published review on digital twins focuses on CPS in manufacturing and

appeared in 2017 [49]. It provides an overview on the different definitions of the digital

twin in an industrial context. Another work differentiates the digital twin from the related

terms "digital shadow" and "digital model" [35]. Thereby, the underlying categorical

literature review centers on digital twins in manufacturing. Tao et al. review the state-of-

the-art of industrial digital twins [66]. Jones et al. extract the characteristics of digital

twins with the help of a literature review [30]. A recent survey provides foundations

of the digital twin in an IoT context [48]. By means of a literature review, Enders and

Hossbach extrapolate a taxonomy for digital twin applications [22]. Another recent

work tackles digital twin foundations by building a general taxonomy [68]. A relatively

new and already well-cited work reviews the digital twin literature in terms of concepts,

technologies, and industrial applications dependent on the twin’s lifecycle phase [42].

Paper DT-F 1 of this thesis complements this research by studying digital twins for

enterprise usage [14].

Digital twins for security: DT-Sec Table 4 shows existing publications47 on this

perspective, which are described in the following.

The first two works focusing on digital twin security implement a virtual environment

for cyber-physical systems (CPS) [19, 20]. This virtual environment is used to simulate a

Man-In-The-Middle (MITM) attack, and provides rules to detect such attacks [20]. In

another work, stimuli of real-world events are identified, and the virtual environment

reproduces these stimuli in order to mirror the real-world counterpart’s network traffic

states subsequently [19]. Another work from 2018 tackles the cost-security/fidelity

46Number of citations according to Google Scholar on March, 21 2022.
46Own work is grayed out. Please note that this overview does not claim completeness. Instead, it shows

an excerpt of influential works on digital twin foundations.
47Publications on digital twins for security until 2021.
48Own work is shown grayed out. Three works on digital twin security from 2018 ([19, 20, 7]) and one

work from 2021 ([12]) did not appear in the literature search (see Figure 1) due to not mentioning security in
their abstract and have been added as a result of the back- and forward-search [71].
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Year Publication(s) Content Focus
2018 [19, 20] attack detection industry
2018 [7] cyber range industry
2018 [5] cost-security tradeoff industry
2019 [21] state-of-the-art industry
2019 [36] security test robotics
2019 [9] attack detection smart grid
2020 [15] security operations industry
2020 [2] security test smart grid
2020 [17] integration industry
2020 [56] attack detection smart grid
2020 [26] security controls enterprise networks
2021 [28] attack detection smart grid
2021 [11] anomaly detection smart grid
2021 [70] cyber range industry
2021 [61] security architecture industry
2021 [60] security architecture smart grid
2021 [25] security test nuclear power plant
2021 [12] digital forensics industry

Table 4: Publications on employing the digital twin for security until 202148

tradeoff by proposing a method on how to determine minimal costs for sufficient security

[5]. In another work, adequate controls for security are developed with the help of digital

twins [26]. Three other works focus on a digital twin to detect attacks or anomalies in grid

security [9, 11, 28, 56]. Sellitto et al. propose a digital twin-based security architecture in

the smart grid area [60] as well as for industry in general [61]. Regarding security testing

with digital twins, works propose concepts for the smart grid area [2], for nuclear power

plants [25] as well as a prototypical realization in robotics [36]. A pioneer approach

for utilizing the digital twin replication mode to conduct digital forensics is rooted in

this dissertation [12]. Instead of focusing on the digital twin as a standalone technology,

the twin is integrated with existing enterprise structures to enhance security in another

work of this dissertation [17]. A first concept to combine cyber ranges and digital twins

in Industry 4.0 is proposed by Becue et al. [7], while we realize an implementation of

a digital-twin based cyber range [70]. A state-of-the-art summary on digital twins for

industrial security is given in Eckhart et al. [21]. An overview of potential digital twin

operation modes and applications for security is given in our first work regarding digital

twins for security (Paper DT-Sec 1) [15].

Security for digital twins: Sec-DT Regarding security for digital twins, Table 5 sum-

marizes published works49 in terms of their content and area of focus. The very first

publication on security for digital twins [16] originates from this dissertation. It provides

pioneer work by proposing the usage of the blockchain technology to share and store

digital twin data among various parties along the lifecycle of the twin’s real-world counter-

49Publications on security for digital twins until 2021.
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part. From there on, various works have combined blockchain with digital twins: Kanak

et al. propose a model to store digital twin operations on a blockchain [31]. Another

blockchain framework intends to store healthcare information of digital twins in smart

cities [3]. Also originating from this dissertation, the very first implementation of a

blockchain-based digital twin data management solution is presented by Putz et al. [53].

Jiang et al. harness the blockchain for use in digital twin networks [29]. The concept of

Digital-Twin-as-a-Service is enabled by a permissioned blockchain in the work of Liao

et al. [39]. In order to secure the communication digital twin edge networks, Lu et al.

provide a blockchain-empowered federated learning scheme [43]. In another work, the

authors apply their concept to digital twin industrial networks [44]. A similar approach

is provided for digital twin vehicular edge networks [41]. Also, digital twins in power

grids need to be secured: Danilczyk et al. thereto propose to use the blockchain for

integer storing of sensor values [10]. Another blockchain framework to strengthen data

integrity of digital twins is provided by Dong et al. [18]. Concerning digital twins in

manufacturing, a blockchain-based concept and prototypical implementation is provided

in another work [63].

Year Publication(s) Content Focus
2019 [16] blockchain, storage enterprise
2019 [31] blockchain, DT ecosystem general
2020 [24] synchronization industry
2020 [64] cloud, storage general
2020 [3] blockchain, storage smart city
2021 [53] blockchain, data management industry
2021 [29] blockchain, DT ecosystem general
2021 [39] blockchain, DT-as-a-service smart city
2021 [74] synchronization AV
2021 [8] DT ecosystem general
2021 [1] safety, security framework AV
2021 [43, 44] blockchain IoT, industry
2021 [75] privacy, queries healthcare
2021 [10] blockchain,storage smart grid
2021 [32] security risk, threats general
2021 [18] blockchain, storage general
2021 [23] encryption general
2021 [63] blockchain manufacturing
2021 [40] spoofing protection AV
2021 [41] blockchain AV

DT= digital twin; AV = autonomous vehicles

Table 5: Publications on providing security for digital twins until 202150

Other works tackle securing digital twins by regarding different aspects. For instance,

the impact of cloud security for digital twin data storage is studied [64]. Similarly,

securing and privacy-preserving querying the cloud storage of digital twin healthcare

50Own work is shown grayed out.
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data is tackled in another work [75]. Chen et al. develop an interaction engine to secure

digital twin networks [8]. Safety and security issues and potential solutions for vehicular

digital twins are identified by Almeaibed et al. [1], while another work studies risks and

proposes countermeasures concerning digital twin components in general [32]. Feng et

al. propose an encryption mechanism for digital twin networking communication, which

is evaluated in a jamming attack [23] . An anti-spoofing method for digital twin vehicular

networks is presented by Liu et al. [40]. A first concept to securely synchronize digital

twins and their counterparts is provided and implemented by Gehrmann and Gunnarsson

[24]. To ensure secure information synchronization of digital twins in the automotive

area, Jing et al. propose an authentication protocol [74].

5 Conclusion and Future Work

This dissertation contributes to the state-of-the-art by studying digital twins in respect

to security. Thereby, research is conducted threefold: At first, the foundations of digital

twins in enterprises are laid. On this basis, two perspectives of digital twin security

are studied. On the one hand, the digital twin is a young digitization concept requiring

security. On the other hand, it can enhance (corporate) security. At the beginning of this

dissertation, no works concerning digital twin security were published. During the course

of this dissertation, various scholars tackled this vital research domain. Thus, the research

papers originating from this cumulative dissertation represent pioneer works opening up

a new and important perspective on digital twins.

Before diving into security, the foundations of digital twins in enterprises are ad-

dressed. Here, a framework describing the digital twin paradigm is established. Thereby,

several building blocks contributing to the digital twin are identified from literature. Sim-

ulation and other analyses (i.e., operation modes) are one vital part. Another element of

the digital twin paradigm are the counterpart‘s lifecycle and the parties involved therein.

Both these aspects will play a greater role in the constructive security works. The work on

digital twin foundations also proposes that interacting digital twins can create a so-called

system-of-systems to empower current enterprises. It is the first work to take such a view

and aligns with the recent prediction to establish a metaverse of digital twins in the future

[59].

The security part of this dissertation firstly focuses on enhancing security with the

help of digital twins. Thereto, three main operation modes are identified: historical

state analysis, simulation and replication. Furthermore, various security applications

including security testing and digital forensics are proposed. With focus on the second

operation mode, security simulations with the digital twin are integrated into existing

enterprise structures, precisely into the SOC. This approach ensures the acceptance of

digital twin solutions in enterprises, where completely new technologies commonly face

resistance. Thus, by using traditional structures and combining them with novel concepts

like the digital twin, the chance for adoption is advanced. This aligns with the current

integration of digital twins with traditional information systems (e.g., ERP) [58]. To
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this end, a prototypical implementation of an attack on a digital twin of a filling plant

is developed in this dissertation. The integration of the digital twin simulation with

traditional security tools of the SOC proves applicability of the proposed approach. From

this follows that digital twin simulations may also be used to provide threat information

and generate CTI reports. Based on another industrial use case, it is shown that CTI can

be generated from digital twin simulation outputs. Moreover, digital twins provide the

advantage of providing insights for digital forensic investigations. Storing the states of

machines and devices and replaying past events can be realized with the replication mode

of digital twins. This can significantly facilitate digital forensic investigations as these

functionalities provide ground for testing hypotheses and tools without destroying or

tampering with data on the real-world device. A first prototypical approach combines

various technologies to realize these functionalities.

The second security perspective focuses on providing security for the digital twin.

Scholars consider adequate security a key requirement for digital twins. This dissertation

contributes to the state-of-the-art by providing the very first concept of securing digital

twin data management (including data storage and exchange) with the distributed ledger

technology. More precisely, a blockchain is introduced in combination with a DHT and an

advanced access control model. The latter orientates on the involved lifecycle parties and

the components (e.g., sensors, actuators and field devices) of the digital twin‘s counterpart.

Furthermore, the very first implementation of blockchain-based digital twins originates

from this work. The outcome of the expert evaluation and the performance tests prove

that the developed prototype is indeed suited for practice.

Digital twins represent a highly practical topic. In contrast to other research areas (e.g.,

databases, distributed ledgers), theoretical foundations and methods are rather neglected.

To counteract this issue, most of the research papers published in the course of this

cumulative dissertation provide a formalism and rely on rigorous methods. Nevertheless,

it should be noted that this dissertation still provides propositions for practical use. In

terms of evaluation, several limitations present themselves while researching digital twin

security. For instance, benchmark studies could not be conducted at this point in time as

this dissertation’s research papers are among the very first publications on digital twin

security. Another issue concerns the real-world counterpart of a digital twin. Generally

speaking, it is almost impossible for researchers to study an (industrial) system and create

a digital twin thereof. The reasons lie in the costliness and complexity of these systems,

which are usually found at a company‘s industrial site but not in research labs of a

university. In this dissertation, this problem is alleviated as far as possible by expert input

and data input from research projects with industrial firms (like the SISSeC51 project).

Industrial companies may advise researchers on industrial systems, however, they do

not share the detailed composition of their systems. Nevertheless, this way a digital

twin of a real-world counterpart can be created – without actually having the counterpart

present for research. These limiting aspects will become easier in future studies. With

time, public data will be provided, research labs will be created, and benchmarks will
51https://www.mobilitylogistics.de/logistics/produktionslogistik/projekt-sissec

Dissertation Marietheres Dietz, 2022

https://www.mobilitylogistics.de/logistics/produktionslogistik/projekt-sissec


5. CONCLUSION AND FUTURE WORK 36

surely be developed. Despite tackling enterprises and security, many of the papers in

this dissertation focus on industrial enterprises. Since digital twins originate from and

dominate in industry, the focus naturally shifted in this direction. Nevertheless, traditional

enterprises might use the digital twin as well. Whether they might employ digital twins

is dependent on their use case and the balance between the twins’ value and their cost.

Future research could extrapolate the potential of corporate digital twins and study which

incentives may improve digital twin adoption. It would also be interesting to provide a

theoretical basis for digital twin fitness for use along with a maturity model and digital

twin development stages. Finally, the implementation of a system-of-system or metaverse

of digital twins might be an interesting subject for future studies.
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1 Introduction

It is common knowledge that the management of enterprise

assets (e.g. plants, IT systems, staff and machineries)

contributes to value creation in today’s organizations.

Moreover, efficient asset management significantly

enhances corporate performance. The Digital Twin (DT) is

an asset’s virtual counterpart that enables enterprises to

digitally mirror and manage an asset along its lifecycle.

This asset can be tangible as well as non-tangible – ranging

from turbines to services. In order to represent the asset’s

life and behavior virtually, a DT incorporates all kinds of

data related to the asset and continuously provides the

enterprise with information on the asset’s condition. In

fact, in some asset-centric organizations, especially those

with critical infrastructures, losses due to significant

downtime of the asset (e.g. a power plant) involve risks

beyond the company’s financials. Here, a DT can play an

important role to mitigate or even avoid these risks by

comprehensively informing about the real-world asset’s

status, history and its maintenance needs. Moreover, some

DTs even provide a direct interaction with the asset.

Although the first vision of a DT dates back more than a

decade (Grieves 2002), it has only recently obtained

increased research interest within multiple domains. The

main reason for this lies in the fact that central techno-

logical enablers, such as the Internet of Things (IoT), have

only recently reached the maturity to be deployed prof-

itably in economic environments. Within the different

interested communities, the term has evolved leading to at

least two different viewpoints of a DT nowadays (Negri

et al. 2017). The first defines the DT merely as the simu-

lation of the physical asset itself and is mostly used by

engineering scholars. However, beyond the scope of sim-

ulation, the second perspective refers to a DT as a model

which constitutes the basis for simulations, analyses and

the like. The latter perspective is currently the most

adopted view on DTs and thus the focused viewpoint of

this work.

Besides, a multitude of terms exist describing similar

phenomena. For instance, the term ‘‘product avatar’’

emerges from product lifecycle management (PLM)

research and refers to a concept which is similar to a DT

for a product. However, the focus of these works lies on the

availability of user-oriented product information in social

networks and web pages (Rı́os et al. 2015). Moreover,

erroneously, the term ‘‘digital shadow’’ is often used

interchangeably with the Digital Twin – despite its mainly

referring to a digital footprint.

As DTs allow enterprises to gain an in-depth under-

standing of their assets, corporate optimization and busi-

ness transformations can benefit from their unique

knowledge. We believe that the DT can contribute to value

creation in asset-centric companies due to its power to

combine previously separated data from different domains
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along the asset’s lifecycle (see Sects. 2, 3). The DT is, in

fact, a proactive digital approach introducing a next step in

digitalization. Additionally, BISE scholars recently elected

the DT as a central and important technological trend for

the community (van der Aalst et al. 2018). However, at

present, the concept is still in its infancy as various chal-

lenges have yet to be mastered (see Sect. 4) in order to put

the DT meaningfully into practice. Hence, to provide

profound ideas for practical operation, business and infor-

mation systems engineering (BISE) scholars need not only

to consider this paradigm, but also better understand its key

components, its underlying mechanisms and the challenges

entailed. Thus, this catchword article aims to pave the road

for research by defining key characteristics of a DT, pre-

senting the DT as a paradigm enabling a system-of-sys-

tems, demonstrating its potential application fields as well

as future research challenges. Although the DT paradigm

can also be applied in societal and private contexts, the

following primarily concentrates on DT potentials in a

business-centric view.

2 Key Characteristics of a Digital Twin

To infer the key characteristics of the DT paradigm, a DT’s

competences are considered. In general, DTs are capable of

monitoring, and can be further enhanced with control, over

optimization to autonomy capabilities. To enable these

competences, DTs require specific building blocks and

need to be integrated into corporate environments. Thus,

Fig. 1 illustrates the paradigm of a DT. In the following,

we first describe the general parts involved in the DT

concept. Afterwards, we proceed to explain the building

blocks as the inner part of a DT.

• Enterprise asset: An object, subject, system (tangible),

or process (non-tangible) relevant to the enterprise,

commonly contributing to corporate benefit. Each asset

evolves along its lifecycle. A tangible enterprise asset

might not physically exist in its first lifecycle phases as

well as in the last phase of its lifecycle.

• Asset lifecycle: The lifecycle the enterprise asset

evolves along. The number of lifecycle phases varies

from asset to asset. Thereby, the first phase generally

represents the idea of creating the asset and the final

phase constitutes the end of its existence. Each lifecycle

phase produces relevant information about the asset and

therefore, third parties, such as partners, can be

involved.

• Data sources: The providers of data about the enter-

prise assets. Data sources can be of any type (e.g.

sensors, enterprise systems etc.). Thereby, they can

differ between the lifecycle phases, and even belong to

an involved third party.

Fig. 1 The Digital Twin paradigm
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• Digital Twin (virtual): The virtual counterpart to the

specific enterprise asset. The DT might exist even after

the asset has ceased to exist for documentation

purposes. It enables data integration and sharing across

the lifecycle phases, resulting in a continuous learning

process. It may even be embedded in the physical asset

itself or deployed on the cloud or an edge computer

(Boschert et al. 2018).

DTs are no monolithic data models, but include different

aspects of digital representations, functionalities and even

interfaces. The following four building blocks make up a

DT (see Fig. 1):

• Data: Data in various forms (static, dynamic, func-

tional, behavioral, environmental, sensor-based, from

handbooks/manuals etc.) relevant to virtually represent

the asset.

• Semantic technologies (Schroeder et al. 2016; Boschert

et al. 2018): Technologies describing the relations

between data elements to infer their context, unerstand

their meaning and thus, derive utility for later analyses.

• Analysis, intelligence, simulation and other services

(Rı́os et al. 2015; Boschert et al. 2018): Software

enabling search, supporting different analyses, intelli-

gence and other services ranging from simple moni-

toring to autonomy. Thereby, the extent of the

functionalities varies. For monitoring purposes, 3D

models (e.g. CAD models) are commonly incorporated

and sensor data is often visualized in dashboards for

control of the real-world asset. Analyses of past

situations, simulations1 of possible alternatives and

further predictive maintenance techniques offer asset

optimization. Sometimes self-healing mechanisms are

instituted that operate autonomously.

• Interfaces and access control (Schroeder et al. 2016;

Boschert et al. 2018): Mechanisms to mediate between

the virtual and the real world, enable data sharing and

synchronization. Especially the bi-directional connec-

tion between the real-world asset and its twin provides

a novel opportunity not only to report real-world data to

the twin, but to send commands from the twin towards

its real-world counterpart for its optimization.

However, there are also other perspectives on the para-

digm’s characteristics. For instance, in the manufacturing

area Tao et al. (2018) suggest a DT to be a combination of

the product (physical asset), its virtual counterpart and the

connected data. In contrast, Uhlemann et al. (2017) see the

DT as an enabler to realize Cyber Physical System (CPS)

that is divided into system layer, data layer, and informa-

tion and optimization layer. The latter points towards

another characterization of the concept that focuses on the

data lifecycle: In DTs data is mostly gathered by sensors

and the assets they describe (e.g. production systems with

CPSs). It is then commonly transferred via IoT technolo-

gies and processed by fine-granular and real-time capable

simulations, data analytics and the like (Uhlemann et al.

2017). As the DT is an asset-centric concept, the described

key characteristics put the emphasis on its representational

character, and considering this view, we derived the

building blocks as given in Fig. 1.

To conclude, the term ‘‘Digital Twin’’ may be con-

flictual. According to the Oxford dictionary the term

‘‘twin’’ refers to ‘‘Something containing or consisting of

two matching or corresponding parts’’ (Oxford University

Press 2019). While it fits in terms of the DT being the

corresponding virtual counterpart to the real-world asset,

the digital part may nevertheless exist after the end of

existence of the real-world part and of course, be of dif-

ferent capabilities and granularity by contrast with its real-

world counterpart. Therefore, the term ‘‘twin’’ might on the

one hand be useful to catch this phenomenon in a

metaphorical way. On the other hand, it can be quite

misleading as one might expect twins to be rather identical.

3 With Digital Twins Towards a System-of-Systems

Approach

As stated above, DTs may have different dimensions

depending on their context of application. Therefore, they

can be divided into multiple perspectives. Note that this

does not contradict the universal principle of having only

one digital counterpart per asset. At first, a DT exhibiting

the characteristics shown in Fig. 1 can be referred to as

basic DT. Complex DTs embed sub-DTs and thus represent

a composition consisting of basic DTs or other complex

DTs. For instance, consider a simple conveyor belt (com-

plex DT) that consists of smaller components (e.g. motor,

PLC) that themselves are represented by basic or complex

DTs. Furthermore, DTs may be categorized into different

types, i.e. ‘‘moving’’, ‘‘outdoor’’, ‘‘engine’’ (typed DT). In

doing so, a DT referring to a human is referred to as a

special type, the personal DT. Every typed DT can thereby

either be a complex or basic DT. Likewise, similar DT

instances might be derived from a reference-DT (fleet

management2). An example is a wind park consisting of
1 To impart a common understanding, a DT can include emulation

and simulation functions. For instance, the DT in the work of Eckhart

and Ekelhart (2018) emulates a real-world counterpart and provides a

simulation environment for testing safety and security rules of the

real-world counterpart.

2 Considering that the asset can carry the digital representation of its

type, the establishment of suitable reference systems (models) in

which important types are described would be beneficial.
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multiple, similar windmills. Here, each windmill produces

its own data and thus needs to be monitored by its own DT.

However, a reference-DT that describes a windmill in

general (blueprint) might exist, from which each windmill

instance is derived. Expanding beyond a single company’s

scope towards a notion of a network of companies, the

foundation for autonomously cooperating DTs that origi-

nate from different home domains is laid.

Generally, by connecting an object with further related

objects, their functionality is enhanced and a system orig-

inates (Wortmann and Flüchter 2015). Furthermore, the

consolidation of multiple, previously discontiguous sys-

tems offers a system-of-systems approach, which provides

the opportunity to fade out company boundaries and pro-

mote networking, in order to overthrow competitive

dynamics (Porter and Heppelmann 2014). By linking cor-

porate DTs, systems emerge which in turn can be linked to

establish a system-of-systems approach. Figure 2 illustrates

this idea exemplarily. In this example we consider the

system of a power plant, which includes various complex

DTs (e.g. windmills) and their sub-DTs (e.g. wind tur-

bines). Moreover, this system is connected to other sys-

tems, such as to the supply chain system delivering

materials and the like, or to the power distribution system,

containing assets like transmission towers. By combing

these systems through their DTs, a system-of-systems

approach is realized. On a more detailed level, DTs or their

sub-DTs can be connected in a spatio-temporal manner

(Canedo 2016) to indicate a real-world connection. For

instance, consider a car being filled up at a gas station,

where the DT of the car is virtually connected with the fuel

dispenser of the gas station. As soon as the car is filled up,

the relation disappears. In a nutshell, DTs manage assets

along their lifecycle and thus support the management of

the system-of-systems containing these. It is further vital to

highlight the relations between the assets, which boost

efficiency as optimization can be performed globally at a

system-of-systems level. Thus, the DT constitutes more

than just a novel technology – it may become a real game

changer.

Certainly, the DT paradigm applies in multiple domains.

The industrial domain, including Industrial IoT, smart

factories and Industry 4.0, is not only a very suitable area

for the DT concept, but also the most advanced domain

regarding its realization. For instance, General Electric

(GE) already counts about 551,000 DTs referring to

products, part of products, processes and systems in late

2017 (Saracco 2018). It also offers the ‘‘world’s first digital

wind farm’’3 including DT technology. Another industrial

example is Tesla, which applies the DT paradigm to its

cars: every car reports its experience on a daily basis,

which further serves simulation in the DT to detect

anomalies and propose corrective measures (Saracco

2018). Also, commerce is an area where DTs can achieve

efficiency gains. The digitalization of a shop floor, for

example, allows the enterprise to manage sub-parts (e.g.

shelves) in correspondence with the global system of the

shop floor and even the interdependence to other systems

such as the supply chain. Moreover, the real-world coun-

terpart must not necessarily be tangible, also processes can

be assets monitored by DTs such as shown in Meroni and

Plebani (2018). Furthermore, DT implementation can fos-

ter social and governance areas equipped with IoT, such as

smart cities (Saracco 2018). Besides, DTs can also support

individuals (personal DT). For instance, the trend ‘‘quan-

tified self’’4 refers to individuals gathering as much quan-

titative information about themselves and their daily lives

as possible – mostly with the help of technology. A real-

world example is the ‘‘most connected human on earth’’5,

for whom up to 700 sensors daily gather his physical

condition, activities etc. A DT could combine these data

sources and manage the physical condition virtually. This

leads also towards medical healthcare, where currently a

lot of effort is put into DTs. For instance, a major German

engineering company established a blueprint of a DT rep-

resenting a human heart by using MR, ECG measures and

massive data sets next to complex algorithms to enable

planning, prediction of recovery of medical procedures.6 In

the future, the creation of an individual’s own digital heart

could be based upon that blueprint. Moreover, in the long-

term view, the complete human body with its organs, its

inner cellular constitution etc. will be represented by a DT.

Hereby, again reference-DTs can deliver the general

structure of the organs, from where the individual’s organs

are derived, enhanced with data of the individual (e.g.

ECG, medication plan, diseases) and further customized. In

addition to the representation of individuals, DTs can also

support the optimization of medical and organizational

workflows, or even entire hospitals. Combining these two

applications towards a system-of-systems approach, a

variety of scenarios can be simulated and their effects on

process efficiency can be presented without great expense.

Especially the U.S. market is adopting the technology, e.g.

through introduction of DT technology in a new facility at

the Medical University of South Carolina (MUSC) Shawn

Jenkins Children’s Hospital and at the Pearl Tourville

Women’s Pavilion to predict workflows, propose opti-

mizations, to forecast the impact of changes and health

3 https://www.ge.com/renewableenergy/wind-energy/technology/digi

tal-wind-farm.

4 http://www.quantifiedself.com/.
5 http://www.chrisdancy.com.
6 https://www.siemens-healthineers.com/de/press-room/press-videos/

im-20181204001shs.html.
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innovations.7 Clearly, domains of all verticals and among

different use cases can benefit from the DT.

4 Challenges and Future Directions

DTs create substantial economic and organizational power

for firms. However, while the paradigm broadens its

application domains in the business world, challenges from

technical as well as business perspective emerge. The

following illustration of challenges will hopefully initiate

fruitful discussions among BISE researchers in order to

solve some fundamental problems in the area of DTs.

Thereby, the issues are categorized in technical and cor-

porate challenges. Finally, prospective research areas are

listed.

DTs require substantial technical efforts from firms.

Especially the incorporation of heterogeneous data requires

further progress. For instance, the standardization in data

acquisition needs to be accelerated (Uhlemann et al. 2017).

Also, issues with real-time data have to be focused on. For

instance, the manual acquisition of real-time data has to be

automated to enable the collection of full historical data

instead of snapshots (Uhlemann et al. 2017). Another great

technical burden is the current decentralization. Interfaces,

connections and the like need to be developed to enable a

more holistic approach. Moreover, security concerns have

to be addressed. This includes version management and

compatibility checks of the DT versions to ensure data

integrity as well as access management to allow third

parties to access (parts of) the virtual twin.

At different levels, corporate challenges remain. While

operational challenges mostly overlap with the technical

challenges, the DT potentially implies major economic and

organizational transformations at a strategic level. The

strategic decision of DT implementation focuses on but is

not limited to the degree of asset-centralization of an

organization. The study of Klostermeier et al. (2018)

shows that the DT paradigm qualifies for different enter-

prises in multiple application scenarios to various imple-

mentation degrees. Hence, the degree of reflecting the real-

world asset varies depending on the use case. Conse-

quently, this poses yet another corporate challenge in terms

of depth of detail and granularity. Moreover, the study

indicates that at present, the term ‘‘Digital Twin’’ can be

misleading as it is applied for slightly different phenomena

in different areas (Klostermeier et al. 2018). Entangled

with the complexity of DTs, a further strategic decision

bases on the tradeoff between the cost of an asset versus the

cost of the DT and its data granularity (e.g. by including

sensors). However, with the general decrease in storage and

sensor cost, the implementation of DTs tends to become

more attractive. Moreover, the emergence of novel busi-

ness models, including such where the organization does

not possess the asset but provides the service of

Fig. 2 A system-of-systems approach by networking systems and their DTs (based on Porter and Heppelmann 2014)

7 https://www.wallstreet-online.de/nachricht/10822802-musc-and-sie

mens-healthineers-form-strategic-partnership-to-disrupt-and-reshape-

health-care-delivery/all.
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establishing a DT, will entail major privacy issues –

including the question of ownership of the virtual

counterpart.

Although first assumptions about the effects of DTs

exist, future research should analyze the concrete technical

and corporate implications. One impact of DTs concerns

the improvement in interconnectivity, especially within

supply chains, where research should not be limited to a

single firm’s perspective but rather take a system-of-sys-

tems approach. Another potential for enterprises is the

closure of feedback loops along and the coherent linkage

between the lifecycle phases of the asset. Here, the gain of

new insights can lead to a win-win situation among the

involved parties. Currently, very little is known about

potential data-driven business models, their power of dig-

ital disruptiveness and pricing strategies for DT services.

Research can contribute by identifying the strategic role of

DTs for firms and its position in digital transformation, not

only from the perspectives of companies owning the DTs

but also from third parties contributing to the resources.

Nevertheless, first evidence indicates that DTs can give a

cutting edge for next-generation virtual asset management.
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ABSTRACT
While industrial environments are increasingly equipped with sen-
sors and integrated to enterprise networks, current security strate-
gies are generally not prepared for the growing attack surface that
resides from the convergence of their IT infrastructure with the
industrial systems. As a result, the organizations responsible for
corporate security, the Security Operations Center (SOC), are over-
whelmed with the integration of the industrial systems.

To facilitate monitoring the industrial assets, digital twins rep-
resent a helpful novel concept. They are the virtual counterparts
of such assets and provide valuable insights through collecting
asset-centric data, analytic capabilities and simulations. Moreover,
digital twins can assist enterprise security by simulating attacks
and analyzing the effect on the virtual counterpart. However, the
integration of digital twin security simulations into enterprise secu-
rity strategies, that are mainly controlled by the SOC, is currently
neglected.

To close this research gap, this work develops a process-based
security framework to incorporate digital twin security simulations
in the SOC. In the course of this work, a use case along with a
digital twin-based security simulation provides proof of concept. It
is demonstrated how a man-in-the-middle attack can be performed
in a simulated industry setting and how it affects the systems. More-
over, we show how the resulting system logs can support the SOC
by building technical rules to implement in Security Information
and Event Management (SIEM) systems.

CCS CONCEPTS
• Computer systems organization → Embedded and cyber-
physical systems; • Security and privacy → Virtualization
and security.

KEYWORDS
digital twin, security operations center, security information and
event management, security framework
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1 INTRODUCTION
The increasing integration of industrial assets in corporate net-
works leads to a convergence of operational technology (OT) and
information technology (IT). While this phenomena entails various
benefits, e.g. enhanced monitoring and predictive maintenance, the
attack surface eventually increases.

In current enterprises, the Security Operations Center (SOC)
upholds corporate security. On the technical side, the SOC is com-
monly supported by Security Information and Event Management
(SIEM) systems. The capabilities of such systems range from man-
aging security-relevant data, over security analyses to deduce secu-
rity rules or patterns as well as to check the adherence of security
rules. However, contemporary SIEM systems mainly monitor the
IT infrastructure, while the incorporation of industrial systems is
pressing.

A novel paradigm, currently considered an essential milestone in
companies, especially in those pursuing Industry 4.0, is the digital
twin. It refers to a virtual representation of an enterprise asset –
at most an industrial one. It relies, amongst others, on simulation
technology to analyse potential outcomes of physical processes
and to determine machine fatigue. Moreover, some digital twins
even employ prescriptive maintenance that provides maintenance
solutions on top. Next to optimization of production, digital twins
may contribute to corporate security. For instance, simulating an
attack on an industrial asset with digital twins might provide in-
formation about system weaknesses and behavior under attack.
Thus, it provides potential assistance for SOC und SIEM systems
by delivering novel security insights on industrial systems that are
currently neglected.

This paper tackles this issue by proposing an effective integra-
tion of the digital twin paradigm to SOC and SIEM systems that
provides novel potentials for security. The main contributions can
be summarized as follows:

• development of a process-based security framework and its
formal requirements

• proposition of a use case for demonstration
• evaluation by prototypical implementation

The remainder of this work is organized as follows. Section 2 pro-
vides the foundations for our research, outlines related works and
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the research gap. Subsequently, Section 3 proposes a process-based
security framework to integrate digital twin security operations
with SIEM and SOCs and states formal requirements to achieve this
integration. In Section 4, we evaluate our framework by a use case
and implemented prototype. Finally, a conclusion of our work is
drawn and future work is stated in Section 5.

2 BACKGROUND
The following sections lay the foundation of this work and intro-
duce the respective related work. The first two focus on the SOC and
SIEM concept. The next section presents the digital twin paradigm,
while the subsequent section addresses works employing simula-
tions in the security field and points out the addressed research
gap.

2.1 Security Operations Center
The Security Operations Center (SOC) represents an organizational
aspect of a security strategy in an enterprise by providing proce-
dures, technologies and people [17, 25]. It is usually not seen as a
single entity or system, but rather as a complex structure to man-
age and enhance the overall security posture of an organization,
whereby the core purpose of a SOC is the protection of the orga-
nization’s system infrastructure. Thereto, it integrates, monitors
and analyses all security-relevant systems and events in a central
point. In general, the activities within a SOC can be classified as
reactive and proactive, although these cannot always be clearly
separated. An integral task of the SOC is to handle alerts and take
countermeasures to protect data and applications. Furthermore, it
provides governance and compliance as a framework, in which peo-
ple operate and to which processes and technologies are tailored.
When installed and operated correctly, a SOC improves an organi-
zations security posture, creates situational awareness, mitigates
the exposed risks, and helps to fulfill regulatory requirements [14].
Since people play an essential role in the security of companies,
this is also an important part of a SOC. From the SOC manager to
the analyst, a variety of roles can be defined, whereby a SOC must
take care of staffing and recruitment. Furthermore, the security
awareness of employees can also be assigned to a SOC. To realize
the technical side for security operations, SOCs commonly employ,
amongst others, SIEM systems as central tools.

2.2 Security Information and Event
Management

A key aspect of today’s SIEM systems is that it provides a holistic
and centralized view on all security relevant systems of an organi-
zation, whereas other systems (such as Network Intrusion Systems)
only take a limited perspective on selected systems or functions.

A pattern describing SIEM abstractly was proposed in [28]. Com-
pared to the anatomy of SIEM introduced by [18], it describes SIEM
in more detail by considering relevant interfaces and a broader
breakdown of relevant components. In general, a SIEM provides
means for collecting data (such as log data or network flows) from
various heterogeneous sources and reports about incidents by hu-
mans [27]. To improve its value for further processing, the collected
data gets enriched with context data and is normalized into a uni-
form format. The core of a SIEM is the correlation and analysis

module, which interconnects the gathered data and deduces possi-
ble security incidents or abnormalities. Most SIEM systems provide
interfaces for sharing the gained threat intelligence externally with
other systems on the one hand, and interfaces for human or expert
interaction on the other hand. In case of an incident, measures for
incident response can be taken either automatically of supported
by staff that gets informed by alerts.

SOC

SIEM
Human reports

Rules/Patterns

Context Data

Alerts

Threat Intelligence

ReportsLog Data

Domain
Knowledge

Figure 1: Black box view of SIEM embedded in a SOC.

Moreover, recent works propose to deploy SIEM systems to
handle the industrial security by incorporating OT systems next
to IT systems [23]. In the course of this paper the in- and outputs
of a SIEM are of special importance, as these provide interaction
options with digital twins. In Figure 1, these are illustrated by a
black box view of a SIEM.

2.3 Digital Twin
Generally, a digital representation of any real-world counterpart
such as a system, product, process or other enterprise asset over
its lifecycle can be referred to as digital twin [2]. The digital twin
comprises asset-specific data and typically adds context to the data
by semantic technologies. Based on the semantically linked data,
analyses such as predictive maintenance can be conducted [5].
Moreover, the data allows to model the real-world counterpart
virtually in order to conduct simulations [12]. Overall, simulations
play a decisive role in digital twin research [20]. Dependent on the
specific use case, digital twins are capable of asset management
ranging from simple monitoring to autonomy. Figure 2 illustrates
this paradigm. It highlights the simulation aspect of the paradigm
which presents the focus of this work in respect to digital twin
research.
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Figure 2: The Digital Twin paradigm.
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Various authors mention the importance of security in the digital
twin concept (e.g. [10], [24] and [26]), which can also be consid-
ered from two different angles: At first, security mechanisms may
support the digital twin such as presented in [7]. The second per-
spective proposes the application of the digital twin concept to
enhance security, e.g. [8] and [9]. For the latter, the digital twin
provides versatile potentials to enhance current security analyses
[6], such as analyses on an asset’s historical data, emulated asset-
environments to simulate cyber-attacks and transmission of an
asset’s current state (e.g. by sensor data). Our work focuses on how
the simulation of security-relevant incidents within a digital twin
can provide helpful insights for SOCs and support the enhancement
of SIEM systems.

2.4 Simulations and their Use in Cyber Security
In contrast to traditional intrusion detection mechanisms, simula-
tions of cyber security incidents (e.g. attack simulation) can lead to
completely new ways for security monitoring. Simulations differ
from simple analyses as they are based on a model, e.g. of a real-
world asset. Moreover, simulations depend on user-specified set-
tings and parameters. Consequently, security can benefit from cyber
security simulations in the following ways [6]: Simulations enable
repeatability and offer to compress the time interval. Additionally,
simulations can show a system’s behavior under a broad range
of specified configurations like during a security incident, which
supports the comprehension of emergent as well as prospective
behavior. Most importantly, simulations run in a standalone-virtual
environment and therefore do not affect the physical environment.
Moreover, whenever historical data is missing, resulting data of sim-
ulations might deliver important input. Despite all these benefits,
simulations are mostly neglected in current security approaches.
However, during recent years, some authors have approached this
area as follows:

Testbeds, cyber ranges and honey pots. The generation of testbeds
is commonly employed for critical infrastructure testing and rep-
resents an approach that usually combines virtual and physical
components. For instance, the Opnet module [19] is applied in nu-
merous testbeds (e.g. [13], [3]) to integrate physical network devices
with the virtual part of the testbeds. Testbeds are often used to test
planed infrastructures in terms of functionality, but also to assess
the level of security e.g. by spotting vulnerabilities. Cyber ranges
are virtual environments to develop IT systems or infrastructures
[11]. Their main purpose is to provide a training environment with
tools that help improve the security as well as stability and per-
formance of IT infrastructures and systems [22]. Honey pots are
commonly employed to attract attackers by emulating real-world
systems and simulating their behavior. Their usage mainly aims
at extracting attack methodologies including the attackers’ tactics,
techniques and procedures (TTP). To create a more realistic system
for the attacker than virtualized machine environments, honey pots
perform better when automation hardware is integrated [23].

Our approach extends work of [9], where a digital twin of a cyber-
physical system (CPS) is generated to run a man-in-the-middle
(MITM) attack simulation on it. However, the security functionali-
ties only lie within their digital twin solution, while our approach
crosses borders beyond the digital twin through the inclusion of

SOCs and SIEM systems. To the best of our knowledge, a holistic
approach to employ simulations to enhance corporate security man-
agement is missing. Therefore, we suggest applying simulations of
security incidents (e.g. threats, attacks) in the virtual counterparts
of assets (digital twins) and to combine the gathered information
with SOC and SIEM systems that protect these assets.

3 PROCESS-BASED SECURITY FRAMEWORK
This chapter introduces the proposed approach to holistically ad-
dress security by combining the digital twin concept, SOC and SIEM
systems. The resulting process-based framework is illustrated in
Figure 3, which applies the Business Process Model and Notation
(BPMN)modelling technique to describe the process, its correspond-
ing actors, systems and artifacts. Each process activity is explained
in the individual sections that refer to the respective BPMN swim
lane. The first part addresses the SOC activities, the next part ex-
plains the process steps within the digital twin and afterwards the
activities conducted by the security analytics tools are presented.
Finally, the formal requirements of this framework are summarized.

3.1 The Role of the Security Operations Center
In order to detect possible security breaches or system security
weaknesses, a large amount of data often must be collected and
processed – usually handled by SIEM systems. However, SIEM
systems also require domain knowledge about threats etc. and thus,
highly depend on cognitive processes [4]. For instance, although
SIEM systems allow setting and monitoring security rules, these
rules must be created in advance by experts, who we assume to be
organized within a SOC.

Determination of simulation settings. This first activity of the
process is conducted by the SOC. Within this activity, the security
experts decide the purpose of the subsequent simulation in the
digital twin. This includes deciding which security incident to be
simulated as well as which parameters and settings to use. For
instance, they could decide to run an attack on the communication
between a host to another host using an MITM attack. Another
security simulation purpose could be to test if specified security
rules apply – preventing the exploitation of vulnerabilities. The
output of this activity is the Simulation settings-artifact.

Incident Analysis. Subsequent to the security simulation by the
digital twin, the SOC studies the simulation output. Thereby, it ana-
lyzes the Incident data produced by the digital twin simulation. The
outcome of this analysis is the Incident information-artifact. This in-
formation is further used in the subsequent incident detection and
handling of the test SIEM to verify the derived SIEM logic/patterns
in order to catch the security incidents.

3.2 Security Simulation with the Digital Twin
To ensure the security of the system, attack detection mechanisms
and rules require constant review and development. The Digital
Twin can serve this purpose. Thus, a central part of our framework
lies in simulating security incidents within a digital twin.

In contrast to the related work introduced in section 2.4, the
digital twin provides a sheer digital approachwith strong focus on the
asset instead of the attack [6]. Moreover, it allows to model modular
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Figure 3: Process-based Security Management Framework integrating Digital Twin security simulations.

components of an asset as well as their network and interplay.
Another advantage presents the bi-directional connection of the
real-world asset with its digital twin. Therefore, subsequent to the
evaluation of the simulation outcome, the real-world counterpart
can be adapted to the desired setting by transmitting the respective
commands and parameters. Possible benefits of this approach are
damage limitation of the physical asset, lower prototyping costs,
reduction of asset downtime and certainly the promotion of a high
security level.

Security simulation. At first, the digital twin virtually represents
the real-world asset with the help of the Asset information-artifact.
The previous activity of the SOC sets the purpose of the simulation
and its related conditions. Thereby, the purpose of the simulation
can be distinguished between:

• System security testing: The simulation investigates secu-
rity configurations of the emulated systems to investigate
potential misconfigurations or vulnerabilities. It further pro-
vides feedbackwhether the weakness is present. For instance,
in order to reveal security weaknesses, specified security
rules of the system might be tested.

• Pentesting:While system security testing involves the as-
sessment and reporting of security weaknesses, pentesting
attempts to exploit these vulnerabilities in order to verify
the feasibility of malicious activity. In short, it assesses the
system’s sensitivity to security incidents.

• Attack simulation: The simulation of an attack reveals the
behavior of the system under attack. Its subsequent analysis

can derive patterns. These can be signature-based, anomaly-
based or specification-based [16].

Note that the presented simulation types types are not absolutely
distinct from each other and might exist additional as well as hybrid
forms. By setting the system’s conditions and details (Simulation
settings-artifact), the simulation can be created. Each security sim-
ulation produces certain data, e.g. logs reporting occurred events.
The produced Incident data of the digital twin security simulation
is analyzed in the succeeding activity by the SOC.

3.3 Security Analytics with SIEM
The benefit of a SIEM is its holistic view on multiple IT systems. In
order to detect security incidents, it correlates events and analyses
them. Thereby, various techniques for attack detection are applied.
The most common method is rule based detection [18] but is ex-
panded by more advanced methods in modern SIEMs. To avoid
influencing the production system negatively during testing a test
SIEM can be set up in the test environment, where it can be linked
to the digital twin simulation.

Incident detection and handling. Based on the Incident informa-
tion-artifact, the SIEM ideally detects the incident. The incident
should be detected in the Incident data produced by the digital twin
security simulation. In case the incident detection was not success-
ful, either the simulation settings or the analysis of the incident by
the SOC were erroneous or incomplete. Thus, these steps must be
reevaluated and repeated. Incident information can for example be
detection rules, which were deduced manually by SOC analysts or
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automatically derived patterns by machine learning methods such
as anomaly detection. To determine the risk of the incident, asset
information such as the asset value is needed.

Deployment. If the incident was detected successfully in the
test environment, the security rules or security settings, such as a
trained detection model, are transferred to the production SIEM so
that the incident can be detected upon occurrence in the production
environment. Therefore, the utilized technology in the production
SIEM should be the same as in the test SIEM in order to avoid side
effects during deployment.

3.4 Formal requirements
On the basis of the explanations of the framework’s activities, the
requirements to be met are formally stated in the following.

Reqirement 1 (Determination of simulation settings). A
set of simulation settings S = {s1, s2, ..., sn },n ∈ N \ {0} is deter-
mined.

Reqirement 2 (Security simulation). Asset information IAsset
linked with simulation settings S are required to build the simula-
tion SIM , which produces incident data DInc :

IAsset • S → SIM → DInc

Reqirement 3 (Incident analysis). Incident information IInc
is deduced from data DInc :

DInc |= IInc .
IInc = {IDet , IRel , IPr i }, whereby IDet is information to incident
detection (such as rules), IRel is the detection reliability and IPr i
the priority or severity of the incident.

Reqirement 4 (Incident detection + Deployment). Incident
information IInc implemented in a functional SIEM that detects the
incident:

SIEM(IInc ,DInc ) → Inc

Determination of risk IRis , based on IAsset , IRel and IPr i :
IRis = IRel • IPr i • IAsset

Each of these requirements corresponds to at least one activity
of the process-based framework (Figure 3). Moreover, all artifacts of
the framework, which serve as inputs resp. outputs of the activities,
can be found formally stated:

• Asset information: IAsset
• Incident data: DInc
• Incident information: IInc

In regard to the swimlanes, the simulation carried out in the Digital
Twin and the SIEM system are formalized into SIM and SIEM .

4 EVALUATION
To evaluate the proposed approach a security simulation for a digital
twin of an industrial filling plant is implemented. Furthermore, it
is demonstrated how this output can serve the SOC to build SIEM
rules. This is tested by implementing a SIEM tool that directly
receives the logs produced by the digital twin simulation. In the
following, the use case (an industrial filling plant) and the tools used
for the prototypical implementation are introduced. Afterwards,
we concentrate on the conceptual setting of the attack. Afterwards,
the obtained results are summarized. We review each activity of

our process-based security framework (Figure 3) in our use case,
and show how the formal requirements can be met. The evaluation
is concluded by a discussion of the use case and the proposed
approach.

4.1 Use Case and Tools
The physical process and the relevant components of our use case
are illustrated in Figure 4. The industrial filling plant consists of a
tank that contains some liquid and an actuator, e.g. a motor-driven
valve (MV), which controls the outflow of the tank. The liquid flows
through the pipe into a bottle. The tank, the bottle and the pipe
each have a sensor that reads the liquid level (LL) resp. the flow
level (FL). Three programmable logic controllers (PLCs) monitor the
sensors and the actuator. In the use case setting, PLC2 controls the
sensor measuring the flow level in the pipes (Sensor2-FL) and PLC3
controls the liquid level of the bottle that is to be filled (Sensor3-LL-
bottle). Meanwhile, PLC1 gets hold of the sensor value of the tank’s
liquid level (Sensor1-LL-tank) and follows a control strategy for
the motor-driven valve (Actuator1-MV). To accomplish the control
of the actuator, PLC1 receives the other sensor values controlled
by PLC2 and PLC3. The network communication is realized over
Ethernet/IP (ENIP) and organized by ENIP tags that store the sensor
values in the respective PLCs. For instance, the "Sensor3-LL-bottle"-
tag is stored in PLC3, and can be requested and received by PLC1.

Figure 6 shows the use case’s network infrastructure. Next to the
PLCs, a Human-Machine Interface (HMI) allows direct control the
actuator (open/close). Together, the Figures 4 and 6 can be referred
to as Asset information-artifact as presented in our process-based
framework.

BOTTLE

TANK

 

Sensor2-FL
FLOW LEVEL 
SENSOR

Sensor3-LL-
bottle
LIQUID LEVEL 
SENSOR

Sensor1-LL-
tank
LIQUID LEVEL 
SENSOR

Actuator1-MV
MOTORIC VALVE

PLC1 PLC2 PLC3

Figure 4: Use case – An industrial filling plant.

The following tools are utilized for prototypical implementation
of the filling plant simulation within the digital twin. Commonly,
Mininet1 is employed for simulations with a digital twin [8, 9].
To fit our use case, we chose a technology relying on Mininet,
namely MiniCPS2, which enables the simulation of industrial assets
and originates from research [1]. MiniCPS is tailored for industrial
settings: It simulates of traditional industrial systems like PLCs,
HMIs and common industrial network communication over ENIP or
Modbus. Moreover, an underlying database supports the simulation
of the physical process by storing the current states, e.g. the liquid
1http://mininet.org
2https://github.com/scy-phy/minicps
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  Digital Twin   SIEM

Filebeat Logstash

Elasticsearch Kibana

Mininet / MiniCPS Ettercap

Dsiem 
Correlation Engine

Figure 5: Implemented micro-service architecture for digital twin and SIEM deployment – managed by the SOC.

levels, from which the simulated sensors get their values. Moreover,
each PLC in MiniCPS can be implemented with a own ENIP server
that can store tags [1]. For instance, in the use case setting, PLC2
stores the value of Sensor2 as ENIP tag ("SENSOR2-FL") in its ENIP
server. Additionally, we added a logging strategy to capture the
respective system’s events (system logs) to each of the MiniCPS
PLCs main function. Currently, they are stored in the logs folder
of the project, from where they can be directly transferred to the
SIEM system.

To simulate the attackers behavior, the attacker node in our
setting currently makes use of tools like Ettercap3 to capture the
network traffic and start a MITM attack. The respective source
code with installation details, further description of the use case
implementation and the resulting logs are available for the public
and can be found at Github4.

The technical side of the incident analysis within the SOC is sup-
ported by the SIEM tool Dsiem5, which builds upon Elasticsearch,
Logstash and Kibana6. These tools are under open source licence
to a large extent, and are commonly favored in research for their
in-depth comprehensibility.

The overall architecture of the tools and their interaction is
shown in Figure 5. From the SIEM system side, Filebeat is responsi-
ble for the collection of the log data that is transmitted by the digital
twin simulation into the files of the logs folder. Within Filebeat, the
log files are monitored and in case new lines are added, these are
transmitted to Logstash. Logstash normalizes the data by parsing
the logs line by line and transforming them into semi-structured
JSON-documents in order to enable and facilitate further process-
ing and readability. Dsiem is a correlation engine, which detects
incidents based on rules and offers the possibility to trigger an
alarm. If an alarm is triggered, it is pushed back to logstash to pass
it along the pipeline. Elasticsearch provides the data storage and
query execution. Finally, Kibana visualizes the data, displays alarms
and offers analytics capabilities, which enables experts to manually
analyze incidents.

3https://www.ettercap-project.org/
4https://github.com/FrauThes/DigitalTwin-SIEM-integration
5https://www.dsiem.org/
6https://www.elastic.co/

The total environment is realized in the form of a micro-service
architecture, where each component is deployed within a docker
container. This facilitates the later transfer into the production
system and simplifies the use of the framework for research in
order to build upon or extend it. Furthermore, individual compo-
nents are easily replaceable if more suitable ones for the respective
environment emerge.

4.2 Attack Setting
SOC: Determination of simulation settings.The first activity of process-
based framework (see Figure 3), defines the attack scenario. In our
use case, the SOC determines the attacker to be present in the
network of the filling plant as shown in Figure 6.

Switch

PLC1

HMI

Attacker

PLC2

PLC3

Figure 6: The attacker inside the network topology of the
industrial filling plant.

Moreover, the SOC lets the attacker start an ARP spoofing MITM
attack between PLC1 that monitors the actuator (open/close motor-
driven valve) and PLC3, which sends the liquid level of the bottle to
PLC1. More precisely, the attacker only shortly sniffs the network
traffic between PLC1 and PLC3 and stops the attack. This is re-
peated about every two minutes. The goal is to not completely stop
the network traffic for a longer time period, so that the physical
process seems to be running regular and is not stopped at all. This
attack strategy proceeds similarly to the spying phase of Advanced
Persistent Threats (APTs). With this procedure, the SOC tests if
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their log management strategy is sufficient to detect this simple
attack.

In terms of requirements, our use case produces the set of settings
S = {attacker in network, attack, targets, repeat,
attack duration}, whereby attacker in network = true, attack =MITM
ARP spoofing, targets = {PLC1, PLC3}, repeat = {true, 2min}, attack
duration = 15 s that fulfills Reqirement 1.

4.3 Results
Digital Twin: Security simulation. The purpose of the performed
simulation as dictated by the SOC, can be summarized as a hybrid
of attack simulation and pentesting as it reveals how the attack
affects the systems and their response. To build the simulation SIM ,
the general information about the asset IAsset , i.e. the information
about the network topology and the physical process, is linked with
the simulation settings S (Reqirement 2). To start the attack, the
attacker node of the simulation executes the shell commands for
the MITM attack.

INFO 03/16/2020 13:31:59 10.0.0.1 main_loop

Liquid level (SENSOR 3) under

BOTTLE_M['UpperBound ']: 0.84 < 0.90

-> open mv (ACTUATOR 1).

INFO 03/16/2020 13:32:01 10.0.0.1 main_loop

Flow level (SENSOR 2) under

SENSOR2_THRESH: 2.45 < 3.00

-> leave mv status (ACTUATOR 1).

WARNING 03/16/2020 13:32:06 10.0.0.1 main_loop

Liquid level (SENSOR 3) is not received.

Program is unable to proceed properly

INFO 03/16/2020 13:32:08 10.0.0.1 main_loop

Flow level (SENSOR 2) under

SENSOR2_THRESH: 2.45 < 3.00

-> leave mv status (ACTUATOR 1).

Listing 1: System logs of PLC1

The output of the security simulation SIM is the incident data DInc
(Reqirement 2), which, in this case, are several log files, i.e. the
system logs of PLC1, PLC2 and PLC3. This security simulation
output of the digital twin as referenced in Figure 3 (Incident data-
artifact), can be found at GitHub7. Listing 1 shows an extract of
the logged system events of PLC1 (10.0.0.1). As can be seen from
the logs, the control strategy of PLC1 works fine until the value
of Sensor3 that is managed by PLC3 cannot be received any more.
This causes the program to produce error messages and leads to
the actuator being left at the state as it was at last. In the case of
Listing 1, it remains open. The physical result would be a bottle
overflow, which would only be stopped when the tank reaches its
lower-bound threshold or after the attacker stops the MITM attack.

SOC: Incident Analysis. The analysis of simulation output DInc
by the SOC suggest that the ARP poisoning MITM attack allows to
place the attacker successfully between PLC1 and PLC3 and results
in a denial-of-service (DOS) of network communication between
PLC1 and PLC3. Thereby, the pattern of the ARP MITM attack
can be deduced from DInc , and the Incident information-artifact
IInc is created (Reqirement 3): The artifact mainly consists of
multiple correlation rules IDet to detect the attack. Therefore, it can
7https://github.com/FrauThes/DigitalTwin-SIEM-integration/tree/master/example-l
ogs

be detected in two stages. The first stage detects, that the sensor
data of PLC3 was not received. If the condition of the first stage
is fulfilled, the second stage waits for log data within a specific
time window, that shows, that PLC3 is operating normally and that
there must be a communication problem between PLC1 and PLC3,
which in turn indicates a potential MITM attack. Figure 7 exemplary
shows the generalized detection rule in the form of a decision tree.
The actually JSON-formatted and implemented correlation rules
can be found at Github8.

Furthermore, parameters for risk calculation are preset during
this step. First, the priority of the incident IPr i is set. This parameter
determines the severity of the incident. In the case of Dsiem the
priority is represented as a value between 1 and 5. Since the severity
of the attack is estimated as medium, IPr i = 3 is assumed. Second,
the reliability IRel of the detection is set to a value between 1 and
10. This is based on the two-stage rules as explained above. If it
was recognized that no more data is received from PLC3, IRel = 3
is predefined. The reliability of the first stage is rather low, as the
warning might also indicate a general connection problem of PLC3.
However, if the second stage rule (PLC3 is operating normally)
applies in addition, IRel = 8 is predefined, since an attack is more
likely, but there is still the possibility of a false positive.

PLC1 Event

PLC2/3 Event

WARNING: 
Data (SENSOR 2/3) is not received INFO

INFO:
Internal ENIP tag (SENSOR 2/3) updated

Other

Attack PLC2/3
unavailable

Normal

Figure 7: Deduced detection rules for MITM Attack as deci-
sion tree

SIEM: Incident detection and handling. To enable incident inves-
tigation and the derivation of detection rules or patterns a SIEM
system is utilized. To instantly detect the attack within the pro-
duced incident data DInc and generate an alert, the security rule
is implemented: SIEM(IInc ,DInc ). The physical result of Listing 1
would be a slight overflow of the bottle. The SIEM alert can inform
the SOC that an incident Inc is detected. The SOC, in turn, can
react as quickly as possible or even install new mechanisms that
completely prevent the overflow scenario. During this step, the
risk of the incident IRis is calculated based on IRel , IPr i , and IAsset
(more specifically the value of the asset). In the case of Dsiem the
formula IRis = IRel ·IPr i ·IAsset

25 is applied. This results in a risk value
IRis =

8·3·2
25 = 1, 92 which triggers a low risk alarm. The calculated

risk IRis and the detected incident Inc fulfill Reqirement 4.
8https://github.com/FrauThes/DigitalTwin-SIEM-integration/blob/master/deploym
ents/docker/conf/dsiem/configs/directives_dsiem-digital_twin.json
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Figure 8: Screenshot of the Dsiem incident detection.

Figure 8 shows the visualization of the prototypical recognition
of the incident by Dsiem. In the upper right corner a line chart
shows the log data stream (turquoise) and the detected attacks (red
peaks). The heatmap on the left side shows the risk level of the
detected incidents and allows a quick overview of the threat level.
If the incident is successfully detected, one can proceed to deploy
the implementation in the production SIEM.

SIEM: Deployment. As in the use case, the asset is in the Plan-
ning & Design phase, no actual physical asset exits. Therefore, the
deployment is currently accomplished in the virtual environment
(cf. further explanation in the following section) by carrying out
the deduced security rule.

4.4 Discussion
In order to reach significant results, the use case and its simulation
requires to be realistic. To achieve a setup as close as possible to
reality, the filling plant use case is oriented on the input of a se-
curity expert of an industrial company9 that plans, develops and
manufactures machines and complete lines for the fields of pro-
cess, filling and packaging technology. Additional statistics support
the use case settings. For instance, a recent study shows that the
communication’s over Industrial Ethernet annual growth is at 20%,
whereby ENIP is applied the most [21]. Moreover, regarding the
current states of OT solutions, software patching remains a slow
process [15], representing easy entry points for the attackers. So,
the attacker already being in the network topology as illustrated
in Figure 6 is a realistic setting indeed. While the ARP spoofing
represents also a realistic attack against ICS, future attack simula-
tions could cover more advanced and more affecting scenarios (e.g.
ransomware attacks).

Regarding the process-based framework, it might be questionable
to what extent other simulation technologies for cyber security can
be applied instead of the digital twin. While the concept might be

9https://www.krones.com/en/

realizable with technologies such as testbeds, the digital twin is
however the most fitting solution for the following reasons: Digital
twins cover the whole lifecycle of their physical counterparts. This
means that they can be created in the Planning & Design phase,
where no physical counterpart might exist yet, but data can already
be gathered. In terms of security, this enables creating an asset by
following security-by-design paradigm as the digital twin might
already simulate a planned industrial asset and security-related
vulnerabilities can be found before the real-world assets exists and
operates [6]. This goes hand in hand with the digital twins being
mere virtual technologies, and, esp. in comparison to testbeds, no
physical assets are mandatory. The main argument for employing
digital twins in our framework is that digital twins contain by far
more data and analytic capacities than simulations alone (see Figure
2), such as asset-centric data (e.g. context data, domain- and expert-
knowledge). This data presents additional important input for SOC
and SIEM systems (cf. Figure 1).

5 CONCLUSION AND FUTUREWORK
In this work, a process-based framework for integrating digital
twin security simulations in SOCs is developed. By prototypical
implementation and use case demonstration, it is shown that the
suggested approach can be accomplished in practice. As the use
case’s digital twin security simulation repeats the MITM attack only
about every two minutes and sniffs the occurring traffic for only
a few seconds, the attack wouldn’t be noticed without logs. This
is reminiscent of the espionage phase of APTs, which often target
industrial environments. However, in industrial systems currently
many proprietary, but no standardized, log management solutions
are pursued. In this work, we highlight how the digital twin security
simulation can support the SOC in their security strategies (e.g. log
management and monitoring).

The presented approach is the first of its kind to combine the re-
search areas digital twin and SOC and thus, requires demonstration
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of feasibility first. In the scope of this work, an evaluation in terms
of efficiency or performance is not carried out yet. However, future
work will address the performance-based evaluation as well as the
creation of more and different attacks to simulate, and the subse-
quent processing of the simulation output in the SOC and SIEM
systems. As addressed above, future work could further extend the
framework, e.g. by passing on further security-relevant data from
the digital twin to the SOC.

Moreover, future research should tackle to integrate even further
– towards cyber threat intelligence (CTI). For instance, the struc-
tured description of attacks (e.g. STIX format) could be applied to
the simulation data. This includes the report of found vulnerabili-
ties, e.g. via lists like the Common Vulnerabilities and Exposures
(CVE). Seeing the even bigger picture, the presented approach could
work together with further attack knowledge to simulate the at-
tacks as close to reality as possible, e.g. by integrating knowledge
from honeypots to get current methods of the attackers.

Regarding SIEM systems, one major research challenge lies in
the complexity of creating detection and correlation rules. Since
this requires the definition of multiple parameters and since this
syntax for rule definition is designed for SIEM experts, SOC ana-
lysts struggle with creating rules. Future work should address this
problem by designing approaches, which are targeted at a broader
security audience and offer a higher usability – while still provid-
ing the ability to define rules for detection of complex incidents.
Lowcode approaches, tailored to the special demands within a SOC,
could present promising solutions to this problem.
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Abstract—Understanding cybersecurity threats, attacks, and
incidents is crucial for organizations to perform preventive or re-
active measures. Nevertheless, detailed Cyber Threat Intelligence
(CTI) is reluctantly shared. Digital twins, the virtual counterparts
of real-world assets, offer security simulation capabilities. The
simulation of attack scenarios on industrial control systems (ICS)
with digital twins yields valuable threat information. In our
work, we outline the systematic steps towards a structured threat
report starting with digital twin security simulations: We first
present the course of action and define formal requirements for
framework deployment. We then conduct an attack simulation
with a prototypical digital twin application to evaluate our frame-
work. Using the STIX2.1 standard, we assist CTI generation by
providing utility tools guiding through the process steps. Our
experimental results show that a STIX2.1 CTI report can be
systematically constructed with the opportunity to customize
according to the use case at hand. Adding digital twin security
simulations to the list of CTI sources can provide shareable CTI
and help organizations improve their security posture.

Index Terms—digital twin, cyber threat intelligence, simula-
tion, security analysis

I. INTRODUCTION

Collaborative cybersecurity demands common standards
and the sharing of information about threats, attacks, and
security incidents. However, sharing such Cyber Threat Intelli-
gence (CTI) is facing obstacles. Organizations are reluctant to
share due to fear of negative repercussions and trust concerns
[1]. Security simulations can overcome some of the existing
limitations. Harnessing the digital twin for security simulation
presents a novel opportunity to generate shareable CTI.

Over the last decade, critical infrastructures and operational
environments have become the target of cyberattacks. The
industrial control systems (ICS) commonly used are designed
to operate for long times, with the result of outdated security
[2]. This way, ICS present easy targets for attacks, which turn
more cunning every year. Aside from attacks, far-reaching
digitization is another current development in the industry.
This development puts the concept of the digital twin into
focus. Digital twins are able to virtually represent and mirror
different assets, including ICS [3].

Common features of digital twins allow to analyze system
states, predict machine failures or material fatigue. Besides,
digital twins enable security simulations [4], [5]. For instance,
penetration testing can be conducted with digital twins while
their real-world counterparts continuously operate [6]. Despite

requiring security themselves, digital twins can be leveraged to
simulate attack scenarios, enhancing security [7], [8]. The re-
sulting output of digital twin simulations represents important
threat information.

The sharing of CTI promises benefits for the community but
requires the structured representation of threat information.
Therefore, structured CTI reports base on standards (e.g.,
STIX) and describe attacks, including relationships between
indicators. Organizations then leverage CTI for prevention,
mitigation and remediation of security incidents.

Recapitulating, to utilize digital twin simulation data a
structured representation is required. The integration of digital
twin security simulations and CTI can tap into an additional
data source and foster collaborative security. In our work we
integrate digital twin security simulation and CTI (see Figure
1). We simulate an attack scenario with the digital twin and
transform the output into shareable threat intelligence.

Digital twin Raw data Cyber Threat 

Intelligence

State data, 

specification data

Logs, 

network traffic etc.

Structured threat 

report

Processing
Security 

simulation

Information enhancement

Fig. 1. Approach to integrate digital twin security simulations and CTI

Thereby, our work enhances the current state-of-the art by
providing the following contributions:

1) attack simulation with digital twins and successive struc-
turing into threat intelligence

2) definition of formal prerequisites for practical frame-
work deployment

3) concept evaluation by implementing a digital twin use
case and tool-based guidance on the CTI process steps

The remainder of this work is structured as follows. We
first provide background on digital twins and CTI (Section II).
Section III presents related works. Integration of digital twin

1
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security simulations into CTI process steps is part of Section
IV. To evaluate our framework, a practical implementation
is demonstrated (Section V). Subsequently, the framework
proposition and the results are discussed in Section VI. Finally,
a conclusion is drawn (Section VII).

II. BACKGROUND

Section II-A states the necessary prerequisites on digital
twins. Section II-B covers the foundations of CTI.

A. Digital Twin

Digital twins are commonly defined as virtual representa-
tions of a real-world counterpart over its lifecycle [9]. This
real-world counterpart can be a system, product, process, or
any other asset [10]. To manage its counterpart, a digital
twin comprises asset-specific data, enhanced with semantic
technologies [11], and offer capacities to virtually explore the
real-world asset (e.g., by simulations [9], [12]). In our work,
we use the following security-centered definition of Eckhart
and Ekelhart [4]:

Definition 1: A digital twin refers to a virtual double of
a system along its lifecycle, providing sufficient fidelity for
security measures by the consumption of (real-time) data
whether required.

The usage of digital twins is currently discussed for se-
curity as its different modes benefit security operations [5]:
The analytics/optimization mode processes incoming data to
detect malicious outliers. The replication mode entails direct
mirroring of the real-world counterpart including all its states.
The simulation mode bases on a model of the digital twin’s
real-world double and requires user-specific settings. Thereby,
security experts can specify attacks on an industrial plant and
examine the effect in the simulated environment.

The security measure focused in this work links to the simu-
lation of attacks. To build the simulation, data about the real-
world system’s specification is required: SSys = {s1, ...sn}
denotes the real-world counterpart’s set of specifications. This
specification data can be a single file based on industrial
formats (e.g., AutomationML1) or separate data tuples (e.g.,
network topology and program code). Ideally, the system’s
specification data SSys can be exactly transferred into the
digital twin: ŜSys = {s1, ...sm} describes specification data to
simulate the security incident. Moreover, it should manifest as
subset of the referred real-world system at minimum, leading
to ŜSys ⊆ SSys.

While PInc = {p1, ...pn} defines the set of parameters of a
security incident to the real system, P̂Inc = {p1, ..., pm} does
so for the simulation. The security settings P̂Inc should be
realistic parameters that could occur on the real systems, e.g.,
details of a DoS-attack. Thus again, the incident parameters
of the simulation should be the same or a subset of those
potentially occurring in real-world resulting in P̂Inc ⊆ PInc.

A security incident Inc in the real system is denoted in
Equation 1. Performing the security simulation fSim produces

1https://www.automationml.org/

the output OSim, which depends on the simulation’s specifi-
cation data as well as on the security settings (Eq. 2).

fSys(Inc) : SSys x PInc 7→ OSys(Inc) (1)

fSim(Inc) : ŜSys x P̂Inc 7→ OSim(Inc) (2)

Sufficient fidelity can be obtained if the simulation out-
put corresponds to the presumed real output denoted as
OSim(Inc) =̂ OSys(Inc). The simulation’s fidelity also depends
on the appropriate implementation. For instance, attacks affect-
ing the network layer must simulate topologies, while physical
aspects might be neglected [6].

B. Cyber Threat Intelligence

Cyber attacks target organizations and their information
systems. To defend against advanced attacks and to cope with
prevalent security incidents, organizations increasingly focus
on the use of Cyber Threat Intelligence (CTI) [13]. At its core,
the concept of CTI refers to threat information gathered by se-
curity analysts and security systems [1]. Besides, CTI centers
on the sharing of actionable knowledge in form of Indicators
of Compromise (IoC), Attack Patterns or defender’s Courses of
Action (CoA). Consequently, CTI formats have been proposed
to describe incident elements [14]. Most notably, the holistic
representation of CTI has resulted in the Structured Threat
Information Expression (STIX) in version 2.1 [15].

Throughout this work we will rely on the STIX2.1 spec-
ification and refer to its individual elements [15]. As a key
concept, STIX2.1 links STIX Domain Objects (SDO) as well as
STIX Cyber-observable Objects (SCO) with each other through
pre-defined STIX Relationship Objects (SRO) or embedded
relationships. Thus, threat intelligence elements form a graph
G(v, e) where SDOs and SCOs constitute vertices v and
relationships form edges e. On a technical level, each SDO,
SCO and SRO is serializable as JavaScript Object Notation
(JSON)2 object. As such they are specified to contain a number
of mandatory as well as optional attributes (see Appendix A).
Some of these attributes are applicable to all STIX2.1 objects
whereas others are object specific.

While a standardized and high-quality representation of
CTI is a major concern [16], procedural elements also play
an important role. The creation of CTI is commonly based
on security incidents and thus performed ex post. However,
simulations can constitute an additional ex ante approach to
create threat intelligence. In general, CTI generation iterates
through a number of stages from raw data to actionable CTI.

In organizations CTI is positioned within the wider cy-
bersecurity ecosystem. Security Operations Centers (SOC)
commonly integrate threat intelligence and organizational pro-
cesses [17]. As threat intelligence is about security incidents,
it pertains in particular to incident response activities [18].
Tailored and applied to systems as well as decision makers,
CTI supports the security posture.

2https://www.json.org/
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III. RELATED WORK

In this section we emphasize on influential works for our
research. To the best of our knowledge, digital twins have not
yet been used in connection with CTI.

Initial work on security and digital twins by Eckhart and
Ekelhart [4] describes the potential of security simulations. On
step further, Dietz et al. [8] propose a SOC/SIEM strategy. We
also focus on the simulation mode but specifically show how
to access the simulation output and transform it into CTI.

The digital twin paradigm is often employed in industrial
domains [19], thus works tackling the assessment of ICS
security (e.g., [20]) are to be considered as close research
areas. Our work enhances ICS security assessment in the
following ways: Foremost, we apply a novel industrial tech-
nology, the digital twin, to gather security data on ICS. Instead
of providing an assessment method, we utilize CTI to structure
the data and gather knowledge on ICS security.

Shared CTI must first be produced. CTI generation is
assumed to be conducted by security analysts and supported
by security tools. The essential activities of threat hunting
and discovery have been formally modeled and analyzed
with graph-based approaches [21]. Only a few works address
the systematic challenge of information structuring with CTI
formats. Sadique et al. [22] propose an approach to perform
structured threat information generation from network log data
using STIX. In comparison, we go beyond low-level CTI and
show how to relate objects with relevant higher-level CTI.
Besides the transformation, it is necessary to consider process
elements for selecting CTI representations.

A CTI generation framework is developed by Landauer et
al. [23]. The focus element of their work is anomaly detection
within web server log data to derive alarms and attack patterns.
Additionally, other works extracted CTI from human-readable
threat reports [24], [25]. The specific CTI elements concern
IoCs and attack patterns. However, this leaves a gap with
regard to threat intelligence from digital twin simulations
which can complement existing CTI.

IV. FRAMEWORK

Our process-based framework demonstrates how digital
twins are used to generate threat intelligence. Therefore, we
combine a general CTI process with the digital twin and its
security simulation capabilities. Sharing the resulting CTI can
assist the collaborative security of organizations.

Figure 2 shows our framework in BPMN notation. It starts
with a Security Operations Center (SOC) planning the simu-
lation of an incident by using a digital twin. The process ends
with generated CTI. Our angle is taken from the data generated
by the digital twin – meaning the digital twin as the initial data
source is considered in the CTI process steps. Adaption of CTI
activities is thus necessary to enable digital twin integration.
Sections IV-A to IV-F explain the framework’s activities in
detail.

A. SOC: Define Incident Parameters

Before security simulation with the digital twin can be per-
formed, the SOC needs to define realistic incident parameters
P̂Inc for the incident simulation. We consider any violation of
confidentially, integrity or availability a security incident. Any
method resulting in such violation is considered an attack.

Defining incident parameters may include to determine
whether to test system weaknesses, to simulate an attack or
else. Moreover, it needs to be specified which system weakness
is tested, e.g., by considering CVE3-listed vulnerabilities. If
the simulation of an attack is chosen, the tactics, techniques
and procedures (TTP) of the attacker as well as the entry point
to the system need to be set. For instance, the SOC could
define the attacker to carry out a DoS-attack. This could also
mean to simulate a series of attacks subsequently or at once.
Documented attacks (e.g., the WannaCry ransomware-attack
[26]) or common sources (e.g., MITRE ATT&CK framework)
can provide realistic parameters.

B. Digital Twin: Simulate Incident

The security incident simulation is carried out by the digital
twin. The simulation mode presents this work’s security mea-
sure. Typically, different technologies (e.g., Mininet4 and
MiniCPS5) are used to simulate systems and their networks
[6], [8].

In order to build the simulation, the twin relies on specific
data. This data SSys may consist of specification data as
well as historical and state data of the physical counterpart.
The simulation can then be build, leading to the general
specification of the simulated system ŜSys. With the simulated
system and the incident parameters defined by the SOC, the
digital twin security simulation fSim(Inc) can be performed.
The output OSim(Inc) manifests as incident raw data (e.g.,
system logs or captured network traffic).

The collaboration of industry experts and simulation devel-
opers can be used to safeguard sufficient fidelity. Also, the
SOC’s knowledge of security operations ensures the deter-
mination of high-quality and high-fidelity parameters for the
security simulation and its output.

C. SOC: Filter State Data

From an operational standpoint, the output of security inci-
dent simulation also features less relevant data. To gather the
relevant excerpt from the simulation output, filter criteria are
applied. In this regard, data processing can be narrowed down
to a subset of the original simulation output. SOC personnel
can resort to three archetypes of filtering:

• Time – filtering data based on time properties (e.g.,
timestamps)

• Target – filtering data based on target devices (e.g., IP
addresses)

• Type – filtering data based on internal classification (e.g.,
network packets)

3https://cve.mitre.org/
4http://mininet.org/
5https://github.com/scy-phy/minicps
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Fig. 2. Process-based framework for structured CTI generation based on digital twin security simulations

The filtered output in form of log files or network traffic
captures is then forwarded to perform standardization tasks.

D. SOC: Standardize Raw Data

Standardization is a key process step towards structured
threat intelligence. Here and in the subsequent process steps,
CTI logic and STIX2.1 elements are present.

Within STIX2.1 a total of 18 SCOs address technical,
low-level CTI. While in theory all SCOs are used for stan-
dardization, preselection of SCOs dependent on two generic
categories of simulated incidents – network (e.g., IPv4 Address
or Network Traffic) and host (e.g., File or Process) – fosters ef-
ficient processing within a given context. Considerations prior
to standardization must take all SCOs into account but can
exclude certain SCOs. We focus mainly on network-centric
SCOs as our incident simulation is centered on network-based
attacks. Standardized simulation output results in a number of
SCOs. These SCOs represent valid observables.

E. SOC: Identify Incident Elements

Up to this point only low-level SCOs have been identified
and standardized. To reach a complete representation of the
simulated incident it is necessary to further identify high-level
incident elements expressed as SDOs. For this purpose, the
SOC can make use of four data sources that serve as input for
Algorithm 1:

1) A list of standardized SCOs (i.e., the output of the
previous process step)

2) A complete STIX2.1 relationship list retrieved from
the STIX2.1 specification including both direct and
embedded relationships

3) Formal incident parameters P̂Inc defined within the first
step of the process framework

4) A user defined threshold value specifying the maximum
number of degrees of relationship

The identification of incident elements follows a bottom-up
approach from SCOs to SDOs and onward to other SDOs. It
is the goal of Algorithm 1 to establish relevant relationships
between instantiations of STIX2.1 objects. As the algorithm
proceeds in multiple rounds, we name relationships according
to the round they have beed identified. For instance, first
degree relationships always refer to relationships with at least
one SCO involved while second degree involve at least one
SDO and higher relationships always refer to relationships be-
tween SDO and SDO. Subsequently, it takes two relationships
to reach a SCO from any given second degree SDO.

Algorithm 1 has two parts. The function Identify de-
scribes the procedure to identify incident elements. A given list
of STIX objects (i.e., SCOs or SDOs) is iterated and mapped
against possible relationships with SDOs. Direct relationships
between STIX2.1 objects are then assessed for applicability
based on formal incident parameters. The assessment by SOC
personnel determines whether the relationship is relevant for
the given simulation. In the case of applicability the relation-
ship’s SDO and a new SRO are instantiated and added to
the respective lists. For embedded relationships the approach
differs in referencing the given STIX2.1 object within the SCO
or SDO and then appending only a new SDO.

Besides the function Identify, Algorithm 1 highlights
the identification of multiple degrees of relationships between
STIX2.1 objects. First degree relationships are established
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Algorithm 1: Identify Incident Elements

Data: SCO list, STIX2.1 relationship list, P̂Inc, user
threshold

Result: SCO list, SDO list, SRO list
initialization;
degree of relationship = 1;
Function Identify(STIX2.1 object list)

foreach element in STIX2.1 object list do
drel ← find direct relationships;
foreach direct relationship in drel do

assess applicability based on P̂Inc;
if applicable then

append SDO to SDO list;
append SRO to SRO list;

else
continue;

erel ← find embedded relationships;
foreach embedded relationship in erel do

assess applicability based on P̂Inc;
if applicable then

reference element in SCO/SDO;
if SDO then

append SDO to SDO list;
else

continue;

else
continue;

while degree of relationship < user threshold do
if degree of relationship = 1 then

Identify(SCO list)
else

Identify(SDO list)

using the SCO list as input. Afterwards, the algorithm proceeds
to identify further SDOs based on a given SDO list up until
a threshold for the degree of relationships is reached. This
threshold value is set by the user and based on the simulation.

The identification of incident elements results in structured
incident data. In the next step SDOs are complemented.

F. SOC: Enrich Incident Data

Having identified and listed all relevant incident elements
and their relationships provides guidance for security experts.
However, this information can be further enriched. CTI aims
to represent security incidents and attacks in detail. This is
achieved by storing information in dedicated object properties.

SDOs deemed relevant by the previous process step are first
augmented with information obtained from formal incident
parameters defined early on. Here, the specific attributes of
the various types of SDOs are filled with contextual values.
Exemplary, the use of the STIX2.1 patterning language and
the Indicator SDO allow to capture attacker behavior.

External references then introduce enumerations and other
types of standardized knowledge. For instance, the Attack
Pattern SDO can refer to information within the Common At-
tack Pattern Enumeration and Classification (CAPEC). Other

relevant information can be drawn from enumerations (e.g.,
CVE) and frameworks (e.g., cyber kill chains).

The final output of the digital-twin based Cyber Threat
Intelligence generation framework comprises low-level SCOs,
high-level SDOs and relationships expressed by SROs and
embedded references. These CTI artifacts document the simu-
lated security incident but also build the foundation to derive
appropriate incident response measures. This is often followed
by sharing CTI with others. Having stored the generated CTI
the process ends.

V. EVALUATION

To prove our framework’s applicability, we chose technolo-
gies in Section V-A. Section V-B defines a use case of digital
twin security simulation. Then, Section V-C shows how the
simulation output is further processed to generate CTI. Finally,
Section V-D presents the results of the evaluation.

A. Experimental setup

Digital twin security simulation. We selected MiniCPS
for ICS simulation. Developed in academia and based on
Mininet, it is specially tailored to ICS and incident sim-
ulation [27]. MiniCPS is able to simulate ICS network
communication using Ethernet/IP (ENIP) or Modbus
protocol. Network topologies can include programmable logic
controllers (PLCs), human machine interfaces (HMIs), and
supervisory control and data acquisition (SCADA) systems.
Physical components (e.g., tanks), sensors and actuators can
also be modeled. The ICS components’ logic and the un-
derlying physical processes can be implemented abstractly.
MiniCPS provides two APIs: a network layer API for mim-
icking network traffic and a physical layer API to represent
physical events.

CTI generation. The STIX2.1 specification [15] provides the
initial information on how to generate CTI. At various points
the specification explicitly details relationships intended to
connect observables and other types of CTI. Our experimental
setup includes a list of all explicitly mentioned relationships
extracted from the STIX2.1 specification. In total 463 rela-
tionships have been identified. Most notably, not only direct
relationships between STIX2.1 objects but also embedded
relationships exist and must be assessed for applicability. We
import the list of all STIX2.1 relationships in Python for
later processing. For CTI standardization and generation, the
STIX2 Python library6 is used.

B. Use case

We implement a use case and digital twin setup to evaluate
our framework. The selected use case has been reviewed by
industrial experts and considers a digital twin of a conveyor
belt. Figure 3 illustrates the system topology.

The conveyor belt is driven by a motor. The belt’s velocity
is measured by a sensor. Another sensor measures the temper-
ature of the motor. The PLC and the HMI control the conveyor

6https://www.github.com/oasis-open/cti-python-stix2
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Fig. 3. Use Case – Conveyor belt

belt. They can alter the velocity of the motor, and turn it on
and off. The PLC checks whether the temperature and velocity
thresholds are adhered to. If so, the belt can operate as usual,
otherwise the PLC turns off the motor. The HMI can receive
temperature and velocity values from the PLC and send the
desired velocity to the PLC.

Define incident parameters. A third party with malicious
intent enters the network. The attacker aims at over-flooding
the PLC with connection requests without finishing them
(SYN flood DoS-attack). To reach this goal, the attacker
utilizes the hping37 module hiding the attacker IP address
and using the HMI IP address for disguise.

Simulate incident. The network topology and physical pro-
cess, as illustrated in Figure 3, are realized with MiniCPS.
ENIP is the protocol used for network communication. Fur-
ther, the logical parts (PLC, attacker) are implemented. Once
the attacker logic is started, the PLC gets over-flooded with
SYN requests so that the HMI does not receive any responses
from the PLC. The simulation produces the corresponding
system logs of the PLC and the HMI as well as the captured
network traffic. The code for this use case, exemplary system
logs and an excerpt from the captured network traffic can be
found at GitHub8.

C. Data processing

Data processing for the use case is performed based on our
prototypical implementation of general CTI generation utilities
in Python. These utilities, described in the following, are one
attempt to support the process-based framework for structured
CTI generation and can be found at GitHub9.

Filter state data. First, to realize filtering of simulation
output both log files and network traffic (pcap frames) are
converted. This is necessary for further data handling and
thus we implement a Python class for each output type. Upon

7https://tools.kali.org/information-gathering/hping3
8https://github.com/FrauThes/DigitalTwin-ConveyorBelt
9https://www.github.com/digitaltwinCTI/CTI-DT-utilities

conversion, implemented functions allow security analysts to
get familiar with the simulation output. Through the use of
filter functions the simulation output is lastly reduced to a
relevant excerpt forming the input data for standardization.

Standardize raw data. Standardization of the filtered raw
data is based on the security analyst’s input. Therefore, we
provide the functionality to first show host-based, network-
based or all available SCOs of the STIX2.1 standard. This is
followed by the option to create a custom list with relevant
SCOs which can then be used for standardization and iden-
tification of SDOs. Further, we provide functions to extract
information from log file entries or pcap frames and storing it
in pre-defined SCO Python objects.

Identify incident elements. We implement a search function
to query related objects explicitly mentioned by the STIX2.1
standard. These SCOs or SDOs and associated relationships
can then be selected and instantiated by a security analyst with
contextual information of the simulated incident. In this regard
the Algorithm 1 provides the procedural guidance but relies
on external input (i.e., P̂Inc) for applicability assessment and
content.

Enrich incident data. The final step within the framework is
enriching STIX2.1 objects with external CTI. Here, a security
analyst can modify existing SCO or SDO Python objects and
add relevant data. In our use case, suitable descriptions and
CAPEC IDs are added to the attack pattern SDO.

D. Experimental results

The experimental results show that the output of digital twin
simulations in form of log data or network traffic is extensive
and must be reduced to a relevant excerpt. To facilitate the
processing, we provide a search functionality.

The multitude of possible CTI objects and relationships
in the STIX2.1 specification can be used for description.
As we extracted all explicitly mentioned relationships, the
workload is reduced. However, the assessment for applicability
through a security analyst still requires detailed knowledge
of the standard and can be perceived as cumbersome. In
particular, for SCOs and lower degree relationships multiple
options demand interpretation. Figure 4 shows an aggregated
view on possible relationships. We highlight the STIX2.1
objects identified for the use case by a bold frame. With
higher transparency we further emphasize higher degrees of
relationship between the individual objects.

By analyzing the resulting log data from the DoS-SYN
flooding-attack simulation, the SCOs IPv4 address and process
are extracted: main loop refers to the process and the
IP addresses of HMI and PLC represent the corresponding
IP addresses in the network. In a next step, the network
traffic is analyzed which yields the SCOs MAC address and
network traffic. This documents the communication between
the components of the digital twin. In addition, the attacker
MAC address 00:00:00:00:00:03 is present.

In the first search for relationships, we identify embedded
relationships between SCOs (e.g., IPv4 or MAC addresses and
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network traffic) as well as direct relationships of the previously
identified IP addresses and the process to the infrastructure
SDO. Additionally, network traffic is connected to the ob-
served data SDO. Most notably, the number_observed
attribute indicates a high number of traffic. Also, one existing
IP address object is updated as it resolves to two MAC
addresses.

Searching for second degree and higher relationships, we
identify the indicator SDO based on the highly repetitive
amount of network traffic originating from multiple ports.
Another indicator objects centers on the observed duplicate IP
address assignment. Onward, we use the attack pattern SDO
to describe the context of the simulated attack. Characteristics
about hping3 are consequently connected and stored within
a tool SDO. At last, the generated STIX2.1 objects are
connected to a report object and bundled.

We want to point out that location and threat actor represent
two SDOs not applicable to simulations and CTI generation
based on digital twins. This is because a real threat actor, its
motivations and its geolocation are not present in simulations.
We provide an example visualization for the resulting CTI
report of our use case in the Appendix B.

VI. DISCUSSION

In the following, we reason about the significance of the
experimental results, the employment of digital twins and the
systematic CTI generation.

We constructed our use case and attack simulation close to
possible real-world incidents and ICS. In our use case, the
network layer of the conveyor belt scenario provides the same
protocols and network packages as used in the real-world. As
the simulated DoS-attack affects the network-layer, the results
remain reliable. Still, we want to mention that digital twins can
never present all aspects of their real-world counterpart. The
benefit of conducting digital twin security simulation remains
and is documented by our DoS-attack scenario. Attacking the
ICS would result in halting the conveyor belt and might cause
direct financial losses. Derived insights from the resulting
CTI reports can ultimately lead to adequate system protection
regardless of prior attack occurrence. Especially, since the
traffic between industrial components is often not encrypted
the implications for other possible attack scenarios are far
reaching.

The intention behind using simulation data should not lie
in increasing the amount of CTI but in providing more com-
prehensive and shareable threat information to foster security.
We argue that as long as sufficient fidelity of the digital twin
simulations is provided, the use of digital twin simulation
data is beneficial. Moreover, this way, countermeasures can
be tested.

Currently few works tackle digital twin security simula-
tions [6], [8]. Thus, benchmark comparisons or performance
evaluations do not exist. Our use case is based on input
from industrial experts. In simulation mode, we neglect traffic
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between real-world system and digital twin. Nevertheless,
the digital twin has to be sufficiently secured to uphold the
advantages of security simulations.

The STIX2.1 format provides a comprehensive approach to
generate structured threat information and allows for vendor-
independent CTI sharing. Despite its threat reporting roots,
CTI goes beyond being purely informative and can also
serve as transition to security technologies. Multiple security
technologies (e.g., IDS) rely on some form of structured
data, which CTI can provide. CTI generation typically fol-
lows a bottom-up approach. Starting with large amounts of
simulation output it becomes apparent that STIX2.1 is not
intended for storing entire outputs as the number of possible
relationships rapidly increases. Instead, the STIX2.1 objective
is the description of relevant incident and attack elements.
Filtering, foreseen by our framework, and other technologies
(e.g., log management) assist this objective. Systematic CTI
generation is then based on the initial selection of suitable
SCOs. Relationships connect these and lead from observed
data to indicators and higher level SDOs. Whereas custom
STIX2.1 relationships allow for even further CTI structuring
options, we expect that for most digital twin simulations ex-
plicit relationships provide sufficient semantic expressiveness.

Organizations sharing CTI can harness digital twin security
simulations. That way, they have a method to reconstruct
cybersecurity attacks closely related to their systems and
networks. Yet, they can abstract confidential aspects of se-
curity incidents and generate shareable CTI reports. Other
organizations receiving these CTI reports have a structured
attack description ready for further processing. For instance,
visualization techniques can make relevant attack aspects
visible and lead to collaborative cybersecurity knowledge.

VII. CONCLUSION

In this work, we propose a framework to generate CTI from
digital twin simulations. Thereto, a digital twin use case is
implemented. We show that digital twins can simulate security
incidents and demonstrate successive steps using the STIX2.1
standard. Moreover, real-world data is no longer obligatory
as output from security simulations provides a novel CTI
source. To facilitate the processing of the simulation output,
we also created CTI generation utilities. The final result is an
exemplary CTI report to be shared and acted upon by other
organizations.

Generally, the creation of digital twins is a complex task
and organizations might put emphasis on different charac-
teristics. Thus, not every digital twin might be suitable for
security simulations as it is strongly dependent on whether
the digital twin contains characteristics an attack is based
on. The systematic generation of CTI based on the STIX2.1
specification limits ambiguities, yet provides a multitude of
semantic options for representation. Due to this, it is beyond
the scope of this paper to automate the CTI generation process.
Closer consideration and integration of detection capabilities
found in security systems might be a feasible addition.

To improve evaluation of digital twins, future research
should define quality criteria for digital twins and their usage
in security so that benchmark studies can be realized. To offer
more and advanced attack scenarios, different high-fidelity
domain-models (e.g., physical, logical, network) of a system
might be merged into one digital twin simulation. Additionally,
a combination of digital twins and deception technologies
(e.g., honeypots) might provide input for CTI reports on
attacks the SOC is currently not aware of. For systematic
CTI generation and the usage of the STIX2.1 format, aspects
of recommender systems are worth investigating. Comparing
objects and relationship paths could assist the applicability
assessment and lead to the most helpful CTI report generation.

APPENDIX

A. STIX2.1 JSON representation
The Observed Data object shown in Listing 1 is an ex-

emplary STIX2.1 domain object and contains, among oth-
ers, the attributes type, id and created (common),
number_observed (specific) as well as object_refs
(optional). Furthermore, an embedded relationship connecting
the Observed Data SDO with an IPv4 Address SCO is realized
by the object_refs attribute.
{
"type": "observed-data",
"id": "observed-data--1",
"created": "2021-12-25T19:58:16.000Z",
"modified": "2021-12-25T19:58:16.000Z",
"first_observed": "2021-11-21T19:00:00Z",
"last_observed": "2021-11-21T19:10:00Z",
"number_observed": 21,
"object_refs": [
"ipv4-addr--1"

]
},{
"type": "ipv4-addr",
"id": "ipv4-addr--1",
"value": "213.31.107.1"

}
Listing 1. Exemplary STIX 2.1 SDO with embedded relation-ship and SCO

B. Threat report visualization
The CTI report of the attack simulation conducted in the

digital twin use case can be further processed by common
STIX visualization tools10. Figure 5 displays the different
STIX2.1 objects and their relationships. At its core, network
traffic objects are linked to originating MAC addresses. Indica-
tors emphasize the network traffic and IP address 10.0.0.2
resolving two MAC addresses.
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Fig. 5. Visualization of a CTI report for the DoS-attack use case
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Chapter 2

ENHANCING INDUSTRIAL CONTROL
SYSTEM FORENSICS USING
REPLICATION-BASED DIGITAL
TWINS

Marietheres Dietz, Ludwig Englbrecht and Günther Pernul

Abstract Industrial control systems are increasingly targeted by cyber attacks.
However, it is difficult to conduct forensic investigations of industrial
control systems because taking them offline is often infeasible or expen-
sive. An attractive option is to conduct a forensic investigation of a
digital twin of an industrial control system. This chapter demonstrates
how a forensic investigation can be performed using a replication-based
digital twin. A digital twin also makes it possible to select the appropri-
ate tools for evidence acquisition and analysis before interacting with
the real system. The approach is evaluated using a prototype imple-
mentation.

Keywords: Digital forensics, industrial control systems, digital twins

1. Introduction

Industrial control systems have long life-spans. Since maintenance is
performed only a few times a year, industrial control system firmware
and software are updated very infrequently [19]. While safe operations
are a priority for industrial control systems, adequate levels of security
are generally lacking. As a result, industrial control systems are exposed
to numerous threats.

When security is breached, an incident response is initiated to under-
stand the situation, mitigate the effects, perform corrective actions and
ensure safe operations. A digital forensic investigation provides the best
insights into an incident and also assists in the prosecution of the per-
petrators. Digital forensic readiness is essential to maximize the ability
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to acquire useful evidence and minimize the costs of investigations [30].
An appropriate enterprise-wide maturity level is needed to implement
digital forensic readiness for information technology assets [13]. How-
ever, an appropriate maturity level is even more difficult to attain by
enterprises with operational technology assets such as industrial control
systems.

Conducting digital forensic investigations of industrial control systems
is challenging because the systems are required to operate continuously
for safety and financial reasons. Since the systems cannot be stopped
to acquire evidence and conduct forensic analyses, the only alternative
is to reduce the shutdown time. This can be accomplished using digital
twins of the real systems to identify where evidence resides in the real
systems and to select the right tools for extracting evidence before the
real systems are stopped. Digital twins replicate the dynamic behavior
of their real counterparts. Unlike other state-of-the-art solutions, using
digital twins enable industrial control systems to continue to operate
while potential attacks are being investigated. Furthermore, unlike cyber
ranges and testbeds, digital twins are well suited to digital forensics due
to their fidelity, flexibility and two-way communications between the
real systems and their digital twins. This chapter demonstrates how
forensic investigations of industrial control systems can be performed
using replication-based digital twins.

2. Background

This section provides an overview of digital twins, digital twin security
and digital forensics.

2.1 Digital Twin

A digital twin is a controversial term with different meanings in dif-
ferent domains [23]. Nevertheless, it can be regarded as a virtual repre-
sentation of a real object over its lifecycle. Although digital twins have
been employed in several domains, including smart cities [14], health-
care [21] and product management [31], they are commonly deployed in
the Industry 4.0 paradigm [23], which is the focus of this work.

According to Kritzinger et al. [20], a digital twin is distinguished from
other virtual representations (e.g., digital models) by its data flow. A
digital model is a manual flow from a real object to a digital object. In
contrast, a digital twin has bidirectional automated data flows between
the real and virtual worlds [4, 20]. Thus, the digital twin is able to gather
state data from its physical counterpart. However, the twin usually
contains other asset-relevant data such as specification data [4]. When
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enhanced with semantics [26], this data can support various analyses,
optimizations and simulations performed by the digital twin [1, 16].

2.2 Digital Twin Security

Several researchers have emphasized that digital twins must have ade-
quate security [16, 26]. However, digital twins can also support industrial
control system security [5, 8, 25]. Thus, digital twin security has two
perspectives, securing digital twins and using digital twins to implement
security. This work focuses on the second perspective and assumes that
a digital twin has adequate security. The following security-centered
definition of a digital twin is employed in this work [9].

Definition 1. A digital twin is a virtual double of a system during its
lifecycle, providing sufficient fidelity for security measures via the con-
sumption of real-time data when required.

Various digital twin modes exist to enable secure operations [5]. While
a digital twin provides analytical and simulation capabilities, the repli-
cation mode, which supports the exact mirroring of a real system and
its states, is relevant to this research [5]. The record and play function-
ality [10] is unique to the replication mode and is the essence of this
work (Definition 1). While research has focused on digital twin security,
little, if any, work has focused on using digital twins to support digital
forensic investigations despite promising characteristics such as system
state mirroring.

2.3 Digital Forensics

Digital forensics involves the identification, collection, preservation,
validation, analysis, interpretation and presentation of digital evidence
associated with an incident in a computer system [24]. The collection
and analysis of digital evidence should be based on a comprehensive
process model (see, e.g., [18]).

Internet of Things devices generate many traces during their operation
that can be vital to digital forensic investigations. Clearly, there is a need
for tools that can support digital forensic investigations of Internet of
Things devices. Servida and Casey [27] discuss the challenges involved
in examining Internet of Things devices. Although their work does not
explicitly deal with industrial control systems, the three main challenges
they present are relevant to this work. First, the computing power of
the devices is very low and not suitable for performing complex tasks.
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Second, most devices have limited embedded memory or an external SD
card. Third, it is difficult to extract evidence due to device heterogeneity.

Digital forensic practitioners require considerable expertise, tools and
time to completely and correctly reconstruct evidence given the large
amounts of data to be processed. A promising approach is to use digital
twins. A digital twin can be used to detect an attack. Additionally,
it can provide crucial information and insights during digital forensic
analysis.

Another challenge to conducting a digital forensic analysis is that
the integrity of the data can be compromised during its recovery and
analysis. A digital twin can assist in ensuring data integrity. The digital
twin of an industrial control system can be examined and the digital
forensic process and results verified before performing any actions on
the real system.

3. Related Work

The application of digital twins to security and especially forensics has
only recently drawn the attention of researchers. The concepts proposed
by Eckhart et al. [7, 10] and Gehrmann and Gunnarsson [15] are closely
related to this research.

In general, a digital twin is a high-fidelity representation of its real
counterpart. Eckhart and Ekelhart [7] were the first to study industrial
control system state replication using digital twins; their focus was on
reflecting the states of the real system virtually. To avoid large band-
width overhead, Eckhart and Ekelhart [7] proposed a passive approach
that identifies stimuli that alter real-world system states and reproduces
them in the digital world.

Gehrmann and Gunnarsson [15] demonstrated that an active approach
is suitable for less complex digital twins with moderate synchronization
frequencies that do not create overhead; examples are replications of a
single industrial control system or an industrial plant with a few indus-
trial control systems. They showed that synchronizing the states of a
real system with a digital twin supports active replication. Gehrmann
and Gunnarsson also specified security requirements, established a secu-
rity architecture and implemented secure synchronization between the
real object and its digital twin.

According to Eckhart et al. [10], the record and play (replay) mode
is a special manifestation of replication using a digital twin. Generally,
a digital twin would reflect the real system states at all times. Addi-
tionally, restoring the preceding state is enabled, instead of merely repli-
cating the current state that would be lost as soon as the subsequent
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state is replicated. The replay mode supports incident management,
explicitly tracks infection histories [9] and provides novel functionality
with regard to forensics [5]. Therefore, replay is a vital functionality
provided by replication using digital twins, especially when applied to
digital forensics.

Modern industrial control systems are exposed to security threats be-
cause they incorporate commodity hardware and software and operate
in highly-interconnected environments. Researchers have attempted to
enhance digital forensic capabilities by providing monitoring and logging
functionality [3, 33].

The proposed research differs from the research described above in a
key way. If an industrial control system is compromised, then its digital
twin would exhibit the same malicious behavior as its real counterpart.
While this is often considered a downside of replication [7, 15], the pro-
posed research attempts to transform it to an advantage. Specifically,
after replicating the exact states of the real system in its digital twin,
forensic tools can be applied to conduct deep inspections of a security
incident.

Note that this approach differs from traditional intrusion detection
and security incident and event management (SIEM) research by fo-
cusing on deep inspection and resolution of incidents instead of mere
detection. Indeed, the objective is to create a forensically-sound and
replicable baseline for forensic analyses of industrial control systems.

The proposed approach advances the state-of-the-art in several re-
spects. Artificial environments such as Mininet can be used to reproduce
stimuli (or events) that change the states of industrial control systems
or are responsible for the identified activities [7]. Such environments are
well-suited to simulating systems and their events [8], but the fidelity
of their replication is reduced [7]. Therefore, the proposed approach in-
cludes stimuli and events directly from a real system. It is also relevant to
note that, while the digital-twin-based security framework of Gehrmann
and Gunnarsson [15] considers security abstractly by suggesting a single
security analysis component for multiple digital twins in a system, the
proposed approach incorporates a separate security analysis module for
each control system.

The proposed approach also advances previous work by providing a
concrete definition and a proof-of-concept implementation of a digital
twin environment for forensic (and/or security) analyses. Instead of in-
vestigating how digital twins can protect industrial control systems from
external attacks [15], the focus is on digital forensics in the factory do-
main. The replication-based approach incorporates real communications
between multiple control systems. The influences on the logical compo-
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Figure 1. Replication-based digital twin with state storage and replay.

nents and filesystems of industrial control systems are also mimicked.
Whereas other work relies on logging and monitoring mechanisms [3, 33],
the proposed approach focuses on filesystem changes by making periodic
recordings of content in digital twins. This enables the replaying of all
the evidence generated by the replicated digital twins.

4. Replication Using Digital Twins

This section provides the theoretical foundations for the proposed
approach using digital twins. Four theorems formalize the requirements
for replication-based digital twins with replay capabilities.

4.1 Replication and Replay Theorems

Definition 1 above provides the security-centered definition of a digital
twin [9]. Formal notions pertaining to state replication with digital twins
are provided in [7, 15]. These notions and additional definitions create
the basis for digital forensic analyses. Figure 1 presents the proposed
replication-based digital twin with replay functionality that can be used
for digital forensic analyses.
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Sufficient fidelity of digital twins in the replication mode is required
to support analyses. This concept is formalized by Theorems 1, 2 and 3.

Theorem 1 (Representation of States). The finite set of states X =
{x0, x1, ..., xn−1} of a real system is represented in its replication-based

digital twin as X̂ = {x̂0, x̂1, ..., x̂m−1}. A high-fidelity digital twin is

replicated as a subset of the real system corresponding to X̂ ⊆ X where
m ≤ n. In an ideal digital twin, X̂ = X.

Theorem 2 (Timely Orderliness). To replicate a real system accurately,
the concept of time has to be considered. Let xt ∈ Xt represent the real
system at time t where the initial state is x0. The digital twin replicates
each state x̂t in chronological order so that x0 < x1 < x2 < ... < xn−1.
Time delays may occur between the real system states and digital twin
states, but they do not affect digital forensics much because forensic in-
vestigations are typically conducted post mortem.

In addition to having sufficient fidelity, a digital twin must be able to
consume real-time data and replay it. This motivates Theorem 3.

Theorem 3 (Integration of Events.) If a system changes from one state
to another, certain input data is required, which is referred to as eve-
nts. Events might occur due to the inner workings of the system or due
to its external environment that may not be covered by its digital twin.
For example, commands from the system’s program are internal events
whereas network traffic from other systems are external events. Real
events E = {e0, e1, ..., ek−1} and the events replicated in the digital twin

Ê = {ê0, ê1, ..., êl−1} express these inputs, where Ê ⊆ E and l ≤ k. Fur-
thermore, the transition function δ expresses the changes of states in the
real system: δ : X · E → X, i.e., xt+1 = δ(xt, et). Likewise, δ̂ expresses
the changes of states in its digital twin. Events lead to state changes
that in turn may leave traces such as new files or updates of internal
values in the real system. As a result of replication, the same traces will
be found in the digital twin.

The highly-desirable replication-based replay functionality imposes
additional requirements. This motivates a fourth theorem.

Theorem 4 (Accuracy in Replay). The replay function resets a digital
twin to a starting state. Deviations from the previously-observed states of
the digital twin should not occur when retrieving its historical events [9].
First, the transition function leading to a subsequent state x′ is repli-
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cated to achieve similar states in the digital twin: δ(x, e) = δ̂(x̂, ê) ⇐⇒
x′ = x̂′. Thus, starting with the initial state, a chain of historic states
Ĥ : x̂0 �→ x̂1 �→ x̂2 �→ ... �→ x̂n can be constructed. This chain can
be used to reset states and replay the subsequent states in chronological
order. The replay function γ̂(x̂t) : Ĥ(x̂t) expresses a reset to state x̂t

and the traversing of the states in chronological order.

Finally, the real system is a deterministic system defined by tuples
S := (X,x0, E, δ). The digital twin is represented similarly by incorpo-

rating state storage and replay functionality Ŝ := (X̂, x̂0, Ê, δ̂, Ĥ, γ̂).

4.2 Conceptual Framework

The framework collects data (e.g., network traffic) from a real system
that is imported by a high-fidelity digital twin of the real system. The
replication ensures that the states of the real system are mirrored by the
digital twin. Thus, the digital twin would have digital evidence traces
that mirror those in the real system, enabling the digital twin to be
analyzed in a forensic investigation.

Forensic investigations, however, require the recording of the current
replicated states as well previous states and their associated traces. Fur-
thermore, the states should be accountable and in chronological order
(specified in Theorem 2). Therefore, the replication-based digital twin
framework also incorporates state storage and replay functionality.

Figure 2 shows the replication-based digital twin framework with state
storage and replay functionality. Note that the events Ê in the frame-
work may be external as well as internal.

The framework has four key building blocks: (i) data collection, (ii)
digital twin replication, (iii) digital twin state storage and replay, and
(iv) digital forensic analysis:

Data Collection: Input data is required to replicate a real system
with sufficient fidelity. The data collection component gathers the
inputs (events Ê) as specified in Theorem 3. The input data may
be internal (static) or external (dynamic). Internal data typically
can be obtained directly from the real system, such as program
code that may alter the system state or commands that are sent in
response to external events. They are static because they do not
change often and do not exhibit streaming characteristics. In con-
trast, external data typically corresponds to events that affect the
real system. They often occur outside the real system, but within
its environment. External data can be characterized as mainly dy-
namic because it can emerge at any time and in a constant manner
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Figure 2. Digital twin framework.

(streaming characteristics). Examples of external data are network
traffic from the real system’s environment and sensor values.

Digital Twin Replication: The collected data is used to repli-
cate the real system as a digital twin. Internal data such as pro-
gram code and system configurations are used to emulate the real
system. It is important to choose the right technology for replica-
tion along with the system itself, desired degree of detail and levels
of representation (e.g., network, software and operating system).

While internal events automatically occur by integrating program
code and software, external events have to be input to the system.
This enables the replication of system behavior based on internal
events and on external stimuli. The greater the amount of data in-
tegrated, the more accurate the replication, but a trade-off should
be performed between replication fidelity and cost. According to
Theorems 1, 2 and 3, the states of the real system are replicated
in the desired manner. In each state, different traces are created
based on the transition functions. For instance, a file could be
created in state A while its content is changed in state B.
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Digital Twin State Storage and Replay: This component
is vital to digital forensic investigations and elucidation. Stage
storage keeps the various system states in chronological order (Ĥ
in Theorem 4), ensuring that they remain accountable. The lateral
movement of an attack can be elucidated in a step-by-step manner
using system traces. It is critical that the actual content of the
generated or modified system data are examined, as initiated by
the recorded and replayed network traffic of the real system.

Replay relies on state storage. It enables the replication of previous
states and all their subsequent states (the transition function can
be deduced by considering consecutive states). The replay func-
tionality enables the replication to be reset to a desired state and
to play all the succeeding states (γ̂(x̂t) in Theorem 4). A digital
forensic practitioner can stop the replication at a state of interest,
conduct a forensic analysis and continue.

Digital Forensic Analysis: With state storage and replay, a
forensic practitioner can gain valuable insights into previous states
and processes. There are many ways to use these new opportu-
nities in digital forensics. For example, a practitioner could reset
the replication to a certain state using the replay functionality and
use analysis tools in turn until a suitable tool is found. The exact
replication of events and their storage in chronological order en-
hances the understanding of an attacker’s tactics, techniques and
procedures. With each consecutive state, the pattern of the attack
might become clearer to the practitioner. An attack that deletes
its traces can be investigated by leveraging the replication-based
approach with state storage and replay according to the digital
forensic process defined by Kent et al. [18].

5. Implementation and Evaluation

The implementation involved a real system comprising a windmill
with a programmable logic controller (PLC). The real system and its
digital twin had identical Unix operating systems, ran the OpenPLC pro-
grammable logic controller software and communicated using TCP/IP.

5.1 Implementation and Experimental Setup

The real system was replicated by passively capturing its network traf-
fic using tshark and re-transmitting the traffic to the emulated system.
The configuration supports forensic analyses of the real system during
execution. This section provides details of the implementation.
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The implementation incorporated four main components: (i) data
collection, (ii) digital twin replication, (iii) digital twin state storage
and replay, and (iv) digital forensic analysis:

Data Collection: The real system and its digital twin employed
Unix operating systems running OpenPLC software. OpenPLC
supports the IEC 61131-3 standard [17], which defines the software
architecture and programming languages for programmable logic
controllers. Network traffic created during the operation of the
real system was recorded as a PCAP file and re-transmitted to the
digital twin.

Digital Twin Replication: The real system was replicated by
the digital twin, which executed in a virtual environment running
the same Unix operating system and OpenPLC software. All the
OpenPLC variables in the real system were refactored as “memory
storage” in the digital twin. This facilitated the persistent storage
feature of OpenPLC whereby values at various programmable logic
controller addresses were saved to disk to provide insights into their
changes during programmable logic controller operation.

The open-source software Polymorph [29] was used to re-transmit
network traffic. Polymorph translated the PCAP file data to tem-
plates to enable situation-aware interactions. It also facilitated
dynamic integration of the components instead of the pure trans-
mission of data. The templates were modifiable for subsequent
re-transmission, which was vital because the digital twin had to
respond correctly to commands issued in the real system. The
digital twin operated (according to the transition function in The-
orem 3) as closely as possible to the real system.

Digital Twin State Storage and Replay: The storage and
replay component was hosted on a virtual machine (VM), which
created a storage snapshot of system state every minute. The
snapshots enabled the entire virtual system to be re-created at
any point in time. Since data was written and deleted during the
execution of OpenPLC, the freed data area in the digital twin could
be overwritten, which was problematic. Therefore, a modified ver-
sion of stateless continuous data protection (CDP) software was
employed. Continuous data protection is a technology that con-
tinuously captures and stores data changes, enabling data from
any point in the past to be recovered [28, 34]. The software also
enables the monitoring and restoration of all files generated during
system execution.
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The sauvegardeEx tool [12] was created to gain insights into the
generation of files during OpenPLC operation. It is based on
sauvegarde, an open-source, stateless implementation of continu-
ous data protection [6].

Compared with traditional backup technologies, continuous data
protection mechanisms improve the recovery point objective (RPO)
metric [22]. The RPO metric defines the time between two success-
ful backups and, thus, the maximum amount of data loss during
a successful recovery. The RPO is zero for a system with fully
synchronized protection. The RPO metric of zero provided by
continuous data protection theoretically allows unlimited recovery
points [28]. The sauvegardeEX tool implements continuous data
protection at the block level (virtual machine snapshots) and at
the file level. The virtual machine snapshots were also taken ev-
ery minute to recover the running system, including volatile RAM
memory. With more resources, snapshots could be taken more
frequently.

The digital twin framework, which was equipped with the client
version of sauvegardeEx, sent every file alteration along with the
file content to the server. This enabled a specific file to be restored
at any point in time and also addressed the problem of overwriting
a freed storage area (due to file deletion or update). Instituting
this mechanism during OpenPLC execution and replicating the
environment via Polymorph ensured that all possible traces were
recorded.

Forensic Analysis: Continuous data protection was also ex-
ploited to generate data for digital forensic analysis. Continuous
data protection technology has not been considered in the digital
forensic context, but it is certainly important. In fact, the state
storage and replay functionality supported by the modified contin-
uous data protection mechanism enables different forensic tools to
be used without the risk of compromising data in the real system
or even rendering the data unusable. Indeed, the replication-based
approach with state storage and replay completely supports the
digital forensic process specified by Kent et al. [18].

5.2 Results and Evaluation

To evaluate the framework, network traffic between OpenPLC (mas-
ter) and the control unit of the windmill (slave) was captured. The stan-
dard Modbus TCP protocol was used for communications. A Python-
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based Modbus simulation tool pyModbusTCP was used to generate real-
istic sensor data. A sensordata.py script simulated the sensor data
for the wind speed around the windmill. Eight registers in the Modbus
slave device were relevant. The first four registers contained the current
sensor data and the other four indicated the corresponding system sta-
tus. The sensor data values ranged from one to ten. The sensor values
were grouped into three system state categories, green, yellow and red:

Values 1-5: System state is green (Statuscode 200).

Values 6-8: System state is yellow (Statuscode 300).

Values 9-10: System state is red (Statuscode 400).

Pseudorandom sensor values were written to the registers every ten
seconds by the Python script. Pseudorandom numbers were used so
that changes to the wind speed corresponded to ascending or descending
patterns and the values did not vary too much. OpenPLC updated the
system status every five seconds based on the sensor values. A slight
delay always occurred before the new system status was stored in the
registers.

Traffic between OpenPLC and the Modbus slave was transformed
to the network templates by Polymorph. This mimicked the external
behavior based on traffic content.

By applying Polymorph and sauvegardeEx to the replicated system
running OpenPLC with persistent storage, all the states of the Open-
PLC addresses and related file changes during execution were recorded.
All the system artifacts were simultaneously recorded at the digital twin.
This enabled the determination of the relationships between the changed
states and file content at any point during execution. Since the frame-
work was designed to acquire the actual file content of written files on
the hard drive as well as volatile memory content, VirtualBox and its
live snapshotting functionality were leveraged.

During the evaluation, 1,432 state changes were observed on the per-
sistent data storage during a five-minute period. The periodic virtual
machine snapshots enabled a retrospective analysis of the running sys-
tem.

Several forensic tools were applied at three points in time during ex-
ecution. Data used for the evaluation is available at [11]. Table 1 shows
an excerpt of the analysis and suitable digital forensic tools. The tools
presented in [32] were considered in the evaluation.

An important component of the evaluation was to analyze discrepan-
cies between the real system and its digital twin. This was accomplished
by comparing file-level evidence between the real system and its digital
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Table 1. Excerpt of the recorded state changes and suitable digital forensic tools.

Timestamp State Change File Name Suitable Tools

2020-09-11 09:16:59.123 File modification persistent.file CPLCD
2020-09-11 09:17:01.102 File modification openplc.db Bring2lite
2020-09-11 09:17:23.322 File modification persistent.file CPLCD
2020-09-11 09:18:00.000 VM snapshot %/disk.vmdk Autopsy, CPLCD
2020-09-11 09:18:01.202 File modification persistent.file CPLCD
2020-09-11 09:18:01.302 File modification openplc.db Bring2lite

twin using the approximate hashing function of Breitinger and Baier [2].
This hashing function was used instead of the SHA-256 hashing func-
tion because it provides measures of file similarity. Frequent comparisons
of the recorded files helped identify and verify time-event correlations.
Comparisons of the 1,432 recorded state changes yielded an average sim-
ilarity of 98%.

6. Discussion

The proposed approach is easily implemented on architectures with
open-source programmable logic controller software. All that is needed
is knowledge about the real system and adequate recordings of network
traffic.

Although a digital twin adequately replicates a real system, this re-
search has omitted formal measurements of the similarity between them.
In order for evidence from a digital twin to be admissible, it is vital their
similarity be measured and documented. One approach is to use the
synchronization function proposed by Gehrmann and Gunnarsson [15].
However, this mechanism can introduce time differences between the
digital twin and its real counterpart. Specifically, system states caused
by an attacker in the real system would manifest themselves earlier than
in the digital twin.

An interesting possibility is to incorporate control theory in a digi-
tal twin. This would make the digital twin a better replication of the
real system that would, in turn, contribute to the admissibility of the
extracted evidence.

The proposed approach provides recordings of file content at vari-
ous points in time (via sauvegardeEx) and system-wide snapshotting
of the running programmable logic controller software (via VirtualBox).
These features make it possible to detect and analyze RAM-based mal-
ware. However, a limitation is that the implementation employed Unix
and open-source OpenPLC software instead of industrial control system
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firmware. Although the underlying theory is sound, the open-source
implementation would hinder its application in industrial environments.

The implementation of a digital twin for forensic investigations can be
expensive. In addition to creating a digital twin and verifying its fidelity,
it would be necessary to constantly modify the digital twin and verify
that it keeps up with any and all changes made to the real system. This
would require digital forensic professionals to have considerable indus-
trial control system expertise, which would be an expensive proposition.

7. Conclusions

As attacks on critical infrastructure assets increase, it is imperative
to develop digital forensic techniques targeted for industrial control sys-
tems. However, taking an industrial control system offline to conduct a
digital forensic investigation is infeasible and expensive. An attractive
alternative is to conduct a forensic investigation of a digital twin of an
industrial control system. Implementing a digital twin with replication-
based state storage and replay enables the acquisition and analysis of
file-level evidence. Additionally, the digital twin could be used to select
the appropriate forensic tools for evidence acquisition and analysis be-
fore interacting with the real system, thereby reducing system downtime
when conducting the investigation.
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A B S T R A C T   

Digital Twins are complex digital representations of assets that are used by a variety of organi-
zations across the Industry 4.0 value chain. As the digitization of industrial processes advances, 
Digital Twins will become widespread. As a result, there is a need to develop new secure data 
sharing models for a complex ecosystem of interacting Digital Twins and lifecycle parties. 
Decentralized Applications are uniquely suited to address these sharing challenges while ensuring 
availability, integrity and confidentiality. They rely on distributed ledgers and decentralized 
databases for data storage and processing, avoiding single points of trust. To tackle the need for 
decentralized sharing of Digital Twin data, this work proposes an owner-centric decentralized 
sharing model. A formal access control model addresses integrity and confidentiality aspects 
based on Digital Twin components and lifecycle requirements. With our prototypical imple-
mentation EtherTwin we show how to overcome the numerous implementation challenges 
associated with fully decentralized data sharing, enabling management of Digital Twin compo-
nents and their associated information. For validation, the prototype is evaluated based on an 
industry use case and semi-structured expert interviews.   

1. Introduction 

Industrial control systems (ICS) such as supervisory control and data acquisition (SCADA) systems, human machine interfaces 
(HMI), programmable logic controllers (PLCs) and other field devices are able to control physical processes within industrial envi-
ronments. Traditionally, they form the core of industrial infrastructures. In the course of the Industry 4.0, however, these industrial 
environments further converge with information technology Rubio, Roman, and López (2017). For instance, sensors measuring the 
conditions of the respective physical processes to control are increasingly installed. This sensor data as well as the ICS systems are 
integrated to corporate IT systems in order to centrally analyze and manage information about the industrial environment. 

The Digital Twin (DT) presents one of the key concepts reflected in the Industry 4.0 movement. In Industry 4.0, the DT can generally 
be defined as a digital representation of an industrial asset over its entire lifecycle Boschert, Heinrich, and Rosen (2018). To represent 
and to further monitor its counterpart, the DT incorporates all kinds of asset-relevant information. This includes a multitude of 
generated sensor data from Industry 4.0 assets, which are united in DTs. Depending on the underlying asset, different lifecycles are 
covered by the digital twin. From this follows that different participants involved in the lifecycle might provide information for the DT 

* Corresponding author. 
E-mail addresses: benedikt.putz@ur.de, benedikt.putz@wiwi.uni-regensburg.de (B. Putz), marietheres.dietz@ur.de (M. Dietz), philip.empl@ur. 

de (P. Empl), guenther.pernul@ur.de (G. Pernul).  

Contents lists available at ScienceDirect 

Information Processing and Management 

journal homepage: www.elsevier.com/locate/infoproman 

https://doi.org/10.1016/j.ipm.2020.102425 
Received 15 May 2020; Received in revised form 26 October 2020; Accepted 26 October 2020   

7. ETHERTWIN: BLOCKCHAIN-BASED SECURE DIGITAL TWIN INFORMATION
MANAGEMENT 115

Dissertation Marietheres Dietz, 2022



Information Processing and Management 58 (2021) 102425

2

or need to gather data managed by the DT (DT data sharing) Dietz and Pernul (2020a). 
To achieve information management and sharing in Industry 4.0 with DTs, some obstacles arise. To manage DT data, involved 

lifecycle parties need access to the DT. Although the different parties participating in these processes work together, they each pursue 
different goals. Consider the lifecycle parties involved in an industrial plant, where a DT incorporates all relevant data. The manu-
facturer of the plant’s motors should not gain access to the data about the plant’s current status, but should get feedback whenever the 
motor is maintained in order to optimize the motor’s construction and enhance its manufacturing process. In contrast, the maintainer 
of the plant’s motors should only get access to the motor’s current status and the components the maintainer is not responsible for, but 
not to any other component’s status of the plant. Thus, the trust when sharing data via the DT is not given per default Malakuti and 
Grüner (2018). As a result, confidentiality and access control issues arise Dietz and Pernul (2020b). These issues cannot be resolved 
with a centralized authority, especially in multi-tenant and large-scale environments Esposito, Tamburis, Su, and Choi (2020). 

This work addresses the lack of trust and security among multiple parties in DT data sharing by focusing on the following research 
question: 

RQ1. How can the data of Digital Twins be shared among multiple untrusted lifecycle parties while ensuring confidentiality, integrity 
and availability? 

Blockchains and their smart contracts possess various characteristics that can support the security of data sharing Berdik, Otoum, 
Schmidt, Porter, and Jararweh (2021). For instance, single and multi-party authentication can be implemented in a decentralized way 
Khan and Salah (2018) – without requiring trust in a central party. Moreover, blockchain solutions enable decentralized management 
of an asset’s lifecycle and supply chain Khan and Salah (2018). Blockchain solutions rely on Decentralized Applications (DApps), 
user-friendly web-based interfaces to interact with blockchains and their smart contracts. These characteristics offer a novel oppor-
tunity to solve the aforementioned obstacles in DT information management. 

In this work, we show why a blockchain-based solution is suitable for DT data sharing and propose a blockchain-based information 
management solution for the DT and the involved lifecycle parties. We go beyond the state-of-the-art research by including DT 
components with fine-grained access control and providing scalability for sensor data sharing. Finally, our approach is evaluated with 
a DApp prototype implementation (EtherTwin), an industry use case, expert interviews as well as performance and cost measurements. 

The remainder of this work is organized as follows. We introduce related work in Chapter 2. The background of our research is laid 
in Chapter 3. Afterwards, we outline the logical design of our concept in Chapter 4. Chapter 5 describes the implementation of our 
EtherTwin DApp, which is subsequently evaluated in Chapter 6. Chapter 7 discusses our prototype in respect to the evaluation and 
future work. Finally, a conclusion is drawn in Chapter 8. 

2. Related work 

As DT research began to grow only during recent years, current works mainly propose theoretical frameworks. To date, various 
works mention the issue of the DT requiring strong security Kaur, Mishra, and Maheshwari (2020); Rubio et al. (2017); Uhlemann, 
Lehmann, and Steinhilper (2017), however applicable solutions are not provided yet. Especially, the secure management of DT data 
storage and exchange is important for practical use Malakuti and Grüner (2018). 

There have been few other works exploring the blockchain-based accompaniment of assets in supply chain processes with DTs 
Mandolla, Petruzzelli, Percoco, and Urbinati (2019) and smart objects Meroni and Plebani (2018). Still, a comprehensive imple-
mentation of decentralized and secure data sharing for DTs is missing. Moreover, past works have shown the feasibility and advantages 
of blockchain-based access control for decentralized data sharing Di Francesco Maesa, Mori, and Ricci (2019); López-Pintado, Dumas, 
García-Bañuelos, and Weber (2019). However, there is no blockchain-based access control model tailored to the requirements of the 
DT lifecycle. 

In the following, we compare previous works that focused on blockchain-based data management in connection with the DT. 
Table 1 summarizes the comparison by considering organizational aspects of data management as well as implementation charac-
teristics: The first few characteristics are of organizational nature, the following are implementation-related. 

Table 1 
Comparison of blockchain-based DT-related approaches by considering organizational as well as implementation characteristics. ○ not considered, ◐ 
partially considered, ● fully implemented.   

Huang et al. (2020) Hasan et al. (2020) Angrish et al. (2018) Dietz et al. (2019) 

DT definition product any asset machine events any asset 
Components ○ ○ ○ ○ 

Lifecycle phases early & medium early medium early & medium 
BC suitability ○ ○ ○ ◐ 
Implementation ○ ◐ ◐ ○ 

Open Source ○ ● ○ ○ 

Blockchain unknown Ethereum Ethereum unknown 
Off-chain storage ○ ◐ ◐ ◐ 
Encryption ◐ ○ ○ ◐ 
Access control ○ ○ ◐ ◐ 
User Interface ○ ○ ○ ◐  
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So far, few works have tackled blockchain-based data management in connection with DTs. Angrish et al. develop a prototype for a 
peer-to-peer network of manufacturing nodes Angrish, Craver, Hasan, and Starly (2018). Hasan et al. propose a blockchain-based data 
management approach for the DT creation process Hasan et al. (2020). Huang et al. Huang, Wang, Yan, and Fang (2020) propose a 
management approach to store all relevant DT data on a custom blockchain. Dietz et al. propose a conceptual approach for 
blockchain-based DT data management Dietz, Putz, and Pernul (2019). 

Thereby, the organizational aspects of the related works vary. While Huang et al. consider the DT being a product Huang et al. 
(2020), Angrish et al. define the DT as a mere collection of machine events Angrish et al. (2018). The majority of the works, as well as 
our work, see the DT as a representation of any asset Dietz et al. (2019); Hasan et al. (2020), be it a system, product or another physical 
object. Moreover, so far, none of the related works have tackled the DT as being a complex representation of an asset with 
sub-components. In contrast, we include components of the DT in our data model. In terms of lifecycle phases (cf. Table 2), we are the 
first to consider the DT management as beneficial for later lifecycle phases as well. Works to date have tackled either early Hasan et al. 
(2020), medium Angrish et al. (2018) or both of these phases Dietz et al. (2019); Huang et al. (2020). Additionally, we are the first to 
fully investigate the suitability of blockchains for DT data management by following a research methodology, while other works either 
neglect this aspect Angrish et al. (2018); Hasan et al. (2020); Huang et al. (2020) or only mention, but do not describe a method Dietz 
et al. (2019). 

To date, prototypical implementations have been either neglected Dietz et al. (2019); Huang et al. (2020) or only partially 
accomplished Angrish et al. (2018); Hasan et al. (2020). Our work is the first to fully implement a proposed DT data sharing approach. 
Next to our work, only one other work has made the implementation open source Hasan et al. (2020). All works with an imple-
mentation part, however, make use of the Ethereum blockchain. In terms of off-chain storage, related work either do not suggest using 
it Huang et al. (2020), or suggest to use off-chain storage, but do not implement this part Angrish et al. (2018); Dietz et al. (2019); 
Hasan et al. (2020). In our EtherTwin prototype, a fully implemented off-chain storage is present. Encryption is proposed in two of the 
four related works Dietz et al. (2019); Huang et al. (2020), but is not described in detail and implemented – in comparison to our work. 
Likewise, access control mechanisms are mentioned in two works Angrish et al. (2018); Dietz et al. (2019) but are also not imple-
mented. A user interface is only suggested by a single work Dietz et al. (2019), but we are the first to design and implement one. 

The present work develops a component-based data model and an access control model for common lifecycle participants. To 
summarize, we contribute to DT and blockchain research by providing: 

• fine-grained access control for DT data sharing in a decentralized setting without a trusted third party (TTP), ensuring confi-
dentiality through encryption  

• full-featured open source prototype EtherTwin based on blockchain design patterns and state of the art DApp technologies 
(Ethereum, Swarm) with performance/cost measurements  

• evaluation based on an industry use case and expert interviews 

3. Background 

The background of this work is divided into three sections. Section 3.1 describes the foundations of DT research. Subsequently, the 
background of DApps is laid in Section 3.2. 

3.1. Digital twins 

The DT is an emerging paradigm focusing on an enterprise asset – usually, a system, product or process, along its lifecycle Boschert 
et al. (2018). Its core goal is to virtually represent this asset as close to reality as possible Boschert et al. (2018). The lifecycle phases 
covered by a DT strongly depend upon its corresponding asset. Nevertheless, common early phases are Idea, Planning and Design, while an 
asset’s Operation can be considered one of the medium phases and the asset’s Demolition is one of the final phases Dietz and Pernul 
(2020b). Thereby, each phase can span many years. For instance, planning a complex asset like global satellite networks could take up to 
10 years until Operation, while some legal regulations may command to safely store the asset after its decommission. Especially, these 
long and safety-oriented lifecycle phases require a tamper-proof data storage solution. By including various data sources and by 

Table 2 
General lifecycle characteristics (involved parties and data) of an industrial asset. Potentially involved lifecycle parties are highlighted in italic.   

Early Phases Medium Phases Later Phases 

Lifecycle phases Idea, Planning, Manufacturing Operation, Maintenance Demolition, End of Existence 
Accruing Data • Sketches  • Sensor data  • Condition of the components   

• Blueprints  • System logs    
• Manuals  • Maintenance reports  • Component’s location   
• Design models  • Simulations   

Involved parties Owner, Manufacturers, Distributors Owner, Manufacturers, Distributors, Maintainers Owner, Manufacturers, Distributors, Maintainers  
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integrating the multiple parties involved in these lifecycle phases, the DT unifies asset-specific data from previously separated domains 
Ríos, Hernández, Oliva, and Mas (2015). For instance, the asset’s composition, sensor data of the asset’s environment as well as simu-
lation models can be included centrally in a DT Dietz and Pernul (2020a). This further promotes the complete traceability of assets and 
their components, especially if the assets (e.g. industrial plants, cars) comprise components from several manufacturers. Thereby, 
feedback loops across different lifecycle phases can be realized that support the concerned lifecycle parties when looking for improve-
ment of their components Boschert et al. (2018). For instance, manufacturers can get insights from the operational phase of the asset and 
draw conclusions about the effectiveness of their components. 

For the remainder of this work, we put the person that owns the physical asset in the role of the Owner. Whenever this kind of 
Owner is meant, it is written in capitals. We further claim that the ownership of the physical asset implies the ownership of the digital 
twin. Otherwise, two different parties respectively owning either one of them would commonly not trust each other. Thus, the 
interaction of digital twin and physical twin would not be achieved. 

Table 2 summarizes the common lifecycle phases and points out the potentially involved lifecycle parties and the accruing data in 
the respective phases. Note that the data is continuously transformed along the lifecycle phases. For example, sketches of an industrial 
asset might exist from the Idea phase, transform into a blueprint in the Design phase. Also, design models might be created in the Design 
phase and elaborated towards fully-fledged simulations in the Operation and Maintenance phase. In terms of the involved parties, 
italicized parties are only potentially involved. For instance, consider the Owner sketching the asset during the Idea phase. Afterwards, 
the manufacturer elaborates this sketch towards a blueprint (Design) and manufactures the asset (Manufacturing). Later on, the Owner 
commissions the maintainer to put the asset into Operation. 

Nevertheless, there are still some obstacles to overcome. Commonly, an industrial asset represents a complex system, product or 
process. As a consequence, a multitude of parties are involved. Consider an industrial plant consisting of various ICSs. Each of these 
systems potentially has its own manufacturer and in business life, they might be competitors. This leads to enormous trust issues, and 
towards current practices of each lifecycle party building their own DT Malakuti and Grüner (2018). Meanwhile, this practice con-
tradicts the very idea of DTs. Furthermore, it results in the disappearance of the DT’s core benefits like feedback loops to other lifecycle 
phases and parties. To overcome current malpractices and to motivate users to share their data among parties with different trust 
levels, our research aims to provide a strong platform with sufficient security (i.e. access control mechanisms) among untrusted parties. 

3.2. Blockchain and decentralized applications 

To address the complex issues of the DT sharing ecosystem, we investigate if blockchain technology is suitable. Pedersen et al. 
propose a ten-step decision path to determine if blockchain is a good fit Pedersen, Risius, and Beck (2019). The ten requirements are 
outlined in Fig. 1. For the DT lifecycle, there are multiple parties with the need for a shared database, which may have conflicting 
interests and thus, varying trust levels (steps 1–3). While in theory the lifecycle parties could rely on a TTP service, the dynamics and 
variety of DT data sharing hamper the management through a TTP. As Table 2 highlights, various data and data types are involved with 
varying velocity and integrity requirements. Integrity of stored data is an especially important security concern in IoT environments 
Zhao, Chen, Liu, Baker, and Zhang (2020). A TTP represents a single point of failure and an attack could interfere with the integrity of 
the data, making it preferable to avoid third parties. Related research on data auditing has shown that blockchain technology is able to 
remove the need for trusted third parties Li, Wu, Jiang, and Srikanthan (2020), which suggests that it could be a good fit for our work. 
(step 4). Moreover, the participants of the lifecycle require different access privileges depending on their role and characteristics, which 
means there are differing rules governing system access (step 5). Although system access rules differ in practice, the rules of transacting 
with DT data do not change frequently (step 6). The blockchain’s immutable log is helpful to ensure integrity and traceability of all 

Fig. 1. Blockchain decision path by Pedersen et al. Pedersen et al. (2019).  
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changes to the DT data, for example, in case of security issues or malfunctions. Furthermore, the documentation of changes made to 
data items is required to meet compliance requirements for some DTs (step 7). The need for public access largely depends on the DT’s 
underlying asset and industry (steps 8 - 10). We do not make an assumption in this regard and design our application to work with both 
permissionless and permissioned networks. 

After determining that blockchain is suitable, we explain the software components required for building a DT information man-
agement application. DApps are a new paradigm for developing distributed applications Xu, Weber, and Staples (2019). Application logic 
is fully decentralized, since front end code runs in the user’s browser and back end code runs in smart contracts on the blockchain nodes. 
Decentralization comes with the advantage of full transparency of the application code as well as auditability of changes to a smart 
contract state. Dynamic smart contract access control models can be used to authorize state changes Di Francesco Maesa et al. (2019). 

Full replication of blockchain data necessitates storing complex data elsewhere Baig and Wang (2019), leading to the concept of 
off-chain storage. A common approach is to use Distributed Hash Tables (DHTs), since they fit the decentralized paradigm well. Data 
items are content-addressed and replicated within the network based on a routing layer. Modern DHTs such as Swarm1 are based on the 
established and secure DHT routing technology S/Kademlia Baumgart and Mies (2007) and integrate well with blockchains such as 
Ethereum2. 

Blockchain smart contracts also need to ensure sufficient access control to prevent unauthorized modification of smart contract 
state. Numerous authors have developed access control concepts based on smart contracts. These are based on the existing access 
control models role-based (RBAC) Cruz, Kaji, and Yanai (2018) or attribute-based access control (ABAC) Rouhani, Belchior, Cruz, and 
Deters (2020), but there are also proposals for ciphertext-policy attribute-based encryption Badsha, Vakilinia, and Sengupta (2020). 
Zhang et al. present an access control framework for the Internet of Things (IoT) supporting flexible access control methods Zhang, 
Kasahara, Shen, Jiang, and Wan (2019). Rouhani et al. also provide a comprehensive overview of smart contract based access control 
approaches Rouhani et al. (2020). 

4. System model 

The following sections describe the logical structure of our DApp. Section 4.1 provides an overview of the DApp’s entities. Section 
4.2 explains the twin and its subparts, while Section 4.3 focuses on the authorization of participating parties. 

4.1. Overview 

To capture context, the component diagram in Fig. 2 provides an overview of the DT sharing approach. In our system model, a 
component diagram defines physical as well as logical components and their dependencies. Therefore, it is well suited to put software 
architectures like our DApp into context. 

Fig. 2 illustrates the connection between real-world asset, DT and the developed DApp. These components represent a greater 
architectural unit (subsystems). The first two subsystems present the sole DT paradigm, consisting of the DT and its real-world asset 
connected by the bi-directional communication interface. One of the two artifacts within the DT is asset data, e.g. the specification of the 
asset with its compositional structure and documents about the asset. The other artifact is the sensor data produced in the asset’s 
environment. To enable data sharing, the DApp is added. It includes the components Smart Contract, DHT and User Interface. The 
dependency relations show the association of the DT data to the DApp. For instance, the Smart Contract requires the specification data 
of the asset in order to be built (usage dependency). Moreover, the shared DT data is stored in the DHT: The manifest dependency shows 

Fig. 2. Component Diagram describing the Digital Twin Sharing Context.  

1 swarm.ethereum.org  
2 ethereum.org 

B. Putz et al.                                                                                                                                                                                                            

7. ETHERTWIN: BLOCKCHAIN-BASED SECURE DIGITAL TWIN INFORMATION
MANAGEMENT 119

Dissertation Marietheres Dietz, 2022



Information Processing and Management 58 (2021) 102425

6

that the logical DT artifacts physically manifest in the DHT of our proposed DApp. Finally, the user interface component provides 
access to the data for all participating lifecycle parties. 

4.2. Entity relationship model 

Fig. 3 illustrates entities and relationships for DT sharing with a DApp. The dashed borders show a logical grouping into three main 
components: Registry, Authorization and Twin Data. To keep track of all available twins, a single access point is needed, referred to as the 
Registry. Similarly, the Authorization group of entities represents the access control model, which is explained in detail in Section 4.3. 
Twin Data is derived from DT sharing requirements elaborated in our previous work Dietz et al. (2019). 

The on-chain entities contain metadata about the DT. The main entity of a DT is the Specification, comprising the Components of the 
real-world asset it is representing. Sensors and other data (abstracted with the term Document) are managed by associating them with 
the corresponding component. Moreover, for each DT External Sources such as legacy systems can be integrated. These can provide 
additional data to the already incorporated documents and sensor feeds. 

Off-chain entities (Specification Version, Sensor Entries, Document Version) contain full data and are linked to on-chain entities, as 
indicated by 1:n relationships in Fig. 3. 

4.3. Access control 

In order to share data securely, an authorization and access control policy is required. This way access to data items can be 
restricted to certain parties. For instance, a maintenance report of an asset’s component (e.g. of a PLC) should only be shared with the 
lifecycle parties of this component (e.g. the PLC’s manufacturer). Access control addresses this need by restricting the user operations 
for data objects. In our approach we follow a hybrid access control model, combining RBAC and ABAC. While a role refers to a certain 
organizational function, a particular attribute refers to a specific characteristic of a user. During the DT lifecycle, each user interacts 
with certain twin components, which constitute the user’s attributes in our model. While roles are predefined, these attributes allow 
access control on-the-fly. 

Our proposed approach is modeled after the RBAC-A (role-centric) combination strategy, where attributes are applied to constrain 
RBAC Coyne and Weil (2013); Kuhn, Coyne, and Weil (2010). Thereby, the user’s assigned role defines the base permissions, while the 
user’s additional attributes can further limit these permissions. The exclusive use of ABAC would create an unnecessary overhead of 
rules, which control the access of the user. This would further increase complexity, both in terms of attribute combination for the user 
and the subsequent access granting decisions. Our hybrid access control model for DT data sharing upholds essential RBAC advantages 
(e.g. ease of user provisioning) and enhances flexibility by integrating attributes. 

To provide a profound basis for later implementation, we elaborate a formalism of the access control used in our DT sharing 
approach. Italicized terms refer to entities from Fig. 3. Every sharing party is considered a User U := {u1,⋯,un}. In our hybrid access 
control approach, each user can have one Role R := {r1,⋯, rn} as well as several Attributes A := {a1,⋯, an} per DT. Components C :=

{c1,⋯, cn} serve a special purpose in this access control model, as they are used for modeling Attributes: A := a1,⋯,an | ai = c1 ∨ … ∨ cn. 
To continue, Permissions P := {p1,⋯, pn} are mainly derived from the user’s role but also from its attribute(s). This underlines the 

hybrid RBAC-A mode in a role-centric realization Kuhn et al. (2010): Roles determine the basic permissions, while some of these 
permissions are limited by the users’ attribute(s). The permissions usually specify the access to an object O := {o1,⋯, on} and the 
allowed operation Op := {op1,⋯,opn}. Objects are always associated to a component to link the asset-relevant data to the component 
they belong: o → c | o ∈ O ∧ c ∈ C. This results in the following definition of Permissions: P = Op × O, whereby it can be concluded 
that p → c. 

The n-m relation of users to roles is expressed by UR = U× R. Likewise, the user to attributes relation can be described as UA = U ×

Fig. 3. Entity Relationship Model of the DApp.  
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A. Mapping the role-attribute combination to a user results in: 

assign users(r, a) = u ∈ U | (u, r) ∈ UR ∧ (u, a) ∈ UA 

Thereby, the mapping MUR describes the set of actual assignments of users to roles, while MUA determines the set of assigned at-
tributes to users. Similar to the mapping above, the m-n relation between permissions and roles are specified by PR = P × R. Finally, 
permissions are mapped to role-attribute combinations while the attribute restricts the role permission and MPR describes the set of 
actual assignments of users to permissions: 

assign permissions
(
r, a

)
= p ∈ P | (p, r) ∈ PR ∧ p → c | c ≡ a  

5. Decentralized application architecture 

Based on the system model elaborated in Section 4, we choose appropriate technologies and standards to implement a DApp for DT 
data sharing in Section 5.1. We implement our entities by leveraging several blockchain design patterns (Section 5.2). To showcase the 
inner workings of the DApp, the most important data flows for DT management are described in Section 5.3. The concomitant access 
control implementation is detailed in Section 5.4. 

5.1. Technology selection 

For the DApp prototype we rely on the Ethereum blockchain, which is commonly used for research, e.g. in blockchain-based 
business process management Haarmann, Batoulis, Nikaj, and Weske (2018). It offers the Turing complete smart contract program-
ming language Solidity and has a large developer community, resulting in advanced development tools and vulnerability scanners 
Ayman, Aziz, Alipour, and Laszka (2019). 

Fig. 4 depicts the technical architecture of the EtherTwin DApp. A User Interface simplifies the interactions of the DT lifecycle 
participants, such as creating twins and uploading data. For trustless interaction with the blockchain it is implemented using the single 
page application JavaScript framework Vue.JS3 – a server is only needed to serve static assets. The module ethereumjs-wallet is used 
for managing the user’s blockchain account, providing access to the user’s public and private key. Key pairs are dynamically created on 
first access and stored in the browser’s local storage for future visits. 

Web3.JS is used to send transactions signed with the private key to the Smart Contracts on the Ethereum blockchain. The front end 
is connected to an Ethereum blockchain node through a WebSocket connection. WebSockets improve performance over HTTP con-
nections by providing a two-way communication channel between the client and the Ethereum node. This avoids the need to set up 
individual HTTP connections for each request Fette and Melnikov (2011). WebSockets also enable subscription to smart contract 
events (publish-subscribe style), which is utilized by the Device Agent for synchronization purposes. During development, we observed 
a significant speed up in page load times after switching to an RPC connection based on WebSockets. 

The erebos module4 reuses the blockchain account to upload data to the Off-chain Storage based on the Swarm DHT. While Swarm 
is mostly known for its permissionless test network, it can also be deployed as a private DHT with a fixed set of peers. Swarm reuses 
Ethereum accounts as its identity system, which simplifies its integration as off-chain storage. Additionally, the data types used in both 
systems are compatible: References to Swarm data are encoded as 32 byte SHA3 hashes, which can be stored in a Solidity bytes32 
variable in the smart contract. For dynamic content, Swarm provides Feeds. Feeds have a fixed address specified by user (Ethereum 
account) and topic (any SHA3 hash). They can only be updated by their owner with a public-key signature. Any Swarm user can read- 
access the most current and past updates. This concept is useful for sharing file keys and real-time sensor data under a fixed address, 
despite Swarm’s content-addressed storage. Ethereum Swarm Contributors (2019) 

Fig. 4. Technologies used in our prototypical implementation of DT data sharing.  

3 vuejs.org  
4 erebos.js.org 
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The Device Agent bidirectionally synchronizes the DT’s underlying Asset with the decentralized DT on Ethereum and Swarm. It 
runs as a node.JS5 background process and monitors new sensor data from the asset, which is then uploaded to Swarm. 

Like other authors creating DTs Eckhart and Ekelhart (2018); Schroeder, Steinmetz, Pereira, and Espindola (2016), our work relies 
on Automation Markup Language (AML), which is defined in the industrial standard IEC 62714. AML describes the specification of the 
asset including its components and their logic. Components are derived by parsing the AML-based asset specification. 

5.2. Design patterns 

Several blockchain application design patterns Xu, Pautasso, Zhu, Lu, and Weber (2018) are used in our prototype to address the 
requirements of DT data sharing. A Contract Registry pattern keeps track of individual DT contracts. A Factory Contract pattern is used to 
instantiate individual DT sharing instances. The access control model from Section 4.3 is implemented using the Embedded Permission 
pattern and implemented in the separate Authorization contract. The Multiple Authorization pattern is used to ensure that all sharing 
parties agree before changes to a DT contract are made. The Off-chain Data Storage pattern is used to meet the data volume and latency 
requirements. The Device Agent implements the Reverse Oracle pattern to mediate between the industrial asset and the distributed 
ledger. It monitors events occurring on the asset and publishes sensor data for authorized parties. Additionally, the agent is responsible 
for managing and distributing the symmetric file keys used for encrypting off-chain data, as detailed in 5.4. 

5.3. Data flow 

Fig. 5 shows how the contracts interact during the deployment, twin creation and sharing phases of the DT lifecycle. 
Deployment. Initially, the Registry and Authorization contracts are deployed by the blockchain consortium initiator. The Spec-

ification contract template is deployed, but not yet instantiated as it is twin-specific. 
Registration. When a user first opens the app, a new Ethereum account is created, represented by an Ethereum public-private key 

pair. The public key is shared off-chain by publishing it on the account’s Swarm Feed. This avoids on-chain storage costs and allows 
anyone to retrieve the public key from the corresponding Swarm Feed. To improve usability and to avoid the need to share addresses 
out-of-band, we also register a mapping of the user’s Ethereum address to a username on the Authorization contract. 

Twin Creation and Sharing. On twin creation, the Owner provides a specification, which is parsed to extract the twin’s com-
ponents. A transaction is sent to the Registry Contract, which creates a new Specification Contract instance based on the provided data. 
In the authorization contract, the access control attributes of the newly created twin are initialized with the provided components. The 
AML-formatted specification is stored on the DHT and included with a hash reference. After a twin has been created, the Owner may 
share it by adding a role to the lifecycle participant’s blockchain account. 

Twin Data Sharing. Each transaction intending to create, update or delete an entity of the twin must first be authorized through 
the Authorization contract. It should be noted that deletion only removes the entry from the current state; the state’s history is 

Fig. 5. Sequence diagram showing initial deployment and user interactions with the smart contracts and DHT.  

5 nodejs.org 
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preserved on the blockchain. If the action is authorized, the corresponding state change is registered in the smart contract state. For 
documents and specification version updates, the same procedure applies, except that metadata such as the filename remains 
unchanged. 

Sensor Feed Updates. Due to latency requirements and to reduce the number of costly smart contract transactions, sensor data is 
shared off-chain. After a sensor is registered on-chain, the Device Agent connects to the corresponding component sensor and sub-
scribes to its sensor data. Each new sensor entry is encrypted with the component’s sensor encryption key and published to the sensor’s 
Swarm Feed. 

5.4. Access control implementation 

In the following the decentralized implementation of the formal access control model detailed in Section 4.3 is described. 
Authentication. Authentication is based on blockchain accounts, which consist of a private key and an address. Identities are 

represented by addresses, which are created by hashing the public key. They are used for signing transactions and sharing confidential 
data intended for specific participants. 

Authorization. Data stored on-chain is implicitly accessible to all participants storing the blockchain. For this reason, only met-
adata and off-chain references are stored in smart contract state. State change transactions require authorization by the Authorization 
contract authorization, with component-based entities (documents, sensors) also requiring the corresponding component attribute. 
The append-only nature of the blockchain ensures traceability of all changes. 

The default mapping of permissions to roles is shown in Table 3. Permissions comprise the CRUD operations for each of the main 
sharing objects Twin, Document and Sensor. The entities External Source and Specification do not have separate permissions and instead 
inherit the Twin permissions. Role and attribute mappings are controlled by the DT Owner and can be modified for each individual DT. 
For example, permissions may be removed from a role or attributes added to a user. These permissions are enforced on-chain by the 
Authorization contract. Read permissions for off-chain data are enforced by encrypting all data related to off-chain entities (Specifi-
cation Version, Sensor Entry and Document Version). The encryption key is shared only with authorized users. 

Encryption. All data is AES-256-encrypted before being uploaded to the Swarm DHT. Permissions are enforced by sharing a public- 
key encrypted version of the symmetric file key. Since Ethereum uses public keys based on elliptic curve cryptography, we rely on the 
Elliptic Curve Integrated Encryption Scheme (ECIES). However, Ethereum addresses are hashes of the public key and not the public key 
itself, which means they cannot be used for encryption. Therefore, participants additionally share their public key on their personal 
Swarm Feed (identified by their account address). 

The file keys are then distributed on a Swarm Feed, which allows dynamic off-chain updates when new users gain permission. For 
the specification file, the asset Owner manages the file keys. For component-based entities, the file keys are managed by the Device 
Agent. The Device Agent must be trusted, since it has full access to the asset. It is thus able to enforce on-chain permissions for off-chain 
data continuously. 

The Device Agent creates two unique symmetric keys for each component (for documents and sensors). File key recipients are 
determined based on roles and attributes stored on-chain. The corresponding algorithm for creating file keys is shown in Algorithm 1. 
The formal notation is based on Section 4.3. The algorithm must be executed for each twin before any files can be uploaded, since it 
distributes the symmetric keys needed for encryption. For this reason the Device Agent continuously monitors the blockchain for newly 
created twins managed by its address and associated permission updates. This is achieved by subscribing to contract events emitted by 
the Authorization contract. The Device Agent also subscribes to attribute and role change events. On each event, on-chain permissions 
are retrieved and the corresponding file keys are added/removed accordingly. 

6. Evaluation 

To evaluate the proposed DApp architecture, we follow a methodological approach based on Venable et al.’s framework for 
evaluation in Design Science Research Venable, Pries-Heje, and Baskerville (2012). The goal is to ensure both rigor and efficiency of 
our research. In our ex-post evaluation, we utilize both artificial (prototype, technical simulation) and naturalistic (case study, expert 
interviews) evaluation methods. 

Table 3 
Role mapping for entity Create/Read/Update/Delete permissions. ∼: Permission depends on presence of component attribute.  

Permission Twin Document Sensor  

C R U D C R U D C R U D 

Device ⨯ ✓ ⨯ ⨯ ⨯ ✓ ⨯ ⨯ ⨯ ✓ ✓ ⨯ 
Owner ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
Manufacturer ⨯ ✓ ⨯ ⨯ ∼ ∼ ∼ ⨯ ⨯ ∼ ⨯ ⨯ 
Maintainer ⨯ ✓ ⨯ ⨯ ∼ ∼ ∼ ⨯ ∼ ∼ ∼ ⨯ 
Distributor ⨯ ✓ ⨯ ⨯ ∼ ∼ ∼ ⨯ ⨯ ⨯ ⨯ ⨯  
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We first describe the EtherTwin prototype and its user interface in Section 6.1. The prototype is evaluated with several technical 
experiments concerning latency and cost in Section 6.1. Its practical application is explained via an industry use case in Section 6.3. 
Finally, we interview several industry experts regarding the prototype’s benefits and remaining challenges in Section 6.4. 

6.1. Prototype 

The EtherTwin prototype is available on GitHub6, including a video demonstrating the use case illustrated in Section 6.1. It consists 
of about 3000 single lines of code (SLOC) for the DApp and Device Agent, as well as 400 SLOC for the smart contracts. We analyzed all 
smart contracts for vulnerabilities using the SmartCheck vulnerability scanner Tikhomirov et al. (2018). Hereafter, screenshots are 
presented to show the prototype’s functionality. 

The prototype’s start page is illustrated in Fig. 6. It gives an overview of the twins the user is involved with, and shows the role of 
the user for each twin. The navigation bar shows the available pages for the selected twin that is highlighted in gray. Navigation to the 
respective pages is handled by clicking on the respective icon in the twin’s row. The icon shown on the very right of the navigation bar 
provides a visual representation of the user’s network address. It leads to the account page, containing information about the network 
and current user. 

Fig. 7 contains three screenshots that show the component-based organization of the prototype per twin. The screenshot on the 

Fig. 7. Screenshots of the prototype’s component-based structure and information management.  

Fig. 6. Screenshots of the prototype’s home menu.  

6 https://github.com/sigma67/ethertwin 
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right shows the composition of the selected asset/twin with its components and sub-components. This structure is parsed from the AML 
specification, which is required for twin creation. The upper left screenshot illustrates the sensor feed capabilities. The screenshot on 
the lower left shows the existing documents per twin. Each document is thereby assigned to a component. For each component, 
documents from each lifecycle-phases can be uploaded. However, users can only download, upload or update a document to a 
component if they have the respective component attribute in the smart contract. In practice, each user should be assigned the 
component attributes that the user is involved with in the lifecycle. 

Fig. 8 shows the prototype’s role and attribute management page. In the EtherTwin prototype, the Owner of a twin can see all other 
involved users and their lifecycle involvement. Furthermore, the Owner can handle the access to the resources as shown in the 
screenshots below. The screenshot on the bottom left side shows how the user’s role can be changed, while the screenshot on the right 
side illustrates the adjustment of the user attributes. 

Further screenshots of the prototype can be found in Appendix A (Figure A1, Figure A2, Figure A3) and in our GitHub-repository7. 

6.2. Technical experiments 

To evaluate the performance of our prototype, we first consider latency of the interactions described in the prototype. Our pro-
totype environment is set up on a Raspberry Pi using Parity Ethereum 2.7.2 and Swarm 0.5.7. The DApp and Device Agent were run on 
an i7-8550U CPU. 

When a new twin is created, the Device Agent must create the twin’s symmetric encryption keys before any data can be shared. To 
evaluate this latency, we benchmarked the runtime of Algorithm 1. The algorithm runs every time a DT is created or its permissions are 
updated. It only runs once the transaction is included in the blockchain, since it is triggered by smart contract events. The results in 
Fig. 9 show that the runtime is on the order of one to three seconds. This is sufficient for real-world scenarios, since sharing interactions 
are not immediate. The runtime is not significantly affected by the number of users the DT is shared with. It increases only slightly with 
the complexity of the asset specification (number of components). 

To ensure user adoption, interactions with the user interface should have low latency. Each time a smart contract transaction is 
issued, the user needs to wait for a blockchain confirmation. Therefore, we measured the latency of interactions with private and public 
blockchains in Table 4. 

Another aspect relevant for public blockchain deployments are transaction costs for the Ethereum smart contracts. The 

Fig. 8. Screenshots of implemented access control mechanisms.  

7 https://github.com/sigma67/ethertwin/tree/master/misc/Screenshots 
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cryptocurrency costs are shown in Table 4. Sub-second latencies demonstrate that the user experience is fluid, despite client-side 
encryption/decryption and network delays. Costs are also quite low except for Twin Creation, since a new contract is instantiated. 
The use case costs include each action once, except for Document Creation, since two documents are created. In practice, lifecycle 
participants should decide based on usage cost projections to either jointly run a private network with operational costs, or use the 
public Ethereum network with the associated transaction fees. 

6.3. Use case 

This use case illustrates how our EtherTwin DApp is used in practice by creating a DT based on real enterprise data that is provided 
during the Secure Industrial Semantic Sensor Cloud (SISSeC) project8. The SISSeC project focuses on introducing Industry 4.0 in small 
and medium enterprises (SME) and aims at securely unifying and analyzing machine data. The industrial assets targeted in the project 
are part of the manufacturing process of printed circuit board (PCB) panel prototypes of a small German enterprise. The central goal for 
the PCB panel manufacturer is to gather all data available about the machines, to unite and analyze the data. Thereby, novel insights 
such as the determination of flaws in the manufacturing process present the desirable outcome. 

Our DApp prototype unifies the available data of an industrial asset throughout all lifecycle phases. In this use case, we create a DT 
for the boring and milling machine that gouges holes into the PCB panels. The demonstration of the implemented use case can be found 
online9 and its manifestation can be gathered from the screenshots of the prototype (Section 6.1 and Appendix A). 

At first, the machine specification in the form of an AML-file is implemented to set up the respective smart contracts for the use case 
(cf. Fig. 2). Then the feed data from the machine is integrated from sensors, ranging from sensors determining the position of the drill to 
logs of the PLCs concerning the running program. Moreover, we unified asset-relevant documents like manuals of the machines’ ICSs10 

Thereby, the documents are assigned to their corresponding component. For instance, a manual of a Siemens S5 PLC is assigned to 
the PLCs of the boring and milling machine. Currently, we created user accounts for the PLC’s manufacturer, the machine operator and 
the maintainer of the machine’s motors for demonstration. However, there are other users that can be included, e.g. the manufacturer 
of the motors, the maintainer of the PLCs and HMI or the distributor of the barcode reader. 

Based on an interview with the CEO and the CIO of the firm that currently operates the boring and milling machine, we gather that 
our EtherTwin prototype meets their current needs for central collection of data about their machine. For example, when service is 
required, the operator usually has trouble providing the right information to the maintainer. However, this information is needed for 
the maintenance service to bring the right tools and rapidly assesses the machine’s state and problem. In their view, EtherTwin poses a 
solution to this issue. Moreover, they consider the component-based data management a useful strategy that facilitates their search of 

Table 4 
Latency (ms) and cost (ETH, €) for contract deployment and interactions. Gas price: 10 Gwei, 120 € /ETH.  

Action ms Gas ETH € 
Initial Deployment - 14,548k 0.14548 17.46 

Twin Creation 896 4576k 00.4576 5.49 
Twin Sharing 353 144k 00.0144 0,17 
Specification Version Creation 262 94k 00.0094 0,18 
Document Creation 485 254k 00.0254 0,50 
Document Version Creation 365 99k 00.0099 0,19 
Sensor Creation 374 95k 00.0095 0,18 
Attribute Update 276 50k 00.0050 0,10  

Fig. 9. Runtime values for Algorithm 1 for varying numbers of users and components.  

8 https://www.it-logistik-bayern.de/produktionslogistik/projekt-sissec 
9 http://ethertwin.ur.de. The use case can be tested with a demo Owner account with the private key 1bed7-

c10358ece007522558c4801b84424750f5a626ce5c9093411c9fc197a6f, to be entered on the account page (top right icon)  
10 Please note that the SISSeC project is at an early stage, where more data about the machine is still to be gathered. 
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information about sub parts. Nevertheless, the interviewees also state that EtherTwin’s access control mechanisms are very valuable to 
prevent knowledge drain. Nevertheless, it is uncertain whether lifecycle participants have the required knowledge to install the 
proposed solution. 

This use case shows that our DApp supports our goal of unifying asset-relevant data among its lifecycle with its participants. This 
results in enabling a feedback loop among the machine’s lifecycle phases. The participants of the lifecycle phases can harness this 
information to optimize their own business. 

6.4. Expert interviews 

To validate our prototypical implementation of blockchain-based DT information management, we conducted semi-structured 
interviews with industry experts. The goal of the interviews is to determine the prototype’s conformance to practical requirements 
and to identify potential adoption barriers. 

Participants We conducted semi-structured interviews with ten industry experts from six different enterprises. The industrial do-
mains the experts have experience with include engineering industries (4 experts), manufacturing (2 experts), logistics (1 expert) and 
IT firms and blockchain corporations (3 experts). Four of the investigated experts have a security background, while two of these are 
security information architects, whereby one is designing secure blockchain architectures. Another expert is responsible for security 
lifecycle and governance and the last one is tackling IoT security in particular. Two of the remaining experts work exclusively on 
blockchain technology and another works as an information architect. The last three experts are IT consultants. 

The experts have a cumulative 101 years of experience, ranging from 2 to 25 years with an average value of 10.1 years and a median 
of 7.5 years. This experience was gained in companies of various sizes, including both SMEs (with up to 249 employees) and large 
enterprises (up to 500,000 employees). The average enterprise size the interviewees are familiar with is 164,583 with the median at 
30,000 employees. 

Procedure To identify the opportunities and challenges of using our blockchain-based DT data management approach and to 
evaluate the implemented prototype, we develop three categories of questions for the interview. These categories are based on DT 
lifecycle aspects (1), the suitability of the blockchain approach (2) and the characteristics of the developed prototype (3). The 
questions for the interview are based on relevant literature. We follow Dietz et al. (2019) and Dietz and Pernul (2020a) to identify DT 
lifecycle aspects (1). For (2), we rely on Malakuti and Grüner (2018) and Rubio et al. (2017) that provide the problem area to which 
our approach poses a solution. To derive the questions for category (3), we derive the questions from the distinct features of our 
prototype (cf. Table 1). 

To evaluate and gain additional practical insights on the categories (1), (2) and (3), we conduct a semi-structured expert interview 
according to Lazar, Feng, and Hochheiser (2017). The interview is structured in the following phases:  

• Phase 1) Introduction. At the start, the participants are questioned about their expertise and practical experience. Subsequently, an 
introduction to our research problem and approach is given. Additionally, we guide each interviewee through our EtherTwin 
prototype. Before the experts are interviewed, we encourage them to mention any issues that emerge during the following phases.  

• Phase 2) Interview. In this phase, the set of questions corresponding to the three categories are posed. Thereby, the interview 
questions are deliberately stated in a generic way to enable experts to share their individual experience Lazar et al. (2017). The 
questions start off with lifecycle aspects (1), which represent the most generic questions, followed by requesting the experts’ 
opinion on the underlying blockchain approach (2). The last category contains the least generic questions and tackles our 
EtherTwin prototype (3).  

• Phase 3) Wrap-up. We summarize he experts’ main feedback. The expert is encouraged to state additional feedback on our research 
and EtherTwin prototype to help validate our approach. Moreover, areas requiring revision can be identified. 

The guideline to the expert interview, including the interview questions, procedure and research purpose, can be found in 
Appendix B. Each interview participant received a copy of the guideline in advance of the interview. 

Results We briefly describe the results of the interviews below, before discussing the experts’ suggestions for improvement in 
Section 7. 

In terms of relevant lifecycle aspects (1), the experts mentioned that there are additional roles at each operator that need separate 
permissions, for example engineers, managers, developers, analysts and security employees. Half of the experts believe that including 
relevant participants such as auditors and regulatory authorities could be beneficial. Moreover, 30% of the experts think it would be 
beneficial to include roles for public authorities, e.g. to manage the compliance to environmental law. Two experts mention that the 
Owner and operator may not be the same. For instance, the operator might only have leased the industrial asset, while the Owner 
might still be the integrator or another lifecycle participant. Moreover, some of the roles should be further distinguished between 
manufacturers of the components, the integrator of the components (the manufacturer of the machine) and the operator. Another 
helpful remark, mentioned by two experts, is that modeling sub-roles might be required. 

Six out of ten experts see the data for managing an industrial asset as dependent on various aspects, including the industrial asset 
itself, the lifecycle phases involved as well as the use case, as also other non-industrial devices could be modeled with our approach. 
However, the most important data was: 
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• sensor and operating data (50%)  
• cumulative information & analytics including dashboards (50%)  
• master data categorized into mechanical, electrical and IT-related (30%)  
• the relations among the components, e.g. dependencies, network (20%)  
• as well as information about hardware- and software and their modifications (10%) 

Three experts reckon the sensitivity of the data as a very important aspect, esp. when critical infrastructures and functions are 
involved. 

Information about an industrial asset is currently shared, but only in a limited way. According to the experts, Industry 4.0 sharing 
practices are currently still in an early stage. For example, ICSs are integrated to corporate IT systems in order to communicate with 
enterprise resource planning (ERP) and e-commerce systems. Moreover, according to the experts, current sharing practices involve only 
strategic partners. Nevertheless, the creation of greater collaboration platforms is planned – leaning towards the notion of an ecosystem of 
DTs. In practice, our sharing approach is thus seen as a future issue, while security is and will remain a pressing challenge. 

Thereby, the most important advantages of information sharing are collaboration opportunities and product improvement (70%), 
followed by transparency and recording (40%). Using the blockchain, the experts expect a very low rate of failure (availability) and 
manipulation (integrity). The greatest disadvantage are data ownership issues and the potential loss of valuable corporate trade secrets 
(70%). Four experts expect the risk of industrial espionage (esp. among the supply chain), resulting in an increase of the substitutability 
potential through rivals and in a reduction of lock-in effects. Nevertheless, two experts emphasized that the benefits certainly outweigh 
the downsides. 

Regarding blockchain suitability (2), the answers are summarized in Fig. 10. Most experts agreed that blockchain is suitable for 
managing DT data along its lifecycle. Nevertheless, some experts were skeptical and preferred a TTP over a blockchain solution for its 
simplicity. One expert noted that this solution should not be used for machine operations since that would require millisecond la-
tencies. Another interviewee suggested that it should be used to track machine interactions, i.e. firmware upgrades and part changes. 

Finally, the user interface of the EtherTwin prototype (3) was received positively. All participants agreed that it was well suited to 
the task at hand. Adjectives used for description were intuitive, clear and modern. One expert argued that the developed user interface is 
not needed in practice, since the backend should be fully integrated with existing systems, such as condition-based maintenance 
systems, ERP and product data management (PDM). 

When asked for estimates of practical performance requirements, the experts provided varying estimations based on their expe-
rience. While an SME with 10 manufacturing machines may create two twins of these machines per year, an automotive manufacturer 
may create one per produced car, or as many as 10,000 per month. Estimates for shared documents for a twin also ranged from one 
document per day to a few documents per year, depending on the amount of shared documentation (i.e. aircraft production requires a 
large number of accompanying documentation material). For sensor data, raw sensor logs can result in significant data volume and 
velocity (up to terabytes/day), but not all of this data requires sharing. Experts suggested that only non-nominal or aggregated sensor 
data needs to be shared, resulting in a volume around hundreds of entries per hour. 

7. Discussion 

Hereafter we discuss the results of the evaluation, the resulting limitations and how the experts’ feedback can be used to improve 
the prototype in the future. We start with discussing the lifecycle aspects in Section 7.1. At last, performance (Section 7.2) and security 
(Section 7.3) aspects are discussed. 

7.1. Lifecycle 

Access Control. Additional lifecycle roles (e.g. an auditor or government authorities) could be implemented by updating our 
Authorization Contract. This includes the possibility for sub-roles and inheritance, for example to separate permissions for a technician 
and financial controller at the manufacturer. Delegation of rights could be achieved by including permission delegations in ABAC, for 
which several strategies have been proposed Servos and Osborn (2016). Another suggestion concerned the need for time or 

Fig. 10. Expert evaluations regarding the suitability of the presented solution.  
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event-based access to data by lifecycle parties. The access control model could be expanded to include an expiry time for each attribute, 
which is validated whenever access is requested. EtherTwin provides a starting point that can be extended and specialized to fit 
practical use cases individually. Another recurring suggestion made by experts was a role-specific user interface. In addition to 
tailoring the available roles to the practical use case, a role-specific twin overview page could help users find the needed information 
faster. 

Data Governance. For collaboratively run applications, governance aspects are important to consider. Future software updates to 
the deployed smart contracts may be necessary to incorporate additional DT features. Code changes to deployed smart contracts are 
not trivial and require specific application patterns to avoid data loss. Upgradability of smart contracts can be achieved using a 
Contract Registry or a Data Contract pattern Xu et al. (2018). To create new twins with enhanced functionality, the existing Registry 
contract can be upgraded to allow for modular Specification contract templates. 

Data structure. Additionally, a data structure might be established that is not only based on the components (cf. Fig. 3), but 
categorizes mechanical, electrical and IT information as well. Future work could investigate how to integrate this categorization, e.g. 
as an alternative structure or as sub-structure for each component. 

Additional Data. Our prototype has few restrictions regarding data volume and variety. The additional information deemed 
relevant by the experts could thus be easily integrated. Additionally, simulation is a key part of DTs. EtherTwin currently supports 
upload of simulation data, but future work could investigate how simulations can be directly deployed in the user interface. For better 
usability, future work could also extend our prototype by including analytical dashboards. Experts suggested that each role should be 
able to get an at-a-glance overview of the asset’s state. Such a dashboard could include out-of-range sensor values, recently updated 
documents, asset performance metrics and risk indicators. 

Asset Control. Similarly, DTs should provide some control over the industrial asset. Firmware management and updates were 
suggested by experts as a potential use case for EtherTwin. Program code of PLCs could be uploaded through the user interface by 
permissioned users and automatically installed by the Device Agent, documenting all actions in the smart contract. This enables 
traceability and accountability of participants for each modification made to the physical asset. 

7.2. Performance 

On-chain. The twin and document creation rates estimated by the experts do not present a challenge for a prototype, as even the 
maximum values are within the performance limits of Ethereum and Swarm. Private Ethereum blockchains support between 50 and 
100 transactions/second Dinh et al. (2017), which implies that more than 4 million twin interactions are possible per day (i.e. 
document creation, sensor creation). 

Off-chain. Experts mentioned that multiple events might need to be shared per second for a specific sensor. However, Swarm is 
currently restricted to one update per feed per second. To deal with this restriction, sensor feeds are updated once per second with 
batched sensor updates from the Device Agent. Thus, no data is lost and failure data is shared in a timely fashion. This restriction 
precludes real-time monitoring and control of assets, as pointed out by an expert. 

7.3. Security 

Research Question. With our research question we aim to develop secure lifecycle information management for DTs: 

RQ1. How can the data of Digital Twins be shared among multiple untrusted lifecycle parties while ensuring confidentiality, integrity 
and availability? 

Our prototype provides confidentiality by including fine-grained access control as well as encryption. All experts agreed that access 
control and the concomitant encryption are essential for business adoption (cf. Fig. 10). On-chain data integrity is assured by the 
immutability of the blockchain and the full replication of data among the participating nodes. Off-chain data integrity is provided by 
maintaining the DHT encryption key and sensor feeds through the Device Agent controlled by the Owner. Additionally, Swarm feed 
updates must be signed and are append-only, so integrity of past entries is maintained. In terms of availability, our decentralized 
approach enables the participants to manage their own nodes to maintain fully replicated copies of on-chain and off-chain storage. The 
proposed architecture relies on three distinct systems to function properly: the blockchain network, the DHT and at least one Device 
Agent per organization. Due to the resulting complexity, consequences of failure should be properly considered:  

• Blockchain node failure: If an organization’s blockchain node crashes, it will be unable to access the DApp as it relies on the 
blockchain node as a data source. This would not affect other organizations. If > 1

3 of all blockchain nodes in the network fail, write 
transactions are no longer available for all participants  

• DHT node failure: If the DHT node is unavailable, the organization will be unable to retrieve the DT specification, documents and 
sensor data. Other organizations are unaffected, unless they are trying to retrieve Twin data of the crashed organization for the first 
time 
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• Device Agent failure: A failed Device Agent implies that encryption keys will not be updated on permission changes while it is 
down. Thus, newly shared data for its twins will not be available to the sharing recipients. Additionally, sensor data will not be 
updated. 

Encryption. Despite these already built-in security measures, sharing business data with external entities bears risks for enterprise 
security. While data is encrypted, loss of the encryption key or compromise of the elliptic curve/AES encryption schemes could lead to 
access by unauthorized parties. Since data cannot be removed from other nodes once uploaded to the DHT, there is an inevitable loss of 
control that comes with sharing encrypted data. Due to the distributed nature of the DHT, read access to shared data cannot be 
revoked, and it is not possible determine which users actually accessed DHT data. Safeguarding the Device Agent and the encryption 
keys are thus paramount to data security in our approach. The prototype could be improved in this regard by hiding private key 
information in the user interface and using the Web Cryptography API11 instead of the browser’s local storage. In addition, the sharing 
enterprise must rely on the recipients to protect the encryption keys and data as well. Future research could also investigate future- 
proofing the encryption procedures by utilizing quantum-proof schemes. 

Misuse. Another consideration mentioned by an expert is misuse potential at the time of data entry. For a decentralized appli-
cation, besides signature checks there is no way of checking the authenticity of uploaded data. A malicious lifecycle participant could 
thus upload false information that cannot be deleted. Nevertheless, the versioning system in EtherTwin ensures that past versions of 
data remain available. 

Public blockchains. If a public blockchain is used, confidentiality of on-chain metadata becomes a concern. Since on-chain data is 
not encrypted, participants should avoid including confidential information in metadata. If this is maintained, the contracts can be 
deployed on the public Ethereum blockchain and there is no need for participants to operate a blockchain infrastructure. To ensure 
infrastructure control and data confidentiality, both the Ethereum blockchain and the Swarm DHT can also be set up as private 
networks. Permissioned Ethereum networks may use a more resource-efficient byzantine-fault tolerant consensus algorithm such as 
IBFT 2.0 Saltini and Hyland-Wood (2019). 

Identity Management. Usability could be improved by mapping Ethereum addresses to human-readable names. Organizations 
may associate employee identities in existing identity management systems with Ethereum key pairs to enable single sign-on. Future 
research could investigate how to best implement a mapping of enterprise identity to blockchain identity. 

8. Conclusion 

To conclude, the EtherTwin DApp implements the complex DT sharing requirements of the Industry 4.0 landscape without the need 
for a TTP. This is achieved through a fine-grained blockchain-based access control model coupled with encrypted off-chain data 
storage. The open source prototypical implementation is based on Ethereum and Swarm. Additionally, we evaluate our model through 
use case elaboration and performance testing. Interview responses by industry experts validate the prototype’s practical suitability and 
provide avenues for future research. 

For example, our work on blockchain-based information sharing and access control may be extended to other areas, i.e. health DT 
data sharing, data marketplaces and machine certifications. Business processes can also be interpreted as DTs Dietz and Pernul 
(2020a). Approaches for blockchain-based business process management involving physical assets could thus be integrated with 
blockchain-based DTs modeled in our work. Additionally, our prototype could be enhanced by enabling data flow from the twin to the 
industrial asset. These interactions could involve calling PLC functions through the smart contract, or installing firmware updates. 
Finally, simulation environments could be directly integrated in the decentralized sharing platform, instead of only sharing simulation 
results as documents. 
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Appendix A. Screenshots of the prototype  

Fig. A2. Screenshot of the user’s account page.  

Fig. A1. Screenshot of the ”share twin”-functionality.  

B. Putz et al.                                                                                                                                                                                                            

7. ETHERTWIN: BLOCKCHAIN-BASED SECURE DIGITAL TWIN INFORMATION
MANAGEMENT 131

Dissertation Marietheres Dietz, 2022



Information Processing and Management 58 (2021) 102425

18

Fig. A3. Screenshot of the AML-structured specification of the asset.  
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Data: A set of twins T = (t1, . . ., tn) with mappings for roles MUR
t , permissions MPR

t , attributes MUA
t and a set of components Ct.

Result: A set of encrypted file keys f ktcu∀t ∈ T, c ∈ C, u ∈ Ut used to decrypt data Dtcn∀n ∈ 1.N and uploaded to DHT feeds owned
by the Device Agent.

1: function createFileKeys(t)
2: Ct ← getComponents(t) . retrieve permissions from smart contract
3: MUR

t ← getRoleAssignment(t)
4: MPR

t ← getPermissionAssignment(t)
5: MUA

t ← getAttributeAssignment(t)
6: for each c ∈ Ct do . generate two symmetric keys sk per component
7: (skdoctc , sksensortc ) = Genc
8: end for each
9: for each u ∈ (MUR

t ∩ MUA
t ) do . prepare file keys f k for users

10: pku ← (DHT) getUserPublicKey(u)
11: for each c ∈ Ct do
12: r ← MUR

tu
13: for each d ∈ {doc, sensor} do
14: if (c ≡ a | a ∈ MUA

tu ) ∧ (pdread ∈ MPR
tr ) then

15: f kdtcdu = ECIES _enc(pku, sk
d
tc)

16: (DHT) updateFeed(c, f kdtcu)
17: end if
18: end for each
19: end for each
20: end for each
21: end function

Algorithm 1. Create off-chain file keys based on read permissions.  
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Appendix B. Guideline of the expert interview 
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Figure 16: Overview: publications on digital twin (security) over the last years

Year ScienceDirect IEEE ACM AIS Springer
2015 1 0 0 0 0
2016 1 1 0 0 1
2017 13 8 1 1 2
2018 21 29 3 4 12
2019 80 84 11 6 34
2020 150 152 16 15 102
2021 287 298 10 33 131

553 572 41 59 282

Table 6: Results on digital twin research*

* "digital twin" in title; years: 2000-2020

Year ScienceDirect IEEE ACM AIS Springer
2018 0 0 0 0 1
2019 2 5 0 1 1
2020 2 9 1 2 3
2021 6 21 1 3 11

10 35 2 6 16

Table 7: Results on digital twin security research**

** "digital twin" in title + "security" in abstract; years: 2000-2020
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