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ABSTRACT

Security incidents in blockchain-based systems are frequent nowa-
days, which calls for more structured efforts in incident reporting
and response. To improve the current status quo of reporting inci-
dents on blogs and social media, we propose a decentralized inci-
dent reporting and discussion system. Our approach guides users
(security novices) towards a classification of their observations us-
ing a tiered taxonomy of blockchain incidents. Questions based
on previous incidents interactively support the classification. Post
submission a security incident response committee then discusses
these observations on our decentralized platform to decide on an
appropriate response. For evaluation, we implement our model as
a decentralized application and demonstrate its practical suitability
in a preliminary user study.
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1 INTRODUCTION

Despite the widely accepted notion that blockchain systems are se-
cure, security incidents are widespread in permissionless blockchains
today. The impact is often measured in millions of dollars, especially
when Decentralized Finance (DeFi) applications are targeted. Early
famous examples include the DAO attack in 2016 and the Parity
Multisig wallet hack in 2017 [3]. With the exponential growth of
cryptocurrency market capitalization and the emergence of DeFi, at-
tack frequency has increased enough to warrant weekly newsletters
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on the latest incidents [10]. While permissionless cryptocurrency-
based blockchains are the primary subject of media coverage, simi-
lar security issues apply to permissioned blockchains [5, 19]. Per-
missioned blockchains often secure high-value real-world assets
like trade-finance transactions or freight, making them an attractive
target for attackers.

Still, current reporting of blockchain security incidents is un-
structured and centralized in the form of tweets or blog posts [10].
Structured threat intelligence is hard to find, and security profes-
sionals have to scrape together information from various sources.
To facilitate targeted responses, structured reporting and incident
response are needed, adapted to decentralized stakeholders. Current
blockchain engineering efforts are focused on application devel-
opment, not security incidents. Research can help by structuring
threats found in the literature and making them more accessible.

Blockchain security incidents are challenging to handle due to
the distributed nature of the blockchain, which makes threats hard
to attribute, reconstruct and reproduce [3]. The layered structure
of blockchains also offers many points of attack on the protocol,
networking and application layers [20]. In practice, blockchain
attacks are often initially discovered by users alerting developers
towards problems or inconsistencies [10]. However, finding the
contact information can be difficult as few DApps have consistent
and transparent security reporting policies. Even if it is found, users
have no guidance on how to report their observations in a structured
fashion. Commonly used responsible disclosure standards focus on
disclosure of vulnerabilities, not security issues in general [15].

Despite some efforts to detect vulnerabilities before they are
exploited [3], the majority of blockchain incident reporting is still
done on social media and blog sites [10]. This work proposes a
novel approach based on the Human-as-a-Security-Sensor (HaaSS)
paradigm [7]. We state the following research questions:

RQ1. Can human observations support the detection of block-
chain security incidents?

RQ2. How can the incident response process for human-reported
incidents be structured and made tamper-proof?

Based on these research questions, we follow the design science
research methodology [18] to develop a decentralized blockchain
security incident reporting and discussion system. The system fo-
cuses on recording human observations of (suspected) blockchain
security incidents and their subsequent enrichment and discus-
sion by concerned parties. Metadata of the discussion is recorded
on-chain, ensuring transparency in the incident response process.
It also prevents tampering by attackers, which would be possible
when using out-of-band communication channels.
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Contributions. This work focuses on providing a structured pro-
cess for users to report observations of blockchain threats. In sum-
mary, we provide the following contributions to research:

e a process for integrating human observed incidents in smart
contract incident response

e ataxonomy for blockchain security threats for use in incident
reporting

e a decentralized incident discussion model for incident re-
sponse without a central decision-making entity

The paper is structured as follows. We first provide some back-
ground on reporting human observations and blockchain threats
in Section 2. Thereafter, we propose our model BISCUIT in Section
3 by introducing preliminaries and a formal description. Section
4 elaborates on our taxonomy for reporting observations, consist-
ing of threats and threat indicators. Section 5 then introduces the
technical architecture to support the incident reports, along with
a description of our implementation on Ethereum. We proceed to
evaluate the implementation with a user study in Section 6 and
discuss the results in Section 7.

2 BACKGROUND

The HaaSS paradigm. In information security, there have been
approaches for a while that try to involve humans in incident detec-
tion. For example, almost all email systems provide the possibility to
report spam and phishing emails. However, this has only been done
for specific problems, and humans have continued to be seen pri-
marily as a problem. However, this view has become outdated, and
there is a paradigm shift from human-as-a-problem to human-as-a-
solution [31]. The human-as-a-security-sensor paradigm emerged,
attempting to actively involve humans into security [7, 28]. Es-
pecially for security incidents with limited technical traces, one
has to rely on information provided by humans. However, people
find it challenging to record security incidents in a structured way,
especially if they are not security experts. Therefore, it is necessary
to provide assistance that provides structure [27].

Blockchain threat detection. In blockchain research and practice,
most attention has been given exploitation of smart contract vul-
nerabilities [3]. Tool-based automated approaches for detecting and
mitigating common vulnerability classes include proactive defenses
to prevent attacks, and reactive defenses for previously unknown or
hidden vulnerabilities. Proactive defenses include specific languages
focused on security, programming best practices, vulnerability scan-
ners and hardening measures applied to the blockchain itself or the
smart contract. Reactive defenses aim to prevent exploitation by
verifying execution results at contract runtime.

In practice, the main precautions being taken are vulnerability
scans, security audits and bug bounty programs. However, these
measures must be implemented before deploying a smart contract
and may miss novel vulnerabilities. This is evident from numerous
attacks in the Decentralized Finance (DeFi) ecosystem, which are
not only related to software bugs, but require deep understand-
ing of DeFi business logic. Detecting such attacks is difficult with
automated systems [3, 29]. Early tool-based approaches for detec-
tion like BlockEye [29] use rule-based systems to flag suspicious
transactions. However, these systems may miss attacks that are not
caught by rules or generate a significant amount of false positives.
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Figure 1: Roles and process steps for incident reporting

3 THE BISCUIT MODEL

This Section introduces our conceptual approach and formal model
for the BISCUIT prototype (Blockchain Security Incident Reporting).
We begin by stating our goals and establishing some definitions in
Section 3.1.

3.1 Preliminaries

3.1.1 Goal. Ideally, the goal of detecting an attack would be to stop
it and prevent any malicious consequences. However, few attacks
on smart contracts can be prevented through reactive defense [3].
The near-immediate and immutable effects of a blockchain transac-
tion make it difficult to reverse attacks. Hence, the main goals of
incident detection are damage minimization (protecting user funds),
accountability and forensic intelligence.

3.1.2  Requirements. To ensure proper support of incident detec-
tion by human observations (RQ1), we state several requirements.
To ensure that users are able to report their observations, the model
must be learnable. In addition, in a decentralized network with semi-
trusted participants reporting must be transparent and tamper-proof
(integrity-preserving). In summary we require:

Learnability. Users should be able to accomplish their tasks the
first time they use the incident reporting tool.

Transparency. Anyone with access to the affected blockchain
should be able to see and verify incident reports.

Integrity. Incident reports should be protected from unautho-
rized tampering (modification, false data injection).

3.1.3  Roles. There are three types of participants involved in the
incident reporting and response process. Security Novices and Se-
curity Experts represent a well-known distinction from literature
[1] in terms of corporate security. The Security Committee is intro-
duced as a collective term for all Security Experts responsible for
security incident handling.

Security Novices are users who do not necessarily have deep
security knowledge. Any DLT user can become a Security Novice
by interacting with BISCUIT. We assume some basic knowledge
regarding blockchain concepts, meaning the user is able to under-
stand block and transaction details shown on a blockchain explorer.

Security Experts are users who have more in-depth security
knowledge and therefore a deeper understanding and a broader
view of security issues in DLT. An expert can evaluate if a report is
an incident, and whether it should be shared with other experts in
the Security Committee. He therefore has the necessary permissions
to publish security incidents reported by novices.

The Security Committee is a set of Security Experts respon-
sible for handling reported security incidents. The aim of the Se-
curity Committee is to make a decision regarding an appropri-
ate response. Who constitutes the committee is application and
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context-dependent. Sensible choices could be administrators of a
permissioned blockchain’s nodes, or for permissionless blockchains
the shareholders of a decentralized application or Decentralized
Autonomous Organization (DAO).

3.2 Formal model

In order to support incident reporting, it is first necessary to capture
which elements of an incident can be observed by humans and
therefore reported. A frequently used model for this is provided
by NIST [9]. In a similar form, the model has already been used
in the context of the human-as-a-security-sensor paradigm [27]
and is also used in incident reporting, though in a more complex
form and thus not suitable for the use case in this work [14]. The
goal of the approach is to capture the information of the incident as
structured as possible. As presented in prior work [28], this enables
an automated conversion into a common incident reporting format
such as STIX!. Derived from this, a normalized incident consists
of four binary vectors, each representing the elements that can be
reported by a Security Novice: Sources § that trigger the incident,
events that occur during the incident €, affected entities d that are
influenced negatively by the incident, and an impact i that indicates
how serious the incident is considered to be by the Security Novice.
Thus, the incident results from the concatenation of the vectors:

> —_~o o~ ~7

inc=s "€ "a"i
3.3 Incident Reporting Flow

The Incident Reporting Flow (see Figure 1) aims to provide a way
to report security incidents in a DLT in a structured way, and to
find an appropriate response to them without relying on a central
decision point. It consists of six steps executed by different roles,
with the first three steps executed off-chain. A detailed description
of the process steps is given in the following paragraphs.

Reporting. The process begins when the user of the DLT notices
an event that he considers to be a security incident. The process
itself is then triggered by the user reporting this security incident.
To enable the reporting process to be as structured and complete
as possible, the user is supported in two stages.

In the first stage, possible security incidents or classes of secu-
rity incidents that can occur on a DLT are provided in the form
of a taxonomy. With the help of the taxonomy, the user can work
his way down from very general classes to very specific security
incidents without losing the overview. Each element of the taxon-
omy corresponds to one element of the binary incident vector inc.
Thus the result of this stage is an instance of the incident vector
(11\7 Cinir) with each element selected by the user with a value of 1.

The next stage of reporting is based on the assumption that secu-
rity incidents in many cases have some similarity to past security
incidents. Thus, similar to a recommender system [12, 30] (instead
of similar products, similar incidents are suggested) the user can be
assisted in completing or correcting the reported security incident.
The reported data is compared with past incidents (Iﬁcpw) by
calculating the similarity of the reported incident and each past

incident in a database containing n incidents:
. 2 A .
SIm(INCinitsINcpast,i) i €[0,n]

1oasis-open.github.io/cti-documentation/
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The questions are generated based on the differences to the most
similar incidents. By answering these questions, the user can refine
or correct the data, which results in a corrected version of the

. . —_
reported incident INCcorr.

Enrichment & Approval. In this phase, the local organization’s
Security Expert receives the report and contributes additional infor-
mation from the perspective of a privileged user. Due to elevated
or administrative privileges the potential security insight can be
enriched with deeper insight or discarded if it is only a temporary
technical issue. Otherwise, the Security Expert approves the inci-
dent to publish it to the entire Security Committee. Thereby, he
validates that the report does not contain any sensitive information
and thus does not violate company policies.

Incident Discussion. Published incidents are available to the Se-
curity Committee. Each member can contribute their view on the
incident through authenticated comments c. Besides viewing the
structured incident data provided by the incident issuer, Security
Experts can add their own intelligence through attachments. They
can also propose an update to the now shared incident. This update
remains a proposal until a configurable threshold t;¢e of upvotes
for the proposal has been passed, at which point the original inci-
dent reference is replaced as part of the voting transaction. Similarly,
users can propose to update the default status of the incident to
one of the following states: in discussion (Sp), response initiated
(51), invalid (S2), duplicate (S3), and completed (S4). Status updates
must be approved with the same voting threshold tyoze.

Decision & Incident Response. Finally, the Security Committee
must come to a consensus on how to deal with the incident. Based
on the jointly provided evidence, the Committee may decide to
discard the incident, or to initiate an incident response action. To
suggest a decision, any Expert may submit a response comment
cr; to the incident. This comment may contain multiple response
actions ar;jj. The committee can vote on cr; to approve ar;;Vj € J.
If a configurable threshold ;¢ is passed, the response actions of
ar; are considered approved.

4 INCIDENT TAXONOMY

To enable structured reporting of security incidents within the
smart contracts, a structured collection of possible incidents is
necessary. A taxonomy is particularly suitable for addressing the
problem, that security novices might not have a very detailed knowl-
edge about observed incidents as it allows the novice to work his
way from a very abstract to an increasingly fine-grained view. For

Threat Source Entity Erlgzgt;d
Actor Attack Operations Very Low
Structure Technical Assets Low
Environmental Individuals Moderate
Legal Other Org. High
Nations Very High

Figure 2: Abstract structure of the taxonomy [28].
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Figure 3: Prototype layers and modules.

this purpose, an existing taxonomy for security incidents [28] is
extended with blockchain-specific incidents. The first layer of the
taxonomy can be seen in Figure 2, while the complete taxonomy is
published in the GitHub repository?.

For the extension of the taxonomy, the extended taxonomy de-
sign process of Kundisch et al. [11] is applied. This process enhances
the prevalent methodology of Nickerson et al. [17], integrating it
with the design science research method of Peffers et al. [18].

Threat Sources. At the lowest level of the taxonomy, a distinction
can be made between actors and structures, which can also be the
cause of an incident in the blockchain environment. According to
Putz and Pernul [21], five different roles or classes of actors can be
distinguished in a blockchain system: Certificate Authority (CA)
Admin, Orderer Admin, Peer Admin, Transactor, and External User.
To enable in-depth reporting of incident sources in a blockchain
environment, we assign them to appropriate nodes in the original
taxonomy. In addition to individual actors, software can be the
source of a security incident. According to Shirvas et al. [25], two
main types can be distinguished in the blockchain environment:
decentralized applications (dApps) and smart contracts. There is
currently no suitable class in the existing taxonomy, which is why
the category Blockchain-Specific Application has been added.

Threat Events. To build our taxonomy of threat events €, we ag-
gregate vulnerability information from various sources obtained
in the literature review. Rameder conducts an extensive classifica-
tion of smart contract vulnerabilities [22], based on a number of
other works such as the DASP TOP 10 [16], the Smart Contract
Weakness Classification Registry [26] and other surveys [3]. We
also include other types of attacks not specific to smart contracts
based on relevant literature [5, 13, 21, 23, 24].

5 PROTOTYPE

To evaluate the model, we construct a prototype artifact for partici-
pants to interact with. First, we propose a generalized architecture
for any blockchain based on the current state of the art for de-
centralized applications in Section 5.1. We further describe our
instantiation for Ethereum smart contract incidents in Section 5.2.

5.1 Architecture

The architecture of our framework is shown in Figure 3 and de-
scribed hereafter. As detailed in Section 3, incident handling is

Zgithub.com/biscuitsecurity

Benedikt Putz, Manfred Vielberth, and Giinther Pernul

initiated by a Security Novice or Expert. They may submit an inci-
dent report using a guided interactive form. This off-chain phase is
supported by a website frontend. The client implements the Incident
Reporting process that guides Security Novices towards submitting
a structure incident report. The reported data is sent to a server
application supported by a local database for intermediate storage.
The incident is stored in original and normalized form. After sub-
mission the user is then prompted with several questions, which
are used to determine similar incidents.

The local database serves as intermediate storage for Novice-
submitted incidents. If the local Expert deems the incident report
valid, they may add additional information using the frontend based
on own knowledge or data only available to privileged users, such
as blockchain node logs. Otherwise, incidents can be discarded if
they are not relevant. This might be the case if the user has mistaken
a scheduled downtime as a security incident.

Valid incidents are approved by the Expert for further discussion
with the Security Committee. They are also added to the local
storage to serve as reference incidents for future reports. After
approval, the incident reference is published to a smart contract,
thus proceeding to the on-chain phase. The actual incident data
associated with the reference is transferred to the shared storage.

The on-chain phase consists of a comment-based discussion
among Security Experts. Each expert can add comments, optionally
with attachments, status updates or an updated incident description.
Up- and downvoting incidents serves as an indicator for relevance
and allows reaching consensus on status and incident updates.

5.2 Implementation

We implement the prototype using a three layer approach: a Pre-
sentation, Processing and Storage layer. Figure 3 details the imple-
mentation of each layer.

The Presentation layer supports both Security Novices and Secu-
rity Experts in submitting, enriching and discussing incidents. It is
implemented as an Angular single page application.

The Processing layer provides APIs for the frontend to interact
with the Storage layer. Besides incident reporting, this includes in-
cident matching, which is based on cosine similarity. The backend
is built using Python for its libraries nltk® (to generate interac-
tive questions) and numpy* (for cosine similarity). The REST API
endpoints are built using the Flask® library.

The Storage layer persists incident and discussion data. The local
storage is implemented using MongoDB and stores incident data
as JSON documents in original and normalized form. Once original
incidents are enriched by the Security Expert and approved, they
are moved to a separate collection as Reference Incidents. Future
user submissions are compared to these reference incidents to im-
prove incident reporting quality. On approval, incident data is also
published to the shared storage. The shared storage is implemented
using the distributed hash table IPFS®, a commonly used off-chain
DHT database solution. The IPFS reference is used to publish the in-
cident metadata to the Incident Registry smart contract. Our smart
contract is based on Solidity, which is currently the the most widely

3nltk.org

4numpy.org

>flask palletsprojects.com
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studied language in terms of security vulnerabilities due to the
popularity of Ethereum in research and practice [3]. The contract
can be deployed on any blockchain supporting Solidity. It is recom-
mended for the incident reporting blockchain to be different from
the application blockchain to avoid vulnerabilities common to both
blockchains.

The full source code of our implementation is available in multi-
ple GitHub repositories?.

6 EVALUATION

To determine if our model and prototype meet the goals of research
questions RQ1 and RQ2, we perform a preliminary user study with
Security Novices and Security Experts. The main goal of the user
study is to determine the suitability of our prototype form and
underlying taxonomy for reporting common threats.

Setting. We include incidents in two different settings. The first
one is a permissioned blockchain for logistics tracking, similar to
TradeLens. Users are tasked to update logistics information, but face
four separate issues when attempting to do so. The second scenario
is set in the Ethereum DeFi ecosystem. Participants are asked to
review transactions by a single account to determine applicable
threat indicators. In total each subject performs six incident reports.

Participants. Before selecting participants, we consult the uni-
versity’s ethical commission regarding ethical considerations’. The
consultation yields no concerns as our study does not interview
vulnerable groups or perform stressful activities. Additionally, noth-
ing is recorded and no sensitive or personal data are processed.
To evaluate incident reporting, we interview seven participants
that have studied and used blockchain applications, but are not
experts in blockchain security. We asked participants to rate their
own knowledge regarding blockchain on a Likert scale from 1-
7, yielding pp = 3.7,0 = 1.1. For blockchain security knowledge,
the self-assessment results were slightly worse at y = 2.6,0 = 1.3.
Only four of the interviewees had previously used EtherScan. These
results confirm that the interviewees are indeed Security Novices.

Procedure. The permissioned blockchain attack scenario includes
a website outage, identity compromise, consensus algorithm failure
and a sybil attack creating fake identities. For the permissionless
scenario, users are provided with the addresses of two real attacks
from the public Ethereum blockchain. Both attacks are flash loans
abusing vulnerabilities in DeFi applications. Users can inspect the
transactions via the EtherScan Blockchain Explorer®. The full in-
terview guideline with attack descriptions is available on GitHub?.

Results. Interviews took on average 60 minutes including task ex-
planations. We observe a slight negative correlation (p = —0.55,p =
0.15) regarding interview duration and self-assessed blockchain
knowledge, although not statistically significant at our sample size.

As threat sources, the novices identified outsiders and insiders
reliably in the taxonomy. For events, based on the available infor-
mation the users distinguished appropriately between technical
issues and nefarious activity. For flash loan attacks, users reliably
reported transaction frequency spikes, failed transactions and high
gas usage. Regarding affected entities, participants successfully
identified the correct taxonomy elements, although some preferred

"https://go.ur.de/xGUq3ESN
8etherscan.io
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to note assets and others individuals as an affected entity. Finally,
impact assessments were at most 2 points apart on our 5 point scale,
indicating good judgement.

We also received useful suggestions towards improving the us-
ability of the prototype. For example, users noted that it was some-
times difficult to find the desired entry in the taxonomy. We im-
proved this navigability issue by adding tooltips for individual
leaves in the taxonomy tree, highlighting their child nodes.

7 DISCUSSION

We revisit our research questions and discuss whether our prototype
and evaluation results support their fulfillment.

RQ1. Can human observations support the detection of block-
chain security incidents?

The preliminary prototype and user study demonstrate that users
of varying knowledge levels are able to contribute to reporting of
real blockchain security incidents. Practical sample incidents were
reported in a manner that allowed security experts to investigate
the incident in more detail. The taxonomy and approval process
may affect the timeliness of the incident report, but helps structure
threats and prevent spam.

RQ2. How can the incident response process for human-reported
incidents be structured and made tamper-proof?

Structured reporting of incidents is enabled by the hierarchical
taxonomy used during incident reporting. The resulting JSON doc-
ument can later be transformed into applicable CTI formats such
as STIX [28]. Tampering prevention is enabled by storing incident
metadata on the blockchain.

8 RELATED WORK

The first category of related work focuses on classification of block-
chain security threats, while the second category concerns proac-
tive and reactive defenses for integrating humans as part of the
blockchain incident security response process.

Many researchers have worked on taxonomies specific to block-
chain threats [6, 13] and smart contract threats [3]. A smaller num-
ber of works classifies threats specific to permissioned blockchains
[5, 19, 21]. The important role of humans in threat mitigation has
been recognized with regard to humans acting as developers and
users of DLT [6]. Social engineering attacks target human users in
particular. As a result, humans are in the best position to report
such incidents. Several such attacks have been found to be relevant
to Ethereum smart contracts [8]. The authors state that fully auto-
mated detection of such attacks is impossible, as human judgement
is needed to understand smart contract semantics. This further
supports the need for structured reporting of human observations,
augmenting and complementing automated tool reports.

Proactive defenses of blockchain threats include humans as
part of software audits and bug bounty programs. Researchers
have studied blockchain-based bug bounty programs to incentivize
white hats to report information about vulnerabilities in smart
contracts [2]. While conceptually similar, our work focuses on
post-exploitation incident response, whereas bug bounty programs
target pre-exploitation vulnerability reports.
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Reactive defenses involve alerting humans, which act as security
analysts to mitigate ongoing threats. Current research includes
online transaction monitoring [4] and visualizations for monitoring,
tailored to blockchain security [19]. However, a discussion-based
reactive approach to decide on a response for arbitrary incidents
has not been proposed so far.

9 CONCLUSION

This research paper proposes a novel decentralized approach for re-
porting blockchain security incidents. The BISCUIT model focuses
on learnability for Security Novices, and integrity and transparency
for Security Experts. We implement a prototype using a flexible
three-layer approach, combining local and shared components to
support multiple application contexts. The evaluation results show
that it is able to assist users with reporting blockchain incidents.
The reports provide structured data, which serves as the basis for
incident mitigation discussion. We consider specific mitigation rec-
ommendations a subject for future work. Another vital point for
future work is a more detailed discussion of system governance,
which is essential for scalable and sustainable incident handling.
Similarly, a detailed incentivization model for participating novices
could enhance the sustainability of the system as part of future
work. We conclude that our prototype provides a good starting
point for structuring user observations, showing a path forward
towards structured threat intelligence for blockchain incidents. Like
any other research paper, our work has its weaknesses. It should
be mentioned that the user study needs to be conducted with more
participants. Above all, the perspectives of all stakeholders should
be taken into account to enable an all-encompassing evaluation.
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