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ABSTRACT 
Humans can play a decisive role in detecting and mitigating cyber 
attacks if they possess sufcient cybersecurity skills and knowledge. 
Realizing this potential requires efective cybersecurity training. Cy-
ber range exercises (CRXs) represent a novel form of cybersecurity 
training in which trainees can experience realistic cyber attacks in 
authentic environments. Although evaluation is undeniably essen-
tial for any learning environment, it has been widely neglected in 
CRX research. Addressing this issue, we propose a taxonomy-based 
framework to facilitate a comprehensive and structured evalua-
tion of CRXs. To demonstrate the applicability and potential of the 
framework, we instantiate it to evaluate Iceberg CRX, a training we 
recently developed to improve cybersecurity education at our uni-
versity. For this matter, we conducted a user study with 50 students 
to identify both strengths and weaknesses of the CRX. 

CCS CONCEPTS 
• Applied computing → Interactive learning environments; • 
Security and privacy → Social aspects of security and privacy. 
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1 INTRODUCTION 
Humans have the ability to observe and interpret potentially ma-
licious activities that indicate cyberattacks beyond what purely 
technical security measures can detect. This way, people can make 
a valuable contribution to protecting themselves and the environ-
ment in which they work or live from the risks of cyberattacks [62]. 
This realization can be seen as a paradigm shift [88], as humans are 
no longer considered the "weakest link" [27, 43, 65] in cybersecurity 
but a "source of strength" [18] for detecting sophisticated attacks. 
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To empower humans to realize this potential, it is imperative to 
equip them with sufcient skills and knowledge in the feld of cy-
bersecurity. In recent years, there has been a noticeable trend that 
cybersecurity training is more efective if it is not based on the con-
ventional transfer of theoretical knowledge in the form lectures or 
static e-learning but rather on the interactive transfer of hands-on 
skills in authentic environments [14, 83]. Cybersecurity exercises in 
cyber ranges are a common concept to realize this approach. Cyber 
ranges are realistic simulations or emulations of real networks or 
applications that provide an environment for cybersecurity train-
ing [48]. Taking part in a cyber range exercise (CRX), trainees can 
expose themselves to realistic security-relevant situations to train 
as though they were fghting cyber attacks in the real world. As 
with any training or learning intervention, evaluating the efec-
tiveness and efciency of a CRX is clearly desirable. Evaluation 
results provide a source for understanding what aspects of a CRX 
need to be improved to achieve the desired training outcome with 
assigned resources. Therefore, evaluation is a fundamental require-
ment to ensure the quality of a CRX and allow CRX developers 
to continuously improve their product. It is unlikely that a CRX 
whose efectiveness has not been validated will be implemented in 
an academic or organizational cybersecurity training program. The 
critical role of evaluation in CRX design is also recognized in the 
academic literature where evaluation is identifed as an essential 
step of a CRX’s life-cycle [38, 79, 83]. In recent years, a plethora 
of CRXs has been introduced in the literature [72, 83]. While these 
concepts are often described in great technical detail, an evaluation 
of the CRX is rarely provided. With our research we seek to facil-
itate CRX evaluation to enable CRXs to reach their full potential. 
This leads us to the following simple but encompassing research 
question: 

RQ. How can CRXs be evaluated? 

Contribution. We address this research question by proposing 
the TARGET framework, which aims to support CRX designers in 
research and practice in evaluating CRXs in a structured manner. 
We argue it is desirable to design a framework that is universally 
applicable to a wide range of CRX concepts. This way, the frame-
work not only enables CRX designers to continuously improve their 
products over time but also provides comparability between difer-
ent CRXs. Comparable evaluation designs enable organizations to 
make better-informed decisions about which existing CRX fts their 
learners’ needs best. This way, not only CRX designers but also 
learners, e.g., students at a university or employees at a company, 
beneft from a universal evaluation approach. For an evaluation 
framework to provide this universality, we examine the existing 
literature to develop a taxonomy for CRX evaluation criteria and 
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embed the taxonomy in a fve-step evaluation process. Together, 
the TARGET taxonomy and the TARGET process build the TARGET 
framework. To demonstrate the framework’s applicability, we use 
it for evaluating Iceberg CRX, a CRX we recently developed to 
improve cybersecurity education at our university. In Iceberg CRX, 
trainees take on the role of incident responders in a Security Opera-
tions Center (SOC) and learn to detect and respond to cybersecurity 
attacks against a simulated industrial system. Using the TARGET 
framework, we conducted a full evaluation of Iceberg CRX, the 
central element of which was a user study with 50 participants. The 
evaluation results highlight the potential Iceberg CRX provides to 
improve cybersecurity education but also help to identify which 
aspects of the CRX do not yet meet the set evaluation criteria and 
thus point the way to future improvements. 

2 CYBER RANGE EXERCISES 
The concept of cyber ranges emerged from the military sector, 
where the frst cyber range was developed in 2008 by the US de-
partment of defense, conceptualized as a form of shooting range 
for cybersecurity. Today, cyber ranges are not only used in the 
military feld but have a variety of application purposes. The Na-
tional Institute of Standardization (NIST) defnes cyber ranges as 
"interactive, simulated representations of an organization’s local 
network, system, tools, and applications that are connected to a 
simulated Internet level environment" [48] and provide a safe, le-
gal and secure environment for security education, training, and 
testing. This environment can be entirely virtual but might also 
include actual physical hardware [35]. 
In this work, the concept of cyber ranges is examined in terms of 
their purpose for cybersecurity training through CRXs. In a CRX, a 
trainee can acquire cybersecurity skills and knowledge through a 
hands-on experience in an environment that closely resembles re-
ality. Here, skills and knowledge can be imparted to the trainee via 
two perspectives common to cybersecurity exercises. In a defense-
oriented approach (Blue Teaming), trainees learn how attacks can 
be detected and mitigated. In an attack-oriented approach (Red 
Teaming), trainees take an attacker’s perspective and learn how a 
system’s vulnerabilities can be discovered and exploited. Through 
the latter, the trainee learns to understand which vulnerabilities in 
a system ofer potential entry points for an attacker and, conversely, 
how a system should be designed to be more resilient against cyber 
attacks. 
To give an overview of the capabilities of cyber ranges, we refer 
to the work of Yamin et al. [83]. The authors propose a taxonomy 
for classifying cyber range concepts composed of six capabilities, 
which we describe below. In the following, the term capability is 
used in the sense of their classifcation. Capabilities of cyber 
ranges (based on Yamin et al. [83]): 

• Scenario: A scenario encompasses the context and storyline 
of a CRX, including its target group and the domain in which 
the cyber range resides, e.g., critical systems or industrial 
IoT. 

• Environment: The environment is the technical implemen-
tation of a CRX’s scenario. This includes the software and 
hardware used to simulate or emulate a system and the at-
tacks against it. 

• Teaming: The teaming aspect of a cyber range describes 
which roles exist in a CRX, who takes on these roles, or to 
what extent they are automated. Besides the Blue and Red 
Team, a White Team, responsible for managing the infras-
tructure and exercise, and a Green Team, responsible for 
maintaining the infrastructure, is often specifed. 

• Learning: Learning encompasses all aspects of the CRX 
related to the transfer of knowledge and skills. Learning is 
commonly realized through a Learning Management System 
(LMS), which typically entails tasks for the trainees to solve 
throughout the CRX combined with a gamifed scoring sys-
tem as well as tutoring elements, e.g., in the form of texts and 
visual elements, that support the trainee in understanding 
the scenario. 

• Monitoring: This capability describes which processes and 
mechanisms are used to monitor both the technical infras-
tructure and the trainees’ behavior during the exercise. 

• Management: Management comprises all aspects of orga-
nizing a CRX and managing the cyber range’s infrastructure. 

3 RELATED WORK 
To frame our research, we examine prior works from two angles. 
In Section 5, we analyze how CRX concepts have been evaluated in 
the literature (without a comprehensive CRX evaluation framework 
available). In this section, we contextualize our work within related 
evaluation frameworks. These frameworks originate from the re-
search area of cybersecurity exercises, of which CRXs represent 
a subset. We discuss the suitability of these frameworks for CRX 
evaluation and outline how the proposed TARGET framework goes 
beyond what has been achieved so far. 

First, we identifed frameworks for evaluating trainees’ learning 
in a cybersecurity exercise. Patriciu et al. [52] present a sequential 
process for evaluating cybersecurity exercises based on the defni-
tion of learning objectives. The design and evaluation of the exercise 
should be aligned with these learning objectives. Dark et al. [20] 
apply evaluation practices for educational exercises to the cyber-
security domain and propose a fve-step process for evaluating to 
which extent a cybersecurity exercise succeeds in fulflling its pur-
pose. Similar to the approach by Patriciu et al. [52], the framework 
proposes to base the evaluation process upon predefned goals. The 
authors state that these goals might be both short-term learning 
objectives and long-term goals, e.g., improving trainees’ security 
mindsets in their daily lives. To assess the suitability of these frame-
works for evaluating CRX, we set them in the context of Yamin et 
al.’s [83] cyber range capabilities described above. While the two 
frameworks provide comprehensive insights into how Learning can 
be evaluated, other capabilities, such as the technical implemen-
tation (Environment) or the organization of a CRX (Management), 
are not considered. For this matter, we propose the TARGET frame-
work, which adapts the goal-based evaluation approach for assess-
ing aspects across all capabilities of a CRX. In contrast to the two 
frameworks above that only mention a few examples for evaluation 
goals, our framework provides a comprehensive knowledge base 
for evaluation goals in the form of a literature-based taxonomy. 
This taxonomy allows CRX designers to identify relevant goals for 
their CRX and conduct an evaluation accordingly. 
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Figure 1: Methodical approach for designing TARGET framework: The method we follow in this paper follows seven steps, 
each corresponding to one section or subsection of the paper. Step 4, the taxonomy again consists of three sub-steps that follow 
the taxonomy design method of Kundisch et al. [39]. 

Furthermore, we identifed a framework by Chowdhury et al. [16] 
for the overall design, development, and execution of cybersecurity 
exercises that translates well to CRXs. The framework is based on 
the ADDIE (Analysis, Design, Development, Implementation, and 
Evaluation) model and acknowledges evaluation as an integral part 
of a cybersecurity exercise’s continuous design and development 
process. The authors propose to evaluate not only Learning but 
also other factors, such as the quality of the implementation of an 
exercise. However, they provide little guidance on selecting these 
metrics to design to conduct an evaluation. In contrast, the TARGET 
framework provides CRX designers with a fne-grained process for 
selecting and assessing evaluation metrics in a structured manner. 

Finally, several works present frameworks for evaluating specifc 
aspects of a cybersecurity exercise. These frameworks, however, 
are no generic methods like the ones described above but practi-
cal evaluation approaches in the form of tools facilitating evalua-
tion [2, 10, 44, 78] or specifc evaluation instruments (e.g., scales) 
[11, 30, 40]. Andreolini et al. [2], Braghin et al. [10] and Šváben-
ský et al. [78] propose frameworks for monitoring and evaluating 
trainees’ performance by creating directed graphs that visualize 
trainees’ activities during an exercise. Maennel et al. [44] develop 
a timestamp-based framework to measure the trainees’ learning 
process during an exercise based on log data and interview-based 
surveys. Granåsen and Andersson [30], Buchler et al. [11] and Fleur 
et al. [40] present frameworks for assessing team efectiveness in a 
cybersecurity exercise. Thus, not only the extent to which a team of 
trainees achieves a given task but also how team members collabo-
rate in the process and which impact certain teaming qualities have 
on the learning outcome of a team. While these frameworks aim to 
improve the evaluation of particular aspects of a CRX, the TARGET 
goes one step further and intends to assess whether a CRX fulflls 
its purpose from a global perspective. To this end, it enables the 
fexible orchestrating of diferent evaluation tools and instruments 
based on predefned goals. 

In essence, due to the socio-technical complexity of a CRX, no 
existing evaluation framework is adequate to evaluate a CRX in its 
entirety. This is evidenced by the fact that, to date, CRX evaluation 
is mostly conducted in an unstructured manner without referencing 
an evaluation framework – a matter we will discuss in detail in 

aspects across all capabilities of a CRX – an endeavor that, to the 
best of our knowledge, has not been attempted yet. 

4 METHOD 
The research methodology followed in this paper consists of seven 
steps, which are illustrated in Figure 1 and outlined below. For our 
framework to be universally applicable to a variety of CRXs, it is 
necessary to build it upon contemporary CRX research. For this rea-
son, we performed a structured literature review (Step 1) on CRXs. 
To collect a representative corpus of related papers, we performed 
a systematic search in the four online libraries IEEE Xplore, ACM 
Digital Library, SpringerLink, and ScienceDirect, using the search 
terms "cyber range* AND training" and "cyber range* AND exer-
cise*" in title, keywords and abstract of the papers. The search was 
conducted in two iterations (April 2022 and November 2022) and re-
sulted in a total of 113 papers. Each paper was individually screened 
regarding rigor and its relevance for our research to remove papers 
that did not present a CRX concept but, e.g., CRX-related literature 
reviews or CRX design frameworks. After this step, we obtained 
a total of 59 papers about CRX concepts from the years of 2016 
to 20221. To investigate the issue of missing evaluation in CRX 
research more precisely, we examined the current state of the art 
of CRX evaluation (Step 2). We analyzed which of the 59 includes 
an evaluation and, if so, which CRX capabilities are covered by the 
evaluation. This analysis, whose results are outlined in detail in 
Section 5, showed that CRX evaluation is either neglected entirely 
or carried out in an unstructured manner. 

We seek to overcome this issue with a framework that allows 
evaluating a CRX in a comprehensive and structured way. Because 
of the diversity of CRXs, the objectives and requirements of a CRX, 
and thus which aspects are subject to an evaluation, can vary widely 
[16]. For a large-scale CRX involving hundreds of participants at a 
time, diferent aspects will be of interest for evaluation than for a 
CRX tailored to an organization’s needs and a small target group of 
highly-skilled experts. For our framework to provide this fexibility, 
we propose to use a goal-based evaluation approach. Identifying 
goals as a basis for evaluation is a common approach to instructional 
design [59], but also software development [58], both of which CRX 

Section 5. With TARGET, we pursue to overcome this issue by 1For traceability, a complete list of all papers and our fltering steps is published on providing a structured evaluation process that allows evaluating GitHub: https://github.com/TARGETframework/LiteratureReview 
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Table 1: Capabilities covered by the 31 CRX concepts that included an evaluation: the capabilities mostly covered by CRX 
evaluation in the analyzed corpus of literature are Learning (17 papers) and Environment (15 papers). Teaming, Scenario, 
Management, and Monitoring were fewer subject to CRX evaluation. 

Author Year Scenario Environment Teaming Learning Monitoring Management 

Arshad et al. [4] 2021 • 
Bernardinetti et al. [6] 2021 • 
Beuran et al. [8] 2018 • • • 
Beuran et al. [7] 2019 • • • 
Beuran et al. [9] 2022 • 
Caturano et al. [13] 2020 • 
Caturano et al. [12] 2022 • 
Fenton et al. [25] 2019 • 
Glas et al. [29] 2022 • 
Hatzivasilis et al. [32] 2021 • • • 
Jacq et al. [33] 2021 • 
Nakata and Otsuka [47] 2021 • 
Ošlejšek et al. [51] 2018 • • 
Peratikou et al. [53] 2021 • 
Pham et al. [54] 2016 • • 
Puys and Mocanu [57] 2021 • 
Raybourn et al. [60] 2018 • 
Roberts et al. [63] 2021 • 
Russo et al. [64] 2020 • 
Shrivastava et al. [67] 2022 • 
Švábenský et al. [77] 2018 • • 
Tang et al. [70] 2017 • • 
Tian et al. [71] 2018 • 
Vekaria et al. [74] 2021 • • 
Vielberth et al. [76] 2021 • 
Vykopal et al. [79] 2017 • 
Yamin et al. [84] 2021 • 
Yamin et al. [82] 2022 • • • 
Yamin et al. [81] 2022 • • • 
Yonemura et al. [85] 2021 • 
Yonemura et al. [86] 2022 • 

Σ 6 15 1 17 2 5 

design intersects with. To this end, we recommend defning evalua-
tion criteria, each of which relates to a goal pursued by the design 
of the CRX. For each criterion, one or more metrics are then defned 
to measure its fulfllment. This approach allows for the evaluation 
of a CRX in a targeted manner while following a structured and 
transparent evaluation process. To enable CRX designers to make 
an informed decision about which evaluation criteria are relevant to 
their CRX, we developed a literature-based taxonomy of evaluation 
criteria for CRXs (Step 3). To extract possible evaluation criteria 
from the literature, we examined what requirements and objectives 
authors defne for their CRX. To classify these criteria, we followed 
the taxonomy design method of Kundisch et al. [39] and performed 
three steps (1) Initial classifcation, (2) Refnement of the classifca-
tion scheme, and (3) Complementation of the taxonomy (Step 4). 
These steps are described in detail in Section 6.1. Subsequently, we 
present the TARGET process in Section 6.2 (Step 5), in which we 
propose how to utilize the taxonomy to design and conduct a CRX 
evaluation. After presenting the concept and implementation of 
Iceberg CRX in Section 7 (Step 6), we demonstrate the application 
of the framework for its evaluation in Section 8 (Step 7). 

5 EXPLORING THE NEED FOR STRUCTURED 
CRX EVALUATION 

Evaluation can provide CRX designers with information on the ex-
tent to which the CRX fulflls its purpose and which aspects of the 

CRX need to be improved. In addition, the results of an evaluation 
give cybersecurity researchers, educators, and learners important 
information about a CRX’s quality. Out of the 59 identifed CRX 
papers, only 31 included an evaluation. This highlights that evalua-
tion, while undoubtedly important, is still largely neglected in CRX 
development. This limits the practical use of a CRX and, thus, the 
organizational and societal value it could potentially provide. 

28 

21 5 
5 

No evaluation provided 

Evaluation of one capability 

Evaluation of two capabilities 
Evaluation of three capabilities 

Figure 2: Results of the analysis: 31 of 59 CRXs include an 
evaluation out of which 21 papers cover one capability, 5 
papers cover two capabilities, and 5 papers cover three capa-
bilities in the respective evaluation. 

The 31 papers that covered evaluation were classifed for the 
capabilities subject to the evaluation. The result of this analysis is 
presented in Table 1 and Figure 2. While some authors evaluate 
up to three capabilities of the CRX, most works merely consider 
one capability. The latter is often the case when a particular aspect 
of one of the capabilities is being investigated or improved. For 
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Figure 3: Process followed for developing the taxonomy: the 72 criteria extracted from the literature review were initially 
classifed using the capabilities by Yamin et al. [83] before refning this classifcation and complementing the taxonomy with 
three further criteria in the dimensions Learning Impact and Environment. 

example, some CRXs are primarily concerned with improving the 
learning process and content [4, 60, 76, 79, 85], while others focus 
on specifc aspects of the CRX’s environment and thus primarily 
evaluate technical aspects such as the performance of the proposed 
system [47, 53, 64]. Concerning the evaluation design of the CRXs 
under review, it can be stated that there is no standard approach 
the evaluation follows. Regarding the design of the evaluation, we 
found that in none of the cases did the authors follow an established 
methodology or framework like the ones discussed in Section 3. 

6 THE TARGET FRAMEWORK 
We address the identifed need for more comprehensive and better 
structured CRX evaluation by proposing TARGET, a framework that 
aims to both standardize and facilitate CRX evaluation. TARGET in-
tends support CRX designers in research and practice in conducting 
a comprehensive summative evaluation of their product. Thereby, 
it acknowledges the diversity of diferent CRXs and provides an 
evaluation method that is adaptable to the specifc needs of diferent 
CRXs. 

6.1 The TARGET Taxonomy: Classifying CRX 
evaluation criteria 

The taxonomy was developed in three steps following the method 
by Kundisch et al. [39], which we introduced in Section 4. These 
steps which represent a refnement of Step 4 of this work’s method 
(rf. Section 4) are illustrated in Figure 3 and outlined in the follow-
ing. 

(1) Initial Classifcation (empirical-to-conceptual): We 
could extract 72 diferent evaluation criteria from the 59 
papers included in our literature review. In the course of 
an initial conceptualization, we utilized the capabilities by 
Yamin et al. [83] (Scenario, Environment, Teaming, Learning, 
Monitoring and Management) for classifying the criteria. 

(2) Refnement of Classifcation: Subsequently, the initial 
classifcation was refned. Since learning should be the ulti-
mate goal for any CRX, we decided to address this aspect of 

evaluation more precisely. To do so, we adopted Kirkpatrick’s 
[37] model for training evaluation. The model perceives train-
ing evaluation to happen on four levels: the learning process 
itself (Level 1), the extent to which trainees improve their 
skills and knowledge (Level 2), how they adapt that knowl-
edge to their everyday work (Level 3), and the organizational 
impact of that behavior change (Level 4). To simplify the 
model’s application for TARGET, we combine the last two 
levels, which results in the three dimensions Learning Expe-
rience (Level 1), Learning Outcome (Level 2), and Learning 
Impact (Level 3 and Level 4), leading to overall eight dimen-
sions for classifcation: 
• Learning Impact (LI): Evaluation criteria related to the 
long-term efects the CRX pursues to achieve. 

• Learning Outcome (LO): Evaluation criteria related to 
the skills and knowledge that are conveyed through the 
CRX. 

• Learning Experience (LE): Evaluation criteria related to 
the the trainees’ response to the learning process. 

• Teaming (T): Evaluation criteria related to the organiza-
tion and trainee stafng of the teams within the CRX. 

• Scenario (S): Evaluation criteria related to the storyline, 
context, and domain of the CRX. 

• Management (MG): Evaluation criteria related to the 
preparation and execution of the CRX. 

• Monitoring (MO): Evaluation criteria related to the 
modalities of overseeing the operation of the CRX and 
collecting and analyzing data to assess the fulfllment of 
goals for evaluation. 

• Environment (E): Evaluation criteria related to the 
technical implementation of the CRX. 

We then specifed each criterion by its name and an ID con-
taining the abbreviation of the dimension to which the crite-
rion was classifed, e.g., Suitability for target group (LE.1). 

(3) Complementation of the Taxonomy (conceptual-to-
empirical): In a fnal step, we complemented the taxonomy 
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⊕

⊕

Figure 4: The TARGET taxonomy of CRX evaluation criteria: the taxonomy we present consists of 75 evaluation criteria, 
classifed into eight dimensions. For full accessibility, we would like to refer to the appendix of this paper, in which we present 
the taxonomy with one table for each dimension (rf. Tables 5-12). 

with evaluation criteria that do not appear in the identifed 
CRX literature yet contribute to the completeness of the 
taxonomy. This estimation is based on the insights we gained 
from developing the classifcation scheme and the expertise 
we gained from developing and conducting CRXs ourselves. 
Examining the literature, it was striking that very few papers 
mention the long-term efects the CRX seeks to achieve 
(Learning Impact). Although these are the evaluation criteria 
of CRX that are certainly the most difcult to assess due 
to their long-term focus, they represent overarching goals 
that the entire CRX should be aligned with. To represent 
this dimension comprehensively, we complemented with the 
evaluation criterion Societal Impact (LI.5). Additionally, 
we complemented the dimension Environment with the goal 
Privacy (E.17) as in a CRX, personal data of the trainees 
may be obtained, and therefore, naturally, their privacy must 

be protected. In the taxonomy, these complemented criteria 
are labeled with the symbol ⊕ (rf. Figure 4). 
Teaming has received little attention in the CRX literature, 
as evidenced by the low number of criteria in this dimen-
sion after the initial extraction. However, several researchers 
[11, 30, 40] have extensively studied team behavior in cy-
bersecurity exercises (rf. Section 3). Since we believe that 
their fndings are equally applicable to CRXs and represent a 
useful complement to the Teaming dimension, we included 
these works into the Teaming dimension of the taxonomy. 
This way, we were able to add the criterion Leadership 
efectiveness (T.5) and provide a more comprehensive set 
of references for the criteria Balanced of skills among 
teams (T.3) and Team efectiveness (T.4). 

In Figure 4, we present the complete TARGET taxonomy with 
overall 75 CRX evaluation criteria classifed into eight dimensions. 
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As is the nature of a taxonomy [39], this refects the state of CRX 
evaluation criteria at the present moment and builds the foundation 
for dynamic extensions and adjustments to the taxonomy in the 
future. 

6.2 TARGET Process: Providing a structured 
CRX evaluation design 

Building on the taxonomy described in the previous subsection, 
we now present a fve-step process that describes how to perform 
a complete CRX evaluation (rf. Figure 5). While the TARGET tax-
onomy provides the knowledge base to build the evaluation upon 
contemporary CRX research, the associated TARGET process spec-
ifes the structure and sequence of the evaluation. 

(1) Selection of Evaluation Criteria: The frst step of the pro-
cess is the selection of those evaluation criteria from the 
TARGET taxonomy that are relevant to the CRX. For each 
criterion, it needs to be precisely determined how it is to be 
addressed by the CRX. The sequence in which the evalua-
tion criteria are selected follows a top-down approach (rf. 
Figure 5). As outlined before, learning represents the over-
arching goal of a CRX. Hence, one should frst consider the 
long-term impact that should be achieved by the CRX (Learn-
ing Impact), what skills and knowledge are necessary for the 
trainees to learn as a basis for this impact (Learning Outcome) 
and how the learning process should be designed to achieve 
the desired outcome (Learning Experience and Teaming). The 
basis for this is laid by the design of the scenario of the CRX, 
including the storyline of the exercise (Scenario). This trans-
lates into criteria for the CRX’s organization and governance 
(Management and Monitoring) and, fnally, the criteria of the 
technical implementation of the CRX (Environment). 

(2) Selection of Metrics: Subsequently, one or more metrics 
are assigned to each criterion. For this step, we would like to 
refer to the work of Basili [5], which proposes a paradigm for 
the structured selection of evaluation metrics. Along with 
the literature review we conducted on CRX evaluation (rf. 
Section 5), we extracted metrics used for CRX evaluation. 
This set of metrics, however, does not cover all evaluation 
criteria we identifed for the TARGET taxonomy. Therefore, 
these metrics give an incomplete overview of CRX evalua-
tion. Since we believe the identifed metrics can still provide 
interesting insights for CRX designers, they are made pub-
licly available in the GitHub repository referenced above. In 
addition, we would like to refer to the work of Chowdhury 
et al. [15] who conducted a literature review on cybersecu-
rity exercises for critical infrastructure and extracted several 
evaluation metrics from these works. 

(3) Defnition of Procedure: Once suitable metrics have been 
selected, the modalities of the data collection for the evalu-
ation need to be specifed. This includes, for example, the 
preparation of questionnaires and the technical implementa-
tion of monitoring components in the CRX infrastructure, 
e.g., modules for automated assessment of the trainees’ per-
formance in the CRX. Furthermore, ethical considerations 
regarding a planned user study should be clarifed in this 
step of the process. 

Figure 5: The fve-step TARGET process: The process consists 
of the sequential steps Selection of Evaluation Criteria, Selec-
tion of Metrics, Defnition of Procedure, Collection of Data, 
and Analysis of Data. The selection of evaluation criteria is 
performed in the reverse order of their assessment. 

(4) Collection of Data: As shown in Figure 5, data is collected 
in the reverse order of the previous step Selection of evalua-
tion criteria. Evaluation criteria in the dimensions Environ-
ment, Monitoring, Management, and Scenario refer to charac-
teristics and functionalities of the CRX that can be measured 
without trainees’ interaction with the CRX. Hence, this data 
can be collected before conducting the CRX itself. Data for 
the assessment of evaluation criteria in the areas of Teaming, 
Learning Experience, Learning Outcome, and Learning Impact 
requires conducting a user study to assess the trainees’ be-
havior in the CRX. Thereby, data is collected both during 
and after the training. 

(5) Analysis of Results: In the fnal step, the results of the 
evaluation are analyzed and discussed. At this point, it should 
be defned in which areas the CRX is performing as desired 
and in which areas there is a need for improvement to derive 
measures for implementing these improvements. 

7 ICEBERG: A CRX FOR INCIDENT RESPONSE 
TRAINING 

To demonstrate the beneft of the TARGET framework, we apply it 
to evaluate Iceberg CRX, which we developed to provide students 
in undergraduate and graduate cybersecurity courses a practical in-
sight into cybersecurity. As a basis for understanding its evaluation, 
the following section briefy outlines the concept and implemen-
tation of Iceberg CRX. For more comprehensive explanations and 
detailed documentation of Iceberg CRX, we want to refer to the 
GitHub project2 in which its source code is made publicly available. 

7.1 Concept 
In Iceberg CRX, trainees gain hands-on experience in incident 
response (IR), i.e., the ability to detect and handle cybersecurity 
incidents in an efective and systematic way [17]. IR is usually 
embedded in the processes of a security operations center (SOC), an 
organizational unit that oversees security operations to improve the 
organization’s overall security posture [75]. The central technical 

2https://github.com/TARGETframework 
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Figure 6: Schematic illustration of Iceberg CRX: The ICS 
simulation consists of a tank equipped with a motoric valve, 
a pipe, and a bottling station, each controlled by one PLC. The 
PLCs are interconnected over a switch, as is the simulated 
attacker. The simulation produces log data that is visible to 
the trainee over the dashboard of the SIEM system. Through 
the Learning Management System, the trainee can interact 
with the network of the ICS simulation. 

platform of a SOC is a Security Information and Event Management 
(SIEM), providing an overarching solution to support the SOC’s 
processes, which includes incident detection – one essential part of 
IR. 

The scenario of Iceberg CRX is located in an industrial setting. 
Industrial control systems (ICS) integrate elements from OT and IT. 
Connecting former isolated industrial assets via a network, possibly 
even the Internet, leads to new attack vectors that are relevant to 
address through cybersecurity training. In Iceberg CRX, trainees 
take on the role of incident responders in a SOC, overseeing the 
security of an industrial flling line composed of a tank storing liquid 
to be flled into bottles via a pipe (rf. Figure 6). Three sensors, each 
controlled by a programmable logic controller (PLC), measure the 
liquid level inside the tank (PLC1), the fow rate of the pipe (PLC2), 
and the liquid level inside the bottle (PLC3). PLC1 additionally 
controls a motoric valve attached to the tank. The three PLCs are 
connected via a switch. An intrusion detection system (IDS) is 
running on each host (i.e., PLCs) to detect anomalies in the network 
trafc. The PLCs produce logs of operational events of the physical 
process (e.g., whenever a sensor captures data) as well as logs about 
monitoring activities of the IDS. This log data is fed into the SIEM 
system with which the trainees interact. In our scenario, a simulated 
attacker has gained access to the ICS’s network and interferes with 
the flling process by performing a man-in-the-middle (MITM) 
attack between PLC1 and PLC3. By disrupting the communication 
between those PLCs, PLC3 is operating normally, yet PLC1 does 
not receive the sensor value of PLC3 to determine when to close 
the tank’s valve resulting in an overfow of the bottles. 

Trainees participate in Iceberg CRX over its web-based UI (rf. 
Figure 7), consisting of a dashboard that is part of the SIEM system 
and monitors the flling line and a Learning Management System 
(LMS) guiding the trainees through the training. The LMS entails 
both practical tasks and theoretical lessons. The lessons are text-
or video-based units in which the trainee is provided background 
knowledge on IR and the ICS network. In eight sequential tasks, 

Figure 7: UI of Iceberg CRX: The UI is composed of two parts, 
the dashboard of the SIEM system displaying incoming se-
curity alarms and events and the Learning Management Sys-
tem, guiding the trainee through the CRX with a sequence 
of lessons and tasks. 

the trainee investigates log data in the SIEM system to detect the 
MITM attack and accesses the network over a simulated command 
line to eliminate the attacker and restore the network. By engaging 
in the tasks, the trainees acquire hands-on IR skills. The CRX in-
cludes several gamifcation elements to raise the trainees’ learning 
motivation. For each task the trainees solve, they collect points and 
achieve a new level unlocking the next lesson and task. To further 
gamify the training, a scoreboard in the LMS displays the points 
and levels of all trainees participating in the current run of the CRX, 
enabling a trainee to compare their performance to those of the 
other trainees. 

7.2 Implementation 
To make the implementation of Iceberg CRX both time- and cost-
efcient, we decided to reuse existing CRX components where 
possible instead of developing the CRX from scratch. For this rea-
son, we designed Iceberg CRX building upon a CRX by Vielberth 
et al. [76], which uses the integration of an ICS simulation in a 
SOC to teach trainees how to confgure a SIEM system. We utilize 
this environment for a novel training focus (IR instead of SIEM 
confguration). 

The overall architecture relies on a microservice infrastructure 
implemented with several Docker3 containers and is deployed on 
one VM for each trainee or team of trainees participating. The simu-
lation of the flling line is implemented with MiniCPS4, an extension 
of the python-based network simulation tool Mininet5 that enables 
3https://www.docker.com/ 
4https://github.com/scy-phy/minicps 
5http://www.mininet.org 
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the simulation of ICSs. The MITM attack is realized with Ettercap6, 
a tool for penetration testing. The SIEM functions are implemented 
with Dsiem7, an open-source SIEM system that builds upon the 
ELK stack8 and provides a Kibana-based dashboard for visualiz-
ing incoming events. The user interface is implemented with the 
JavaScript Framework VueJS9 and consists of the SIEM dashboard 
and the LMS, displaying learning material and the trainees’ tasks. 
For a more detailed description of this architecture, we want to 
refer to the work of Vielberth et al. [76]. 

For Iceberg CRX, we extended the existing simulation in several 
ways. Firstly, we enhanced the ICS system with incident detec-
tion functionalities in the form of an IDS running on each PLC, 
monitoring the network trafc. The IDS is implemented with the 
python-based network tool scapy10. Secondly, the simulation of 
the MITM attack was improved to automatically execute the attack 
based on the trainee’s progress in the CRX. The new training focus 
also required the development of entirely new training materials 
for the LMS. For example, we developed a new type of task in which 
the trainees use a simulated terminal (rf. Figure 7) to interact with 
the ICS simulation. 

8 INSTANTIATION OF THE TARGET 
FRAMEWORK: EVALUATION OF ICEBERG 
CRX 

In this section, we instantiate the TARGET framework to evalu-
ate Iceberg CRX, which is the fnal step of this work’s method 
introduced in Section 4. Besides demonstrating the framework’s 
applicability, this shall also serve as a guiding example for CRX 
designers. 

8.1 Selection of Evaluation Criteria 
The goal of the evaluation is to investigate whether Iceberg CRX 
can positively contribute to academic cybersecurity education and, 
thus, whether the CRX should be permanently included in two 
cybersecurity courses at our university. In this regard, we frst 
selected relevant evaluation criteria from the TARGET taxonomy 
and further specifed each criterion for Iceberg CRX. The selected 
criteria are listed in Table 2. Due to the limited scope of this paper, 
we could only include a few criteria in the evaluation. As we believe 
the Learning dimensions to have shown the most signifcant results, 
we focused on the description of criteria in these dimensions. We are 
aware that this results in the other dimensions only being evaluated 
to a small extent. Our set of criteria should still be adequate to 
demonstrate the framework’s application, which is the purpose of 
this instantiation. 

8.2 Selection of Metrics 
8.2.1 Learning Impact. The trainees’ Willingness for continu-
ous education and training (LI.1) was assessed by (1) collecting 
qualitative feedback by asking the trainees to give their impression 
of Iceberg CRX either orally or through a free-text form and by 

6https://www.ettercap-project.org/ 
7https://github.com/defenxor/dsiem 
8https://www.elastic.co 
9https://vuejs.org/
10https://scapy.net/ 

(2) assessing how many of the trainees signed up to a mailing list 
to participate in future CRXs. 

8.2.2 Learning Outcome. To assess the fulfllment of the four crite-
ria Non-security related technical knowledge (LO.8), Ofen-
sive security knowledge (LO.1), Defensive security knowl-
edge (LO.3) and Defensive security skills (LO.4), we measured 
if participation in Iceberg CRX leads to an increase in skills and 
knowledge. Because no comparable IR training was previously part 
of the courses, a control group design was not feasible. Instead, a 
one-group pretest/posttest design was used to assess the trainees’ 
skills and knowledge before and after training. The metric resulting 
from this design is the diference (in percent) of mean correctly an-
swered questions in the pretest and the posttest for each criterion, 
analyzed using a paired t-test. To assess the trainees’ skills and 
knowledge, we developed a scale for each criterion consisting of a 
set of items in the form of multiple-choice questions. The method 
of using a multiple-item scale to measure a construct is seen to 
provide increased reliability and construct validity compared to 
a single-item method (i.e., one item respectively multiple-choice 
question to measure one criterion) [23]. 

8.2.3 Learning Experience. Engagement of trainees (LE.2) was 
assessed using the ARCS model by Keller [36], which utilizes the 
four categories Attention, Relevance, Confdence, and Satisfaction 
to measure learning motivation. Attention refers to catching and 
keeping the learner’s interest throughout a learning intervention 
without over- or under-stimulating the learner. Relevance describes 
if the learning content relates to the learner’s future activities and 
goals. The Confdence condition is met when a learner has the 
impression of succeeding with a reasonable efort. The Satisfaction 
condition is met when learners feel content about their achieve-
ments. The subjective perception of whether a learning exercise 
led to an increase in knowledge is seen as another factor that con-
tributes to the trainee’s intrinsic motivation to learn [24]. Thus, we 
complemented the ARCS model with the category Metacognition. 
Following the multiple-item method described above, we developed 
a scale to measure each condition with two items in the form of 
statements. The trainees were asked to rate their level of agreement 
with each of these statements on a Likert scale from 1 (completely 
disagree) to 5 (completely agree). To measure if the duration of 
the training is appropriate (Adequacy of duration (LE.4)), the 
time it takes trainees to complete the training was recorded. Finally, 
the difculty of the Iceberg CRX (Adequacy of difculty (LE.3)) 
was captured by the scores that trainees achieved during the train-
ing and the trainee’s subjective perception of the CRX’s difculty, 
assessed through a feedback statement in the same manner as LE.2. 

8.2.4 Scenario, Teaming, Management, Monitoring, and Environ-
ment. The evaluation criteria of the remaining dimensions primar-
ily relate to functional properties, respectively, requirements of the 
CRX. Whether or not these criteria are achieved depends on the ex-
tent to which the particular functional properties were considered 
in the design and implementation of the CRX. These criteria, e.g., if 
the CRX enables automated monitoring of the trainees’ actions, are 
hard to measure quantitatively but require a functional description 
of how the respective criterion is realized through the design and 
implementation of the CRX. This description serves as a basis for 

https://www.ettercap-project.org/
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Table 2: Criteria Defnition for Iceberg CRX. 

No. Evaluation Criterion Description 

LI.1 Willingness for continuous education and Iceberg CRX raises the trainees’ interest in cybersecurity, more specifcally IR, 
training motivating them to engage more with the topic and consider a career path in 

cybersecurity in the future. 

LO.1 Ofensive security knowledge The trainees gain background knowledge on MITM attacks on the network layer. 

LO.3 Defense security knowledge The trainees gain background knowledge on the IR life cycle. 

LO.4 Defensive security skills The trainees learn to detect certain attacks by investigating log data within a SIEM 
system. Furthermore, they learn to use command line instructions to eliminate a 
host from the network and restore ARP tables in the network. 

LO.8 Non-security related technical knowledge The trainees gain knowledge of basic ICS-related terms (e.g., PLC) and an exem-
plary network structure of an ICS. 

LE.2 Engagement of trainees Iceberg CRX is capable of motivating trainees to engage with the training. 

LE.3 Adequacy of difculty The difculty level of the CRX is appropriate for the intended audience (students 
in a cybersecurity course) so that learners do not feel overwhelmed by the CRX 
but can successfully complete the majority of the tasks. 

LE.4 Adequacy of duration Iceberg CRX can be completed within one course session (90 minutes). 

T.2 Dynamic teaming roles confguration Trainees are able to take on the role of the Blue Team individually or, alternatively, 
in small teams. 

S.1 Relevance The ICS and SOC processes that form the CRX scenario are realistic. 

S.5 Fidelity of tools Trainees are using tools they would use in the same or similar way in real-life 
incident response. 

S.7 Adaptability of difculty Trainees can adjust the difculty of the training if they have trouble fnding the 
solution to a particular task. 

S.8 Immediate feedback for trainees The trainees get immediate feedback for their actions during the CRX to ensure 
the fow of training. 

MG.6 Automation of attacks The attacks are automatically triggered and do not require the trainer’s interven-
tion. 

MO.2 Automation of trainee monitoring The trainees’ training progress can be automatically monitored to identify if 
trainees have problems progressing with the training. 

E.4 Reliability Iceberg CRX’s infrastructure runs stable throughout the training. 

E.17 Privacy The trainees’ personal data is processed in a privacy-protecting manner. 

deriving the degree to which the respective goal has been met in the 
TARGET process step Analysis of Data. This applies to the criteria 
Dynamic teaming roles confguration (T.2), Relevance (S.1), 
Fidelity of tools (S.5), Adaptability of difculty (S.7), Immedi-
ate feedback for trainees (S.8), Automation of attacks (MG.6), 
Automation of trainee monitoring (MO.2), and Privacy (E.17). 
As the criterion Reliability (E.4) depends on not only the imple-
mentation of the CRX but also the technical infrastructure the CRX 
is deployed on, reliability is assessed through the number of VMs 
that encounter technical failures during a dry run of the training. 

8.3 Defnition of Procedure 
The evaluation procedure is illustrated in Figure 8. Prior to the user 
study, the functional description of the CRX with regard to the 
individual evaluation criteria was created (T.2, S.1, S.5, S.7, S.8, 
MG.6, MO.2, E.17). The infrastructure was deployed on 15 VMs for 
the user study, enabling 15 individual trainees or teams of trainees 
participating in the CRX at the same time. For the dry run assessing 
the infrastructure’s reliability (E.4), we deployed Iceberg CRX on 
the VMs and let the simulations run for three hours. To evaluate 

Learning Outcome the trainees’ skills and knowledge (L0.1, LO.3, 
LO.4, LO.8) were assessed directly before and after the training 
(pre- and posttest). To assess the trainees’ learning experience, they 
were asked to rate the overall 11 items described in Subsection 8.2.3 
in the form of feedback statements (LE.2, LE.3) and describe their 
general impression of the training’s value in a free-text form (LI.1). 
Finally, the trainees were informed verbally to email us if they 
wanted to be notifed of upcoming CRX events. The planned user 
study was designed in accordance to the guidelines of the ethics 
committee of our university and did not raise any ethical concerns. 
Thus, no particular actions had to be taken in this regard. 

8.4 Collection of Data 
The user study was conducted with 50 participants recruited from 
undergraduate and graduate cybersecurity courses at a German 
university. Of the 50 participants, 38 identifed as male and 12 as 
female, 35 were undergraduate, and 15 were graduate students. The 
user study was conducted in six runs, with three runs with students 
recruited from the undergraduate course in December 2021 and 
three runs with students recruited from the graduate course in May 
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Figure 8: Procedure of Iceberg CRX’s evaluation: The evalua-
tion includes a functional assessment, a dry-run and a user 
study. The user study consists of the fve sub steps Pretest 
assessment, the CRX Training, Posttest assessment, Assess-
ment of feedback statements, and Sign up to the mailing list. 

2022. Since no in-class training was possible in December 2021 
due to restrictions during the COVID-19 pandemic, participants 
attended remotely from home. To ensure comparable conditions 
for all training runs, the training runs in May were also conducted 
remotely. Four of the 50 participants did not complete the feedback 
survey concerning the Engagement of trainees (LE.2), resulting 
in a data set of n=46 for this criterion. Due to technical problems, 
times were only correctly recorded for n=40 participants. To provide 
high reproducibility and reusability, our data set and the evaluation 
questionnaires are made publicly available11. 

8.5 Analysis of Results 
Since describing the evaluation results of each criterion in detail 
would exceed the scope of this paper, we limit the detailed analysis 
to the categories for which the evaluation results were particularly 
noteworthy. For the remaining criteria, we would like to refer to 
Table 4, which summarizes the evaluation results, and to our GitHub 
repository, which provides detailed descriptions of all evaluation 
results. 
LI.1 Willingness for continuous education and training: 

Sample feedback we received from the trainees was "The 
training was very interesting and gave me some interesting 
insights how this tool works and how attacks do look like in 
real life. Please more of this!", "The Cyber Range was great, 
motivated to go deeper into IT-Sec" and "A very cool inter-
face with a lot of useful and probably realistic tools. I really 
liked the playful idea of teaching and having like a compe-
tition against the attacker. A great training that defnitely 
grew my interest in those areas". None of the participants’ 
feedback indicated that they found the training uninteresting 
or irrelevant. 21 out of the 50 students (42%) participating in 
the user study actively signed up to our mailing list signaliz-
ing they want to participate in future CRXs. These results 
indicate that Iceberg CRX generally has the potential to raise 
students’ interest in cybersecurity and encourage students to 
learn more about the topic in the future. However, long-term 
impacts, such as students enrolling in cybersecurity master 

11https://github.com/TARGETframework/IcebergEvaluation 

programs or starting a cybersecurity career in the industry, 
need to be measured by further studies. 

LO.1 Ofensive security knowledge: Ofensive security knowl-
edge signifcantly increased by 42% from pretest (� = 
.61, �� = .25) to posttest (� = .87, �� = .20), � (49) = 
−6, 38, � < 0.001. 

LO.3 Defensive security knowledge: Defensive security knowl-
edge signifcantly increased by 19% from pretest (� = 
.69, �� = .26) to posttest, (� = .82, �� = .20), � (49) = 
−4.39, � < 0.001. 

LO.4 Defensive security skills: With a signifcant increase 70% 
from pretest (� = .56, �� = .28) to posttest (� = .95, �� = 
.17), the highest impact of Iceberg CRX regarding a change 
in the participants’ skills and knowledge was observed for 
this criterion, � (49) = −9.31, � < 0.001. This specifcally 
highlights Iceberg CRX’s potential to convey hands-on cy-
bersecurity skills. 

LO.8 Non security-related technical knowledge: Non security-
related knowledge signifcantly increased by 29% from 
pretest (� = .55, �� = .30) to posttest, (� = .71, �� = .24), 
� (49) = −3.63, � < 0.001. 

Across all four criteria assessed within the pre-/posttest design, 
the results of the t-test showed a signifcantly better result of the 
posttest (� = .83, �� = .13) compared to the pretest (� = .62, �� = 
.18), increasing by 34%, � (49) = −10.06, � < .001. This indicates that 
participation in the cyber range training led to an overall increase 
in skills and knowledge among the participants. Figure 9 shows 
the results of the overall learning outcome and the results for each 
criterion. 
LE.2 Engagement of trainees: With an overall mean of 4.09 

(�� = .84, ��� = 4), the participants’ intrinsic motivation 
for the training can be considered high. The results for each 
category are depicted in Table 3 and Figure 10. 

LE.3 Adequacy of difculty: On average, the participants scored 
15.9 out of 24 points (�� = 6.17, ��� = 17), indicating that 
participants were, in general, able to solve a majority of 
the tasks. The participants’ mean rating of the statement 
if they found the tasks of the CRX overwhelming was 2.43 
(�� = .94) and a median of 2 ("disagree"). The relatively high 
standard deviation, however, suggests that some participants 
were overwhelmed by the difculty of the training. This was 
also refected in the feedback from the participants, who 
felt put of by the complexity of the SIEM dashboard at the 
beginning of the training. It can be concluded from this that 
the difculty level of Iceberg CRX, in part, is too high for the 
target group. 

S.5 Fidelity of tools: The SIEM tool Dsiem is part of the CRX by 
Vielberth et al. [76] which we utilized as a base for Iceberg 
CRX. To date, Dsiem is no more actively developed, and 
technical support is limited. For this reason, Dsiem is now 
highly unlikely to be used in practice, which is why the 
fdelity of the tool is limited. 

MO.2 Automation of trainee monitoring: Participants’ scores 
are stored in a document-based database that provides a 
user interface for displaying and fltering the documents. 
This user interface can be used to monitor trainees’ progress 

https://github.com/TARGETframework/IcebergEvaluation
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Non security-related technical knowledge (LO.8) 

Overall Learning Outcome 
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Figure 9: Evaluation results in the dimension Learning Outcome: The participants’ mean increase in skills and knowledge was 
over 19% in every assessed topic. 

Figure 10: Evaluation results in the dimension learning out-
come: Each assessed aspect showed a median of 4 or 5. The 
highest values were observed in the category "Attention", the 
lowest values were assessed in the "Satisfaction" category, 
which also has the highest level of scattering. 

Table 3: Results of the feedback statements assessing the 
participants’ engagement. 

Condition Mean Median Standard Deviation 

Attention 4.64 5 .60 
Relevance 4.00 4 .75 
Confdence 3.99 4 .80 
Satisfaction 3.75 4 .96 
Metacognition 4.07 4 .77 

during training, for example, to display how many trainees 
have already reached a certain level in training. This type 
of monitoring was sufcient for the training sessions in the 
user study with a maximum of 15 participants. However, 
to be able to monitor a larger number of trainees, a better-
automated monitoring system would be necessary. 

E.4 Reliability: During the dry run, the composition of the 
Docker container failed at two machines. This could be fxed, 
however, by simply restarting the infrastructure. Once the 

Docker containers were running on each machine, the Ice-
berg CRX instances were functioning correctly throughout 
the dry run. Hence, the system’s reliability was considered 
sufcient, confrmed in the user study, as none of the par-
ticipants faced any technical difculties related to the in-
frastructure. The only problem we faced was monitoring 
the trainees, as the time recording was incomplete for ten 
participants. 

To summarize, the evaluation validated the strengths of Iceberg 
CRX and identifed current weaknesses that point the way to future 
improvement. The positive evaluation results in the three Learning 
dimensions indicate that Iceberg CRX can positively contribute to 
improving academic cybersecurity education. However, in order 
to make the training accessible to a larger number of students, 
some technical adjustments have to be made, especially regarding 
the monitoring of trainees. In addition, the SIEM system, which is 
currently under use, should be replaced with a more modern tool 
to ensure higher a level of fdelity. 

8.6 TARGET Framework’s Potential in the Light 
of the Instantiation 

Finally, we summarize the instantiation of the TARGET framework 
by highlighting how the evaluation of Iceberg CRX has benefted 
from its alignment with the framework. From our experience, the 
utility of the TARGET framework was particularly evident in two 
aspects. Having the taxonomy as a knowledge base for selecting 
evaluation criteria relevant to Iceberg CRX made us include several 
criteria in the evaluation that we were initially not aware of. De-
signing the CRX, we had quite a clear idea of what trainees should 
learn (Learning Outcome) and that training should be motivating 
and engaging (Learning Experience). However, we initially gave 
little thought to what underlying technical aspects the CRX needs 
to provide to enable these Learning-related objectives. For example, 
the taxonomy made us realize that for Iceberg CRX, the monitor-
ing of trainees (MO.2) is a critical factor. Unless monitoring is at 
least partially automated, only a small number of trainees can be 
overseen at once. However, the intended use of Iceberg CRX in a 
university course requires that many students can participate in the 
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Table 4: Overview of evaluation results: Evaluation criteria that are ranked as sufciently fulflled ( ), partly fulflled ( ), or 
not fulflled ( ) 

ID Evaluation Criterion Fulflled Implications 

LI.1 Willingness for continuous education and training First results are promising, yet assessing Iceberg CRX’s long-
term learning impact requires further evaluation. 

LO.1 Ofensive security knowledge -

LO.3 Defense security knowledge -

LO.4 Defensive security skills -

LO.7 

LE.2 

Non-security related technical knowledge 

Engagement of trainees 

-

-

LE.3 Adequacy of difculty The introduction to the training should be made easier for 
the trainees, e.g. by a more detailed introduction to the SIEM 
dashboard and the command line interface. 

LE.4 

T.2 

Adequacy of duration 

Dynamic teaming roles confguration 

-

Even though the design of Iceberg CRX theoretically allows 
trainees to participate not only individually but also in small 
groups, further evaluation is still needed to test whether this 
confguration leads to comparably good results in the Learn-
ing dimensions. 

S.1 Relevance -

S.5 Fidelity of tools The currently used SIEM system Dsiem should be replaced 
by a more advanced and up-to-date SIEM solution. 

S.7 Adaptability of difculty -

S.8 Immediate feedback for trainees -

MG.6 Automation of attacks -

MO.2 Automation of trainee monitoring In order to facilitate monitoring and allow a higher number of 
trainees participating at the same time, automated monitoring 
of participant actions and progress should be implemented. 

E.4 Reliability Although the reliability of the infrastructure was sufcient 
for the number of participants studied, it is necessary to 
investigate why the set up of Docker containers partially 
failed. Additionally, the time recording module should be 
fxed. 

E.17 Privacy -

training simultaneously. While the TARGET taxonomy contributed 
to more multifaceted evaluation results, the top-down approach 
of the TARGET process provided us with an efcient evaluation 
design. When previously evaluating other CRXs we designed, we 
often did not have a clear idea of which aspects to evaluate from the 
beginning. This led us to capture far more metrics than necessary, 
resulting in an unnecessarily long and complex evaluation for the 
trainees and an inefcient analysis of the collected data. Determin-
ing metrics based on the selected evaluation criteria helped us to 
only assess what was informative. 

9 LIMITATIONS AND FUTURE WORK 
Our work is subject to some limitations we want to acknowledge 
in this section and outline how they can be addressed in future 
work. The taxonomy we present as part of the TARGET framework 
is clearly only as good as the underlying literature review. As we 
limited our search to four academic online libraries, potentially rele-
vant papers from other libraries or CRX concepts from commercial 

vendors were not considered. Due to this potential selection bias, 
the completeness of the taxonomy may be questioned. The papers 
we identifed in our search nevertheless represent a wide variety 
of diferent CRX concepts and, in our estimation, incorporate the 
most relevant work in the feld. While we believe that the extracted 
evaluation criteria can provide CRX designers with a solid overview 
of what aspects might be generally relevant in a CRX evaluation, 
this set of criteria is not exhaustive and can only represent a current 
snapshot of CRX research. The taxonomy should therefore be seen 
as a dynamic construct that can be adapted and extended in the 
future. The second limitation lies in the evaluation process itself. 
Which criteria are considered relevant and therefore included in the 
evaluation is subject to the stakeholders’ decision. Admittedly, this 
can lead to some criteria, though perhaps interesting or relevant, yet 
not the stakeholder’s main focus, not being assessed. Nevertheless, 
we think that only through the fexibility the selection of criteria 
provides the framework can be used for CRX with diferent foci. 
The subject of future research could be to develop a minimal set 
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of criteria that should be included in any CRX evaluation showing 
which criteria should be prioritized. 

Regarding the operationalization of the framework, it can be crit-
icized that in its current form, it provides little guidance for CRX 
designers on selecting metrics and developing measurement instru-
ments to assess the criteria. The instantiation of the framework 
described in Section 8 intends to demonstrate how the TARGET 
framework can be applied to a particular CRX. Due to the brevity 
of the description of this instantiation, the process for selecting 
appropriate metrics and developing the scales used for the trainees’ 
self-assessment has only been described in brief. As a result, the 
described operationalization misses, for example, the validation of 
the internal consistency of the individual items of the developed 
scales used for the self-assessment of the trainees. Extending the 
framework with a mapping of possible metrics to the taxonomy 
criteria will be the subject of future research. The operationalization 
of the framework by CRX designers in research and practice will 
provide essential insights in this regard. 

Finally, to date, the TARGET process only ofers the possibility 
for summative evaluation of a CRX, i.e., the evaluation of a ready-
to-use CRX. Including the taxonomy in a process for formative 
evaluation in the future would have the potential to improve a CRX 
already during its design and development phase. For this reason, 
the TARGET process should be extended in this regard. 

10 CONCLUSION 
In this work, we present a framework that aims to structure and 
facilitate CRX evaluation. For this matter, we developed a literature-
based taxonomy of evaluation criteria for CRXs and embedded the 
taxonomy into a fve-step evaluation process. The taxonomy serves 
as a knowledge base for CRX designers guiding them on which 
aspects to consider in evaluating a CRX. To demonstrate the frame-
work’s applicability, we instantiated it to evaluate Iceberg CRX, a 
CRX to provide students in cybersecurity courses at our university 
with hands-on practice in responding to cybersecurity incidents. 
Applying our framework, we highlighted how structured evalu-
ation can help identify the strengths and weaknesses of Iceberg 
CRX. While Iceberg CRX is very suitable for conveying students 
with incident response skills and knowledge and raising their in-
terest, the underlying technical infrastructure can be improved in 
some regards. To conclude, we are certain that TARGET framework 
contributes to realizing the full potential of CRXs. As such, our 
research represents one advance in the quest to improve cyberse-
curity training and provides a base for other researchers to build 
upon. 
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A APPENDIX: TARGET TAXONOMY 

Table 5: TARGET Taxonomy: Learning Impact. 

No. Goal References 

LI.1 Willingness for continuous education and training [25, 57] 
LI.2 Projection of skills to real-world scenarios [19, 21, 32] 
LI.3 Long-term change in behavior [32] 
LI.4 Organizational impact [67, 86] 
LI.5 Societal impact ⊕ 

Table 6: TARGET Taxonomy: Learning Outcome. 

No. Goal References 

LO.1 Ofensive security knowledge [13, 29, 46, 67, 76, 77, 86] 
LO.2 Ofensive security skills [1, 6–8, 25, 32, 33, 38, 41, 46, 55–57, 60, 61, 64, 67, 71, 77, 

79, 81, 82, 84, 85] 
LO.3 Defensive security knowledge [29, 67, 76, 77, 86] 
LO.4 Defensive security skills [1, 3, 7, 8, 19, 26, 29, 32, 42, 51, 56, 57, 60, 61, 67–69, 74, 

76, 79, 81, 82, 84–86] 
LO.5 Forensic knowledge [28] 
LO.6 Forensic skills [7, 8, 28, 42, 60, 71, 82, 84] 
LO.7 Security awareness [33, 38, 42, 57, 70] 
LO.8 Non-security related technical knowledge [29, 57, 77] 
LO.9 Non-security related technical skills [38, 57, 67, 77] 
LO.10 Skills for coping with stressful situations [21, 28, 51] 
LO.11 Teaming/collaboration skills [8, 21, 22, 38, 51, 77] 
LO.12 Teaming/collaboration knowledge [77] 
LO.13 Decision-making skills [38, 68, 77, 84] 

Table 7: TARGET Taxonomy: Learning Experience. 

No. Goal References 

LE.1 Suitability for target group [28, 60, 68, 79] 
LE.2 Engagement of trainees [25, 29, 32, 45, 51, 76, 79] 
LE.3 Adequacy of difculty [29, 32, 51, 77, 81] 
LE.4 Adequacy of duration [66, 70] 
LE.5 Clarity of tasks [70] 
LE.6 Quality of learning material [86] 

Table 8: TARGET Taxonomy: Teaming. 

No. Goal References 

T.1 Diversity of diferent teams [1] 
T.2 Dynamic teaming roles confguration [50] 
T.3 Balance of skills among teams [30, 40, 51, 77, 79] 
T.4 Team efectiveness [11, 30, 40, 77] 
T.5 Leadership efectiveness [11] 
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Table 9: TARGET Taxonomy: Scenario. 

No. Goal References 

S.1 Relevance [12, 46, 67, 70, 77, 81, 82] 
S.2 Currency [8, 67] 
S.3 Fidelity of attacks [3, 69, 74] 
S.4 Fidelity of simulation/emulation [21, 22, 26, 33, 34, 50, 51, 56, 57, 60, 63, 64, 69, 71, 73, 74] 
S.5 Fidelity of tools [19, 28, 56, 76] 
S.6 Customizability [9, 26, 34, 42, 46, 66, 68, 69, 81, 81] 
S.7 Adaptability of difculty [4, 46, 81] 
S.8 Immediate feedback for trainees [1, 21, 34, 55, 55, 79, 79] 
S.9 Tool-supported collaboration [46] 
S.10 Alignment with certifcation requirements [32] 
S.11 Alignment with cybersecurity curricula [77] 

Table 10: TARGET Taxonomy: Management. 

No. Goal References 

MG.1 Cost-efciency [8, 9, 12, 25, 26, 29, 41, 49, 63, 66, 79] 
MG.2 Structured deployment [6, 9, 12, 13, 42, 50, 60, 74, 87] 
MG.3 Structured scenario creation [4, 6, 8, 9, 12, 21, 46, 50, 61, 64, 68, 80–82] 
MG.4 Variety of training scenarios [13, 26, 47, 53, 63, 66, 73, 74] 
MG.5 Technical complexity of orchestration [7, 66] 
MG.6 Automation of attacks [9, 19, 54, 61, 70, 73, 76, 79, 82] 
MG.7 Automation of defensive security operations [81, 82] 
MG.8 Automation of event generation [19, 31, 81] 
MG.9 Automation of orchestration [8, 54] 
MG.10Automation of training content generation [7, 8, 54] 
MG.11Automation of deployment [6, 31, 41, 45, 54, 64, 68, 70] 
MG.12Automation of testing [64] 
MG.13Collaboration between diferent cyber ranges [6, 34, 46, 49, 87] 
MG.14Collaboration with the industry [85, 86] 

Table 11: TARGET Taxonomy: Monitoring. 

No. Goal References 

MO.1 Automation of infrastructure monitoring [6, 53, 61, 82] 
MO.2 Automation of trainee monitoring [10, 31, 50, 55, 61] 
MO.3 Sophistication of trainee scoring [10, 46, 61, 67, 81] 
MO.4 Visibility [45, 80] 
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Table 12: TARGET Taxonomy: Environment. 

No. Goal References 

E.1 Accessibility [38, 66, 67, 70, 74, 76, 79, 80] 
E.2 Accuracy [81] 
E.3 Resource-efciency [12] 
E.4 Reliability [9, 51, 53, 67, 77, 81] 
E.5 Compatibility with standard technologies [21, 64] 
E.6 Extensibility [64, 74] 
E.7 Independence from deployment infrastructure [9, 80] 
E.8 Isolation [12, 34, 79] 
E.9 Modularity [13, 42, 47] 
E.10 Open-source availability [42, 60, 66, 79] 
E.11 Performance [7–9, 12, 13, 47, 51, 53, 54, 71, 81] 
E.12 Portability [13, 46, 47, 73] 
E.13 Scalability [9, 21, 26, 45, 49, 50, 53, 56, 60, 64, 66, 69, 73, 80, 81] 
E.14 Reproducibility of scenario [7, 12, 13, 47, 63, 73, 77, 82] 
E.15 Reusability of scenario (components) [6, 8, 28, 46, 60, 64, 80, 87] 
E.16 Security [1, 6, 34, 47, 53, 60, 66] 
E.17 Privacy ⊕ 
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