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Abstract
Industrial organizations of all kinds increasingly recognize the industrial internet of 
thing’s (IIoT) capabilities to enable valuable business process improvement (BPI). 
However, both theoretically and practically, there is a lack of clarity regarding the 
systematic and successful identification, specification, and implementation of cor-
responding applications. This article aims to bridge this research gap by presenting 
a comprehensive metamodel encompassing all relevant aspects and elements of IIoT 
applications with BPI propositions. The metamodel is the foundation for deriving 
generic yet practical patterns that can assist organizations in effectively executing 
IIoT projects. To evaluate the usefulness of the approach, five initial patterns were 
designed and applied by a market-leading organization. The metamodel and pat-
terns contribute to the descriptive knowledge of the IIoT and facilitate sense-mak-
ing, theory-led design, and practical project execution. To ensure rigor, the research 
endeavor followed fundamental principles of the design science research (DSR) 
methodology.

Keywords  Industrial internet of things · Business process improvement · Business 
process management · Metamodel · Patterns

1  Introduction

The impact of internet of things (IoT) applications is pervasive, influencing various 
aspects of daily life and introducing disruptive technologies for private households 
and businesses across different sectors (Whitmore et al. 2015; Sievers et al. 2021). 
Besides various smart home, smart grid, and smart city applications, especially 
industrial organizations can remarkably benefit from integrating IoT technologies 
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into their business processes. In this regard, a paradigm denoted as the industrial 
IoT (IIoT) has evolved that leverages the IoT, albeit transcending the concept of the 
thing toward industrial applications. By transforming analog information into digi-
tal data that can be processed in real-time, the IIoT enables new business models, 
revolutionizes existing ones (Ng and Wakenshaw 2017; Anosike et  al. 2021), and 
enhances organizations’ competitive advantage (Li et al. 2012). Generating and uti-
lizing comprehensive process data and the interconnectedness of process entities 
offer opportunities for improving various business processes and optimizing value 
creation (Del Giudice 2016). Hence, integrating IIoT technology into existing busi-
ness processes can result in valuable business process improvement (BPI), which is 
particularly relevant for process-oriented organizations (Janiesch et  al. 2020). For 
example, equipping in-stock products with simple radio-frequency identification 
(RFID) tags can enhance warehouse process traceability and unlock numerous pos-
sibilities for improving downstream operations (Fescioglu-Unver et al. 2015). As a 
result, the pressure on organizations to integrate IIoT technology is growing steadily, 
so organizations that do not adopt IIoT may not be competitive soon (Liu 2017).

However, a survey of over 500 business executives revealed that 90% of indus-
trial organizations remain in the proof of concept or early-stage planning phases 
for IIoT projects (Bosche et al. 2016). Many organizations encounter severe dis-
crepancies between the initial expectations of IIoT projects and actual results 
(Skaržauskienė and Kalinauskas 2015; Zhang et al. 2021). These findings high-
light significant barriers and hurdles that impede successful integration into exist-
ing business process landscapes. Current literature has also drawn attention to 
this issue and declared the interaction of IIoT with business processes as one of 
the least understood phenomena in the business process management (BPM) dis-
cipline (Beverungen et al. 2020). Organizations need a novel and effective tech-
nology management to exploit the IIoT to improve business process performance 
(Del Giudice 2016). This motivates reflecting and updating strategies and best 
practices for redesigning business processes (Beverungen et al. 2020).

For an enhanced IIoT application maturity in industrial organizations, exist-
ing business process problems must be investigated, and potential IIoT solutions 
identified (Sethi and Sarangi 2017). In this regard, the “Act of Improvement”, 
i.e., how existing business processes are transferred to the improved target state 
by implementing IIoT applications, must be defined precisely. This enhances the 
plannability and, thus, the chance of a successfully performed IIoT project (For-
ster 2006). Accordingly, organizations need support for three main challenges: (i) 
the identification of BPI potentials, (ii) the specification of IIoT applications, and 
(iii) the actual implementation of these applications. The central research ques-
tion (RQ) of this article can be formulated accordingly:

RQ1  How can industrial organizations be supported in the identification, specifica-
tion, and implementation of IIoT-based BPI applications?

One auspicious approach to address this RQ is the development of patterns. 
Patterns are generic and reusable artifacts that offer suitable solutions to specific 
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problems within a given context (Alexander 1977). Concerning IIoT-based BPI 
applications, patterns serve as templates or blueprints that can be applied across 
different industrial organizations (Forster 2006). These patterns encompass all 
relevant elements of the applications, including underlying challenges, industry 
examples, performance indicators, and specific characteristics of the technical 
solutions. To formulate patterns effectively, a well-defined metamodel that cap-
tures fundamental design principles is a prerequisite. The metamodel ensures the 
pattern descriptions’ completeness, consistency, and structured representation 
(Falk et al. 2013). Against this background, an additional RQ can be formulated:

RQ2  Which metamodel enables the illustration of IIoT-based BPI patterns?

The article at hand addresses both RQs by proposing a metamodel containing 
all elements required to fundamentally comprehend the phenomenon of IIoT-based 
BPI. To demonstrate the practical application of the metamodel, an initial set of five 
IIoT-based BPI patterns was derived from a thorough analysis of 34 real-life IIoT 
applications and illustrated using the metamodel. To evaluate the research approach, 
the patterns were applied by a market-leading industrial organization.

The remainder of this article is structured as follows. Section 2 presents the theo-
retical foundations of IIoT and BPI and an overview of patterns and metamodels in 
information systems research. Section 3 describes the underlying research method-
ology, which has been applied to develop and evaluate the metamodel and patterns. 
Subsequently, the design and development of the metamodel is illustrated in Sect. 4, 
including an extensive Systematic Literature Review (SLR). Section 5 presents the 
final metamodel of IIoT-based BPI, including all aspects and elements. In Sect. 6, 
a set of five patterns is derived by an expert panel. Subsequently, in Sect.  7, the 
patterns are applied in a real-world case study serving as a summative evaluation. 
Finally, implications, limitations, and future research opportunities are discussed in 
Sects. 8 and 9.

2 � Theoretical foundations

2.1 � Industrial internet of things meets business process improvement

There are many approaches for defining IoT, its components, features and capabili-
ties, and the things themselves. According to the IEEE, the IoT is a network that 
connects uniquely identifiable things to the internet. By exploiting unique identifi-
cation and sensing, information about the thing can be collected, and the state can 
be changed from anywhere, anytime, by anything (Minerva et  al. 2015). Hence, 
the term thing corresponds to the idea of creating a ubiquitous presence of objects 
equipped with sensors, actuators, or tags. On the other hand, the term internet refers 
to the ability of these things to build a network of interconnected objects based on 
several specific network technologies. These two perspectives can be complemented 
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by a semantic view, which represents the ability of IoT to uniquely identify things 
and store, process, and exchange data (Atzori et al. 2010).

With the increasing prominence of industrial IoT applications, a more specialized 
paradigm called the IIoT has emerged. Unlike the generic definition of IoT, the IIoT 
involves utilizing specific IoT technologies, such as particular types of smart objects 
within industrial cyber-physical systems, to pursue objectives specific to the indus-
trial domain. As a result, the IIoT differentiates itself from the IoT by the purposes 
for which the technologies are put (Boyes et al. 2018). Current research and imple-
mented applications show that IIoT technology reveals many extensive possibilities 
for improving business processes (Stoiber and Schönig 2021).

Despite the IIoT’s potential to enhance BPI and optimize organizational perfor-
mance, there is a dearth of research focused on IIoT-based BPI. This research gap 
can be addressed by developing a metamodel that facilitates the creation of pat-
terns and contributes to the descriptive knowledge of IIoT-based BPI. This approach 
has proven successful in numerous research disciplines and has gained acceptance 
across industries (Winter et al. 2009).

2.2 � Metamodels and patterns

Patterns, originally introduced by Alexander (1977) in the context of architec-
ture, have found applicability in various domains, including information systems 
research. They represent recurring problems or challenges in the real world and 
provide generic solutions that can be applied to similar problems in different con-
texts. According to Fowler (1996), patterns are ideas that have proven useful in one 
practical application and are likely to be valuable in others. Following the definition 
of Gamma et al. (1994), patterns consist of four essential elements. First, a pattern 
must have a name for identification. Next, the problem should be described, specify-
ing the context in which the pattern can be applied. The third element describes the 
problem solution, which should not be a concrete solution but rather an explanation 
of the interaction of different mechanisms leading to a solution. Finally, the conse-
quences of applying the pattern, including positive and negative effects, should be 
outlined.

Patterns have been extensively researched in different research disciplines, signifi-
cantly contributing to, e.g., software engineering (Gamma et al. 1994). Furthermore, 
patterns have proven valuable in designing individual object-oriented software com-
ponents and composing them into applications (Schmidt et al. 2000). They bridge 
the gap between high-level integration plans and implementation challenges, pro-
viding guidelines that compensate for decision-makers’ lack of experience (Hohpe 
and Woolf 2003), leading to improved project quality, reduced time consumption, 
and cost savings. Patterns are also applicable to process-related disciplines such as 
Workflow Management or process-aware information systems (Weber et al. 2008).

However, for the discipline of BPI, the creation of specific patterns has barely 
been addressed. Forster (2006) built a framework and toolset for creating and 
structuring BPI patterns while creating the first set of patterns. Another relevant 
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contribution by Falk et  al. (2013) proposes a metamodel that facilitates the illus-
tration of BPI patterns. These patterns constitute models derived from an origin 
metamodel.

Generally, a model can describe objects in the real world and abstract constructs. 
When the abstract construct described is a model itself, it is called a metamodel 
(Gonzalez-Perez and Henderson-Sellers 2008). To structure this metamodeling 
approach, the Meta-Object Facility (MOF) standard of the Object Management 
Group (OMG) provides a concrete metamodeling architecture illustrated in differ-
ent layers (Object Management Group 2013). Layer M0 refers to instantiations, 
real objects or instances. Layer M1 consists of models, and thus mappings of real 
objects. Furthermore, layer M2 refers to metamodel, for example, written in the Uni-
fied Modeling Language (UML). A metamodel describes the types of model build-
ing blocks available, the types of relationships between the model building blocks, 
the rules for linking between model building blocks by relationships, and the seman-
tics of the model building blocks and relationships. The fourth layer M3 provides a 
meta-metamodel and constitutes the language used by MOF to build metamodels.

2.3 � Related work

As described in subSect.  2.2, some works that specifically address the combina-
tion of IIoT technology and business processes have been emerging. Hence, BPM 
research increasingly recognizes the challenges and opportunities of integrating IIoT 
and vice versa. A recent structured literature review (SLR) of Vukšić et al. (2021) 
highlighted the topic’s relevance by analyzing the temporal distribution of published 
articles. While research has been relatively scarce from 2010 to 2015, a noticeable 
growth can be seen since 2016. Consequently, the topic is still in an early scientific 
research stage but can be considered a growing trend (Suri et al. 2018).

Some general frameworks and reference architectures of IIoT also address busi-
ness process perspectives. For example, the Reference Architectural Model Industry 
4.0 (RAMI 4.0) is a three-dimensional model showing how to approach Industry 
4.0, including IIoT, in a structured manner (DIN SPEC 91345, 2016). As one of the 
main layers of the model, business processes are addressed. Another example is the 
Industrial Internet Reference Architecture (IIRA), that provides guidance to imple-
menting IIoT technology in organizations (Industry IoT Consortium 2022). Within 
the guidelines, a specific business view is described that highlights the importance 
of a business process perspective.

Focusing on IIoT as an enabler for BPI, some articles provide an overview of the 
capabilities of IIoT for redesigning and improving business processes. A publica-
tion by Haller et al. (2009) describes major application areas where IIoT can gener-
ate business value. Also, Chui et al. (2010) specifically highlighted the importance 
of IIoT for improving business processes while defining six emerging applications. 
Yang et al. (2018) stated that IIoT could be used to redesign production processes 
and, thus, achieve higher efficiency. A study by Sestino et  al. (2020) shows how 
IIoT can be used for BPI and illustrates several central topics in current literature. 
Moreover, Arnold et al. (2016) presented the impact of IIoT technology on business 
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models and business processes in different manufacturing industries. More recent 
research by Drechsler et al. (2022) describes how the emergence of IIoT technolo-
gies follows a cascading growth pattern.

Regarding BPI patterns, especially noteworthy is the contribution of Falk et al. 
(2013), who created an explicit metamodel that enables the creation and formula-
tion of BPI patterns and can be used as a template and basis for further research. 
Furthermore, patterns have also been applied to several IoT or IIoT-related topics. 
As the IIoT consists of different layers, comprising perceiving, networking, or data 
processing technologies, many different patterns can be formulated that support 
system engineers with integrating whole applications into business environments. 
The design and architecture of IIoT systems can eminently benefit from patterns that 
assist in designing scalable and replicable IIoT applications (Washizaki et al. 2020). 
Another focus within this research area is on data exchange and network technology 
patterns along with multiple connected devices, machines, or process entities (Rein-
furt et  al. 2016). However, a comprehensive conceptualization of IIoT-based BPI 
that explicitly describes and specifies the phenomenon has not been addressed yet.

3 � Research methodology

Since the formulated RQs aim to create novel artifacts, the DSR paradigm was taken 
as a basis. DSR seeks to guide researchers during the provision of usable artifacts 
such as constructs, models, methods, or instantiations (Hevner et  al. 2004). To 
develop the metamodel, the structured procedure of Peffers et al. (2007) was applied. 
This proven method is based on the methodology of Hevner et al. (2004) and pro-
vides detailed phases to carry out DSR. In this respect, the conducted research is 
composed of the following research activities: (i) the design and development of a 
metamodel, (ii) the derivation of an initial set of patterns, and (iii) a summative eval-
uation in the form of a case study. Figure 1 gives a brief description of the activities 
and their section references.

In the first research activity, the metamodel of IIoT-based BPI applications was 
designed, and a comprehensive formative evaluation was performed. In contrast to 
creating an entirely new metamodel from scratch, the improvement and revision 
of an existing and thematically related metamodel enabled the adoption of proven 
concepts and ideas. Therefore, according to Falk et  al. (2013), the metamodel for 
BPI patterns served as the base for development. It was generic enough to repre-
sent all patterns of IIoT-based BPI since these represent a subset of BPI patterns. 
However, it was not specific enough to appropriately illuminate the aspects of the 
IIoT domain due to its complexity and unique features. For this reason, the baseline 
metamodel required adaption concerning IIoT. As in the original metamodel, a class 
diagram was used for modeling as it provided sufficient semantic expressiveness for 
metamodeling.

To adapt the base metamodel, two development iterations were conducted. 
Within the first design iteration, an explorative inductive approach was selected. 
In this respect, an extensive SLR investigated literature describing IIoT applica-
tions with BPI reference. The SLR is further detailed in Sect.  4.2. Subsequently, 
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the identified literature was analyzed applying Grounded theory and its methods of 
open and axial coding (Corbin and Strauss 1990). This enabled the identification of 
indispensable aspects of IIoT-based BPI, which could enrich the base metamodel. 
Within the author team, the method of inductive reasoning (Hempel 1966) was 
applied to critically discuss the findings and select the most appropriate metamodel 
adaptions. Within the second iteration, additional expert knowledge was included 
in the research approach. Hereof, a Delphi study with nine industry and academia 
experts was conducted to refine the metamodel. In four rounds, the experts were 
asked to rate and eventually adapt the metamodel based on their expertise in the 
research area.

In the second research activity, the metamodel was demonstrated to three organi-
zations in the manufacturing, pharmaceutical, and automotive industries. Seven 
practitioners from different departments analyzed 34 IIoT applications in their 
different business areas to derive a first set of patterns. The industry experts used 
fundamental principles of inductive reasoning to analyze the applications, identify 
generic aspects, and create five patterns.

To evaluate the usefulness of the design artifacts, the patterns were introduced to 
an industrial organization in the third and final research activity. In this respect, they 
served as the basis to fundamentally redesign and improve an important distribution 
process in the Scandinavian region.

4 � Metamodel development

4.1 � The base metamodel

The development of the IIoT-based BPI metamodel builds upon prior work of Falk 
et al. (2013), who designed a BPI metamodel, illustrated in Fig. 2. In their approach, 

Activity Description

Metamodel development

Pattern creation

First design iteration:
Adaption of baseline metamodel

applying SLR and Grounded theory

Summative evaluation

Second design iteration:
Refinement of metamodel applying

Delphi study

Derivation of five patterns from 34
industry applications

Case study

Section reference

4.2

4.3

6

7

Fig. 1   Performed research activities
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the BPI metamodel is represented as a class diagram according to UML 2.0, where 
each pattern element is depicted as a specific class. The properties of these classes 
are described using attributes, and the relationships between the classes are repre-
sented by undirected binary associations with specified multiplicities. These multi-
plicities define the relationships between individual object classes. At the core of the 
metamodel is the BPI Pattern class, which is instantiated with a unique Name and 
an Example. The name describes the pattern’s overall purpose and enables its unique 
identification, while the example gives information on potential instantiations. In 
addition, there is the class Problem, defined by the attributes Name, Description, 
and the actual Consequences of the problem for the process. Furthermore, the Con-
text class is directly related to the class BPI Pattern. It is explained by a Name and 
context-specific Characteristics and describes the required circumstances for the 
pattern to be applicable. Each pattern exists in exactly one context, but multiple pat-
terns can exist in the same context.

Each pattern also contains a Solution, described by a Name and the Measures 
required to achieve the goal. The same solution can again be applied to multiple 
patterns, but each pattern has only one solution. Bound to the solution are one or 
more Mechanisms, each defined by a Name and precise action Instructions. In addi-
tion, a solution can optionally contain one or more Building Blocks. These building 
blocks are predefined models that can be implemented to solve the problem without 
customization. In addition, the pattern is related to an Effect, which is defined by a 
Name and the BPI dimensions of Cost, Time, Quality, and Flexibility (Dumas et al. 
2018). Finally, each pattern is related to one or more Performance Indicators. These 
are defined by a Name and Performance Measures that can be used to represent the 
improvement after the pattern has been implemented.

4.2 � First development iteration

To adapt the base metamodel, a first inductive development iteration was conducted. 
Inductive approaches involve processing information from subsystems to form a 
perception of a top-level system. This approach is suitable for analyzing initially 

Fig. 2   Base metamodel by Falk et al. (2013)
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unknown data relationships and transferring them to a metamodel. For the identi-
fication of appropriate literature, an SLR according to the method of vom Brocke 
et al. (2009) was performed. To allow a rigorous search and improve the traceability 
of the literature selection process, the Preferred Items for SLRs and Meta-Analysis 
(PRISMA) statement has been applied.

Initially, the search string (“IoT” OR “CPS”) AND (“BPI” OR “Process Improve-
ment” OR “Process Optimi?ation” OR “Process Automation” OR “Application” OR 
“Process Improvement”) and the written-out forms have been formulated. Figure 3 
illustrates the results of the SLR as a PRISMA flow diagram. To include a compre-
hensive range of relevant journals and conference proceedings in the research area, 
the databases ACM Digital Library, AISeL, IEEE Xplore, ScienceDirect, Scopus, 
and Springer Link were queried. In accordance with the PRISMA statement, four 
criteria were established for paper eligibility in the SLR: (i) the paper must be a 
peer-reviewed research paper published in a journal or conference proceeding, (ii) it 
should propose an evaluated solution or real IIoT industry application, (iii) it must 
have clear links to BPI, and (iv) it should be relevant and up to date. Criterion (ii) 
and (iii) were assessed in a qualitative manner, while criterion (iv) specified a pub-
lication date after 2015 and a minimum of 30 citations. Regarding criterion (iii), the 
paper must describe a clear reference to a business process and the IIoT application 
must have the goal of improving it. In this respect, it must be possible for the authors 
to identify the extent of the process improvement, i.e., whether time, costs, flexibil-
ity, or quality are improved.

The literature search and subsequent reference follow-up yielded a total of 81 
eligible publications. Once the eligible sample of publications was identified, rel-
evant data was extracted using the Grounded Theory approach and open and axial 

Records identified through database search
ACM Digital Library (n = 136), AISel (n = 135), IEEE Xplore (n = 1033), 
ScienceDirect (n = 1102), Scopus (n = 412), Springer Link (n = 1253), 

Total records (n = 4071)

Records after duplicates removed (n = 2141)

Records screened (n = 2141) Records excluded based on
eligibility criteria (n = 1718)

Full-text publications assessed for
eligibility (n = 423)

Publications excluded with reasons
• No application described (n = 55)
• No BPI reference (n = 87)
• Redundancy (n = 220)

Eligible publications (n = 61) Eligible publications obtained via
reference follow up (n = 20)

Publications included in qualitative synthesis (n = 81)

Id
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Fig. 3   PRISMA flow diagram
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coding methods (Corbin and Strauss (1990). During the first round, each author ana-
lyzed 40 publications from the sample using open coding as an interpretive method. 
Open coding allowed for the analytical breakdown of all IIoT-based BPI applica-
tions, aiming to develop substantive categories that enable description, naming, and 
classification. After this initial round, the identified categories were discussed and 
harmonized among the authors. In the second round, axial coding was employed to 
establish relationships among the formulated codes. This process led to the creation 
of additional categories and subcategories. Subsequently, a second discussion took 
place to ensure consensus and harmonization of the results. In the third round, the 
remaining 41 publications were coded using the set of categories and subcategories 
created in the previous rounds. This coding process served to test the categories and 
subcategories against new data.

Following the principles of inductive reasoning, as described by Hempel (1966), 
the categories and subcategories underwent extensive discussions to determine the 
most relevant ones for adapting the metamodel. These selected categories and sub-
categories were then used to create a set of classes and related attributes as exten-
sions to the base metamodel. Figure 4 presents the resulting metamodel classes and 
their evolution throughout both design iterations.

4.3 � Second development iteration

A structured four-round Delphi study was conducted to refine the initial draft of the 
metamodel from the first iteration. A Delphi study is an iterative method commonly 
used to gather information on a specific topic by administering multiple rounds of 
surveys. This approach is useful for obtaining expert knowledge and reaching a con-
sensus on complex issues that may lack empirical evidence (Loo 2002).

The participating experts were not introduced to each other to encourage creativ-
ity and reduce conflicts and group pressure within the study. Individually, they were 
tasked with rating or validating the metamodel classes and attributes of the initial 
draft. After each study round, the results were consolidated and utilized to refine the 
metamodel. The expert panel consisted of nine individuals, comprising five practi-
tioners and four researchers with expertise in IIoT, BPM, BPI.

BPI Pattern

Problem

Context

Solution

Mechanism

IIoT Techn.

Effect

Perf. Indicator

Applic. Area

BPI Pattern

Problem

Context

Solution

Mechanism

IIoT Techn.

Effect

Perf. Indicator

Process Pers.

Value Prop.

Interaction

= adapted or added metamodel classes within current iteration

Interaction

Building Block Goal

Pro. Specific.

First design iteration Second design iterationBaseline metamodel

BPI Pattern

Problem

Context

Solution

Mechanism

Effect

Perf. Indicator

Building Block

Fig. 4   Design and development iterations
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All practitioners had varying work experiences, ranging from four to 21 years, 
and had been involved in at least one IIoT project. They held positions such as pro-
ject engineers, project managers, and IT specialists and possessed at least a bache-
lor’s degree. The four researchers in the panel included two professors, one postdoc-
toral researcher, and one doctoral researcher. They were chosen based on the impact 
of their research. To ensure a balanced representation and minimize regional bias, 
the panel of experts was geographically diverse, with members based in Germany, 
the United States, and the Netherlands. For a detailed overview of the expert panel 
composition, please refer to Table  1. Figure  5 provides an overview of the four-
round Delphi study design, illustrating the information flows between the authors, 
facilitator, and the expert panel.

During Round 1 of the study, the expert panel rated the metamodel classes in the 
initial metamodel draft. Each expert had the option to either retain, adapt, or drop 
individual classes or propose additional ones. The results from round 1 were ana-
lyzed and consolidated using a systematic decision tree successfully applied in pre-
vious Delphi studies (Serral et al. 2020). A class would only be dropped if more than 
60% of the experts agreed on this option. No adaptations were considered necessary 
if the percentage to retain a class was at least 80%. Minor adaptations were made for 
a retain rate between 60 and 80%. However, major adaptations were deemed neces-
sary if the retain rate was below 40% or at least 50% of the experts agreed on the 
need for adaptation. Round 2 focused on validating the results obtained from the 
first round, followed by another consolidation phase. In Round 3, the expert panel 
was requested to rate the attributes of each class. For any new classes introduced, 
corresponding attributes were proposed by the experts. The consolidated results 
were then validated in Round 4. Following this round, a comprehensive discussion 
was conducted with all the experts to gather feedback and gain insights into their 
decisions’ reasoning. After this round, a discussion with all experts helped to get 
feedback and gain insight into the background of the individual decisions. Once the 
refinement of classes and attributes was completed, relations and multiplicities were 
defined and added to the metamodel.

5 � The metamodel of IIoT‑based BPI

The final metamodel of IIoT-based BPI consists of eleven classes and 28 attributes. 
During the initial development iteration, five classes were added to the metamodel: 
IIoT Technology, Application Area, Interaction, Goal, and Process Specification. As 
the refinement process unfolded, two additional classes, Process Perspective and 
Value Proposition, were included based on the expert panel’s feedback. However, 
the classes Goal, Building Block, and Process Specification, which were originally 
part of the metamodel, were removed. Figure  6 shows the resulting metamodel, 
including all classes, attributes, and relations, which will now be explained in detail.

According to Falk et al. (2013), the class Building Block can be used for result-
oriented patterns, i.e., patterns that directly describe the target process. In contrast, 
procedure-oriented patterns only describe instructions on improving the process but 
no direct implementation. Since IIoT systems are very complex and cannot provide 
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Request expert panel to rate 
metamodel classes.

Facilitator

Rate metamodel classes as
Retain, Adapt, or Drop.

Expert Panel

Consolidate results and create
adjusted metamodel.

Request expert panel to validate
adjusted metamodel classes. Validate metamodel classes as

Retain, Adapt, or Drop.Consolidate results with adjusted
metamodel.

R
ou

nd
 1

R
ou

nd
 2

R
ou

nd
 3

R
ou

nd
 4

Request expert panel to rate 
metamodel attributes. Rate metamodel attributes as

Retain, Adapt, or Drop.Consolidate results and adjust
metamodel attributes.

Request expert panel to validate
metamodel attributes. Validate metamodel attributes as

Retain, Adapt, or Drop.Consolidate results and create
final metamodel.

Fig. 5   Delphi study rounds

Fig. 6   The metamodel of IIoT-based BPI patterns
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any benefit without appropriate integration in the process, it is assumed that patterns 
for process improvement through IIoT can only be procedure-oriented. Therefore, 
the expert panel agreed to delete this class from the metamodel. Furthermore, the 
multiplicity of the class Mechanism was revised. In the base metamodel, each solu-
tion was limited to having exactly one mechanism. However, this restriction unnec-
essarily constrained modelers and made it challenging to create domain-specific BPI 
models. To provide greater flexibility and enable the inclusion of additional imple-
mentation details for IIoT applications, the restriction on the multiplicity of the class 
Mechanism was removed. This change allows modelers to define multiple mecha-
nisms within a solution, giving them more freedom and customization options.

The first new class Interaction describes human involvement in the IIoT appli-
cation. This aspect has been discussed by Patterson et  al. (2017) and plays a cru-
cial role in describing how the IIoT application interacts with humans within the 
process. For example, it can specify whether a dashboard is accessible only to the 
process owner or if all actors in the process are provided with information through 
wearables, smartphones, or other devices. The interaction class encompasses the 
interfaces between the IIoT application and humans, including data input and output. 
By introducing this domain-specific element, the generic BPI metamodel is adapted 
to an IIoT-based BPI metamodel. Previously, the information output or transfer to 
human actors had to be modeled using the Mechanism class or could not be mod-
eled at all. Each solution can now include one or more interactions, as there may 
be multiple interfaces for data input or output, or different groups of people may be 
affected. However, the class is not mandatory, as highly automated IIoT systems may 
not involve human interaction.

The second new class is IIoT Technology. This class addresses the technical 
requirements of the IIoT application, which could not be adequately represented in 
the base metamodel. Under this generalized class, the necessary technical specifica-
tions are described through two attributes. The first attribute Smart Device captures 
the technological and architectural principles involved. As discussed in subSect. 2.1, 
sensors, actuators, and network technologies can transform ordinary objects into 
smart devices or things. Different types of smart devices, such as activity-aware, 
policy-aware, and process-aware devices, as defined by Kortuem et al. (2010), can 
be represented within this attribute. A detailed description of specific hardware 
requirements, such as sensors, actuators, and networking technologies, would be too 
specific to create generic patterns. The second attribute Data Processing describes 
the basic features of how the collected IIoT data is analyzed and eventually used to 
improve the underlying business processes. With cloud computing, for instance, the 
IIoT device is only responsible for generating the data and does not provide any data 
processing capabilities. In contrast to centralized data processing, edge computing 
involves processing and analyzing the generated data (or at least parts of it) directly 
at the network’s edge by specially designed devices. Depending on the application 
and the structure of the IIoT system, hybrid approaches can be possible, too.

Directly connected to the IIoT Technology class is the new class Value Propo-
sition. This class describes the value that IIoT technology can provide in solving 
the identified problem. It goes beyond simply outlining technological specifications 
and highlights the disruptive features and capabilities enabled by the combination of 
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sensors, networking, and data processing technologies. The first attribute of the class 
is Key Capabilities. IIoT technology encompasses novel and disruptive capabilities 
that set it apart from other technologies. To effectively leverage these capabilities 
for beneficial BPIs, they must be systematically exploited. While the combination 
of these capabilities is often relevant in IIoT-based BPI, there are usually distinct 
key capabilities that are particularly relevant in each case. Such capabilities include 
universal scalability, comprehensive perception, embedded intelligence, and inter-
operability. Utilizing specific IIoT technologies and exploiting a set of capabilities 
can define the IIoT Maturity. In this context, maturity refers to the complexity of 
an IIoT application, its level of integration into the process, and the value it gener-
ates. It ranges from simple data collection and analytics to fully automated tasks. Tai 
Angus Lai et al. (2018) have identified various possibilities for defining IIoT matu-
rity, such as situational awareness, decision-making support, information exchange, 
and autonomous systems.

Finally, the class Process Perspective was added to the metamodel. It describes 
the perspectives and, therefore, process aspects that are influenced most by the IIoT 
application. This class is particularly useful for illustrating how the IIoT applica-
tion affects and redesigns the process. Jablonski and Bussler (1996) have defined six 
process perspectives that can be applied in this context. The behavioral perspective 
includes elements such as the correct process workflow or sequence, legal regula-
tions, and internal requirements. The organizational perspective focuses on the per-
sonnel involved in process execution, including process owners, administrators, and 
users. The underlying system, such as the IT environment, is also part of this per-
spective. The functional perspective encompasses concrete process steps, tasks, and 
events. In industrial settings, many processes involve multiple machines, tools, and 
software applications, which can be described from an operational perspective. The 
data perspective involves all data and documents necessary for process execution. 
Lastly, the locational perspective describes the specific locations of process entities, 
such as machines or workers.

6 � Creation of initial patterns

Once the metamodel was designed, it was used to illustrate an initial set of patterns. 
For the pattern derivation, seven practitioners from three multinational industrial 
organizations were engaged. Their roles included technical project managers, IT 
managers, automation experts, and digitalization managers, and they were respon-
sible for overseeing IIoT projects within their respective organizations. More details 
about these experts can be found in Table 1.

During their analysis, the practitioners identified 34 IIoT applications with BPI 
propositions that were assessed as suitable for further examination. In a collabora-
tive workshop conducted via video conference in February 2021, six distinct pat-
terns were derived and illustrated using the provided metamodel. These patterns are 
Process Guidance, Derivation Detection, Authentication and Authorization, Task 
Distribution, and Activity Automation. In the following subsections, they are briefly 
described.
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In general, the pattern definition is a creative procedure that is based primar-
ily on underlying data. For example, several different IIoT use cases could be an 
appropriate basis for this purpose. The actual derivation, or discovering, of pat-
terns could be based on classification or coding techniques. The techniques of 
open, axial, and selective coding are particularly suitable for this.

6.1 � Process guidance

The first pattern Process Guidance (see Fig. 7) provides a generic description of 
applications that focus on enhanced user guidance within a business process. By 
capturing situational and process-related data, these applications determine the 
current state of the process and identify the subsequent tasks. The identified tasks 
can then be displayed to the process participants, for example, through wearables 
or displays. This pattern primarily affects the operational and data perspectives, 
involving input and output data to influence task performance.

The smart devices employed in this pattern are process-aware, as they are 
responsible for capturing process-related data, processing it, and providing it to 
the process participants based on the current process state. An example men-
tioned in the pattern is from an automotive organization where employees receive 
visual instructions and indications that guide them through each process task. The 
IIoT system, with its integrated sensors, comprehensive perception, and embed-
ded intelligence, enables tracking of the actual process flow. This allows for the 
provision of information about the current task using different colored light bars, 

BPI Pattern

Problem

Context

Solution

Name: Process Ambiguities.1
Description: For new process users 
or complex processes, the correct 
task performances and process 
sequences are difficult to 
understand.
Consequences: Long processing 
times, dissatisfied users, error rates

Name: Context.1
Characteristics: Process 
sequences depend on process and 
situational data.

Name: Data-based Process
Guidance.1
Measures: Integrating sensors to 
monitor situational data. Mapping 
data with process sequences to 
display guidance for tasks.

Name: Process Guidance.1
Example: During the assembly 
of cars, employees get visual 
instructions and indications 
regarding their process tasks. 
The IIoT system recognizes task 
performances using sensors and 
guides through tasks according 
to the collected data and the 
underlying process model. The 
systems guides during the 
selection of parts and indicates 
the location for mounting. 

IIoT Technology
Name: Perception and Provision.1
Smart Devices: Process-aware 
systems capturing process and 
situational data via sensors. 
Audiovisual devices displaying 
process information, e.g., wearables 
or light bars.
Data Processing: Processing 
situational data in edge-devices and 
mapping with expected process-data 
from, e.g., BPMS. Triggering 
subsequent process tasks and 
providing explanatory information.

Mechanism
Name: Data Collection and 
Provision.1
Instruction: Collecting process-
related and situational data to enable 
provision of correct process 
sequences and task descriptions.

Interaction
Name: User Guidance.1
Human Involvement: Process users 
are perceiving information on process 
tasks from the IIoT device. They need 
to follow the provided guidance.

Value Proposition
Name: Information Exchange.1
Key Capabilities: Comprehensive 
perception, embedded intelligence
IIoT Maturity: Information exchange

Effect

Name: Quality.1
Performance Measures:
Error rate, repetition loops

Name: Operational.1
Description: Guided task
execution

Name: Effect.1
Cost: (0) neutral
Time: (+) positive
Quality: (+) positive
Flexibility: (-) negative

Name: Data.1
Description: Capturing and 
providing situational data

Performance Indicator

Process Perspective

Process Perspective

Name: Time.1
Performance Measures:
Processing time

Performance Indicator

Fig. 7   Process guidance pattern
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for instance. Implementing this pattern has shown improvements in processing 
time and decreased error rates and repetition loops.

An exemplary literature application of this kind is the training of new employ-
ees in a manufacturing organization. Employees are guided through process tasks 
by tracking the current process data and visualizing process descriptions of subse-
quent tasks. Other organizations have implemented applications to guide employ-
ees through production or logistic processes by capturing environmental and process 
data, processing it, matching it with process models, and providing guidance for 
tasks (De Vries et al. 2015).

6.2 � Deviation detection

The second pattern Deviation Detection is illustrated using a gas bottle filling pro-
cess in the chemical industry, as seen in Fig.  8. The primary challenge faced by 
organizations is to detect process deviations during runtime, allowing them to iden-
tify incorrect task executions and appropriately adjust the subsequent process flows. 
Deviations in the process can result in low process quality, process deadlocks, or the 
need for process support. In the case of the gas bottle filling process, it is crucial to 
ensure that after filling the toxic gas bottles, they are placed in the correct areas as 
specified by the process description. Incorrect task executions in this context car-
ries a high-risk potential. To address this, the pattern proposes implementing loca-
tion sensors that collect task execution data and compare it with the expected values 
derived from the process description. By analyzing this data, deviations from the 
expected behavior can be detected.

BPI Pattern
Effect

Problem

Context

Solution
Name: Quality.2
Performance Measures:
Error recognition, rework rate

Name: Process Intransparencies.1
Description: The correct process 
task execution is hard to verify. 
Incorrect executions have a negative 
impact on subsequent tasks and the 
whole process. The selection of 
appropriate countermeasures 
depends on the deviation 
identification.
Consequences: Low process 
quality, process deadlocks, scrap 
and rework

Name: Context.2
Characteristics: Poorly or incorrectly 
executed tasks must be identified. 
Appropriate countermeasures must 
be initiated.

Name: Process Data Reconcilitaion.1
Measures: Integrating sensors to 
collect and analyze process task 
data. Mapping collected data with 
expected data to find deviations. 
Initiating countermeasures, if 
required.

Name: Deviation Detection.1
Example: After the filling of toxic 
gas cylinders, the worker must place 
the cylinders in the right area for 
subsequent tasks. If the cylinders 
are placed in the wrong area, this 
involves high risk potential, e.g., for 
placing in food or chemical gas 
areas. Sensors collect locational 
data of the toxic cylinders. This data 
is processed, analyzed, and 
mapped with expected data of the 
process task. If the perceived data 
does not comply with the expected 
locational data, a deviation is 
detected. This information can be 
used to prevent a wrong placement 
or to initiate a repositioning of the 
toxic cylinders and a scrapping of 
the food or medical gases.

Name: Functional.1
Description: Process task
monitoring

Name: Effect.2
Cost: (0) neutral
Time: (0) neutral
Quality: (+) positive
Flexibility: (0) neutral

Name: Data.2
Description: Collection and 
reconciliation of data

IIoT Technology
Name: Sensing.1
Smart Devices: Activity-aware 
systems sensing and collecting 
data. 
Data Processing: Processing 
situational data in edge-devices 
or (cloud-) servers. Comparing 
data with defined 
values/thresholds.

Performance Indicator

Mechanism
Name: Data Collection and 
Reconciliation.1
Instruction: Sensing, 
collecting, and analyzing task 
data. Mapping with expected 
data and initiating 
countermeasures, if required.

Process Perspective

Process Perspective

Value Proposition
Name: Situational Awareness.1
Key Capabilities:
Comprehensive perception
IIoT Maturity: Situational 
awareness

Fig. 8   Deviation detection pattern



	 C. Stoiber, S. Schönig 

1 3

This detection enables the initiation of countermeasures and improved error rec-
ognition rate, positively impacting the overall process quality. The pattern addresses 
the functional and data perspectives as the execution of the process task is moni-
tored. The IIoT technology includes activity-aware smart devices that process situ-
ational data on edge devices or (hybrid) cloud servers. To identify deviations of any 
kind, the key capability of comprehensive perception must be exploited to enable 
situational awareness of all process details. The implemented pattern improves pro-
cess quality in terms of increased error recognition rate and decreased rework rate. 
Similar industrial applications can be found to detect machine failures where sensor 
data is used for diagnostics and detection of deviations, e.g., at leakage detection 
(Ammirato et al. 2019) or other anomalies (Schneider et al. 2019).

6.3 � Authentication and authorization

Many business processes require authorized users to guarantee process safety and 
quality. Thus, potential users must authenticate their identity to check if they are 
authorized to perform specific tasks. The third pattern Authentication and Authori-
zation solves this challenge. The exemplary process is taken from a car assem-
bly process of a major automotive organization. During the assembly process, the 
safety–critical anti-lock braking system (ABS) module must be correctly placed, 
fixed, and connected to the car. As this should only be performed by trained person-
nel, authorization is required. The employee must authenticate to access the respec-
tive ABS module storage container. This container is only unlocked if the user has 
authenticated himself with valid credentials and the employee’s location is directly 
at the respective car. This can be done using smartwatches or other personal IIoT 
devices (Fig. 9).

The pattern mainly influences the organizational and data process perspectives, as 
user and process data are collected and used for authenticating the process partici-
pant. This has a highly positive impact on process quality as it improves the overall 
process safety. Similar IIoT applications can be identified in several industry appli-
cations aiming at checking customer authorization and authenticating employees in 
the production area or the logistics sector. For instance, the material handling of 
special products is only allowed for trained personnel, wherefore an authentication is 
necessary (De Souza et al. 2020).

6.4 � Task distribution

The fourth pattern Task Distribution originates from the problem of automated and 
efficient allocation of process tasks to a multitude of process users with specific 
knowledge and skills. In the corrugation industry, the different production process 
tasks must be distributed to workers according to their situational and personal char-
acteristics. This is performed by capturing data on their current location, fatigue, 
skills, and competencies and matching it with process task requirements (Fig. 10).

The parameters can be mapped with the task data by processing data from 
activity-aware systems on edge or cloud devices. The task can be displayed via 
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BPI Pattern

Effect

Problem

Context

Solution
Name: Quality.3
Performance Measures:
Process safety

Name: Lack of User Authentication.1
Description: Specific process tasks 
require authorized users to 
guarantee correct and safe 
performances. User and situational 
data is not available for user 
authentication.
Consequences: Safety risks,
malpractices, theft cases, poor
process quality

Name: Context.3
Characteristics: Before starting a 
task, users must authenticate to 
check for authorization. This is done 
using personal and situational data.

Name: User Data Verification.1
Measures: Implementing steps for
authorization. Users must
authenticate themselves based on
personal and situational data.

Name: Authentication and 
Authorization.1
Example: During car assembly, 
safety-critical ABS modules have to
be installed at a late stage in the 
process. This may only be carried 
out by authorized employees. Before 
each individual ABS module 
installation, an authorized employee 
must authenticate to get access to 
the ABS module and start the 
assembly task. In addition, the 
employee’s location is tracked using 
his respective smartwatch. This 
ensures that the employee is directly 
on site at the correct location and 
car.

Name: Organizational.1
Description: Process task
monitoring

Name: Effect.3
Cost: (0) neutral
Time: (0) neutral
Quality: (+) positive
Flexibility: (0) neutral

Name: Data.3
Description: User data 
collection, data reconciliation

IIoT Technology
Name: Data Collection and 
Verification.1
Smart Devices: Policy-aware 
devices that lock or unlock the
process according to user data.
Software applications or
connected physical devices for
user data capturing.
Data Processing: Processing 
and verification of user data in 
cloud database. Triggering
subsequent process steps
accordingly.

Performance Indicator

Mechanism
Name: Authorize Process
Participants.1
Instruction: Collecting user
data, determining authorization
level, and initiating process steps
accordingly.

Process Perspective

Process Perspective

Value Proposition
Name: Decision-making Support.1
Key Capabilities: Embedded 
intelligence
IIoT Maturity: Decision-making 
support

Interaction
Name: Data Entry.1
Human Involvement: Process
users are actively or passively
entering data via sensors or
applications.

Fig. 9   Authentication and authorization pattern

BPI Pattern

EffectProblem

Context

Solution Name: Quality.4
Performance Measures:
Task performance

Name: Responsibility Ambiguities.1
Description: Responsibilities for
tasks are not clear. Distribution is
performed manually and/or
inefficiently.
Consequences: High time 
consumption, Poor process quality

Name: Context.4
Characteristics: While having
several workers and complex process
activities, efficient allocation of tasks
is challenging.

Name: Optimizing Distribution.1
Measures: Capturing situational 
and/or personal data to distribute
process tasks (ordinary and
exceptional) in an efficient manner.
Displaying tasks to respective
personnel via audiovisual devices.

Name: Task Distribution.1
Example: During the production
process of corrugators, workers get
notifications of necessary tasks that
need to be performed. These tasks
are distributed and displayed to the
appropriate worker or group of
workers. The distribution is based on
situational and/or personal data
captured by sensors, e.g., worker
location, fatigue, or skill set.
Displaying the task information is
done via wearables, e.g., 
smartwatches or augmented reality
glasses.

Name: Organizational.2
Description: Selection of
process users

Name: Effect.4
Cost: (0) neutral
Time: (+) positive
Quality: (0) neutral
Flexibility: (0) neutral

Name: Data.4
Description: Capturing
situational or personal data,
providing process data

IIoT Technology
Name: Sensing and Optimizing.1
Smart Devices: Simple activity-
aware devices with sensors
capturing situational and/or
personal data. Audiovisual display
devices, e.g. wearables.
Data Processing: Processing 
data on edge devices or cloud.
Mapping with task requirement
data. Optimizing task allocation
and providing data.

Performance Indicator

Mechanism
Name: Efficient Task Allocation.1
Instruction: Capturing situational 
and/or personal data and
matching task related
requirements. Distributing tasks
and display information to users.

Process Perspective

Process Perspective

Value Proposition
Name: Decision-making Support.1
Key Capabilities: Embedded 
intelligence
IIoT Maturity: Decision-making 
support

Interaction
Name: Data Entry.1
Human Involvement: Process
users are actively or passively
entering data via sensors or
applications.

Interaction
Name: Data Visualization.1
Human Involvement: Process
users are receiving process data
via audiovisual interfaces, e.g., 
wearables or applications.

Fig. 10   Task distribution pattern
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wearables, e.g., smartwatches or other audiovisual devices, when distributed to a 
specific worker. This improves the process quality, as the most appropriate person 
performs the tasks. The pattern can also be identified along whole supply chains to 
achieve an IIoT-enabled task allocation optimization. By performing information-
driven dynamic optimizations based on IIoT data, the distribution of logistics tasks 
along the supply chain entities can be significantly improved (Liu et al. 2018).

6.5 � Activity automation

Replacing manual process tasks with automated tasks contains significant benefits 
for organizations. As manual process steps require trained personnel, it is associated 
with high labor costs and high working time consumption. The fifth pattern Activity 
Automation addresses this problem. The example described in Fig. 11 is taken from 
the manufacturing industry. Here, forklift drivers needed to manually scan pallet 
barcodes and storage location barcodes to enable effective material tracking. Using 
location sensors and providing this information to overarching control systems can 
enable automated tracking and tracing. Sensors capture location data that is pro-
cessed on edge devices or cloud services. Based on the data input, mechanical or 
software-based reactions can simulate manual activities. These systems form rather 
complex process-aware IIoT devices that can reduce labor costs, working time, and 
overall processing time. As the IIoT technology redesigns the actual process flow, it 
mainly influences the functional process perspective.

The pattern has a positive impact on labor costs as well as working time con-
sumption. Improving business processes by automating activities is one of the lit-
erature’s most relevant and frequent patterns. Several use cases have been identified 
during the literature review describing autonomous systems containing high-com-
plexity IIoT systems. Li et al. (2017), e.g., describe a fully autonomous system in 

BPI Pattern

EffectProblem

Context

Solution
Name: Cost.1
Performance Measures:
Labor cost

Name: Manual Activities.1
Description: Manual process tasks
require trained personnel.
Consequences: High labor costs,
high working time consumption

Name: Context.6
Characteristics: Many manual
process steps are inefficient and
require expensive human resources.

Name: Automating Process Steps.1
Measures: Retrofitting legacy
machines with sensors and actuators
or installing new equipment to
capture data and react accordingly.
Redesign of process by automating
existing activities.

Name: Activity Automation.1
Example: At storage areas, pallets
must be located on specific storage
positions. Forklift drivers are placing
the pallets and scan the pallet
barcode as well as the storage
barcode. This enables a clear
tracking of material. Using location
sensors, this scanning can be
replaced by tracking the exact
position of pallets in the outside 
yard. The Manufacturing Execution
System can track and trace all 
material flows automatically without
manual actions.

Name: Functional.2
Description: Redesign of
process tasks

Name: Effect.5
Cost: (+) positive
Time: (+) positive
Quality: (0) neutral
Flexibility: (0) neutral

IIoT Technology
Name: Sensing and Actuating.1
Smart Devices: Process-aware 
devices combining sensors and
actuators.
Data Processing: Sensing
process-related data and
processing it on edge devices or
cloud. Data-based reaction via 
actuators according on process
flow.

Performance Indicator

Mechanism
Name: Automation.1
Instruction: Retrofitting 
machines with sensors and
actuators; installing new
equipment. Automating manual
process activities.

Value Proposition
Name: Autonomous Systems.1
Key Capabilities: Comprehensive 
perception
IIoT Maturity: Autonomous 
systems

Name: Time.3
Performance Measures:
Working time

Performance Indicator

Process Perspective

Fig. 11   Activity automation pattern
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which the production object can automatically coordinate with the production and 
transportation machines and plan an optimal production process. The object to be 
processed is equipped with a microchip for this purpose and can receive individual 
production instructions from the cloud to enable a maximally flexible and fully auto-
mated process. Other examples describe the automation of whole activities within 
food supply chains (Pang et al. 2015). This comprehensive study shows the band-
width of application possibilities of this pattern.

7 � Summary evaluation

To evaluate the usefulness of the patterns and the underlying metamodel, they were 
applied in a real-world case study at a leading market player in the chemical prod-
ucts industry. In this respect, a project team used the patterns to develop a novel 
distribution channel for chemical products in the Scandinavian region, and thus, fun-
damentally improving the existing distribution processes. The summative evaluation 
aimed to assess if the research approach enabled a systematic and successful iden-
tification, specification, and implementation of IIoT-based BPI applications. This 
directly refers to the formulated RQ1 and the prevalent challenges that industrial 
organizations face.

7.1 � Use case setup

Changing customer behavior and expectations have presented substantial challenges 
for the case study organization within the Scandinavian region. Previously, custom-
ers were limited to purchasing products exclusively over the counter from certified 
retailers or via vending machines. However, these two primary distribution channels 
were no longer sufficient to cater to the diverse needs of both private and business 
customers. Nowadays, customers expect online services, a single standardized dis-
tribution process, 24/7 availability, or extensive guidance. These and other customer 
requirements were identified within an extensive survey. Although each of the two 
channels brings certain advantages, none combines all requirements. As a result, a 
comprehensive redesign and improvement project regarding the distribution chan-
nels and the underlying processes was initiated.

Initially, the organization formed an interdisciplinary project team comprising 
seven individuals, i.e., process owners, sales staff, engineers, and IT specialists. The 
authors of this article remained in a consulting position. The initiative commenced 
in 2019 and concluded in 2022, culminating in a thoroughly new distribution chan-
nel, including a redesigned distribution process. Based on the customer survey, a set 
of design objectives had been derived that constitute fundamental requirements for 
the new distribution process. The novel solution should be automated, stable, eco-
nomical, scalable, and enable online services and features. Furthermore, it should 
replace the existing distribution channels in the long run while combining both 
advantages.
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7.2 � Developing the smart vending cabinet

A comprehensive technology analysis determined that the IIoT’s capabilities 
could facilitate the design and implementation of the envisioned distribution 
channel. Nonetheless, a systematic approach was essential to successfully iden-
tify suitable IIoT solutions aligned with the design objectives. In this respect, the 
presented patterns for IIoT-based BPI applications were applied. During a series 
of workshops, the design objectives were thoroughly examined and mapped with 
the pattern catalog. Beginning with detailed descriptions of the design objec-
tives, the team diligently sought problem descriptions within the patterns to 
address them. Eventually, four patterns were successfully identified, facilitating 
the attainment of all design objectives. A combination of hardware and software 
design and development was required to realize the newly designed distribution 
channel, referred to as the Smart Vending Cabinet.

The Smart Vending Cabinet comprises five essential components: a standard 
20-feet container, a modular IIoT kit encompassing sensors, actuators, and relays, 
as well as edge nodes, a cloud server hosting the business process management 
system (BPMS), offering APIs and handling the analysis and storage of IIoT data 
for multiple services. The 20-feet container was outfitted with the IIoT sensor and 
actuator kit, providing sufficient space to accommodate a diverse range of chemi-
cal products. It operates autonomously, without needing on-site sales representa-
tives, and adheres to the location requirements of traditional vending machines. 
This new distribution channel and the novel distribution process are explained in 
the following.

The first step within the new distribution process is the purchase of chemical 
products by the customer. Customers can search for specific products at their near-
est Smart Vending Cabinet location using an already existing smartphone applica-
tion. Subsequently, the customers must be physically present at the appropriate loca-
tion and request access to the cabinet. The cabinet leverages the Authentication and 
Authorization pattern to detect the customer’s presence via Bluetooth. The cabinet 
door is opened by actuators only if the customer has placed a purchase order, ensur-
ing costefficiency by eliminating the need for additional human interfaces. This 
is based on the Activity Automation pattern. These process steps are illustrated in 
Fig. 12 on the left.

Once the cabinet door is open, the customer is presented with the purchased prod-
uct and can proceed to remove it. The Process Guidance pattern uses lightbars to 
visually guide the customer to the correct product. This feature proves particularly 
helpful for customers who are new to the process or unfamiliar with the products. 
Figure 12 in the center illustrates this step.

To ensure a stable and adaptable process, errors are detected and communicated to 
the customer using the Deviation Detection pattern. For instance, if a customer mis-
takenly removes the wrong product, the lightbar changes to red, and push messages 
are sent to the customer’s smartphone. The customer receives instructions through the 
lightbars and the smartphone application to rectify the error. Figure 12 on the right 
shows two exemplary push notifications. The first indicates that the customer has 
retrieved the wrong product and should return it to the respective slot. The second 
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notification alerts the customer that the cabinet was not closed correctly after retrieving 
the product.

7.3 � Results and evaluation

The Smart Vending Cabinet is currently in the rollout phase, with seven existing loca-
tions in May 2023. An initial customer survey revealed a significant increase in sat-
isfaction levels. Even customers who had previously relied on a single established 
distribution channel expressed their satisfaction with the new channel and indicated a 
preference for it in the future. For the industrial organization, a first analysis showed a 
36% decrease in distribution costs compared to the retailer process and 9% compared 
to vending machines. This is due to lower personnel and maintenance costs compared 
with the legacy channels.

To evaluate the usefulness of the developed patterns, the authors conducted semi-
structured interviews with all project team members. In this regard, the interview ques-
tions were formulated to indicate the effectiveness and applicability of the patterns. The 
interviews showed consistently positive feedback and confirmed the usefulness of the 
patterns. Particular emphasis was placed on their support for developing IIoT-based 
technical solutions to existing design objectives. Thanks to the generic representation, 
the project participants could apply the patterns well to the real scenario and map the 
exemplary descriptions with the scenario at the chemical organization. In general, the 
case study proved the usefulness of the metamodel and patterns, wherefore the research 
approach is critically discussed in the subsequent section.

8 � Discussion

Existing research does not provide adequate support for the identification of IIoT 
applications that enable appropriate BPI. Furthermore, the precise definition of 
the "Act of Improvement," i.e., how existing business processes are precisely 

Fig. 12   Smart vending cabinet application
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transformed to the improved target state through IIoT integration, remains elusive 
in most cases. To address these challenges and expand the understanding of IIoT, a 
metamodel of IIoT-based BPI and an initial set of five patterns were developed. The 
subsequent subsections outline the theoretical and practical contributions and impli-
cations that emerged during the development, demonstration, and evaluation activi-
ties. Additionally, the limitations of the research endeavor are presented to provide a 
comprehensive perspective.

8.1 � Theoretical contributions and implications

From a theoretical perspective, this article offers insights into the role of IIoT as an 
enabler for impactful BPI. The theoretical contribution lies in developing a meta-
model that encompasses the essential elements and relationships between IIoT and 
BPI. The core theoretical implications of the article can be summarized into two 
main aspects: enhancing the descriptive knowledge of IIoT and BPI and establishing 
a foundation for future research on patterns.

As a theoretical theory and design artifact, the metamodel and patterns com-
plement the existing descriptive knowledge on IIoT and BPI. Rather than solely 
emphasizing technology-related characteristics, they also focus on process-related 
problems. By highlighting the process-related view of IIoT applications, the meta-
model and patterns introduce novel perspectives to the predominantly technical and 
engineering-centric understanding of IIoT. Consequently, they provide a foundation 
for theory-led design and sense-making (Gregor and Hevner 2013).

The primary objective of the developed metamodel is to serve as a basis for creat-
ing and illustrating a comprehensive pattern catalog. Such a catalog would be sup-
portive in specifying, identifying, and implementing IIoT applications more effec-
tively and systematically.

8.2 � Practical contributions and implications

The metamodel and patterns offer relevant and applicable insights in real-world 
scenarios, addressing a gap in existing studies on IIoT. Previous research and sur-
veys among managers have revealed that many IIoT projects remain in the proof of 
concept or early planning stages and frequently fall short of delivering the antici-
pated benefits. This underscores the need for support during the project execution 
phases, including identification, specification, and implementation. In this context, 
the demonstration and evaluation of the metamodel have highlighted two practical 
implications.

Firstly, utilizing patterns based on the developed metamodel enables managers to 
explore and identify suitable IIoT applications. The patterns include descriptions of 
the underlying process problems, the affected process performance indicators, the 
impact on process perspectives, and generic illustrations of potential solutions. This 
might facilitate a goal- and process-oriented identification of applications. Addition-
ally, the patterns help prevent the development of misguided expectations for IIoT 
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projects by clearly describing the benefits derived from the processes. This could 
also prevent the implementation of poorly planned or erroneously selected projects.

Secondly, the instantiation of the "Act of Improvement" poses a significant chal-
lenge for industrial organizations. Moving from a detailed specification to a final 
implementation involves various complexities, surprises, and hurdles that must be 
managed. The patterns could support this demanding project phase by describing 
critical mechanisms and interconnections between the existing problem and the 
intended solution.

8.3 � Limitations

While the research conducted for this article aimed to be thorough and rigorous, it 
is essential to acknowledge its limitations. First, the application of the patterns is not 
necessarily limited to IIoT domain, as the distinction between IIoT and IoT is not 
always clear. Therefore, in many cases, the patterns could also be applied outside 
the IIoT domain. Nevertheless, the classes and attributes of the patterns are directly 
referring to scenarios in the industrial area.

In addition, some patterns could be related to challenges and topics of other 
BPM research fields. For example, pattern Deviation Detection could be related to 
conformance checking. The actual state of a process, often recorded by sensors, is 
compared with the target state. Deviations are reported accordingly. In conformance 
checking, a process model is compared with an event log. Consequently, the tech-
nique of conformance checking is one way of implementing the pattern, whereby of 
course the entire IIoT part including sensors and data must be considered.

Regarding pattern Activity Automation, a connection could be drawn to Robotic 
Process Automation (RPA). Yet, RPA only concerns software bots or AI agents, 
while the entire physical automation potential within processes is neglected. The 
pattern, however, includes the physical part.

Furthermore, the chosen inductive approach for metamodeling is a well-estab-
lished concept that offers several advantages by building upon actual observations. 
However, it is important to note that the underlying SLR may not encompass all 
available data on the phenomenon being investigated. The selected databases con-
strained the identification of relevant literature and formulated queries. To mitigate 
this subjectivity, a comprehensive Delphi study was conducted, which allowed for a 
formative evaluation and the inclusion of broad expert knowledge.

Another limitation pertains to the type of artifact developed in this research. 
While the metamodel effectively structures and illustrates essential aspects, fac-
ets, and elements of IIoT and BPI, it does not explicitly offer procedural guidance 
in methods (Hevner et al. 2004). Future research would benefit from developing a 
methodological artifact to provide explicit guidance throughout project execution 
phases and activities.

Furthermore, it is crucial to recognize that creating additional patterns should be 
viewed as an ongoing research endeavor. Technological advancements inevitably 
lead to new propositions for BPI. Therefore, continuously exploring and developing 
patterns remains a vital area of investigation.
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Ultimately, the metamodel and patterns must be applied in practical scenarios. 
Until now, the impact of the design artifacts on practice is not clear and there is no 
scientifically grounded evidence for its usefulness.

9 � Conclusion

This article addresses the existing research gap concerning the systematic and suc-
cessful conduction of IIoT projects with BPI prospects. Insights from industry stud-
ies and current literature highlight the need for descriptive design artifacts that prac-
titioners can use. To address this issue, a generic metamodel was developed that 
contains all indispensable elements of IIoT-based BPI applications. On this basis, 
patterns can be illustrated that represent applicable blueprints or templates that can 
be mapped with actual business processes. The research approach was based on the 
principles for DSR and followed the methodology proposed by Peffers et al. (2007).

First, the metamodel of IIoT-based BPI was developed. The development process 
involved two iterations, starting with adapting a base metamodel of BPI by Falk 
et al. (2013). Through an inductive development iteration, which included an SLR 
followed by open and axial coding, additional classes and attributes were incorpo-
rated into the metamodel based on the findings. In the second iteration, a Delphi 
study involving nine experts from academia and industry was conducted to refine 
the metamodel. This enabled the inclusion of external expert knowledge into the 
development. Subsequently, a first set of patterns was illustrated using the final met-
amodel. Practitioners from three multinational organizations analyzed 34 real-life 
IIoT applications in their respective business areas and used the insights to derive 
five concrete patterns.

These patterns were introduced to a market-leading chemical organization to con-
duct a summative evaluation of the research approach. An interdisciplinary project 
team used the patterns to fundamentally redesign and improve the existing distribu-
tion processes in the Scandinavian region. The successful project execution and the 
positive feedback proved the usefulness of the research approach and that it effec-
tively tackled the formulated research questions.

Due to the generic representation of the patterns and the lack of separation within 
all IoT domains, the patterns can also be used in other domains. This could con-
cern the domains Smart Health, Smart City, but also Smart Home and others. In this 
case, the patterns would have to be considered in detail and domain-specific adapta-
tions would have to be carried out.

The authors express confidence that both the metamodel and the initial set of pat-
terns contribute to extending and advancing existing knowledge, serving as valuable 
tools for researchers and practitioners. The positive summative evaluations showed 
that the patterns have the potential to be utilized by industrial organizations of vari-
ous types. Furthermore, future research should engage in extending the existing set 
of patterns to create a comprehensive catalog.
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