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The Internet of Things (IoT) is increasingly becoming a part of people’s lives and is progressively revolutionizing
our lives and businesses. From a Digital Forensics (DF) point of view, this connection turns an IoT environment
into a valuable source of evidence containing diverse artifacts that could significantly aid DF investigations.
Therefore, DF must adapt to the characteristics of IoT Forensics (IoTF). With the increasing deployment of IoT,
organizations are compelled to revise their approaches to planning, developing, and implementing Information
Technology (IT) security strategies. The IoT presents new business opportunities but also simultaneously creates
various challenges related to cyber-attacks and their resolution. For optimal preparedness in the face of future
incidents, companies should consider implementing Forensics Readiness (FR). This paper thus examines the
factors that influence IoT-FR within organizations. By systematically analyzing research efforts from 2010 to
2023, we identified the following factors influencing IoT-FR: (1) Legal Aspect, (2) Standardization Approach,
(3) Technological Resource and Technique, (4) Management Process and (5) Human Factor. Furthermore, these
influencing factors are not only considered individually but also in terms of the dependencies between them.
This results in the creation of a holistic model including the interdependencies and influences of the factors to
provide a novel overview and enhance the integrated perspective on IoT-FR. The knowledge of factors influencing
the integration of IoT-FR into organizations is valuable. It thus can be of enormous importance, as it can save
time and money in the event of a subsequent incident. Additionally, alongside these factors, various challenges,
techniques, models, and frameworks are highlighted to offer profound insights into the relatively novel subject
of IoT-FR and to inspire future research.

1. Introduction

Steadily, the market for IoT continues to grow. In 2020, the number
of IoT connections (e.g., connected cars, smart home devices, industrial
equipment, personal smart devices) surpassed the number of non-IoT
connections (e.g., smartphones, laptops, and computers) for the first
time. As of 2022, there are 16.4 billion IoT devices active, from a to-
tal amount of 26.5 billion connected devices. By 2025, it is expected
that there will be more than 30 billion IoT connections, which would
be worldwide almost four IoT devices per person on average (IoT-
Analytics, 2020).

While the IoT connects billions of devices, it enables them to col-
lect or transfer data and communicate with each other (Rahman and
Kabir, 2018). This development, in combination with the nature of

the applied IoT environments, poses several challenges to performing
digital forensic investigation within an IoT network (Stoyanova et al.,
2020). Examples of these challenges are vastly heterogeneous devices
and highly fuzzy network delineations. However, the need to carry out
forensic investigations is urged by the ever-increasing number of cy-
ber attacks, primarily targeted and professional Advanced Persistent
Threats (APTs). Generally, conventional devices are more secure than
IoT devices due to traditional security practices. This is one of the main
reasons for the drastic increase in the IoT attack surface (Mishra and
Pandya, 2021).

IoT technology is applied in various fields, such as private house-
holds or industries. The applications bring benefits to industrial com-
panies, such as optimizing workflows through real-time data and gain-
ing deeper insights into processes (Boyes et al., 2018). However, IoT
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elements are generally considered more challenging to manage. For ex-
ample, it is not easy to implement them in an existing IT infrastructure
or use existing IoT security solutions. As mentioned before, the attack
surface of the IoT is increasing. For this reason, security mechanisms
should be implemented to protect data pertaining to the IoT infrastruc-
ture from crime and to enable a retrospective analysis of incidents, for
example, through forensic strategies (Stoyanova et al., 2020).
Organizations are often unaware of the critical need to design IT
systems to support legal actions and meet regulatory compliance re-
quirements (Elyas et al., 2014). Therefore, it is essential to establish
IoTF capabilities to conduct IoTF to analyze cyber incidents and manage
them well in the aftermath. Establishing IoTF capabilities means that or-
ganizations need to get IoTF ready in this context (Karie and Karume,
2017; Fagbola and Venter, 2022). Implementing IoT-FR can lead or-
ganizations to maximize the ability to collect credible digital evidence
while minimizing the cost of forensics in an incident response (Tan,
2001). The ISO/IEC:27043 (2020) defines Digital Forensic Readiness
(DFR) within the readiness process class for organizations to optimize
Potential Digital Evidence (PDE) by capturing and storing possibly use-
ful forensic data in a way that it could be used for future investigations.
Further, interruptions in business processes during an incident happen-
ing should be avoided. In addition, the ISO/IEC:27043 (2020) standard
follows the same goal as Tan (2001) to save time and cost while con-
ducting an investigation if processes are pre-defined, -implemented, and
-optimized before an incident. Supplementary, this standard accentu-
ates the importance of using standardized processes while conducting
DFR, but it is not made for IoT-specific systems. In order to shed light
on the factors that influence the implementation of forensics readiness
in IoT environments and extract them from existing literature, as well
as to consider the integration of forensics readiness in IoT-enabled en-
terprises, the following three research questions are considered.

RQ1 Which influencing factors can be extracted from literature?

RQ2 How relate the identified influencing factors to each other?

RQ3 What challenges arise in IoT-FR based on the identified influencing
factors?

The remainder of the paper is structured as follows. Section 1 pro-
vides a motivational background. After that, Section 2 sets the under-
lying knowledge by introducing essential definitions and crucial IoT
aspects for understanding the paper’s contents, including related work.
After that, Section 3 provides a literature analysis, which consists of
a structured literature review and the extraction of factors that play a
role in achieving FR in the IoT. Section 4 puts the individual extracted
factors into a holistic context model. Further, the correlations between
them are visualized in a process flow. Section 5 explains the influenc-
ing factors in detail while discussing the challenges and approaches of
IoT-FR within organizations. Moreover, Section 6 provides the threats
to the validity of the work. Subsequently, Section 7 prospects future rec-
ommendations and research challenges for IoT-FR. Finally, we discuss
in Section 8 the extracted influencing factors and Section 9 concludes
the paper.

2. Background

The following definitions and contexts are applied to serve as a pre-
requisite for the paper and make the paper more understandable. In
addition, explanations are given for IoT, IoTF, [oT aspects, and [oT-FR.

2.1. Definitions

The IoT paradigm refers to a concept where a variety of things
or objects build a pervasive presence around us (e.g., Radio-Frequency
Identification (RFID) tags, sensors, actuators, mobile phones). These ob-
jects (“things”) can interact with each other and cooperate through a
unique addressing scheme to reach common goals (Atzori et al., 2010).
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IoT technologies can be utilized in various application areas, for exam-
ple, smart homes, smart cities, or smart manufacturing and agriculture
(Boyes et al., 2018). In general, an [oT environment is divided into three
zones: (1) Cloud (e.g., public, hybrid, private), (2) Network (e.g., cellu-
lar, industrial, mesh), and (3) Devices (e.g., sensors, wearables, phones).
At the basis of the IoT architecture, the devices produce or collect data
and send it over a network into the cloud, where the data is aggregated,
sorted, and processed. The processed data is then made available for
users (e.g., private persons, organizations) and provides insights into
communication and data processing between IoT devices (Zawoad and
Hasan, 2015).

Digital Forensics (DF) is a subarea of classical forensics. Classical
forensics refers to the observation and interpretation of physical evi-
dence (Eckert, 1992). In DF, processes and events on IT systems are
investigated concerning criminal acts to obtain evidence that can be
used in court or to detect and correct malfunctions in a system or net-
work (McKemmish, 1999). Generally, DF is defined by the four stages:
identification, retention, analysis, and presentation followed by the DF
Investigation Model, which was first introduced in 2001 (McKemmish,
1999). It is a linear procedure model that is used for DF investigation. In
2002, Casey (2009) extended the procedure model to the five steps: (1)
Identification, (2) Data backup, (3) Analysis, (4) Documentation, and
(5) Preparation. During an investigation, digital evidence should be ac-
quired in a forensically sound manner, meaning the acquisition process
should alter the original evidence as little as possible, and any changes
should be documented and evaluated in the context of the final analyt-
ical results (Casey, 2007).

IoT Forensics (IoTF) builds upon the structure of the IoT and can
be understood as a particular subcategory of DF. While DF has long
been an integral part of research and practice, IoTF is a relatively new
and unexplored area in both research and practice. I0TF is based on DF
and was first defined by Oriwoh et al. (2013) with three zones (internal
network, middle, outside/external network). This concept is then fur-
ther specified by Zawoad and Hasan (2015), who define IoTF according
to the structure of an IoT environment as a composite of three foren-
sic types: (1) Cloud Forensics, (2) Network Forensics, (3) Device Level
Forensics. Stoyanova et al. (2020) then provide a fourth forensic type,
valuable in IoTF, (4) Live Digital Forensics (LDF). LDF, also known as
dynamic analysis, describes a Real-Time System (RTS) and is subordi-
nate to IoTF and DF. In LDF, data is collected while the system is still
running. This practice provides additional contextual information that
is otherwise lost when collecting data after a system shut down (Adel-
stein, 2006).

IoTF investigations aim to gain a better understanding of an event
of interest by finding and analyzing the facts associated with that event
(Palmer et al., 2001). IoTF investigators uncover the truth of an event
by discovering and uncovering the remains (footprints or artifacts) of an
event left on the digital system or environment. The National Institute
of Standards and Technology (NIST) (Kent et al., 2006) recommends a
division of the digital forensic investigation process into four sequential
or iterative phases: (1) Collection, (2) Investigation, (3) Analysis, and
(4) Reporting (Hou et al., 2020).

Several 10T aspects distinguish IoTF from traditional IT forensic sce-
narios. The number of devices in an IoT network is typically higher
than in other contexts and generates an immense volume of data. Fur-
ther, the single devices are designed to perform simple operations and
exchange data between them rather than perform sophisticated tasks.
Consequently, their computational capacity is low, and they simulta-
neously have a small amount of memory, storage, and heterogeneous
data. Additionally, the relationship between the IoT infrastructure and
the cloud is critical. It is not uncommon to find the cloud as the base of
the IoT network or as the complement on which sophisticated tasks are
performed. Moreover, physical reachability is not always guaranteed in
the IoT; one device may be in a different location than others on the
same network, which can simultaneously lead to the responsibility of
different jurisdictions (Castelo Gémez et al., 2021). These IoT aspects
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show that IoT environments contain inherent/intrinsic problems that
can lead to vulnerabilities.

The term IoT Forensics Readiness (IoT-FR) is often used in the
context of enabling IoTF investigations. Specifically, it describes a pro-
cess step to ensure stakeholders and organizations are well prepared for
future IoT incidents. Meaning, that the IoTF investigation can be fully
supported operational and infrastructural by the organization. IoT-FR is
implemented to meet the standards for IoTF, enabling an investigation
according to the forensic process steps (1) Collection, (2) Investigation,
(3) Analysis, and (4) Reporting (Kent et al., 2006). In addition, IoT-FR
allows a fast and effective preparation of digital evidence, which can be
valuable in legal matters, disciplinary proceedings, before an employ-
ment tribunal, or in a court of law (CESG, 2015).

The definitions of IoT, IoTF, IoT aspects, and IoT-FR provide a basis
for understanding the paper’s proceedings. Following, a literature anal-
ysis is conducted to create a structured foundation to extract possible
influencing factors for the implementation of IoT-FR within an organi-
zational context.

2.2. Research motivation

During the last years, several surveys on IoT forensics were pub-
lished. Therefore, it is essential to state the different focus of our work
and the novel perspective on the topic of IoT-FR in comparison to other
surveys.

Summarizing the contributions of related work, Yaqoob et al. (2019)
provide a general survey on IoTF, illustrating the security concerns in
an IoT environment and discussing novel factors of IoT affecting tradi-
tional DF. They also create a taxonomy on IoT Forensics. Alenezi et al.
(2019) focus on the technical and legal challenges of I0TF, examining
potential solutions and challenges identified in the literature. Stoyanova
et al. (2020) discuss the key issues associated with IoT-based investi-
gations, including legal, privacy, and security issues. They provide an
overview of past and current theoretical models in DF and address the
paradigm of Forensics-as-a-Service (FaaS). Atlam et al. (2020) provide
a detailed overview of IoTF, discussing the need for Al in IoTF and the
security challenges of an IoT system. Janarthanan et al. (2021) present
an understanding of the challenges found in literature, focusing on a
typical investigation in a smart home environment. They discuss and
compare existing frameworks for conducting forensic investigations in
the IoT environment.

While current reviews have extensively addressed IoTF, it is evident
that there is a research gap on [0T-FR surveys. Previous works do ei-
ther not address IoT-FR (Yaqoob et al., 2019) or only briefly discuss it
in very general terms, often relegated to the section of future work or
open research (Alenezi et al., 2019; Stoyanova et al., 2020; Atlam et al.,
2020; Janarthanan et al., 2021). To bridge this existing research gap,
our aim is to thoroughly explore [oT-FR to generate new insights into
this field of research. Consequently, we seek to elucidate the factors in-
fluencing the implementation of FR in IoT environments, drawing from
existing literature, and to examine the integration of FR in IoT-enabled
enterprises. We believe that this endeavor will be valuable for emerg-
ing IoT forensic scientists. To the best of our knowledge, no other work
has yet addressed this gap.

3. Literature analysis

This section provides a Systematic Literature Review (SLR) to extract
influencing factors for realizing IoT-FR within organizations. Therefore,
the methodology used for the analysis is described at the beginning,
followed by the results of the literature research containing the ex-
tracted and identified influencing factors. Finally, an overview of factors
is given. See Fig. 1
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Fig. 1. Methodology For Processing Literature With SLR.

3.1. Systematic literature review

In order to obtain an overview of the methods and concepts used
and the current state of the art, an SLR is conducted. To conduct the
literature review reproducible, we follow the established guidelines by
Okoli (2015). This process consists of four phases encompassing eight
steps and is described in the following. The planning phase consists of
the purpose identification (Step 1), outlining the protocol, and training
the team for the SLR (Step 2). Next, the selection phase comprises the
criteria for the practical screening (Step 3) and the literature search
(Step 4). Subsequently, the extraction phase focuses on extracting data
from the identified literature (Step 5) and the quality appraisal (Step 6).
Finally, the execution phase covers the literature systematization (Step
7) and the documentation of the SLR (Step 8).

3.1.1. Identify purpose

We conduct this literature analysis with the purpose of creating an
independent work that specifically and completely reviews research on
the topic of “IoT Forensics Readiness”. Therefore, we identified in Sec-
tion 1 three research questions RQ1, RQ2 and RQ3. As an audience for
this review, we want to target [oTF researchers. We think synthesizing
and structuring literature can give novices a good starting point and
insight into the topic of IoT-FR.

3.1.2. Draft protocol & train team

In this step, we created a draft protocol that serves as a plan to con-
duct the SLR. We base our review on research articles published in one
of the seven databases: ACM, AlSeL, IEEE, Springer Link, Science Di-
rect, dblp, and JDFSL serve as the core for the literature search, see
Table 1. These databases guarantee a high-quality standard since the
publications found there are first checked and then published. In ad-
dition, the databases provide the possibility of a facilitated literature
search by offering an integrated search engine. The databases men-
tioned above contain up-to-date journals and publications in the field
of information systems that are considered relevant for this SLR (Okoli,
2015; Thaker and Vaghela, 2017). Ancillary, we defined keywords for
the search term. The combination of the terms “Internet of Things” or
“IoT” or “wireless” and “forensic readiness” or “ready” or “requirement”
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Table 1
Planning of SLR.
Purpose Review on IoT Forensics Readiness (RQ1-RQ3)
Audience 10T Forensics Researchers (novice)
Databases ACM, AlSeL, IEEE, Springer Link, Science
Direct, dblp, and JDFSL + cross-search
Internet of Things, IoT, wireless, forensics,
Keywords ready, readiness, requirement, preparation,

preparedness

[(Internet of Things OR IoT OR wireless) AND
forensic* AND (readiness OR ready OR
requirement OR preparation OR preparedness)]
Metadata (e.g., title, abstract, keywords)

Search term

Search setting

Table 2
Selection of Relevant Literature.

Content Publication includes IoT-FR

Language English

Duration Search start: open - end: 2023

Setting FR in some kind of IoT environment (e.g., oV,
Health IoT, WSN, Smart Home) or IoT-enabled
organization

Inclusion - Aspects of IoT-FR are discussed

Criteria - Concepts for IoT-FR are presented

Exclusion - IoT-FR only shortly mentioned

Criteria - No recognizable connection to IoTF

Search Filtering in a stepwise procedure by title,

Method abstract and fulltext screening

or “preparation” or “preparedness” are selected as search term [(Inter-
net of Things OR IoT OR wireless) AND forensic* AND (readiness OR
ready OR requirement OR preparation OR preparedness)]. The asterisk
at the end of the word “forensic*” extends the search to all endings of
a word stem. These include, for example, “forensics” and “forensical-
ly”. To avoid overlooking potential results, a cross-search (including a
backward and forward search) is done. All reviewers (two persons) are
trained on the basis of this draft protocol to establish a consensus on
the applied SLR approach.

3.1.3. Apply practical screen

During the practical screening, we explicitly define and explain the
criteria for selecting or excluding work (inclusion and exclusion crite-
ria), as seen in Table 2. We apply several criteria to limit the scope of
the review to what is practically manageable for the reviewers. Hence,
for the content of the publications we defined they must include IoT-FR
in some way, and the article has to be written in English. The setting
describes that within the publication, FR has to be connected to some
kind of IoT environment or IoT-enabled organization. Further, we in-
clude articles that discuss aspects or concepts on IoT-FR but exclude
ones that mention IoT-FR only shortly or can provide no recognizable
connection to IoTF.

3.1.4. Search for literature

When entering the predefined search term, 501 total results could
be extracted in the Initial Set. These were found and reduced per the
predefined draft protocol, team training, and inclusion & exclusion cri-
teria, as defined in the methodology of Okoli (2015) (cf. Section 3.1.1,
3.1.2, and 3.1.3). Thereafter, these publications were further minimized
by reviewing the title and abstract (search method).

3.1.5. Appraise quality

The practical screen excludes papers from review to reduce the pool
of eligible papers to a manageable number of 53 by the defined criteria
(cf. Section 3.1.3). Once all potentially relevant papers have been col-
lected in the first step (cf. Section 3.1.4), we review the papers in full
text to assess their quality. To do so, we apply criteria like spelling, used
references, and methodology. Not all primary studies are of equal qual-
ity. Hence, this quality assessment serves to exclude two papers that
are deemed not useful because of their inferior quality on the defined
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criteria. The choice of databases for searching supports those quality
standards (cf. Section 3.1.2).

3.1.6. Extract data

The review process was conducted by two people to create valid and
verified results. As per the requirements in Table 1 and 2, we obtained
relevant works (cf. Table 3) by utilizing the databases and conducting
a cross-search, allowing us to extrapolate and explore related solutions.
The search (step 3 to step 5) could identify 51 relevant extractions,
including two duplicates. The respective database result with the initial
and filtered set is shown in Table 4.

This results in 49 relevant publications for the topic of [oT-FR (ex-
tract data). Further, a deeper analysis of these 49 reviewed publications
enabled us to extract and identify influencing factors within IoT-FR.

3.1.7. Synthesize studies

Once all reviewers have sifted through, selected, and evaluated the
papers, they must then summarize them to ensure a comprehensive
understanding. This step forms the foundation for summarizing, dis-
cussing, organizing, and comparing the papers to write the review.

The development of publications on the topic of readiness in the
context of DF has been established for some time, starting shortly after
the application of DF in the 1980s (Sachowski, 2019). With Ngobeni et
al. (2010) and Mouton and Venter (2011), research on readiness in the
IoT environment slowly started, as seen in Fig. 2. Awareness was raised
to be prepared for future incidents due to the increasing number of
attacks on wireless, later IoT environments. Further, the same principle
from Tan (2001) for DFR is applicable to IoT-FR.

It is defined as maximizing the ability to collect credible digital evi-
dence while minimizing the cost of forensic investigations (Tan, 2001).
Since then, the publications on IoT-FR have increased steadily, with ten
publications in 2021, nine in 2022, and seven in 2023. The trend for
sustained high interest is expected to continue in 2024.

The influencing factors can be identified through thematic analysis,
a common qualitative research method used to uncover and interpret
patterns of meaning (“themes” = influencing factors) in qualitative
data (text of publications). When analyzing the data from the SLR,
we utilize Braun and Clarke (2006) six-step thematic analysis method,
which involves (1) becoming familiar with the data, (2) generating
codes, (3) searching for themes, (4) reviewing themes, (6) defining and
describing themes, and (6) reporting results (Braun and Clarke, 2006).

3.2. Which influencing factors can be extracted from literature? (RQ1)

Several related publications by different researchers have explored
the factors that influence FR in IoT. These contributions serve as valu-
able preliminary work for this paper. The reviewed publications offer
varying levels of insight into specific factors rather than a comprehen-
sive overview. Table 3 provides an overview of the contents of the
relevant publications. There is no consistent naming of the identified in-
fluencing factors in research. However, the thematic analysis revealed
the terms “Technological Resource and Technique”, “Management Pro-
cess”, “Human Factor”, “Standardization Approach”, and “Legal Aspect”
are frequently used. As a result, all publications could be associated
with at least one of these terms, which are used for classification and
defined accordingly.

Technological Resource and Technique comprise devices and
technologies associated with an IoT environment.

Management Process describes processes, procedures and deci-
sions that take place at management level or originate from it.
Human Factor is defined by human-related aspects that can have
an influence on and occur in connection with IoT-FR, like skill set,
culture, and education.

Standardization Approach involves aspects of standardization,
from device level to organization level.



Table 3

Identified Influencing Factors in IoT-FR Based on Thematic Analysis of Relevant Publications (v' = Publication Mentions or Describes One of the Influencing Factors).

Publication Year Identified Influencing Factors

Technological Resource and Technique Management Process Legal Aspect Standardization Approach Human Factor Organization Area
Ngobeni et al. 2010 v - - v - - WLAN
Mouton and Venter 2011 v - - v - - WSN
Oriwoh et al. 2013 v - v v - - IoT
Jain 2015 v - v - - - IoT
Kebande and Ray 2016 - - - v - - Home IoT
Ab Rahman et al. 2016 v - - - - v CPS/Cloud
Kebande et al. 2017 v - - - - - Home IoT
Zulkipli et al. 2017 4 4 v - - - IoT
Kebande et al. 2018 - - - v - v IoT
Pasquale et al. 2018 v - v - - v IoT
Kebande et al. 2018 v - - - - - IoT
Wu et al. 2019 - - - - v - IoT
Kruger and Venter 2019 - - - v - - IoT
Karabiyik and Akkaya 2019 v - - v - - WSN/IoT
Bakhshi 2019 v v v - v - IoT
Ahmadi-Assalemi et al. 2019 v - v - - - IoT
Alenezi et al. 2019 v v - - - v Cloud
Chernyshev et al. 2019 v - - - - - HIoT
Sadineni et al. 2019 - - v v - v IoT
Shalaginov et al. 2020 v - - - - - IoT
Stoyanova et al. 2020 v - - v - v IoT
Rajic et al. 2020 - v v v v v IoT/DF
Kyaw et al. 2020 v v - v - v HIoT
Mitchell et al. 2020 - v - v - v IoT/Cloud
Hou et al. 2020 v v v v v v IoT
Kebande et al. 2020 - v - v - v IoT
Katsini et al. 2021 - v - v - v ToV
Nik Zulkipli and Wills 2021 - v - v v v IoT
Alexakos et al. 2021 v - - v - v ToV
Mudau et al. 2021 - v - v - v IoT
Almolhis et al. 2021 v - - v - - IoT
Forfot and @stby 2021 v - v v - v IoT
Sadineni et al. 2021 v v - v - - IoT
Ghosh et al. 2021 v - - - - - IoT/Cloud
Ariffin and Ahmad 2021 v v v v v v IoT/IloT
Fagbola and Venter 2022 v - - v - v IoT
Mishra and Bagade 2022 v - - - - - HIoT
Khanji et al. 2022 v v - - - v IoT
Yaacoub et al. 2022 - v - v v - IoT
Jacob and Nisbet 2022 v - - - - - IoT
Zainudin et al. 2022 - - - - v - IoT
Katsini et al. 2022 v - - - - - IoV
Mpungu et al. 2023 v - v - - - HIoT
Palmese et al. 2023 v - - - - - Home IoT
Rahman and Saifullah 2023 v - - - - - IoT
Palmese and C. Redondi 2023 v - - - - - Home IoT
Rudrakar and Rughani 2023 v - v v - - Ag-loT
Studiawan et al. 2023 4 - v - v 4 UAV
Akinbi 2023 - v v - v - IoT
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Fig. 2. Number of Publications in IoT-FR From 2010 to 2023.

Table 4
Extraction of Relevant Literature.

Database Initial Set Filtered Set
ACM 22 2

AlSeL 4 0

IEEE 190 13
Springer Link 52 10

Science Direct 225 5

dblp 3 3

JDFSL 5 0
cross-search - 17

Sum 501 51

» Legal Aspect considers characteristics that arise from legislation
and related processes, such as laws.

The “Targeting Organizations” column is added to determine
whether the corresponding author refers to the organizational context
in the paper. If this checkmark is not set, the author does not spec-
ify a context for whether the paper contents offer an organizational
view or application possibility. The “Area” column refers to the IoT
area considered in the respective publication or to which a connec-
tion is established. During the SLR, the following environments could
be extracted from relevant publications: Wireless Low Area Networks
(WLAN), Wireless Sensor Networks (WSN), General IoT (IoT), Home
IoT, Health IoT (HIoT), Cloud + IoT (Cloud), Cyber-Physical-Systems
(CPS), Internet of Vehicles (IoV), and Industrial IoT (IIoT).

All identified publications are related to [oTF and associated with
at least one forensics sub-type (Device-, Network-, Cloud-Forensics) of
IoTF. These results from the SLR build the baseline for the next Section 5
and answered RQ1 as mentioned in Section 1.

4. Correlations of Influencing Factors

Previously, Section 3 extracted the influencing factors on IoT-FR
from preliminary work, as seen in Table 3. This section of the pa-
per explains the influencing factors surrounding IoT-FR in detail. The
paper identifies important factors that should be considered or imple-
mented to achieve comprehensive IoT-FR by targeting the associated
challenges. Therefore, the following influencing factors should be con-

sidered when regarding IoT-FR. An overview is provided in Tables 5, 6,
7,8, and 10.

4.1. Holistic model of Influencing Factors

The individual influencing factors cannot be considered separately,
as they partially influence each other. This work depicts the dependen-
cies of the individual factors on and with each other to get a holistic
point of view. That can be seen in Fig. 3, which provides a graphical
overview of the behavior of the influencing factors on each other, hu-
mans, and organizations.

First, a distinction is made between the Outside World, which
represents a part of an environment (e.g., organization) that cannot
be influenced, to achieve IoT-FR successfully. Second, the Organiza-
tion, e.g., any environment itself, is an area in which the organization
can shape itself and directly influence the factors within. Further, the
influencing factors management process, technological resource and
technique, and the human factor are placed within an organizational
environment. These factors can influence each other. Management
Processes within the organization have the authority to decide on
Technological Resources and Techniques for [oT, IoTF, and IoT-FR.
At the same time they provide direction for the human factor, comply-
ing with those directions. The Human Factor implements and utilizes
technological resources and techniques and is in turn enabled by them.
On the other hand, Legal Aspects in the outside world set boundaries
for the organization and help shape standardization approaches. As an
example, rules and laws on forensically safe trace collection or privacy
affect the shape of a Standardization Approach. The organization’s
IoT-FR process can be structured with the help of a standardization
approach. However, this is an optional part. Nevertheless, when con-
sidering a standardization approach, certifications can be obtained (e.g.,
ISO standards). If an organization does not implement a standardization
approach, they have more freedom and can convert decisions indepen-
dently (e.g., forensic process structure), but may lose forensic credibility
in a court of law.

4.2. Process flow across Influencing Factors
To further deepen the insights and show how the influencing factors

can relate and function with each other we utilize the business pro-
cess modeling notation (BPMN). We chose to use BPMN because it is a
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Fig. 3. Holistic Model of Influencing Factors and Their Dependencies in IoT-FR.

well-established model that makes it relatively easy to represent com-
plex processes according to a defined set of rules. A process flow is a
way to visualize the steps toward a goal (a certain level of IoT-FR). The
illustrative BPMN model is visualized in Fig. 4. The model visualizes
the five identified influencing factors as process lanes within an organi-
zation. Circles (O) define events representing the start and end points
of a process flow. Square boxes with rounded corners ([]) represent ac-
tivities, and routes ({)) depict gateways (inclusive, exclusive, parallel).
Events, activities, and gateways are connected by arrows (—), visualiz-
ing sequence/message flow or an association.

The represented process flow is illustrative and based on the general
structure of process lanes. This means that the process flow pictured
is an arbitrary example but highlights the relationships that can take
place between the influencing factors. The process starts or is fueled by
the threat of advanced IoT attacks, directly leading to the decision of
whether an organization should implement IoT-FR or accept the risk of
high investigation costs in case of an incident. Generally, this decision is
made at the management level, from where it is supported with funding,
staff, and a strategy.

Once the decision is made to achieve [0T-FR, the management de-
cides to hire or train people to help achieve this goal. This is also where
the decision is made whether to instantiate a forensics readiness team.
Here, there are options such as creating a new team or, expanding an
existing security operations center (SOC), or hiring an external FR team.
A combination would also be possible. Leveraging such teams can drive
the implementation of IoT-FR across the enterprise, e.g., by proposing
enterprise-wide guidelines like FRPs. These activities can take place in
parallel.

In order to make IoT-enabled companies forensically ready, existing
IoT environments need to be prepared by employees or the FR team.
This can be achieved with the help of techniques. At the same time,
techniques can be applied to assess the level of IoT-FR within the or-
ganizations. The actual maturity level is then reported to management,
which can decide on further actions.

When making an IoT environment forensic ready, standardization
approaches can be applied optionally, but they can greatly simplify the
implementation. It is likely that standards are already in use, so the
question arises whether new ones should be discussed or whether the
existing ones should be evaluated and expanded in a meaningful way.
Throughout the entire process, laws influence internal procedures, e.g.,
the processing of data and the handling of sensitive data. Therefore,
standardization approaches are directly influenced by them.

While implementing IoT-FR, the review of previously collected in-
cident, case, or forensic data can provide essential information. Here,
a distinction is made between internal and external investigation data.
Internal knowledge can help to understand the structure of incident
handling and thus enhance preparedness. If it is external data, it can
help to work with legal experts and previously used evidence in court.
Both flows can proceed in parallel and substantially help build a knowl-
edge base that can support the organization in becoming forensic ready.

Consequently, the information collected from each process line is
consolidated and presented to management, facilitating the establish-
ment of IoT-FR across the entire organization. The process flow goal is
achieving a specific level of IoT-FR maturity. Should an organization
wish to elevate its IoT-FR level, the process flow can be executed iter-
atively. Moreover, the level of detail and differences in detail can vary
significantly among companies.

4.3. How relate the identified influencing factors to each other? (RQ2)

Generally, we can observe that each factor influences other fac-
tors, creating a complex construct that represents effects on IoT-FR.
Additionally, certain factors, such as the management process, rely on
knowledge extracted from factors like the standardization approach to
decide on the next course of action. It is important to note that the
holistic model depicted in Fig. 3 can also be applied to non-IoT-FR at
this level of abstraction. Our goal was to comprehensively represent in-
fluencing factors and their dependencies, revealing that the difference
between FR and IoT-FR lies deeper within the factors. As a result, the
individual influencing factors will be thoroughly discussed throughout
the work. The same assumption holds true for the illustrated process
flow in Fig. 4, which can be applied in its general form to non-IoT-FR.

5. Influencing Factors on IoT-FR

This section provides detailed insights into the challenges and ap-
proaches of each influencing factor.

5.1. Technological resource and technique

After establishing and visualizing the relationship between influ-
encing factors, identifying and implementing effective technological
resources and techniques becomes the first crucial focus in IoT-FR. This
influencing factor has a dual nature. On the one hand, specific techno-
logical resources (such as devices, network structure, and cloud) impact



S. Friedl and G. Pernul

Forensic Science International: Digital Investigation 49 (2024) 301768

| Legend: Q start event O end event ———p» sequence fl

ow ®exclusive <-|>parallel @inclusive

Accept risk of higher
- investigation costs in .
e case of incident
o o No implementation
< < of loT-FR Establish a level
e of loT-FR maturity
153 x Implement IoT-FR?
g
oo n
] advanced loT attacks &
]
b3 Decide to imglement loT- Establish IoT-FR
F organization-wide
= ;
5 IS Work with external
£ < partners
T
w C
s Educate, hire or . " . Define corporate-wide
o iy " ? - N
g utilize employees Establish forensics readiness team? guidelines (FRP)
% =
S Create new team or
€ extend SOC
©°
e
&
Q
¥
£ |83 [
3 | &g Prepare technological 1
c | =E resources (loT Use techniques to reach Assess maturity level of [ +
s S5 evironments) to be forensic ready systems IoT-FR gl
= | e forensic ready
G |8 A
o
c
£
S
&
£ o
] Evaluate possible
o standards
Q
g2
Apply standardization 5
c Establish standards,
g ?r%p:gﬁfgﬁtsat%ﬁaosfelg}? Need for new standards? build framework for IoT-
2 plementat FR (optional)
2
§ Evaluate implemented
< standards
&
= Extract knowledge on
c incident handling and
] preparedness
=] £
s Provid
& rovide
< —.{ guidelines and Rg\gévg;::e of investigation Build knowledge base
© laws
&
i Work with legal experts
and presented evidence
in court (e.g. for ransom
cases)

Fig. 4. Illustrative Process Flow Across Influencing Factors, BPMN Notation, Tool Used: SAP-Signavio (2024).

[oT-FR within an organization. On the other hand, techniques (such as
DFR approaches, models, and automation) can be utilized to provide a
framework for implementing IoT-FR. It is the responsibility of compa-
nies or smart homeowners to monitor the synergies between technical
resources and applied technologies. However, this dual influencing fac-
tor must also be tailored to meet external requirements. Therefore, legal
aspects must always be considered, e.g., by assessing whether the data
acquisition technology complies with the law (Pasquale, 2018; Hou,
2020). Its scope should also be verified if a standardization approach
is desired and implemented. Simultaneously, this influencing factor
should align with the directly connected factors of organizations, in-
cluding established management processes (cf. Section 5.2) and human
factors (cf. Section 5.3).

Technological resources and techniques should support various
stages during an investigation. Techniques are needed before, during,
and afterward to support the search, collect, and preserve PDE. The
characteristics of IoT pose a hurdle in technological resources and find-
ing appropriate techniques. As already mentioned in Section 1 an IoT
environment poses various challenges to solve compared to previous IT
technologies. Due to the technical nature of IoT devices (hardware and

software-related), traditional DF techniques can often not be applied to
secure the IoT devices and collect PDE (Pasquale et al., 2018). To get a
deeper insight into the currently existing challenges with the two-fold
influencing factor technique and technological resource, these are dis-
cussed. Table 5 provides a compact overview.

5.1.1. Challenges

For realizing I0T-FR, challenges arise from the increasing use of ev-
eryday IoT devices and the software embedded in these devices. In these
intelligent cyber-physical environments, the system design cannot be
anticipated a priori but emerges after the fact as divergent IoT devices
dynamically assemble to provide services. Additionally, this emergent
design is volatile, as the system configuration and included devices can
change often. For example, a person with wearables can walk through a
smart city where various devices are in and out of range while commu-
nicating with each other. This aggregation of a dynamic environment
reveals numerous challenges for IoT-FR (Pasquale et al., 2018). The ex-
tracted challenges regarding the technological resources are discussed
hereafter.
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Table 5
Overview of Challenges and Approaches Connected With the
Influencing Factor Technological Resource and Technique on
IoT-FR.

Influencing Factor

Challenges/Approaches

+ Inherent Vulnerabilities

+ Volatility of IoT Environment

- Confidentiality, Integrity, Availability,
Authenticity

« Diversity of IoT Devices

» Lack of Metadata

+ Physical Location of PDE

+ Amount of IoT Data

Technological + Central Management of IoT Environment
Resource and + Adaption of DF Tools
Technique + Anti-Forensics

+ IoT Monitoring

Intrusion Detection System (IDS)

+ False Alarm Detection and Notification
« Forensics-by-Design Concept

« Live Digital Forensics (LDF)

+ Network Provenance

» Tamper-Proofing

+ Automated PDE Collection

Inherent Vulnerabilities. Naturally, networks structures like WSNs
or IoT make DF investigations challenging in comparison to traditional
DF (Mouton and Venter, 2011). Whether in an organization or smart
homes, IoT infrastructures create vulnerabilities due to the intrinsic de-
sign of IoT environments, leading to high levels of complexity (Kebande
et al., 2017; Karabiyik and Akkaya, 2019; Fagbola and Venter, 2022). In
addition, most IoT devices are severely limited in terms of memory and
processing power. This results in the inability of IoT devices to support
traditional security and DF measures, which makes them an easy target
for attacks and difficult to prepare for IoT-FR (Karabiyik and Akkaya,
2019; Almolhis et al., 2021; Fagbola and Venter, 2022). This leads to
the fact that conventional devices currently are more secure than IoT
devices due to established security practices. On the contrary, [oT de-
vices are often not or only barely secured (e.g., standard passwords).
Along with that, the sheer number of devices and the change of the
devices in between the networks create security vulnerabilities. These
reasons are the primary actuators for the drastic increase of the IoT at-
tack surface (Mishra and Pandya, 2021; Bakhshi, 2019; Ghosh et al.,
2021; Stellios et al., 2018).

Volatility of IoT Environment. A major technological challenge
when trying to create IoT-FR emerges from the volatility of IoT envi-
ronments and devices. Generally, these are constructed in a way to be
very flexible. Still, at the same time, this creates a volatile infrastruc-
ture, with IoT devices and data wandering in-between various networks,
environments, or devices (Pasquale et al., 2018; Shalaginov et al., 2020;
Hou et al., 2020; Almolhis et al., 2021; Sadineni et al., 2019; Ghosh et
al., 2021; Ariffin and Ahmad, 2021).

Confidentiality, Integrity, Availability, Authenticity. In general,
the nature of IoT, CPS, and cloud computing infrastructures brings
challenges to ensuring data confidentiality, integrity, availability and
authenticity of PDE. Confidentiality describes compliance with present
legislation. Integrity protects data from unauthorized changes. Avail-
ability means that data is available from various sources of trust. Au-
thenticity is defined as the verification of data across the life cycle (Ab
Rahman et al., 2016; Ahmadi-Assalemi et al., 2019; Hou et al., 2020;
Ariffin and Ahmad, 2021).

Diversity of IoT Devices. The diversity of IoT devices (e.g., smart
watches, sensors, phones) manifests in various categories, creating a
challenge. This becomes visible with diverse communication protocols
and standards (Zulkipli et al., 2017), different interfaces and storage
units, varying levels of device complexity, changing battery life/source,
and the operating systems (OS) (Karabiyik and Akkaya, 2019; Jacob
and Nisbet, 2022). This ubiquity of IoT devices makes them a facile tar-
get for invaders to exploit vulnerabilities and commit crimes (Bakhshi,
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2019; Almolhis et al., 2021; Sadineni et al., 2019; Ghosh et al., 2021;
Ariffin and Ahmad, 2021; Mishra and Bagade, 2022).

Lack of Metadata. A lot of IoT devices generally do not store meta-
data due to the restricted environment in which they operate. A lack of
metadata can be challenging, as it means that information timestamps
for creation, modification, or last access are unavailable for investiga-
tors. This influences the verification of correlations based on metadata
and challenges investigators or incident response teams when trying to
collect historical data from these IoT devices (Forfot and @stby, 2021).

Physical Location of PDE. Due to the composition of IoT infras-
tructures, the location of PDE can vary in the country and IoTF layer
(Device-, Network-, Cloud-Layer). This can create challenges in physical
accessibility for DF investigators (Zulkipli et al., 2017; Sadineni et al.,
2021; Ariffin and Ahmad, 2021). Therefore, often different legislation
must be observed, e.g., for data collection or storage (cf. Section 5.5).

Amount of IoT Data. The fact that billions of interconnected de-
vices in an IoT environment generate tiny amounts of data results in
the manifestation of the Big Data paradigm. Big Data describes a large
amount of data, a collection of differently structured data, and com-
plex data structures (Sagiroglu and Sinanc, 2013). Big Data can be a
challenge complicating IoT-FR preparations and performing DF investi-
gations due to a lack of adapted and fitting methods to search through
or analyze these amounts of IoT data (Shalaginov et al., 2020; Hou et
al., 2020; Almolhis et al., 2021; Ghosh et al., 2021; Fagbola and Venter,
2022).

Central Management of IoT Environment. Having IoT devices
centrally managed via the cloud, edge, or locally and collecting the
data produced from the IoT environment creates security issues and
challenges (Kebande and Ray, 2016). This can result in a fundamental
problem that occurs as soon as the attacker gains access to the vic-
tim’s system. From that moment on, they (the attacker) can modify
and delete all data, including completely erasing all attack traces. The
availability and integrity of potential evidence could thus be seriously
impacted. This challenge’s solution should be found during IoT-FR or at
least minimize risks through pre-incident preparations (Zulkipli et al.,
2017; Stoyanova et al., 2020; Alenezi et al., 2019; Hou et al., 2020;
Shalaginov et al., 2020; Ariffin and Ahmad, 2021).

Adaption of DF Tools. There is still a lack of entirely to the IoT
adapted DF techniques. The challenge for DF tools and procedures is
that they cannot tackle IoT environments’ heterogeneity and distributed
nature. Resulting in a loss of collecting, reviewing, and analyzing PDE
from IoT infrastructures that can be presented in court as admissible
evidence (Kebande and Ray, 2016; Hou et al., 2020; Sadineni et al.,
2019; Ghosh et al., 2021; Ariffin and Ahmad, 2021).

Anti-Forensics. Another challenge investigators or practitioners
have to face is Anti-Forensics. Here, they (the attackers) apply various
tools or techniques to counter-act the DF investigation process. Thus, it
becomes harder for investigators to retrieve and understand data from
PDE. Widely used methods are “Encryption”, “Data Hiding”, “Artefact
Wiping”, “Trail Obfuscation” and “Attacks on Forensic Tools” (Ghosh et
al., 2021; Ariffin and Ahmad, 2021).

The broad variance of challenges regarding the underlying tech-
nological resources within IoT environments (device, network, cloud)
shows that there is still a lot of work to do to enable effective imple-
mentations of IoT-FR within organizations. Here, it is crucial that the
dispute with technological resources is kept in mind and taken into ac-
count when integrating IoT-FR in the respective environment. Central
cloud management could provide a solution to manage various IoT de-
vices and provide them, e.g., with continuous security patches (directly
provided by the producer). Nevertheless, clouds are often provided by
third parties. Therefore, organizations should have in mind questions
concerning whether the external provider protects the cloud well and
whether good cooperation is possible in an attack response. Respective
techniques by the organizations and partners should be well integrated
to examine data transparently and make holistic IoTF investigations
possible. In addition, even when the extraction of PDE has been suc-
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cessful, the discovery and management of the massive amount of data
can be challenging and directly leads to the lack of forensic tools that
are adapted for the application within and for IoT environments and
data.

5.1.2. Approaches

They support and facilitate DF investigations, especially IoT investi-
gations. Techniques are needed to manage technological issues, like Big
Data, as discussed in Section 5.1.1. Extracted techniques are, for exam-
ple, IoT Monitoring, Intrusion Detection Systems (IDS), and False Alarm
Detection and Notification (Kebande et al., 2018a). However, some of
the techniques are still new and complex to implement. Further, some
require specific know-how to be implemented within an organization.
Since the topic of IoTF is vast, many factors must be considered when
choosing one or more techniques (Ahmadi-Assalemi et al., 2019). The
extracted techniques (approaches) are discussed subsequently, and an
overview is provided in Table 5.

IoT Monitoring. A technique that can be applied to collect pre-
incident data is IoT monitoring. It can be integrated into all three levels
of an IoT infrastructure, leading to IoT sensor, device, and network
monitoring (Kebande et al., 2018a; Bakhshi, 2019).

Intrusion Detection System (IDS). A device or software applica-
tion (e.g., Al algorithms) can be utilized for an IDS, which then notifies
an assigned person or team (e.g., SOC) in the event of a security breach
regarding regulations or policies (Liao et al., 2013; Salami et al., 2022).
The IDS also becomes active when the system is otherwise compro-
mised. IDS are able to detect and recognize various intrusion attempts.
In order to achieve IoT-FR in general, IDS is discussed as an integral
technique (Kebande et al., 2018a; Sadineni et al., 2021; Mishra and
Bagade, 2022; Palmese et al., 2023).

False Alarm Detection and Notification. A key role in the detec-
tion of activities in the pre-incident phase plays notifications of false
alarms. These notifications can be valuable because they can contain
PDE (Kebande et al., 2018a).

Forensics-by-Design Concept. IoTF is still a relatively new branch
compared traditional DF. A solution to facilitate the integration of IoT-
FR directly into IoT infrastructures within organizations would be the
forensics-by-design concept. This means that components that directly
support IoT-FR are already included in the initial design of an IoT sys-
tem. A forensics-by-design concept can be valuable. It can help identify
an incident, determine the nature of the incident, secure and analyze
key evidence, reconstruct data fragments, and draw conclusions, thus
accelerating DF investigations (Ab Rahman et al., 2016; Pasquale et al.,
2018; Al-Masri et al., 2018; Yu et al., 2019; Hou et al., 2020; Alex-
akos et al., 2021; Daubner and Matulevicius, 2021; Mishra and Bagade,
2022; Akilal and Kechadi, 2022).

Live Digital Forensics (LDF). [oT devices often communicate with
each other or any other devices in real-time. In combination with the
limitations of IoT devices, this makes IoTF investigations harder. LDF
enables the investigation of IoT systems in real-time. Therefore, this
approach could provide additional contextual data and information that
otherwise would have been lost (Zulkipli et al., 2017; Forfot and @stby,
2021).

Network Provenance. Across all layers in an IoT infrastructure, in-
cidents can be detected. One solution is to combine network traffic with
provenance, which can improve the quality of DF investigations with
forensic sound PDE. Further, can with the help of provenance, datasets
be created that are useful for data analysis techniques. In addition, net-
work provenance techniques are already applied within IoT-FR models
(Sadineni et al., 2021).

Tamper-Proofing. This approach refers to the process of making
something resistant to unauthorized modifications and alterations. This
can be achieved through various cryptographical methods, e.g., encryp-
tion, hash functions, and digital signatures. While blockchain is the
most discussed one in connection with IoT-FR, the non-modifiability
of blockchain technologies can provide a benefit for DF investigations.
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Table 6
Overview of Challenges and Approaches Connected With
Influencing Factor Management Process on IoT-FR.

Influencing Factor Challenges/Approaches

+ Cultural Differences

+ Financial Resources

+ Top-Down Approach

+ Organization-Wide Guidelines

+ Risk Management

+ Cooperation With External Partner
+ Implement a Forensics Team

Management
Process

This serves the goal of reducing trust issues of forensic investigators
and courts of law in collected PDE. Further, can the chain of evidence
of proactively collected PDE be secured, helping that the entire process
of investigation is trustworthy (Salami et al., 2022; Mitchell et al., 2020;
Khanji et al., 2022; Rahman and Saifullah, 2023).

Automated PDE Collection. To cope with the large amount of IoT
data in organizations and to help prepare for IoTF, automated tech-
niques for PDE collection can be used. Those automated PDE collection
techniques are usually on the basis of Al algorithms built on the sys-
tem’s experience (datasets), which the algorithm can then process and
analyze. Through prior training of Al algorithms on historical datasets,
an automated PDE collection can be further advanced (Salami et al.,
2022). Palmese et al. (2023) introduces Feature-Sniffer, a framework
designed to be installed in Wi-Fi access points for facilitated network
data extraction. The use cases involve analyzing network traffic fea-
tures from consumer IoT devices with ML techniques to identify the
device producing the traffic, recognize user activity, detect the user’s
passage through a room door, and detect and classify user interactions
with a smart speaker (Palmese et al., 2023).

5.1.3. Summary

It can be deduced from this review that organizations must eval-
uate as precisely as possible where they set appropriate priorities to
achieve IoT-FR. On top of that, implemented techniques or procedures
have to be revisited and evaluated in an iterative manner. This way, or-
ganizations can ensure that they stay at an appropriate level of IoT-FR
and that new solutions (e.g., LDF, Al, Forensics-by-Design) can be inte-
grated continuously. Further, can the conformity of actual IoT-specific
requirements be checked. This can be useful due to the rapidly changing
circumstances in IoT environments. Additionally, a standardized and
regulated integration of new IoT devices and techniques into an ex-
isting IoT environment could provide a structured approach to avoid
uncontrollable and, thus, possibly security gaps through which attack-
ers could get into the company network.

5.2. Management process

Besides dealing with the factors that influence technological re-
sources and techniques, organizations can adapt their behavior to reach
IoT-FR. Similarly, the influencing factor management process is subor-
dinate to the outside world’s influencing factors, as seen in Fig. 3. This
Section evaluates the challenges and approaches regarding management
processes in detail. An overview is provided in Table 6.

5.2.1. Challenges

Cultural Differences. A challenge that emerged for the influencing
factor management processes is the cultural differences within a com-
pany. Solid patterns of beliefs, values, assumptions, and practices can
have a direct positive or negative impact on the implementation of IoT-
FR. Therefore, understanding culture before implementing DFR within
an organization is crucial, as it can lead to successful potential DF in-
vestigations (Alenezi et al., 2019).

Financial Resources. Another fact and challenge stated is that top
management needs to provide financial resources for the initial inte-
gration of IoT-FR into an enterprise. In principle, this can be achieved
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step by step, as organizations tend to invest in specific technologies or
specialized human resources (e.g., forensic specialists or software) (Nik
Zulkipli and Wills, 2021).

5.2.2. Approaches

Top-Down Approach. As an initialization point of IoT-FR in or-
ganizations, top management often introduces the topic (Kebande et
al., 2020). The approach is for the management to be convinced that
implementing IoT-FR benefits the company. That is why a top-down
approach is often discussed in the literature. It requires a high level of
commitment and willingness on the side of top management to imple-
ment forensic strategies and processes throughout the firm (Kebande et
al., 2020; Ghosh et al., 2021; Mitchell et al., 2020; Khanji et al., 2022;
Yaacoub et al., 2022).

Organization-Wide Guidelines. Guidelines on IoTF handling need
to be developed at the organization level. These should be kept trans-
parent and consistent with top management and implemented proac-
tively towards IoT-FR within the organization. Guidelines can drasti-
cally reduce an incident’s response time and support efficient and strate-
gic operations. The corresponding guidelines must be lined with con-
crete measures, for which specific techniques, technological resources,
and human resources should be available to assist the roadmap to IoTF
(Karie and Karume, 2017; Kyaw et al., 2020; Ghosh et al., 2021; Mudau
et al.,, 2021). Additionally, the legal framework must be respected for
all strategies and measures chosen and enforced, as already mentioned
in Section 5.5. An example of such an organization-wide guideline can
be a Forensics Readiness Policy (FRP), which is a document that details
the immediate procedures to be employed for any forensic investigation
of PDE. The objectives of an FRP are to provide a systematic, standard-
ized, and legal basis for the admissibility of digital evidence that may
be required for a formal dispute or legal process (Karie and Karume,
2017).

Risk Management. Generally, risk management is a widely adopted
practice to refine security requirements to reach a secure system and
minimize risks. This process is usually initiated at the management
level. Forensic-ready risk management assesses the forensic readiness
state and enhances it (Daubner and Matulevicius, 2021). For organiza-
tions, it would be unrealistic to expect any organization to have infinite
resources to identify and act on all potential threats and risks. There-
fore, an approach is for forensic experts to adopt risk management
principles and practices to identify and prioritize current and emerging
threats, risk areas, and potential evidence sources and types. In addi-
tion, each industry has a different security risk profile, which would
influence the choice of forensic strategy (Ab Rahman et al., 2016; Ke-
bande et al., 2020).

Cooperation With External Partner. Good cooperation with exter-
nal partners can be an advantage, as well as good internal interaction
processes. Assuming that an external cloud service provider manages
the organizational IoT infrastructure, the main task is to integrate this
partner into the processes accordingly seamlessly. The organization also
needs a certain guarantee of service fulfillment, including rapid avail-
ability of data in the event of an attack or maintaining appropriate
backups. Of course, this constellation creates a dependency on service
providers (Karie and Karume, 2017; Almolhis et al., 2021).

Implement a Forensics Team. A challenge is that human resources
with particular know-how are needed, especially with solid know-how
concerning IT security, focusing on IoTF. An approach is a forensics
team that can consult top management on important issues, e.g., to de-
velop IoT readiness strategies, offer (awareness) training for colleagues,
implement techniques, and perform key actions to achieve IoT-FR in
an organization (Karie and Karume, 2017; Salami et al., 2022). Such a
team could be realized with the implementation of a SOC that enables
a centralized approach for security operations in businesses (Vielberth
et al., 2020).
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Table 7
Overview of Challenges and Approaches Connected With
Influencing Factor Human Factor on IoT-FR.

Influencing Factor Challenges/Approaches

+ Knowledge and Skills Gap

Human + Improper Evidence Handling
Factor + Human Insiders
+ Awareness, Education and Training
5.2.3. Summary

The challenges and opportunities regarding the management pro-
cess to integrate IoT-FR within organizations show that the decision for
or against DFR is generally made within the top management section.
Here, the management board must think about the implementation, and
a rethinking of the organization is necessary. IoT devices must also be
understood and adapted as part of the system architecture. The focus is
also on understanding and complying with the legal framework. Think-
ing proactively in advance, before an attack, and implementing things
makes it possible to act in a structured manner afterward and not just
react.

On the one hand, this can reduce the reaction time until an incident
is detected, which also increases the probability of compliance with
the legal framework. On the other hand, more relevant data can be
obtained, and this can be tracked as transparently as possible. Possible
excessive demands on the relevant employees can be minimized since
they are trained and know the relevant procedures.

In addition, security gaps can be closed before an attack by analyz-
ing the IoT devices in advance, which could minimize the probability
of a successful cyber incident. This also represents the close bundling
of IT security, in the sense of preventive action and forensics, as an ex-
post action. Coming from a proactive approach of DFR, this leads to
the influence of the top-down approach on almost all other aspects in
the management process, because the ones overseeing the integration
and implementation of IoT-FR can enable, e.g., financial resources, the
forming of a forensics team, the cooperation with external partners or
enforce organization-wide guidelines, including an FRP. Further, it is
essential to keep in mind cultural differences that influence IoT-FR.

Educating and creating awareness of IoT environments in general
and the need for DFR strategies, whether they are novices or forensic
experts, is a valuable means to drive IoT-FR integration in companies
and make it sustainable and consistent.

Another useful option to ensure and verify the continuous improve-
ment (or at least the consistency) of IoT-FR in companies is the appli-
cation of maturity models like Englbrecht et al. (2020) propose it.

5.3. Human factor

Besides the management processes, the human factor is an impor-
tant dimension that influences the IoT ecosystem and, therefore, the
efforts of organizations to reach IoT-FR. This inherent weakness is usu-
ally overlooked and underestimated. As a result, the human factor is
used by most intruders to gain access to computer systems (Ahmadi-
Assalemi et al., 2019). This section provides the identified challenges
and approaches regarding the human factor; a summarized view can be
found in Table 7.

5.3.1. Challenges

Knowledge and Skills Gap. A challenge in many countries is that
there is a lack of experts in IoTF working for courts. The question arises
of whether someone should be recognized as an expert based on their
ability to use forensic software. Even if technically proficient specialists
are available, very few are trained or certified to deliver convincing, sci-
entifically valid findings and expert witness testimony in a court of law
or civil proceedings within IoT environments (Karie and Karume, 2017;
Ariffin and Ahmad, 2021). This effect is magnified in IoTF and IoT-FR
due to a lack of understanding, leading to the absence of secure IoT en-
vironments (Ly and Jin, 2016). In addition, they note that cybersecurity
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researchers do not have the necessary skills to deal with the enormous
complexity of IoT networks. They also state that the complexity of the
Internet is currently beyond human comprehension, and therefore, an
inevitable failure of the Internet is to be expected (Kott et al., 2014;
Kebande et al., 2017; Ariffin and Ahmad, 2021; Yaacoub et al., 2022).

Improper Evidence Handling. Additionally, the fragility of digi-
tal evidence presents a challenge. PDE is highly sensitive and can be
unintentionally manipulated, altered, or removed by individuals. With
the ability to remotely turn off devices or overwrite data, evidence
can be completely lost. Alternatively, most IoT devices store data in
the cloud to address these limitations. Properly managing access and
editing rights in organizations is crucial to minimize the potential for
employees to intentionally or inadvertently destroy or manipulate PDE.
This issue can impact all layers in an IoT environment (Zulkipli et al.,
2017; Chernyshev et al., 2019).

Human Insiders. Moreover, the human element within organiza-
tions is challenging as it is often underestimated or overlooked. As
a result, phishing attacks remain one of the most common threats to
gaining access to enterprises (Hawkins, 2023). This trend has continued
with recent evidence of phishing scams, particularly targeting IoT (Suss-
man, 2022). This demonstrates that human insiders in the workplace
pose a real threat. Consequently, organizations face a range of security
challenges, including unauthorized access, industrial espionage, black-
mail, and fraud. The threat model is expanded by “Smart Insiders” in
IoT environments, where these individuals work from a smart work-
place (Ahmadi-Assalemi et al., 2019; Chernyshev et al., 2019). Privilege
abuse is one way human insiders can proceed or be exploited. Users or
employees of various IoT systems often have the ability to access more
sensitive data than necessary (e.g., special clearance data, health data,
smart home data) (Chernyshev et al., 2019).

5.3.2. Approaches

Awareness, Education and Training. To support IoT-FR, it is es-
sential to raise awareness among all employees. This can be achieved
through various methods such as awareness campaigns, educational
courses, or short lessons using concepts like cyber ranges, training,
capture-the-flag, or workshops (Kebande et al., 2020; Studiawan et
al., 2023). Several models have been proposed to develop cyberse-
curity training frameworks for organizations. However, these models
often do not consider the human aspects of learning, such as cognitive
skills, learning styles, metacognition, and others during development
(Bakhshi, 2019; Chernyshev et al., 2019; Friedl et al., 2022). Regular
repetition, for example, on a yearly basis, can help keep the subject
and new developments fresh in mind. Employee discipline plays a cru-
cial role in this context, as indiscipline and misconduct can negatively
impact many security mechanisms within an organization (Karie and
Karume, 2017; Kyaw et al., 2020; Ariffin and Ahmad, 2021; Chowdhury
et al., 2022). Furthermore, preparing the mind of a forensic investigator
is a key human factor approach. In the context of forensics, it refers to
achieving the right state of mind to obtain the desired result when inves-
tigating forensic incidents. Given the dynamic nature of IoT forensics,
it’s important to consider the mental state of investigators or cybersecu-
rity practitioners (Zainudin et al., 2022). This development can actively
be supported by various awareness, education, and training approaches.

5.3.3. Summary

The human aspect must always be considered during the implemen-
tation and execution of IoT-FR and while conducting forensic investiga-
tions. Thus, training, personal habits, the personality of the person, and
mental characteristics play an important role in the approach and solu-
tion of forensic challenges. One of the most discussed topics in research
in this area is the lack of knowledge about IoT-FR and IoTF in general,
which is directly caused by a lack of experts, also known as the cyber
security skills gap. This problem needs to be solved and, therefore, is di-
rectly connected to publications that discuss or integrate cyber security
training within organizations to tackle specific knowledge gaps of their
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Table 8

Overview of Challenges and Approaches Connected With
the Influencing Factor Standardization Approach on IoT-
FR.

Influencing Factor

Challenges/Approaches
« Universal Standardization
« Integration of Standards/Norms
. Wireless Forensic Readiness Model
by Ngobeni et al. (2010)
. DFR Approach for WSN
by Mouton and Venter (2011)
. DFIF-IoT Framework
by Kebande and Ray (2016)
Forensics-by-Design Framework
by Ab Rahman et al. (2016)
. DFR-I0T Architecture
by Kebande et al. (2018a)
IoT Forensics Model

Standardization .
i by Sadineni et al. (2019)

.p P Proactive IoT-FR Framework
Literature

" by Kebande et al. (2020)

, nlove Framework with AAFRT
by Alexakos et al. (2021)
IoT-FR Framework
by Mudau et al. (2021)

. DFR Maturity Model
by Ariffin and Ahmad (2021)

. FRIOTI - Risk Assessment Model
by Forfot and @stby (2021)

. Smart DFR Model for Shadow IoT
by Fagbola and Venter (2022)

. DFR Framework for WMN
Mpungu et al. (2023)

employees (e.g., in [0T-FR). The latest topic in this area is the psycho-
logical aspect of forensic investigations and forensic challenges. Here,
mental preparation is examined, and attempts are made to indirectly
improve IoT-FR integration within companies.

5.4. Standardization approach

In addition to observing human factors, a standardization approach
can help organizations to implement [oT-FR and is often mentioned as
an essential topic in relevant research, see Table 3. However, as already
stated in Fig. 3, following a standardization approach is an optional
step. Organizations can rely on standardization approaches but cannot
influence them as they are part of the outside world. If they want to fol-
low them or even get certified by an institution, they have to adjust their
internal doing according to the respective outlines of the standardiza-
tion approach. Additionally, DFR models can help assess the readiness
for future investigations based on maturity levels (Englbrecht et al.,
2020).

Various standardization bodies (e.g., CEN, UNECE, CENELEC, ETSI,
ISO, IEEE) and safety laboratories (e.g., OLAF, EuroNCAP, KEMA,
CLEFs, Underwriters’ Labs, ENCS) strive to create an infrastructure
for forensic science while addressing quality issues (Stoyanova et al.,
2020). This means organizations can rely on these certified standardiza-
tion approaches. Table 9 shows the extracted and applied standards for
DF investigations, including their relevance to IoT-FR. The challenges
associated with standardization and approaches utilizing standards de-
veloped explicitly for IoT-FR are highlighted and described shortly. In
Table 8 the challenges and approaches are provided in a compact for-
mat. Following, we will discuss challenges, standards, guidelines and
approaches in the literature on standardization in IoT.

5.4.1. Challenges

Universal Standardization. The diversification in IoT devices’ com-
munication protocols and architectural design imposes a challenge in
implementing security mechanisms. Due to various protocols, inves-
tigators find it challenging to obtain PDE from devices. IoT systems’
complexity and fast development created the lack of uniform standards,
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Table 9
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Overview of Standards and Guidelines Connected With IoT-FR (Mouton and Venter, 2011; Stoyanova et al., 2020; Ariffin and

Ahmad, 2021).

Standard Short Description

Relevance Towards IoT-FR IoT FR

ISO/IEC:TR15504-7  Assessment of organizational

maturity
ISO/IEC:27031 Guidelines for information and communication
ISO/IEC:WD27031 technology readiness for business continuity

ISO/IEC:27035 Incident Management (IM)

ISO/IEC:27037 Guidelines for identification, collection,

acquisition, preservation of PDE

ISO/IEC:27041 Guidance on suitability and ade-

quacy of incident investigation

ISO/IEC:27042 Guidelines for the analysis and inter-

pretation of digital evidence

ISO/IEC:27043 Incident investigation principles and

processes

ISO/IEC:30121 Governance of DF risk framework

1SO/IEC:22320 Emergency management, guide-

lines for IM

IoT-FR can be seen as a part of a mature X ~
organization towards cyber security measures

The integration of IoT-FR should not X v
disturb the business continuity

IM is connected with IoT-FR and can be ~ ~
applied to all types of organizations

Data collection can be a part of IoT-FR, thus X v
this standard can be valuable

Guidance to ensure that methods used for X v
incident investigations are fit for purpose
(supports IoT-FR)

How PDE is analyzed and interpreted during X v
IoT-FR can influence the further investigation

Includes guidelines on pre-incident preparation X v
(= FR)
Provides a framework for Governing bodies of X v

organizations on the best way to prepare
for digital investigations before they occur (FR)

Roles and responsibilities, tasks, and manage- X ~
ment of resources in case of an incident need
to be defined beforehand (supports IoT-FR)

Definition of signs: included = v/, included indirectly = ~, not included = x

hindering the DF investigation process and preventing security agencies
and LEAs from capturing PDE (Kebande and Ray, 2016; Zulkipli et al.,
2017; Bakhshi, 2019; Ahmadi-Assalemi et al., 2019; Forfot and @stby,
2021; Rudrakar and Rughani, 2023).

Integration of Standards/Norms. If organizations want to follow
or integrate standards/norms or get certificated by an institution, they
have to adjust their internal doing according to the respective outlines
of the standardization approach. This process is often connected with
components such as financial resources, time, and a team needed to
implement them. Depending on the size and financial resources of the
enterprise, such factors can hinder the integration of standards (En-
glbrecht et al., 2020).

5.4.2. Standards and guidelines

After revealing challenges related to the influencing factor standard-
ization, we hereafter provide the applied standards extracted from the
literature. While currently, a few standards (IEEE 802.15.4, IEEE 802.1,
ISO/IEC 27043) are predominately used in standardization approaches,
Table 9 reveals an overview of standards and guidelines connected with
IoT-FR.

IEEE 802.15.4/IEEE 802.11 WSNs and WLANs have attracted the
attention of security researchers, but DFR research is still lacking in
wireless environments like the IoT (Karabiyik and Akkaya, 2019). To at
least prepare WSNs for forensic investigations, requirements (like data
packets are not changed and timestamps are assigned) can be applied
to implement DFR in an IEEE 802.15.4 WSN environment. Therefore, a
list of requirements is provided by Mounton and Venter (2011), sorted
by unique factors (e.g., power supply, communication protocol) within
WNS’s and WLAN’s that need to be considered. The intensive research
on WSN’s led to the development of some communication standards,
such as Zigbee (2022), IEEE:802.11 (2016), IEEE:802.15.4 (2020), IETF
ROLL (Ko et al., 2011; Sheng et al., 2013), IETF 6 LoWPAN (Shelby
and Bormann, 2011), Wireless HART (Song et al., 2008), and ISA-100
(2009). These standards accelerated the production of sensor devices
and are still used in IoT environments today. In addition, the network
structure from WSN’s builds a basis for IoT ecosystems (Karabiyik and
Akkaya, 2019; Ngobeni et al., 2010).
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ISO/IEC 27043 One of the most discussed standards in the research
community on this topic is the ISO/IEC:27043 (2020), which is particu-
larly popular in research regarding IoT-FR. The ISO/IEC:27043 (2020)
standard, in general, provides guidelines based on idealized models
for general incident investigation processes in various scenarios involv-
ing digital evidence. The standard includes processes from pre-incident
preparation to investigation closing. These guidelines describe pro-
cesses and principles applicable to multiple types of DF investigations.
For DFR, it describes the so-called “Readiness Process Class”, which ad-
dresses explicitly DFR as a “class of processes concerned with establish-
ing an organization so that, if a digital investigation is required, it can
maximize its potential to use digital evidence while minimizing the time
and cost of an investigation” (Tan, 2001). This definition is consistent
with the definition of IoT-FR. However, the “Readiness Process Class”
described in ISO/IEC:27043 (2020) is optional for digital investigation,
meaning an organization can conduct an effective investigation without
implementing the digital readiness processes. This can lead to organi-
zations not considering the DFR step and thus neglecting forensics for
the IoT by ISO/IEC:27043 (2020). This standard is generic rather than
application-specific. In other words, it is not IoT-specific and does not
provide a detailed roadmap for implementation by offering concrete
techniques. Some internal know-how or expertise is required to manage
the implementation of DFR. Organizations must translate or interpret
what a point mentioned in the ISO/IEC:27043 (2020) means for their
organization and how to reach it (Kebande et al., 2020). The extracted
and identified publications often use the ISO/IEC:27043 (2020) stan-
dard as a baseline for developing frameworks, models, guidelines, or
IoT-specific requirements.

5.4.3. Approaches

Wireless Forensic Readiness Model (WFRM). Ngobeni et al.
(2010) proposes a wireless forensic readiness model for monitoring,
logging, and preserving wireless network traffic for future DF inves-
tigations within WLANs. The readiness model builds on the work of
Rowlingson et al. (2004) in relation to traditional forensic investiga-
tions. A prototype implementation of the readiness model is presented
as a proof of concept. The WFRM model is constructed for WLANSs fol-
lowing the IEEE:802.11 (2016) standard.
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DFR Approach for WSN. Mouton and Venter (2011) developed an
approach to reach DFR for WSNs with the IEEE:802.15.4 (2020) stan-
dard. They are defined as the underlying requirements that have to be
met: the following communication protocol, proof of authenticity and
integrity, time stamping, modification of the network after deployment,
protocol data packets, radio frequencies, power supply, network over-
head, and data integrity. This list of requirements could serve as a good
starting point for DFR to easier implement DFR either as an individual
or organization in a WSN (Mouton and Venter, 2011).

DFIF-IoT Framework. Kebande and Ray (2016) address the prob-
lem of no recognized DF frameworks that can assist in conducting DF
investigations within an IoT-based environment. Therefore, the authors
propose a generic Digital Forensic Investigation Framework for IoT
(DFIF-IoT) that can support future IoT investigation capabilities with
some degree of confidence. The proposed framework complies with the
ISO/IEC:27043 (2020). Enabling facilitated and effective DF investiga-
tions in IoT infrastructures, if successfully integrated into future DF tool
development (Kebande and Ray, 2016).

Forensics-by-Design Framework. Ab Rahman et al. (2016) de-
veloped a forensic-by-design framework that integrates forensics tools
into constructing a cyber-physical cloud system (CPCS). This capabil-
ity through the framework can enable organizations to gain DFR and
recover from cyber-physical attacks, e.g., through the connected IoT
system. The conceptual framework can be applied to a CPCS or other
IT systems to facilitate future forensic investigations. The framework is
built with the six factors: risk management principles and practices,
DFR principles and practices, incident-handling principles and prac-
tices, laws and regulations, CPCS hardware and software requirements,
and industry-specific requirements (Ab Rahman et al., 2016).

DFR-IoT Architecture. Kebande et al. (2018a) point out the prob-
lem at the time, that there are no IoT architectures incorporating a
DFR capability. Thus, they cannot achieve incident preparedness within
an IoT system and lack a mechanism to prepare for a post-incident
response. Therefore, the authors propose an architecture to integrate
DFR into IoT to enable proper security incident planning and prepara-
tion. The holistic DFR-IoT architecture consists of three distinct enti-
ties: (1) Proactive Process, (2) IoT Communication Mechanism, and (3)
Reactive Process. The developed architecture complies with the inter-
national standards, ISO/IEC:27043 (2020), ISO/IEC:WD27030 (2022),
and ISO/IEC:27017 (2015) (Kebande et al., 2018a).

IoT Forensics Model. Sadineni et al. (2019) presents a holistic
forensics model for the IoT based on the ISO/IEC:27043 (2020) stan-
dard. The model comprises three phases: (1) DFR (proactive), (2) foren-
sic initialization (incident), and (3) forensic investigation (reactive).
The developed model covers the entire lifecycle of an IoTF investiga-
tion. Further, the model provides a custom configurable environment
that supports various IoT applications. Additionally, it can be enhanced
to create a comprehensive framework (Sadineni et al., 2019).

Proactive IoT-FR Framework. Kebande et al. (2020) highlight that
the ISO/IEC:27043 (2020) standard was intentionally designed at an ab-
stract level for wide-range applicability. It includes readiness processes
consisting of the process groups, planning, implementation, evaluation,
and accompanying processes. These process groups are high-level and
do not consider an IoT environment’s special circumstances. Therefore,
the authors propose a proactive IoT-FR framework, which tries to re-
place DFR in the planning and implementation process group with orga-
nizational DFR and processes for IoT security. Some process groups, like
assessment and accompanying processes, are applied unaltered from the
ISO/IEC:27043 (2020) (Kebande et al. (2020)).

nloVe Framework with AAFRT. Alexakos et al. (2021) propose
an Attack Attribution and Forensics Readiness Tool (AAFRT) and cyber
security framework for an IoV ecosystem. Vehicles today have many
sensors that collect data about the car and its environment. The holis-
tic nloVe framework enables the identification of risks associated with
IoV networks, the detection of suspicious threat patterns, and the cor-
responding coordinated remediation actions to ensure vehicle safety.
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Further, with the AAFRT Tool for IoV, real-time anomaly detection is
possible in the data fusion and analysis tool, along with attack response
and recovery strategies. The developments are based on the three pro-
cess groups for DFR from the ISO/IEC:27043 (2020) (Alexakos et al.,
2021; Katsini et al., 2022).

IoT-FR Framework. Mudau et al. (2021) present an IoT-FR frame-
work consisting of five components: the organizational level, the readi-
ness, the IoT security, and the reactive and concurrent processes. As
defined in the ISO/IEC 27043, the readiness process groups are inte-
grated into the framework and pre-incident strategies. The authors state
that these processes and strategies are applicable all over the different
layers of the IoT architecture (device, network, support, and application
layer), and the framework can be utilized across an entire organization
(Mudau et al., 2021).

DFR Maturity Model. Ariffin and Ahmad (2021) developed a model
that enables the measurement of DFR of organizations in Industry 4.0
and IIoT. Challenges with IoT devices urge DF organizations to make
changes and keep pace with technological advancements. Therefore,
the authors identified five indicators underlying the DFR model. In addi-
tion, they provide possible practices and suggestions. The model devel-
opment integrated various standards, like NIST SP800-86 and ISO/IEC
27043 (Ariffin and Ahmad, 2021).

FRIOTI - Risk Assessment Model. Forfot and @stby (2021) devel-
oped a risk assessment model called Forensic Readiness IoT Implemen-
tation (FRIOTI). They argue that DFR for IoT is essential regarding the
challenges within IoT ecosystems. To address existing challenges and
harvest the potential of IoT devices in case of an incident, they suggest
that their FRIoTI model be prepared for future forensic analysis. Risk
assessment is essential for preparing for the unexpected. This approach
is based on the ISO/IEC 27043 (Forfot and @stby, 2021).

Smart DFR Model for Shadow IoT. Fagbola and Venter (2022)
developed a conceptual model for shadow IoT to facilitate IoT-FR for
organizations. The IoT is a network that consists of physical objects.
However, if one of these devices connects to the network without the
organizations’ knowledge, they can become shadow IoT devices. This
can lead to various security concerns. Hence, the DFR model should
help to visualize shadow IoT and thus support DF investigations with
IoT device identification, monitoring, PDE capturing, and preservation.
The prototype complies with the ISO/IEC 27034 guidelines (Fagbola
and Venter, 2022).

DFR Framework for WMN. Mpungu et al. (2023) propose a DFR
framework for wireless medical networks (WMN) as a contribution to
the field of DF. Their research builds upon existing work to provide a
tamper-proof DFR framework for medical IoT networks. Further, a log-
ging mechanism is proposed with an additional layer of security using
consortium blockchain technology to enforce integrity (Mpungu et al.,
2023).

5.4.4. Summary

With standardization in the form of the most discussed
ISO/IEC:27043 standard, other ISO/IEC, IEEE, or NIST standards
(cf. Table 9), organizations often do not have to develop their com-
plete solution or approach to IoT-FR but can use it as a base guideline.
However, it is often discussed in research that current standards are not
exactly applicable to the structures and problems of the IoT and should,
therefore, be extended accordingly. The shortly presented approaches,
based on standards, try to solve some of these problems by developing
either holistic IoT-FR approaches or solutions for specific areas of the
IoT (device, network, cloud) as well as for individual IoT domains (IoV,
HIoT, IIoT, Home IoT).

For organizations to get ready in IoTF and implement DFR gener-
ally, it is possible with existing standards but requires know-how to
some extent (cf. Section 5.3). For globally distributed organizations,
internationally recognized standards are beneficial. The operation in
multiple locations worldwide makes the implementation of IoT-FR with
a standardized and uniform approach all over the organization viable,
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Table 10
Overview of Challenges and Approaches Connected With the
Influencing Factor Legal Aspect on IoT-FR.

Influencing Factor Challenges/Approaches

Multi-Jurisdiction

Evidence Admissibility and Acceptance
Data Protection and Privacy

Chain of Custody

New Tools, Standards and Outdated Laws
Integration of Legal Experts

Guidelines, Best Practices, Checklists

.

Legal Aspect

.

.

.

rather than doing things differently in each location (ISO/IEC:27043,
2020). Exactly these approaches are currently not easy to realize for
organizations due to underlying cultural differences and different laws
(e.g., various countries) that are connected with the standards. Another
standard that should be considered when designing and implementing
forensic readiness strategies is the Payment Card Industry Data Secu-
rity Standard (PCI-DSS). This standard requires regular monitoring of
access to network resources, which is why it can provide an efficient
logging function for compliance purposes and a digital evidence source
(Ab Rahman et al., 2016).

5.5. Legal aspect

One influencing factor on IoT-FR is legal aspects, as visualized in
Fig. 3. While the primary purpose of a DF investigation is to obtain evi-
dence for a legal proceeding, the techniques can and often are used for
internal purposes. For example, to support the investigation of a secu-
rity incident to assess its scale, impact, and causes, support disciplinary
issues, agreements, or disputes (Rowlingson et al., 2004). However,
should it come to the point that the evidence is presented in court, the
court then investigates the misbehavior based on the presented docu-
ments and draws conclusions based on a trial. Prescribed laws form the
basis for legal trials. They cannot be influenced directly, nor can they
be circumvented (Ahmadi-Assalemi et al., 2019). Since they cannot be
influenced, compliance with the laws is an essential objective that must
always be considered when realizing [oT-FR in association with other
influencing factors mentioned, as seen in Fig. 3. According to publica-
tions on DF and IoTF, as seen in Table 3, legal challenges are a broad
subject that deals with certain issues around jurisdiction. Therefore, we
highlight the challenges organizations and investigators have to face.
Besides, we provide the extracted approaches. A compact overview of
these is provided in Table 10.

5.5.1. Challenges

Multi-Jurisdiction. In addition to simply obtaining DF artifacts, an-
other challenge is that IoTF investigations must also clarify legal and
jurisdictional ownership and access to relevant data. Unlike traditional
forensics, which is often localized, IoT data can cross geographic and le-
gal boundaries like cloud services (Zulkipli et al., 2017; Pasquale et al.,
2018). Standards are applied to meet the guidelines for the admission
of evidence, such as ISO/IEC:27043 (2020). While significant efforts
are being made in collecting and analyzing IoT evidence, similar efforts
are needed to address the legal issues that arise in multi-jurisdictional
and cross-border litigation regarding the admissibility of evidence (Jain,
2015; Bakhshi, 2019; Ghosh et al., 2021; Ariffin and Ahmad, 2021;
Rudrakar and Rughani, 2023).

Evidence Admissibility and Acceptance. Moreover, the accep-
tance of evidence in the forensics process related to IoT devices presents
a challenge that should be addressed through well-documented foren-
sic artifact collection methods. In the proactive spirit of Digital Forensic
Readiness (DFR), Kebande and Ray (2016) proposed the Digital Foren-
sic Investigation Framework for [oT (DFIF-IoT). DFIF-IoT focuses on
conducting investigation processes simultaneously to enhance the ad-
missibility and acceptability of evidence in legal proceedings. Through
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a scenario-based investigation, the model aims to reduce overall com-
plexity (Bakhshi, 2019). Additionally, the presentation of final evidence
plays a crucial role in court. Sadineni et al. (2019) put forward a com-
prehensive forensic model for IoT, incorporating a module for evidence
presentation that emphasizes the importance of preparing evidence pre-
sentation to comply with legal requirements (Sadineni et al., 2019).
Although generalizing this topic is challenging, the evidence must meet
various criteria, such as the Daubert standard (Cappellino, 2023), to en-
sure the preservation and integrity of evidence, its value, legality, and
chain of custody without compromise. This issue is of general inter-
est as ethical and legal concerns can jeopardize evidence admissibility.
The judge’s decision, based on expert evidence presentations, heavily
depends on the legal system; in some countries, the requirements are
stringent, while in others, decisions are made on a case-by-case basis by
the judge. Differences in legislation also manifest in evidence acquisi-
tion (open/isolated or covert investigative measures) and their impact
on admissibility (Ferrazzano et al., 2021; Maratsi et al., 2022; Rudrakar
and Rughani, 2023).

Data Protection and Privacy. The data stored and processed on
IoT devices can be sensitive and essential to data protection and pri-
vacy, especially in IoTF, creating a challenge for IoT-FR. Since a core
objective of any DF investigation is to identify them (the attacker), the
data protection requirements should always be observed to guarantee a
court-proof investigation. In addition to the personal data of suspects,
in almost all cases, IoTF activities involve bystanders (e.g., wearables
of employees) whose personal data and privacy must be protected. To
collect and analyze data on IoT devices, investigators may access sen-
sitive data, raising privacy concerns. A breach of data protection regu-
lations can have negative consequences, like financial penalties against
the organization or person processing the data. Further, any monitor-
ing or downloading of media can only take place in appropriate law
enforcement premises, and access material is only granted to police in-
vestigators or Law Enforcement Agencies (LEA) to ensure the identity
of victims is protected (Rajic et al., 2020; Hou et al., 2020; Almolhis et
al., 2021; Mitchell et al., 2020; Studiawan et al., 2023).

Chain of Custody. Likewise, keeping an intact chain of custody can
be a challenging task. The Chain of Custody (CoC) refers to the chain
in which evidence is possessed, starting from the moment the evidence
is collected to being analyzed and finally reported (Rajic et al., 2020).
Any evidence retrieval must be completed according to the laws and
privacy policies of the specific jurisdiction where the forensic investi-
gation took place to maintain the CoC. Otherwise, the evidence cannot
stand in a court of law (Simou et al., 2014). Further, the CoC is essential
to ensure the validation of evidence in court. This is a process in which
the chronology of the evidence is maintained throughout the investiga-
tion process. Accordingly, PDE can only be recognized as legitimate in
court if the chain of evidence can convincingly present the evidence and
the way the evidence was processed, including the analysis and review
process as well as the presentation of the investigation results (Zulkipli
et al., 2017; Ariffin and Ahmad, 2021; Salami et al., 2022; Rudrakar
and Rughani, 2023). Salami et al. (2022) propose a conceptual intelli-
gent framework to mitigate problems with provenance and the trust of
stakeholders in the CoC of proactively collected PDE.

New Tools, Standards and Outdated Laws. Developing new tools,
technologies, frameworks, and standards is ongoing, but their applica-
tion can pose a legal challenge. The legal and judicial acceptance of ev-
idence generated by a new forensic framework will determine the effec-
tiveness of upcoming standards (Bakhshi, 2019). Simultaneously, laws
often predate the era of computer systems and, therefore, do not con-
sider the newer and more complex requirements for IoTF. This means
there is no clear roadmap, and they need to address IoT requirements.
As a result, experts may struggle to adequately and comprehensively
evaluate specific approaches to I0TF, including preparatory measures.
Even though existing legal systems may still largely apply to IoTF, dig-
ital investigations in the age of IoT necessitate additional legislation.
Laws and regulations need to keep pace with the development of IoTF
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procedures Hou et al. (2020). The lack of a clear legal roadmap means
each case must be analyzed and evaluated individually. Alternatively,
an investigation based on precedent cases must be initiated to ensure
consistent and uniform procedures in the extraction and examination of
digital evidence, and to avoid legal challenges when presenting that ev-
idence in court. However, standardization approaches or frameworks,
such as those following Kebande et al. (2020) or ISO/IEC:27043 (2020),
advise explicit consideration of legal aspects related to IoT-FR. This can
be challenging due to the many ambiguities, such as IoT challenges and
other influencing factors.

5.5.2. Approaches

Integration of Legal Experts. The inability of legislation to keep
pace with technological advances can limit the implementation of a
legally compliant IoT-FR process or forensic investigation, leaving com-
panies in the dark. Therefore, organizations should focus on roles within
the institution that can assess legal issues related to [oTF and thus con-
tribute to IoT-FR (Hou et al., 2020).

Guidelines, Best Practices, Checklists. Each company is typically
expected to establish its own protocol for IoTF investigations and data
breach policies. Consequently, each company determines the approach
to conducting a DF investigation. Guidelines, best practices, and check-
lists can be employed to ensure compliance with the relevant legal
framework, which comprises the set of laws, regulations, and rules
applicable in a given country. Various government-recognized guides
for forensic readiness exist, such as the Good Practice Guide on Foren-
sic Readiness (UK), the NIST: Guide to Integrating Forensic Techniques into
Incident Response (US), the Precaution for IT-Forensics (GER), and the
Guideline for Incident Response Readiness in Financial Businesses (KOR)
(Park et al., 2018). However, these guides do not directly address the
IoT environment, necessitating a review, adaptation, or expansion of
existing resources for compatibility. Legal regulations and entities rele-
vant to IoT-FR discussed in the literature include the EU’s GDPR, which
regulates the movement and processing of personal data (EU, 2018).
The EU anti-fraud office, OLAF (2022), is the sole entity with specific
knowledge and legal basis for DF investigations (Rajic et al., 2020). In
the U.S. and UK, cybercrimes are prosecuted under the Computer Fraud
and Abuse Act and the Computer Misuse Act, respectively. However, the
U.S. law is three decades old and criticized for its vague wording and
inconsistent interpretation (Ferguson et al., 2020). Additionally, the Pa-
cific Asia region has various Computer Misuse and Cybersecurity Acts
(APSM, 2022).

5.5.3. Summary

The present review discussed matters about the legal and jurisdic-
tional boundaries for forensic information retrieval to a certain extent.
However, undertaking an analysis of the legal challenges associated
with evidence collection and provenance in the context of autonomous
IoT systems, including multiple networks and clouds, is very much
needed. Network and cloud architecture enabling technologies for IoT,
forensic cases in the former (forensic knowledge creation) can be used
as a reference to analyze and address the legal challenges faced in the
forensics of things. Legal and jurisprudence analysis would require in-
volvement and significant input from the legal community and LEAs
(Bakhshi, 2019). Further, could the continuous revisiting of “digital”
laws be conducted at a time that is as close as possible to the devel-
opments in the digital world (e.g., in cooperation with the respective
experts). This is directly interwoven with the IoT’s interconnectedness,
which means problems with multi-jurisdictions will become increas-
ingly common.

5.6. Discussion on Influencing Factors
The five identified influencing factors, Technological Resource and

Technique, Management Process, Human Factors, Standardization Ap-
proach, and Legal Aspect, were previously discussed in this section.
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In conjunction with these factors, various challenges, as well as tech-
niques, models, and frameworks, could be extracted. The challenges
and approaches have been additionally condensed for a quick overview,
see Tables 5, 6, 7, 8, and 10. Moreover, the influencing factors can-
not be seen individually but in connection with the dependencies be-
tween them. This resulted in a holistic model overarching the inter-
dependencies and influences of the factors. Hence, these insights and
discussions are provided to sharpen an integrated view of the state-of-
the-art on IoT-FR.

5.7. What challenges arise in IoT-FR based on the identified influencing
factors? (RQ3)

When considering the five factors influencing the achievement of
IoT-FR, it becomes evident that challenges exist across all domains.

Starting with the basis of an IoT environment (technological re-
source and technique), challenges arise from inherent vulnerabilities,
data volume, physical location of PDE, and related conditions. Efforts
are underway to address these challenges and prepare the technical and
hardware-oriented components of IoTF.

The second influence builds management processes. These processes
address challenges such as cultural differences and financial resources
that are encountered when making a company IoT forensics ready. Here
the importance of management support is encountered, that is needed
when implementing IoT-FR.

Humans also have a significant influence, facing challenges such as
a lack of knowledge and skills and the mishandling of PDE or (volun-
tary/involuntary) insiders. Involuntary insiders unknowingly or unin-
tentionally assist attackers, while voluntary insiders are individuals who
knowingly carry out or support an attack. Overall, we have learned that
humans play a crucial role in achieving IoT-FR, as they can impact the
integration and continuation on multiple levels.

When trying to achieve IoT-FR in an organization, standards, norms,
and standardization approaches should be kept in mind. In this area
faced, challenges are a lack of universal standards and protocols for
IoT devices and the integration of standards in the enterprise. Although
standardization approaches are optional, they can greatly simplify inte-
gration and demonstrate a certain level of IoT-FR maturity.

Finally, legal aspects play an important role in IoT-FR. Preparing
and collecting certain data sometimes seems easier than it is. This is
because, for example, there are challenges, such as the involvement of
different jurisdictions when data is stored or processed on servers in dif-
ferent countries. In addition, privacy and data protection laws play an
important role in the handling of data that is evaluated or analyzed. In
addition, there are other challenges such as evidence admissibility and
acceptance, as well as maintaining the chain of custody. Since some of
the existing legal requirements (e.g., unregulated commercial forensics,
lack of national/international standards) are insufficient, these must be
expanded or newly developed (Ferrazzano et al., 2021; Sexton, 2023).
On the other hand, the adaptation or new development of DF tools or
standards can lead to new legal inconsistencies.

6. Threats to validity

SLRs are an important research method to summarize the most rel-
evant, innovative, and recent research on a given topic (IoT-FR) using
systematic methods. Web-based surveys are valuable and can yield high
validity. Investing in validity testing can enhance confidence in the
quality of the data collected and the research results (Zhou et al., 2016).
We identified potential validity threats in our research and present them
in Table 11.

Construct Validity. In principle, there is a possibility that relevant
work could be overlooked due to the selection process of relevant pub-
lications. To minimize this risk, we defined inclusion and exclusion
criteria (cf. Section 3.1.3) and applied the quality control measures by
(Okoli, 2015) (cf. Section 3.1.5).
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Table 11

Threats to Validity Connected With Our Research Method.
Category - Threat
Construct Validity

Description

Inclusion and exclusion criteria,

Threat #1 Quality control measures by Okoli (2015)
Internal Validity

Threat #2 Chosen guidelines by Okoli (2015)
Threat #3 Process of publication selection

Threat #4 Only online libraries were used

External Validity

Threat #5 Search term definition

Conclusion Validity

Threat #6 Consistent extraction of relevant information
Threat #7 Relevance of extracted data for RQs
Threat #8 Divergences between researchers

Internal Validity. To fully identify works that include relevant com-
ponents regarding IoT-FR and to ensure that the selection of the work is
as unbiased as possible, the approach by Okoli (2015) for doing an SLR
in the information systems area was adopted (cf. Section 3). It systemat-
ically integrates a structured search strategy. We searched seven online
digital libraries. These presumably cover the majority of high-quality
publications in the field of IoT-FR. In order to capture as many relevant
papers as possible, however, we also used the cross-search method to
reduce the likelihood of overlooking relevant publications. In addition,
the search strategy was applied by two researchers and additionally re-
viewed as a whole by the more experienced researcher.

External Validity. We selected publications that included discus-
sions on factors influencing IoT-FR. To do so, we utilized the devel-
oped search term described in the underlying methodology (cf. Sec-
tion 3.1.2). The possibly excluded publications that do not discuss the
influencing factors on IoT-FR with the terms we predefined could af-
fect the generalized terms (influencing factors). We didn’t use terms
like: SCADA, industrial control systems, CPS, WSN, or WLAN as we no-
ticed in observed cases that even in very small research areas, general
terms such as IoT, forensic, or readiness are mentioned if there are any
connections with them in the paper. However, we think our results are
viable and present a comprehensive and illuminating insight into the
state-of-the-art on IoT-FR.

Conclusion Validity. We extracted the data from the publications
selected, including content on the subject of IoT-FR and influencing
factors. To ensure the accuracy of the extracted data, the draft protocol
(cf. Section 3.1.2) was developed to define the data extraction strategy
and format to be continuous.

7. Future recommendations and research challenges

Expanding on the established integrated perspective on IoT-FR, this
section delves into potential challenges and opportunities for DFR ap-
plications alongside the comprehensive model of influencing factors.
Furthermore, we tackle and deliberate on future research recommenda-
tions related to the IoT-FR topic, which, to the best of our knowledge,
are presently not employed for IoT-FR.

Incentives describe positive or negative actions or values (e.g.,
money, tokens, prestige, penalties) that should influence or motivate in-
dividuals or organizations to act in a certain way (Gneezy et al., 2011).
In general, incentives can be used for technical systems or humans.
Currently, a few publications discuss the application of incentives for
technical systems, e.g., incentive mechanism for forensic service in IoV
(Hussain et al., 2018; Zhang et al., 2022). Rowlingson et al. (2004) ex-
plain that incentives for sanctions against employees based on digital
evidence (e.g., to prove violations of a use policy) could be possible.
Yet, no concrete applications or methods exist that show how to in-
tegrate incentives for IoT-FR purposes. The utilization of incentives to
motivate individuals or organizations to share data or contribute to DFR
methods would have a valuable advantage for future IoT-FR. In connec-
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tion with the influencing factors, incentives could be utilized to support
them (e.g., a monetary incentive for reporting suspicious e-mails).

Maturity Models and Metrics can be applied to measure the DFR
of IoT environments. A maturity model is a framework used to evaluate
an organization’s maturity level, indicating its capacity and ability for
ongoing improvement in a specific discipline (Englbrecht et al., 2020).
Standards, like the (ISO/IEC:TR15504-7, 2008), were identified that
support the organizational cyber security. For example, the model for
cybersecurity may not be fully utilized by the DF domain, even though
these two domains are related. This is why various DF readiness models
were developed (Kerrigan, 2013; Hanaei and Rashid, 2014; Englbrecht
et al., 2020), but as far as we know, none are currently being specif-
ically adapted to IoT-FR. This is probably because this domain is still
very new in research. Thus, the holistic model of influencing factors
could be enhanced with a quantitative measurement method to identify
the readiness of an IoT system in an organization and to classify it into
predefined levels, giving the management board an objective indication
of the standing or needed enhancement on IoT-FR.

Crowdsourcing and -sensing is soliciting information or input on
a task through the involvement of many people via the internet (Howe
et al., 2006; Parrick and Chapman, 2020). Crowdsensing is based on
the same concept and refers to techniques using a large group of peo-
ple that use mobile (IoT) devices to reach common interests or goals
(e.g., predictions, maps, analyses) (Guo et al., 2015). Some publications
discuss the application of crowdsourcing or -sensing to address DF pur-
poses (Toler, 2018; Truong et al., 2019; Casey et al., 2022), but none
apply it with IoT-FR ambitions. Only Damianou (2022) highlights the
need for crowdsourced-driven DFR applications in the smart city con-
text. This reflects the potential for utilizing crowdsourcing and -sensing
methods for IoT-FR.

Green Computing refers to efforts to use information and commu-
nication technology environmentally and resource-friendly throughout
its entire life cycle (Harmon and Auseklis, 2009). This paradigm has
been discussed in research for some time now, but in conjunction with
forensic sciences (Green DF), only a few works (TzeTzuen et al., 2012;
Elhoseny et al., 2020). They adopt requirements for green comput-
ing, like algorithms, approaches, or techniques that use memory and
computing power in an energy-efficient way. Already now and in the
future, the current developments regarding the climate crisis should be
highly motivational for the adoption of green computing requirements.
In addition, the IoT leads to high use of additional devices. Thus, this
research area especially targets IoTF and IoT-FR.

Blockchain technology has a decentralized, distributed, and trans-
parent nature that fostered research into the use of blockchain for
the storage, processing, and examination of digital evidence in IoTF
in various jurisdictions. Blockchain technology can enhance investi-
gation transparency and a tamper-proof chain of custody. However,
blockchain brings new scalability and computational issues, as secure
cryptographic algorithms must be used, which could hinder the forensic
investigation process. Additionally, navigating the legal and regulatory
landscape could be a hurdle for blockchain in IoT-FR (Stoyanova et al.,
2020; Salami et al., 2022; Khanji et al., 2022).

Post-quantum Cryptography (also known as quantum-resistant
cryptography) aims to develop cryptographic systems that are secure
against both quantum and classical computers and can work with ex-
isting communication protocols and networks, like the IoT (Bernstein
and Lange, 2017). From a forensics perspective quantum computing
can help identify and access even more PDE than nowadays (e.g., by
encryption breaching, tool development, and data analysis). Besides,
post-quantum cryptography can support the integrity and reliability of
PDE (e.g., digital signatures, standardization approaches, hardware de-
sign) (Bellizia et al., 2021; Dam et al., 2023).
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8. Discussion

Well-integrated and coordinated IoT-FR measures can ensure orga-
nizations are well-prepared for cyber incidents. Those measures enable
organizations to conduct structured DF investigations. This way, foren-
sic, sound, and valuable evidence admissible in court can be extracted.
However, to get [0TF ready, organizations must consider different in-
fluencing factors and manage them from an all-embracing perspective.
Hence, IoT-FR implementation is a tedious and complex task. For this
reason, we carried out an SLR to extract factors that influence IoT-FR
within organizations (cf. RQ1).

Finally, the five following influencing factors could be identified:
(1) Technological Resource and Technique, (2) Management Process,
(3) Human Aspect, (4) Standardization Approach, and (5) Legal Aspect.
Moreover, the individual influencing factors were considered individ-
ually and in relation to the dependencies between them. This way, it
was possible to create a holistic model including the inter-dependencies
and influences of the factors, providing an overview and sharpening an
integrated view into [oT-FR (cf. RQ2).

The knowledge about factors that influence IoT-FR integration into
organizations can be of enormous importance, as it can save time and
money in the event of a subsequent incident, including a prepared inves-
tigation. In conjunction with the influencing factors, various challenges,
techniques, models, and frameworks could be discussed from the litera-
ture to provide valuable insights into the relatively new topic of IoT-FR
(cf. RQ3).

For Technological Resource and Technique, it is crucial to con-
sider the challenges associated with technological resources when in-
tegrating IoT-FR. Obstacles are present across all IoT layers, as IoT
devices are diverse, limited in memory and processing power, lack
metadata, and their physical location can be unknown. Additionally,
IoT networks are volatile, generating massive amounts of data. On
the cloud layer, infrastructure creates challenges to ensure data con-
fidentiality, integrity, availability, and authenticity of PDE. A centrally
managed IoT environment can pose security issues if attacked. Further-
more, anti-forensics is present in the IoT, posing challenges for DF tools,
especially for IoT devices and holistic systems. Approaches to address
these challenges include IoT monitoring, IDS, false alarm detection and
notification, tamper-proofing, and network provenance. Forensics can
also be directly integrated through forensics-by-design concepts, LDF,
and automated Al-supported PDE collection.

In Management Process, the decision for or against IoT-FR is typ-
ically made at the top management level. Our review identified two
main challenges when implementing IoT-FR in an organization: cultural
differences and the financial resources required for integration. How-
ever, this factor presents more opportunities than challenges, suggesting
a top-down approach, the enforcement of organization-wide guidelines
such as an FRP, integrating risk management to support [oT-FR, col-
laboration with external partners, and the establishment of a forensics
team. It is important to note that security and proactive forensics are
closely related, as integrating IoT-FR can help address security vulnera-
bilities before an incident occurs.

When it comes to the Human Factor, it is crucial to never underesti-
mate its significance in the pursuit and execution of IoT-FR. Even during
forensic investigations, factors such as training, personal habits, person-
ality, and mental characteristics of individuals play a vital role. One of
the primary challenges lies in the knowledge and skills gap within DFR
and DF in IoT environments, leading to a shortage of IoTF experts and
security researchers. In addition to uninformed experts, novices lack the
know-how to support DFR or forensics, resulting in the mishandling of
evidence on both ends. Simultaneously, a lack of awareness can inad-
vertently turn insiders into unwitting aids to attackers, for instance, by
clicking on links in phishing emails. To address these challenges, we
have identified the need to raise awareness and enhance skills through
education and training for both novices and professionals. Crucially, the
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focus should not only be on knowledge acquisition but also on develop-
ing cognitive skills and the ability to perform under stressful conditions.

A Standardization Approach can assist organizations in imple-
menting IoT-FR and is frequently cited as a crucial topic. If an organiza-
tion seeks certification from an institution, it must align its internal pro-
cesses with the respective guidelines of the standardization approach. In
relation to this, we have identified two main challenges. One is the ab-
sence of a universal standardization, particularly in the IoT, spanning
across all levels (e.g., communication protocols, architectural design,
data handling, and sharing). The other challenge is incorporating stan-
dards and norms into organizational structures, which often involves
financial resources and workforce. In IoT-FR literature, a commonly
applied and discussed standard is the ISO/IEC 27043, which provides
guidelines based on idealized models for general incident investigation
processes from pre-incident preparation (DFR) to investigation closing.
In contrast, early works utilized standards such as the IEEE 802.15.4
and IEEE 802.11. We have extracted several standardization approaches
from literature, spanning from 2010 to 2023, either proposing holistic
IoT-FR approaches or solutions for an IoT layer (device, network, cloud)
or [oT domains (e.g., IoV, IIoT) (cf. Table 9).

The Legal Aspect serves the purpose of gathering evidence for a
legal proceeding during an investigation of an incident. These can be
used for internal or external purposes. Legal challenges in IoT-FR in-
volve issues around jurisdiction. We have identified various challenges,
including multi-jurisdiction, data and device ownership, and geograph-
ical position, which can pose problems due to varying legislation. An-
other challenge is evidence admissibility and acceptance, which is a
broad and difficult topic to generalize. It is very dependent on the le-
gal system; in some countries, the requirements are quite strict, while
in others, judges make decisions on a case-by-case basis. In reality, it
depends on how much the judge knows about the nature of digital ev-
idence and how much they take the result for granted. Moreover, data
protection and privacy can be obstacles as they pursue the opposite
objective of forensics. Additionally, maintaining a chain of custody is
incredibly challenging in IoT due to previously identified technical chal-
lenges. The development of new tools, technologies, frameworks, and
standards is ongoing, but their application poses a legal challenge as
they are dependent on legal and judicial acceptance. To address these
challenges, the identified approaches propose the integration of legal
experts in the IoT-FR integration process. Furthermore, the application
of legally accepted guidelines, best practices, and checklists can support
IoT-FR.

9. Conclusion

This work aims to support and advance research in the field of
IoT-FR by offering novel perspectives and insights. It is important to
consider how each identified factor influences others when creating an
IoTF-ready organization, as each factor presents its challenges that need
to be addressed. Despite this, we are committed to providing future rec-
ommendations and research challenges. At the present, we see great
potential in incentives, maturity models and metrics, crowdsourcing
and -sensing, green computing, blockchain, and post-quantum cryptog-
raphy. Further research in these areas can significantly advance and
sustainably improve the development of DFR and IoT-FR.
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