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ARTICLE INFO ABSTRACT

Dataset link: https://github.com/InstruCRX The global shortage of cybersecurity professionals poses a daunting challenge for organizations seeking to
protect their assets and data. To counteract this workforce shortage, cyber range exercises (CRXs) can equip
individuals with the necessary knowledge and skills to become security professionals. However, the complexity
of CRXs tends to overwhelm trainees with little prior cybersecurity experience, resulting in ineffective learning
experiences. To address this issue, we take an interdisciplinary approach, leveraging established models on
learning and motivation for cybersecurity. In this pursuit, we propose a literature-based framework of six design
principles that aim to facilitate CRX designers in creating more effective CRXs. To illustrate the framework’s
utility, we introduce a CRX for incident response built upon these principles. To evaluate the effectiveness
of this principle-driven CRX design, we conducted a user study with N = 89 participants. The results of this
study showed that the design provided an engaging learning experience that enabled participants to effectively
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acquire incident response knowledge and skills.

1. Introduction

In the light of an ever-changing threat landscape, organizations
require a highly skilled cybersecurity workforce capable of effectively
defending their infrastructure against cyberattacks. However, the grow-
ing demand for cybersecurity professionals outpaces supply ((ISC)?,
2023). Commonly known as the cybersecurity workforce shortage, this
issue is often reported as the main obstacle preventing organizations
from achieving cybersecurity resilience (Bueermann and Doyle, 2023;
ISACA, 2022). Organizations attribute this issue to the fact that appli-
cants for open cybersecurity positions lack practical skills (Oltsik and
Lundell, 2021; Zan and Di Franco, 2019). Aligning the requirements
of organizations with the pool of aspiring cybersecurity professionals
necessitates the development of training methods that equip novices
with practical cybersecurity skills (Blazi¢, 2021). Novices, in this con-
text, are individuals who seek to take on a role in cybersecurity but are
yet lacking practical experience. This encompasses students enrolled
in academic cybersecurity or computer science programs who have
yet to gain practical work experience, as well as professionals who
have a general technical background and are seeking to specialize in
cybersecurity. In the past years, cyber ranges exercises (CRXs) have
proven to be an effective way for participants to gain cybersecurity
skills hands-on (Yamin et al., 2020). Cyber ranges replicate parts of dig-
ital infrastructures to provide an environment for realistic cybersecurity
training in which participants can engage with complex real-world
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attack scenarios. This presents a valuable opportunity for cybersecurity
professionals to apply and enhance their cybersecurity skills, as well as
for cybersecurity teams to evaluate established processes (Kim et al.,
2019). For novices, however, this experience can feel overwhelming
and challenging to navigate (Owens et al., 2019; Mirkovic et al.,
2015b). In this regard, studies on the effectiveness of CRXs indicate
that trainees in a CRX often feel bombarded with an overload of
information (Brilingaité et al., 2020; Kick, 2014), finding themselves
unsure of how to tackle given problems. This, in turn, inhibits their
progress in the exercise (Weiss et al., 2016; Tobey et al., 2014), leading
to frustration and possibly even resignation.

This issue can be partly attributed to the fact that the literature
on CRX design primarily focuses on technological advances. Consid-
erations related to instructional design — the discipline of applying
theories on learning and motivation to create effective learning activi-
ties — are only marginally addressed (Maennel et al., 2023; Mirkovic
et al.,, 2015a). Cyber ranges are large and complex technical infras-
tructures, often consisting of both virtual machines and physical com-
ponents. Developing such infrastructures is time-consuming and cost-
intensive (Vykopal et al., 2017). If the very goal of a CRX, which
is for participants to acquire knowledge and skills, fails because of a
lack of instructional rigor, these efforts are in vain. With our research,
we want to investigate how to create attainable CRXs that provide an
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effective learning experience. This encompasses both that participants
achieve the learning goals of the exercise and perceive the exercise as
an engaging and rewarding experience. Consequently, this leads us to
the following research question:

RQ. What are the characteristics of a CRX design that fosters effective
learning for cybersecurity novices?

Contribution. We address this research question through an inter-
disciplinary approach by leveraging insights from instructional design
for cybersecurity. To this end, we propose six instructional principles
to create CRXs that provide a complex yet attainable learning envi-
ronment. These principles are derived from established instructional
models that foster the acquisition of complex knowledge in authentic
learning environments, such as Cognitive Apprenticeship (Collins et al.,
1991) and Cognitive Flexibility Theory (Spiro et al., 1994). To the best
of our knowledge, this is the first approach to integrating instructional
theory in CRX design. To demonstrate the principles’ utility, we apply
them to create a CRX in which trainees learn to detect and respond to
real-time attacks against an industrial network. To evaluate the effec-
tiveness of this design, we present a user study involving ten CRX events
with N = 89 novice participants. We assessed both the participants’
learning outcomes and their subjective perceptions of the learning
experience. The evaluation results show that aligning the technological
infrastructure of the CRX design with instructional principles creates a
learning experience that is motivating for participants, fosters effective
collaboration, and, ultimately, leads to effective learning outcomes.

2. Background and related work

This section briefly accounts the background of CRXs before dis-
cussing previous research efforts to examine the instructional aspects
of CRXs.

2.1. Cyber Range Exercises (CRXs)

Cyber ranges simulate or emulate real-world systems, networks, and
applications to provide a safe and legal environment for cybersecurity
training and testing (National Initiative for Cybersecurity Education
(NICE), 2020). Participating in a CRX allows trainees to experience
real-time attacks against a training environment that closely resembles
reality. The concept of cyber ranges emerged from the military sector,
adopting the idea of a shooting range to prepare trainees for digital
warfare (Ferguson et al., 2014). Today, the concept has been adopted to
improve cybersecurity competencies in academia (Celeda et al., 2015;
Hatzivasilis et al., 2021), the industry (Airbus, 2023; Accenture, 2023;
IBM, 2023), and public institutions (Leitner et al., 2020; Brilingaite
et al., 2017). In addition to technical skills, such as incident response or
system hardening, CRXs can also help trainees practice soft skills such
as teamwork skills and stress resilience (Beuran et al., 2018; Svébensk}'z
et al.,, 2018). In the literature, the terms cyber defense exercise and
cyber ranges exercise are commonly used interchangeably (Brilingaite
et al., 2020).

2.2. CRXs for cybersecurity novices

To contextualize our research, we discuss related work that in-
vestigates instructional aspects of CRXs. That is literature that either
explicitly examines the design of CRXs for novices or offers methods
and insights that are applicable to novice training. First, we iden-
tified several frameworks that focus on feedback as a key design
element of CRXs that helps participants achieve effective learning
outcomes (Maennel et al., 2017; Vykopal et al., 2018; §vébensk}’/ etal.,
2022; Andreolini et al., 2020; Braghin et al., 2020). The authors of
these works propose methods for monitoring trainees’ actions during an
exercise to provide trainees with constructive feedback on their actions

Computers & Security 144 (2024) 103965

throughout and after an exercise and evaluate the effectiveness of a
CRX. While these frameworks offer advanced techniques for integrating
trainee monitoring into the architecture of a CRX, it is essential to
recognize that monitoring and feedback modules, in isolation, are not
sufficient to create immersive learning experiences. Consequently, our
research builds upon these findings by considering feedback as one
aspect of a holistic CRX design.

With respect to the learning experiences of novice trainees in CRXs,
the body of extant literature is limited. Vykopal and Bartdk (2016)
report experiences from a CRX conducted on KYPO cyber range with
participants with various skill backgrounds, including novices. For
novice trainees, the authors highlight the importance of providing suf-
ficient guidance (e.g., a demonstration of the most important functions
of a tool), especially at the beginning of the exercise. Furthermore,
they emphasize the importance of embedding all relevant information
for participants (e.g., study materials, hints, solutions, etc.) directly in
the CRX environment instead of providing it externally (via email or
in-class explanations of a trainer) to keep trainees’ attention on the
CRX. Brilingaité et al. (2020) report on their experience with large-scale
CRXs and propose a CRX design framework based on their findings.
While the authors describe that novice participants encountered consid-
erable difficulties in following the exercise, this issue is only marginally
accounted for in their framework. That is, the authors propose conduct-
ing a pre-training for novice participants, however, without specifying
its design or execution. Moreover, Maennel et al. (2023) propose a
multi-dimensional approach that aims at better incorporating social,
emotional, and cognitive considerations, such as participants’ psycho-
logical safety and relatedness to their team members, into the design
of a CRX. This approach aims to enhance learning experiences for both
novices and more experienced participants. An implementation of this
approach, however, is not described. The authors’ findings in Vykopal
and Bartak (2016), Weiss et al. (2016), Maennel et al. (2023) provide
far-reaching insights into which learning designs can improve trainees’
learning in a CRX, which we carefully incorporated in the design
principles we propose in this paper. However, the discussed studies are
exploratory in nature and base their research primarily on participants’
anecdotal feedback. In contrast, our research takes a more rigorous
approach and aims to provide empirical evidence of the effectiveness of
our proposed design, e.g., by systematically assessing participants’ skills
and knowledge before and after the exercise. In essence, the majority
of works that address the improvement of learning effectiveness in
CRXs concentrate on isolated elements of CRX design rather than
presenting holistic approaches. Previous works that do investigate CRX
designs more comprehensively either insufficiently address the needs
of novices or lack empirical evidence of the usefulness of the proposed
designs. Consequently, there is a lack of sound approaches to guide
CRX designers in creating meaningful learning experiences that are
accessible to novices. In this paper, we aim to fill this gap by presenting
a CRX design explicitly tailored to introduce novice learners to practical
cybersecurity. The theory-driven approach we followed to establish this
design is described in Section 3.

2.3. Instructional design in cybersecurity exercises

A research domain in which considerations on the instructional
design of cybersecurity exercises have been investigated more deeply is
the field of Capture the Flag (CTF) challenges in an educational context.
CTFs are cybersecurity exercises in which participants solve puzzles,
crack codes, and exploit vulnerabilities in commonly static computer
systems to capture “flags”, usually strings of text or files, to earn points.
In contrast to CRXs, the focus of CTFs is not for trainees to deal with
scenarios that are as realistic as possible but to teach general, mostly
offensive, cybersecurity concepts (Votipka et al., 2021). Nonetheless,
the insights into how participants learn to solve problems effectively in
a CTF challenge are also informative for the design of CRXs, which is
why we want to point out some significant findings of prior works in
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this field. Weiss et al. (2016) conducted a study on balancing guidance
and independence in a CRX for college students. The authors argue that
a cybersecurity exercise for novices needs to be broken down into clear
steps to focus novices’ attention on what is important for achieving the
learning goals of the exercise. Backman (2016) reports about a CTF
challenge that specifically targets undergraduate students with little
prior experience in cybersecurity. To provide better accessibility for
this target group, the author emphasizes the roles of collaboration,
especially pairing inexperienced students with more senior participants.
Similarly, Mirkovic et al. (2015b), Mirkovic and Peterson (2014) report
on their experiences with Class CTFs (CCTFs), CTFs especially designed
to be part of an academic curriculum. In particular, the authors de-
scribe the importance of providing CCTF participants with sufficient
knowledge resources, which, in the case of CCTFs, are provided in
preparation for the challenge. Owens et al. (2019) present the CTF
challenge picoCTF. In the design of the challenge, the authors focus
primarily on gradually increasing the difficulty of tasks within a CTF
so as not to overtax novices. They also report on the positive influence
of competitive elements when participants can measure themselves
directly against their peers in their course. Votipka et al. (2021) pro-
vide a review-driven approach and compare different CTF challenges
regarding the instructional principles they employ. The authors take the
analysis rather than the design perspective. For this reason, the design
principles, with regard to the CTFs, show many overlaps with our
framework (rf. Section 3.3), but are not congruent. These studies (Weiss
et al., 2016; Backman, 2016; Mirkovic and Peterson, 2014; Mirkovic
et al., 2015a; Owens et al., 2019; Votipka et al., 2021) provide far-
reaching insights into characteristics of learning designs that improve
trainees’ learning in cybersecurity exercises, which we consequently
considered when developing and implementing the design principles
we propose in this paper. However, the discussed studies are mostly
exploratory in nature and base their research primarily on participants’
and trainers’ anecdotal feedback. In contrast, our research takes a
more rigorous approach and aims to provide empirical evidence of
the effectiveness of our proposed design by systematically assessing
participants’ knowledge and skills before and after the exercise.

3. A framework for leveraging instructional design for CRXs

In this section, we propose a framework of six instructional prin-
ciples for designing effective CRXs for cybersecurity novices. In the
following, we first describe how instructional models can help with
the integration of instructional design into CRX design (Section 3.1).
Subsequently, we outline the method we followed to derive the six
design principles from the literature (Section 3.2) before describing the
individual principles in detail (Section 3.3).

3.1. Deriving the core characteristics of CRXs: Authenticity and complexity

Instructional models stem from the field of instructional design and
represent prescriptive, normative models that seek to make descriptive
scientific insights into human learning, motivation, and interaction
accessible to educational practitioners in schools, universities, and
organizational training (Glaser, 1976). In an attempt to synthesize
different streams in the field of instructional design (i.e., traditional
instructional design, educational and cognitive psychology, and social-
constructivist views), instructional models should provide insight into
the goals that can be achieved when employing the model and clar-
ify how the gap between designed learning environments and target
application contexts can be bridged (van Merriénboer et al., 2002).
As described above, cyber ranges as infrastructures for training (in
contrast to other cybersecurity exercises such as CTF competitions)
strive to offer trainees the most realistic training environment possible.
We therefore argue that, from an instructional design perspective, CRXs
must reflect two overarching principles in particular: authenticity and
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complexity. Authenticity refers to the degree to which learning envi-
ronments capture the essential characteristics of the real-life context in
which learning outcomes are intended to be used later on Honebein
et al. (1993). Authentic learning environments help trainees to un-
derstand how they can put the knowledge and skills they acquire to
use in the future, which, in turn, may foster their intrinsic motivation
to learn (Collins et al.,, 1991). To this end, learning goals should
match competencies that are necessary for effective performance in
the context of the target application. Likewise, learning tasks should
resemble the tasks that trainees will encounter in the real-life context
for which they are training. Complexity, the second overarching princi-
ple, is closely linked to authenticity. As tasks in real-life contexts bear
a natural complexity, learning environments can only be meaningful
and effective if they capture this real-life complexity in the learning
tasks that trainees are confronted with. A meaningful, complex learning
environment exposes trainees to this complexity, however, without
overwhelming them (Spiro et al., 1994). In the following section, we
describe the method we applied to identify instructional models that
foster those two principles.

3.2. Selection method

The overall method employed in this paper follows the hypothetico-
deductive research approach (Edgar and Manz, 2017) with the goal
of identifying instructional design principles that foster meaningful
learning for cybersecurity novices and empirically evaluate their ef-
fectiveness. How this research approach was adopted in this paper is
depicted in Fig. 1. Recognizing the diversity of models within the field
of instructional design, solely relying on a systematic literature search
would not be sufficient to capture relevant models. Instead, we initiated
a literature search grounded in well-known publications that provide an
overview of established instructional models (Reigeluth, 1999; Merrill,
2002; Kolodner et al., 2003). Our selection of instructional models
from these works was based on their promotion of authenticity and
complexity as central principles (selection criteria). From this initial set
of applicable models, we followed a snowballing approach to include
(and select) further models based on a forward search. This approach
led us to the following set of instructional models which are applicable
for designing authentic and complex learning environments:

» Cognitive Apprenticeship (Collins et al,, 1991): confronting
trainees with increasing complexity by giving them more and
more responsibility for carrying out tasks while supportive mea-
sures are simultaneously fading out.

Cognitive Flexibility Theory (Spiro et al., 1994): fostering the
development of trainees’ ability to solve tasks in complex domains
by applying acquired knowledge and skills in a flexible and
creative way.

Collaborative Problem Solving (Nelson, 1999): fostering social
interactions between trainees, thereby capturing the increasing
importance and presence of teamwork in real-life work contexts.
Four-Component Instructional Design (4C-ID) (Kirschner and
van Merriénboer, 2008): enabling trainees to solve complex tasks
by providing them with sufficient knowledge resources and the
purposeful organization of tasks.

Goal-Based Scenarios (Schank et al., 1999): providing trainees
with a complex and intrinsically motivating story and a corre-
sponding mission they need to accomplish.

Problem-Based Learning (Hmelo-Silver, 2004): enabling trainees
to collaboratively solve a problem through self-directed knowl-
edge acquisition and teamwork.

In an iterative process, we derived six key principles from this
set of models. We want to note that these principles do not claim to
be exhaustive (i.e., other less important principles might be useful in
certain environments) but that we captured those we deemed most
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Fig. 1. Methodological approach: Seven steps to establishing design principles, implementing them in a CRX design, and evaluating its effectiveness.

relevant for creating an authentic, complex, and thus effective CRX
design. This concise framework aims to provide a practicable guideline
for CRX designers to create more effective learning experiences for
cybersecurity novices.

3.3. Design principles

In the following, the six design principles (P1-P6) are described in
detail.
P1: Active Participation. The principle of active participation fore-
sees trainees not as passive recipients of knowledge but as active
participants in their own learning processes (Spiro et al., 1994). By
letting trainees self-determine how they acquire knowledge to solve
given problems, this approach shifts away from traditional one-way
teaching methods and promotes self-directed learning. This enables
trainees to make use of their existing knowledge when acquiring new
knowledge and, by this means, to improve both the quantity and the
quality of their knowledge base. This, in turn, aids in easier retrieval
and reuse of knowledge in future situations (Schank, 1999). Active
participation aims to prepare trainees to solve tasks in complex real-
world domains — domains in which effective problem-solving does
not require following predefined procedures but applying the acquired
knowledge in a situation-specific manner. Cybersecurity operations
necessitate individuals with this kind of flexibility and adaptability.
Consequently, we view active participation as a central principle in the
design of CRXs — both for novices and experienced practitioners.
P2: Realistic Environment. Realistic environments embed learning
activities in relevant real-world contexts (Honebein et al., 1993). This
approach is meant to ensure that trainees do not acquire knowledge
in an abstract and isolated manner but in the context of meaningful
tasks that demonstrate how they can apply these competencies in real
life. Using realistic tasks as a starting point for learning is motivating
because trainees immediately experience the purpose of their learning
activities (Eccles and Wigfield, 2002). Furthermore, through such re-
alistic activities, knowledge acquisition is contextualized, and trainees
acquire episodic knowledge, which is richer and easier to integrate
than purely abstract semantic knowledge. According to Schank et al.
(1999), realistic learning environments can be created by structuring
exercises around ‘“‘goal-based scenarios”. This involves the creation
of an engaging and relatable “mission” that trainees must undertake.
When this approach is effectively implemented, trainees become intrin-
sically motivated, driven by the significance of their mission rather than
external factors like passing a post-exercise test. Within this mission,
trainees take on the role of an expert in the domain (Collins et al.,
1991). Making trainees “think like experts” helps to contextualize the
competencies they acquire throughout the training with real-world
tasks and responsibilities (Spiro et al., 1994). CRXs for novice partici-
pants aim to prepare trainees for future careers as cybersecurity experts.
To this end, the CRX design should facilitate the seamless application of
acquired competencies in organizational cybersecurity operations. We
argue that this can be achieved through creating a CRX as a realistic
learning environment.
P3: Scenario Operations. The competencies trainees acquire through-
out the exercise should be embedded in activities that let them actively

engage with the scenario. This fosters the acquisition of “knowledge
as knowledge in use” (Spiro et al.,, 1994) (cf. P1). In a scenario-
based exercise, this is achieved through Scenario Operations (SOs),
that is, single tasks or problems that trainees must accomplish or solve
in order to successfully complete the overall mission (Schank et al.,
1999). To succeed in SOs, trainees must acquire knowledge and put
this knowledge into practice. The complexity of SOs must be tempered
for practicality without undue simplification to preserve the realistic
character of the learning tasks (cf. P2) (Honebein et al.,, 1993). This
means that SOs should resemble real-world tasks but can be simplified
to what is necessary to address the learning goals of an exercise (Schank
et al.,, 1999). Each SO sets a realistic goal that trainees must attain
successively. This helps to structure the learning process, thereby en-
abling trainees to keep track of their progress and not get cognitively
overwhelmed (Sweller, 2010). Likewise, this facilitates trainees’ goal
striving and helps them to stay motivated by providing a sense of
accomplishment after completing SOs (Ryan and Deci, 2000; Votipka
et al.,, 2021). In this respect, we argue that novice participants need
more guidance in a CRX than experienced practitioners do. To address
this need, structuring an exercise around well-defined SOs helps to
guide novice trainees through complex scenarios and prevent confusion
or frustration.

P4: Knowledge Resources. In SOs, trainees face complex tasks they
are not familiar with. To this end, SOs need to be accompanied by
knowledge resources that provide trainees with the information they
need to accomplish the task (Owens et al., 2019; Mirkovic and Peterson,
2014). By this means, the level of intrinsic cognitive load that is
imposed onto the trainees can be managed, and trainees are enabled to
master tasks without experiencing cognitive overload (Sweller, 2010).
In addition, managing the complexity of learning tasks by providing
knowledge resources that are tailored to trainees’ level of competen-
cies bears the motivational benefit that trainees will feel optimally
challenged, experiencing learning tasks neither as too difficult nor as
too easy. We classify knowledge resources into three distinct types
of information: Supportive information, procedural information, and
feedback (Kirschner and van Merriénboer, 2008). The subsequent sec-
tions describe the significance of these three information types for CRX
learning.

» Supportive Information. Supportive information provides
trainees with guidance on problem-solving in a specific domain
and aims at fostering the development of knowledge trainees need
for accomplishing tasks in their domain (e.g., job tasks) (Kirschner
and van Merriénboer, 2008). In addition, and closely connected
to P1, supportive information aims to enable trainees to con-
nect such new knowledge to their existing knowledge about
solving particular domain-specific problems. In scenario-based
exercises, this supportive information helps trainees understand
the background and context of SOs.

Procedural Information. Procedural Information refers to in-
structions on how to perform routine aspects of authentic tasks,
respectively, SOs (Kirschner and van Merriénboer, 2008). This
type of resource should be presented in a manner that empow-
ers novices to approach SOs as independently as possible, only
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accessing instructions if they need it. This can be facilitated
by applying the instructional concepts of “fading” and “scaf-
folding” (Collins et al., 1991). Scaffolding refers to providing
trainees with the right amount of individual assistance they need
to complete a SO. Fading refers to the gradual removal of this
support throughout the exercise, enabling trainees to become in-
creasingly self-sufficient, ultimately reaching a point where they
can complete SOs with minimal external assistance by the end of
the exercise.

Feedback. Feedback refers to information provided to trainees
in response to their actions and aims at providing trainees with
insight into the effectiveness of their actions both from a process
and an outcome perspective. Within the learning process, feed-
back is designed to enable trainees to understand which aspects
of the set learning goals they have already accomplished and
which steps they need to take in order to further improve their
knowledge and skills. For instance, feedback on a mistake may
serve as a trigger for promoting learning from mistakes. That is,
the feedback on the mistake may encourage trainees to reflect
on the cause of the error by reviewing the information pro-
vided or by discussing things they have not yet fully understood,
reconsidering their action strategy (Schank et al., 1999).

P5: Competition. The principle of competition enables trainees to
compare their own learning progress with that of their peers. This
can serve as a powerful source of motivation to succeed in an ex-
ercise (Collins et al., 1991). By involving comparisons with others,
trainees will more easily identify information and relevant steps of
action that are relevant to achieving the goals of the learning activity
at hand. Similarly, comparisons offer trainees valuable insights into
their strengths and weaknesses, thereby potentially enhancing their
perceived competence (Ryan and Deci, 2000). Competition is a com-
mon element in CRX designs, typically in combination with point-based
rewards and leaderboards to showcase trainees’ scores, as observed in
previous studies (Yamin et al., 2020; Brilingaite et al., 2020). While we
acknowledge the potential competition has to raise trainees’ motivation
in a CRX, we emphasize the need for careful implementation of the
concept. Firstly, because competition might encourage hasty problem-
solving only for the sake of winning, and secondly because some
trainees might feel inhibited rather than motivated when comparing
themselves to others.

P6: Collaboration. In collaborative learning environments, trainees
actively engage with their peers to share knowledge and collaboratively
solve problems. This has the potential to enhance learning outcomes
and boost creativity when tackling complex problems (Nelson, 1999).
Working collaboratively is efficient for several reasons. First, when indi-
vidual team members struggle with the accomplishment of a task, other
members of the group can provide various forms of guidance, such as
additional information or explanations (Backman, 2016). Similar to the
resources outlined above, such social resources can prevent cognitive
overload (Sweller, 2010). Moreover, collaborating in a stable group
enables trainees to develop a sense of relatedness and belonging. That
is, when the members of a group feel related to each other, there is
a greater chance that they might go beyond their comfort zone and
voice challenging ideas or point out problems (Messmann, 2022). This
can not only enable creative problem-solving but can mitigate the
potential negative consequences of a competitive approach. Finally,
working together with other trainees during an exercise enables indi-
vidual trainees to gain experience in collaboration and, through this
experience, improve their teamwork skills (Hmelo-Silver and Barrows,
2006).

4. A principle-driven CRX design for incident response

In this section, we describe how the six principles were integrated
into the design and development of a CRX in which novice participants
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gain hands-on experience in incident response. We want to explicitly
clarify that this implementation serves as an example and does not
represent the only approach to how the six proposed principles can
be implemented. CRX designs, like any complex system, involve a
spectrum of considerations, including technological feasibility, resource
constraints, and the evolving landscape of requirements. Our design
represents a trade-off between these factors, aiming to strike a balance
that aligns with our effectiveness goals (rf. Section 4.1) while acknowl-
edging that alternative approaches may exist, each with its own set of
advantages and limitations.

4.1. Effectiveness goals

As introduced earlier, we consider a CRX effective if trainees per-
ceive it as a positive learning experience and if the CRX facilitates the
achievement of a defined learning outcome. Within our CRX design,
we therefore define goals referring to learning experience (G1-G2)
and goals referring to learning outcomes (G3-G6). This categorization
is in accordance with the first three of Kirkpatrick’s interconnected
levels at which the effectiveness of a training exercise can be assessed
(i.e., reaction, learning, and behavior) (Kirkpatrick, 2005).

Concerning trainees’ immediate reaction to the training, we used
trainees’ learning experience as an indicator of how favorably they
responded to the learning process they participated in. Specifically,
we took into account the factors of Keller’s ARCS model, that is,
whether the learning environment was engaging in the sense that it
guided trainees’ attention, was perceived as relevant by the trainees,
bolstered their confidence, and contributed to a satisfying learning
experience (Keller, 1987) (G1). Furthermore, we considered trainees’
experience of the social aspects of the learning environment (G2),
specifically whether they felt related to their team members (Ryan and
Deci, 2000) and were satisfied with the collaboration experience (Tseng
et al., 2009). The former aspect encompasses whether the trainees were
well integrated into their team. The latter aspect refers to the extent to
which trainees think they benefit from collaborating with their team
members in comparison to learning individually. Focusing on these
two indicators of a favorable learning experience is in accordance
with Maennel et al. (2023), who describe the quality of collaboration
as a possible indicator of overall engagement in a CRX. Moreover,
concerning the connection between learner’ reactions and subsequent
training outcomes (see below), it is clarified in Kirkpatrick’s model that
a favorable reaction of trainees is crucial for the chance that subsequent
learning outcomes can be attained. This is because a positive reaction
of trainees to the characteristics of the training increases trainees’
learning motivation and, thus, their active and persistent participation
in learning activities (Ryan and Deci, 2000). In summary, the CRX
pursued the following two goals related to the learning experience:

G1: Engaging learning experience. The training captures trainees’
attention, is perceived as relevant, and leads to feelings of
confidence and satisfaction.

G2: Positive collaboration experience. Trainees experience a sense
of relatedness and satisfaction when collaborating with others
during the training.

At the next level of Kirkpatrick’s model, immediate learning out-
comes need to be assessed. It needs to be determined whether trainees
acquired the intended knowledge and skills as a result of their par-
ticipation in the training. As our CRX aims at introducing novices to
practical incident response in an industrial environment, we took into
account whether participating in the exercise leads to the acquisition of
knowledge in the areas of industrial control system (ICS) security (G3)
and incident response (G4). Since collaborative problem-solving and
teamwork is crucial for incident responders, we also examined whether
the collaboration in the exercise helped participants to improve their
teamwork skills (G5).
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Lesson 1: The filling process & the network topology (video)

work-station

Lesson 2: SIEM events & alarms (text)

Fig. 2. User interface of the CRX: The user interface is divided in the dashboard of the SIEM system (left) and the LMS (right), including the trainee scoreboard (bottom left

corner).

G3: ICS security knowledge. Trainees understand the general func-
tionality of an ICS system and a Man-in-the-Middle attack based
on ARP-spoofing.

G4: Incident response knowledge. Trainees understand the steps of
a typical incident response process and the functionality of a
SIEM system.

G5: Teamwork skills. Trainees improve their ability to collabora-
tively solve complex problems.

Moreover, a training exercise should only be considered effective if,
at the next level, changes in behavior occur in the sense that trainees
can apply their newly acquired knowledge and skills, for instance, by
being able to perform relevant performative tasks in training. We thus
used trainees’ performance in the incident response tasks they had to
perform throughout the training as an indicator of effectiveness at this
evaluation level (G6):

G6: Incident response performance. Trainees are able to transfer
their incident response knowledge to the performance of certain
practical incident response tasks.

In the following, we give a brief overview of the design before
describing it in light of the proposed design principles.

4.2. Design overview

The proposed CRX design aims to introduce novices to practical
incident response. The CRX scenario is located in an industrial setting.
On the one hand, this scenario was chosen because the shortage of
cybersecurity specialists can have particularly drastic effects in the
operational technology (OT) environment, e.g., in the case of attacks
on critical infrastructures. On the other hand, because cybersecurity
training for this domain is particularly complex, as future incident
responders need to understand both the attacks and the functioning of
the physical processes of the involved industrial systems. The CRX is
designed to be completed within the duration of a regular lecture, with
a maximum completion time of 90 min.

In the CRX, trainees take on the role of incident responders who
oversee the secure operation of a simulated ICS, which is part of a
filling line that fills a liquid into bottles. The ICS is composed of a

tank, a pipe, and a filling module. Three sensors are integrated into
the system, each controlled by a Programmable Logic Controller (PLC),
measuring the liquid level in the tank (PLC1), the flow rate in the
pipe (PLC2), and the liquid level in the bottles (PLC3). In addition,
PLC1 controls an actuator that opens and closes the tank’s motorized
valve. An intrusion detection system (IDS) runs on each PLC to detect
potentially malicious activities within the network. The PLCs generate
logs on both the physical process’ operational events (e.g., when a
sensor measures data) and the IDS monitoring activities. The log data
is normalized as security events are correlated in a SIEM system, with
which the trainees interact throughout the CRX. In the scenario, an
attacker gains access to the network through a workstation serving
as the human-machine interface of the filling plant. The attacker
disrupts the filling process by executing a Man-in-the-Middle attack that
interferes with the communication between PLC1 and PLC3, resulting
in an overfill of the bottles. The trainees participate in the CRX via a
user interface (UI) that consists of the dashboard of the SIEM system
for monitoring the CRX and a Learning Management System (LMS) that
provides trainees with information about their operations within the
scenario and background information on these operations (rf. Fig. 2).

The ICS simulation and SIEM system are implemented as a micro-
service infrastructure using Docker. The ICS simulation is implemented
with Mininet and Ettercap. The LMS is implemented with VueJS, con-
nected to the Docker infrastructure via a REST API, implemented with
Flask. User data management is implemented with Google Firebase. For
a detailed description and documentation of the CRX, we want to refer
to the GitHub project! on which we made the source code of the CRX
publicly available.

4.3. Implementation of the design principles

In the following, we describe how the six design principles proposed
in Section 3.3 were implemented in our CRX design.
P1: Active Participation. In the presented CRX design, trainees
progress in the exercise by autonomously acquiring knowledge that
enables them to solve practical tasks (P3). This self-directed approach
is facilitated by the LMS, which provides trainees with task assignments
and associated background information (P4). This enables trainees to

1 https://github.com/InstruCRX
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navigate through the exercise at their own pace, while the scenario
automatically adapts to each individual’s or group’s progress. In this
setup, the trainer serves as a facilitator of each trainee’s individual
learning journey (instead of taking on a front-of-class role) in order
to support trainees when they face problems throughout the exercise.

P2: Realistic Environment. As described in Section 4.2, the scenario
of the CRX is an attack against an industrial filling line. The trainees
take on the role of an incident responder responsible for ensuring the
secure operation of the ICS as their mission and, therefore, need to
detect the attack, eliminate the attacker, and restore the initial network
configuration. This scenario creates a relatable goal (i.e., defending the
ICS) that embeds the knowledge and skills trainees acquire throughout
the exercise in a realistic context.

P3: Scenario Operations. Although the simulated incidents replicate
real-world incident response procedures, they are deliberately designed
not to encompass a full incident response process. This choice ensures
that the exercise remains manageable for novice trainees in terms of
both scope and complexity. At the beginning of the scenario, trainees
examine SIEM events to grasp the SIEM dashboard’s features and
security event log structure under normal operation of the ICS. This
allows them to become familiar with the SIEM dashboard before the
attack starts. After the attack triggers, the trainees investigate SIEM
logs to detect and analyze the attack. In subsequent steps, the trainees
eliminate the compromised ICS component and restore the network
configuration using a simulated command line interface (CLI). The
SOs are flag-based, i.e., the trainees either submit a solution for a SO
(e.g., the attacker’s IP address) or an artificial flag that, for instance,
appears when trainees enter the correct CLI syntax. As outlined in P1,
the scenario adapts to the pace of the trainees’ individual learning
process. This is achieved by automating the attacker’s actions so that
the stages of the attack are triggered corresponding to the trainee’s
progress in the SO.

P4: Knowledge Resources. Regarding knowledge resources in our
CRX, supportive information aims at helping trainees to understand four
aspects of the scenario: (1) the operation of the ICS, (2) the mechanics
of a MiTM attack, (3) the generic steps of an incident response process,
and (4) the capabilities of a SIEM system. The information is presented
in the form of different knowledge units, referred to as “lessons”, that
are accessible over the LMS (rf. Fig. 2). Lessons come in short videos or
textual descriptions. As lessons build upon each other, the design of the
LMS allows trainees to revisit previous lessons if needed. Furthermore,
procedural information supports trainees in the two areas of acquiring
the knowledge and skills for (1) analyzing SIEM events and (2) using
CLI utilities in an incident response process. The first aspect is ad-
dressed through the detailed description of the analysis of sample SIEM
events as part of one knowledge unit. The second aspect is addressed
via simplified help pages integrated into the simulated CLI. Before using
a utility command, trainees can access these pages to understand how
to use the respective command. The level of detail of the instructions
given along the SOs is gradually reduced when an SO addresses skills
similar to those practiced in a previous SO. Each SO includes hints
available for trainees seeking additional guidance (i.e., scaffolding).
Trainees have to trade these hints for points, challenging them to
solve a SOs as independently as possible (P5). Finally, CRXs in the
literature integrate various forms of feedback, such as qualitative feed-
back through trainers or after-exercise talks (Vykopal et al., 2017). For
novice trainees, however, we propose to integrate feedback as a direct
consequence of actions within SOs. In our CRX design, the flag-based
submission format aims to provide trainees with instant feedback when
submitting a solution. This feedback provides trainees with information
on why a solution is (in)correct and illustrates its impact on the overall
scenario (e.g., which effect taking down the network interface of the
attacked device has on the operation of the ICS).

P5: Competition. We aimed to exploit the potential of competition to
act as a motivator while ensuring that trainees approached the SOs with
sufficient rigor. The user interface of the CRX includes a scoreboard on
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which trainees see their own scores and those of their peers (rf. Fig. 2).
Trainees can accumulate up to three points for each SO, with one point
deducted for each incorrect attempt, resulting in zero points for three
wrong attempts. The time a trainee takes to complete a SO does not
affect this score. This approach is designed to encourage trainees to
spend sufficient time on each SO, to review associated resources, and
to consider different strategies before submitting a solution. If trainees
feel constrained by viewing their peers’ scores, they have the option to
temporarily hide the scoreboard, giving them greater control over their
individual learning process.

P6: Collaboration. In the initial version of our CRX design, we opted
for a design mode in which participants could take part in the exercises
individually from home. We call this initial design mode, in which the
principle of competition (P5) is implemented without a collaborative
element (P6), the competitive-only design mode. Collaboration was
later on implemented in an updated design, which we refer to as the
competitive—collaborative design mode. Here, trainees collaborate in
small teams while competing against the other participating teams. The
implementation of the collaborative design mode is illustrated in Fig. 3.
Each trainee within a team can individually access the CRX platform
through their own device. This setup enables trainees to interact with
the SIEM system and explore instructional materials autonomously
without the need to coordinate with other team members. The collab-
orative aspect comes into play during the submission of SO solutions,
which occurs on a designated submission platform on a separate device
for each group. This design aims to facilitate individual immersion in
the scenario, allowing trainees to independently engage with it before
coming together to collaboratively analyze the scenario and tackle the
solution of a SO. The user study described in Sections 5 and 6 comprises
both design modes. One group of trainees used the competitive-only
design mode of the CRX, while the other group used the competitive—
collaborative design mode. In addition to examining the effectiveness
of the overall CRX design, the availability of data sets for participants
in each design mode allowed us to examine the effect of integrating
collaboration in the CRX design by comparing the learning experience
and learning outcomes for the two groups of trainees.

5. Method

In the following Section, we describe the methodological approach
of the user study we conducted to evaluate our CRX design. To accom-
modate the exploratory nature of our study, we opted for evaluation
questions instead of hypotheses. These evaluation questions refine the
central research question of this paper raised in the introduction by
evaluating if aligning a CRX design with our design principles helps to
create a learning experience that is motivating for participants, fosters
effective collaboration, and, ultimately, leads to effective learning out-
comes. The first two evaluation questions address whether participants
perceived the exercise as a positive learning experience and the extent
to which they achieved defined learning outcomes. This corresponds to
the effectiveness goals defined in Section 4.1.

EQ1. Do participants perceive the exercise as a positive learning expe-
rience?

EQ2. Does the CRX design enable participants to achieve the exercise’s
learning outcomes?

To understand the effect of the CRX design more deeply, we inves-
tigated what influenced trainees’ learning outcomes. To this end, we
assessed the impact of their learning experience on the achievement of
learning outcomes.

EQ3. To what extent does participants’ learning experience affect their
achievement of learning outcomes?
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Fig. 3. Collaborative CRX design: The CRX design consists of three building blocks: (1) the cyber range simulation, (2) the CRX application with one access for each team member,

and (3) the flag submission tool for collaborative flag submission.

Finally, as described above, we leverage the data collected from partic-
ipants of the two design modes of the CRX (i.e., competitive-only vs.
competitive—collaborative design mode) to explore the impact of the
collaborative design.

EQ4. Is the CRX more effective in the competitive—collaborative design
mode than in the competitive-only design mode?

5.1. Sample and data collection procedures

The research question of this paper was addressed in a study with
N = 89 cybersecurity novices, with n = 48 participants using the
competitive-only design mode of the CRX and n = 41 participants us-
ing the competitive—collaborative design mode. The study participants
were drawn from students of undergraduate and graduate-level study
programs in management information systems and human-computer
interaction at a German university.

The data collection for the competitive-only CRX took part in five
separate training sessions between December 2021 and May 2022.
The assessment of the competitive-collaborative CRX took part in five
sessions between December 2022 and May 2023. Students were re-
cruited via online and in-class announcements about the upcoming CRX
sessions. The announcement said the CRX gave students a chance to
participate in a “hands-on cybersecurity training that gave them prac-
tical insights into the working procedures of a security analyst as part
of a research study.” Participants did not gain monetary compensation
but actively signed up to take part in the training. Participants could
end the exercise or withdraw their consent to participate in the study
at any time. The study data was anonymized right after the collection
of data. The study design was approved by the ethics committee of
the first author’s university. Informed consent was obtained from each
participant at the beginning of the study. From initially 65 participants
in the competitive-only CRX and 53 participants in the competitive—
collaborative CRX, 17 participants in the competitive-only group and
five participants in the competitive—collaborative group did not finish
either the exercise or the evaluation questionnaires. The data from
these participants were removed from the study, which resulted in an
overall sample size of 89 participants. Learning outcomes (G3, G4)
were assessed before and after the training to enable pre-post com-
parisons, and incident response performance was assessed throughout
the training. All other variables were assessed cross-sectionally after
the training. See Table 1 for an overview of the variables included
in the questionnaires used in the data collections for the competitive-
only and the competitive—collaborative groups, respectively. Due to

COVID-19 restrictions at the time of the study, the participants in the
competitive-only group attended the study remotely from home. The
participants attended a video call to receive instructions for access-
ing the CRX platform and to have the possibility to speak to their
trainer. For participants in the competitive-collaborative group, the
training was conducted in-class at the university, where participants
were randomly assigned to groups of two to three students, depend-
ing on the number of participants in the respective training session.
On average, participants took M = 01:02:24 h to finish the exercise
(SD = 00:15:03). Regarding background variables, 30.33% (n = 27)
of participants defined themselves as female, and the rest as male.
69.67% (n = 62) of participants were undergraduate students; the rest
were graduate students. With regard to the distribution in the two
groups, the proportion of female participants was 25% (n = 12) in
the competitive-only group and 36.59% (n = 15) in the competitive—
collaborative group. The proportion of undergraduate students was
70.83% (n = 34) in the competitive-only group and 68.29% (n = 28) in
the competitive—collaborative group. The study described in Glas et al.
(2023) references a segment of the data of the ongoing user study,
namely the data collected from participants of the competitive-only
CRX. However, in this work, we solely utilized the description of the
user study to demonstrate the application of the evaluation framework.

5.2. Measures

In the following, we describe the measures we used to address the
evaluation questions. An overview of all measures is given in Table 1,
listing the variables that were assessed for all 89 participants and the
collaboration-related variables that were additionally assessed for the
41 participants of the competitive-collaborative CRX.

Learning Experience. Participants’ engagement in the exercise (G1)
was measured with an 8-item scale based on the ARCS model by
Keller (Keller, 1987) that proposes four conditions (i.e., Attention,
Relevance, Confidence, and Satisfaction) which a learning environment
must meet to motivate trainees (e.g., 'In my opinion, the tasks I
performed represent skills that are required in real incident response
work’). Within the 8-item scale, hereafter referred to as ARCS, each
condition was represented with two items (« = 0.78). For the assess-
ment of participants’ teamwork experience (G2), the two variables
perceived relatedness and teamwork satisfaction were used as indicators.
For the measurement of perceived relatedness, which relates to partic-
ipants’ feelings of belonging to their team members, six items from
the basic psychological needs satisfaction at work scale (Deci and
Ryan, 2000; Johnston and Finney, 2010) were adapted to the training
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Table 1
Overview of the evaluation measures and their allocation to the two design modes competitive-only (CO) and competitive-collaborative (CC).
Goal category ID Goal Variable Cco CcC
Learning Experience Gl Engaging learning experience Attention, relevance, confidence and satisfaction (ARCS) . .
G2 Positive collaboration experience Perceived relatedness .
Teamwork satisfaction .
Learning Outcomes G3 ICS security knowledge ICS network knowledge (NK) . .
ICS attack knowledge (AK) . .
G4 Incident response knowledge SIEM knowledge (SK) . .
Incident response process knowledge (PK) . .
Incident response tool knowledge (TK) . .
G5 Teamwork skills Teamwork skills .
G6 Incident response performance Mission performance . .

context (e.g., 'I collaborated actively with my teammates and did not
keep to myself during the training’, « = 0.89). For the assessment of
teamwork satisfaction, which captures participants’ perceived quality
of collaboration in their team and its effect on the learning process,
a 6-item-scale developed by Tseng et al. (2009) was adapted. While
the scale was initially developed to assess the quality of online col-
laboration, we adopted the scale to only include aspects that equally
apply to on-site collaboration (e.g., ‘Interacting with my teammates
increased my motivation to learn’, « = 0.93). For the scales measuring
ARCS, teamwork satisfaction and perceived relatedness, a 5-point Likert-
type response format ranging from 1 = ‘Fully disagree’ to 5 = ‘Fully
agree’ was used.
Learning Outcome. To measure cognitive learning outcomes, we
subdivided the two cognitive effectiveness goals (G3, G4) into five
knowledge categories: ICS network knowledge (NK), ICS attack knowl-
edge (AK), SIEM knowledge (SK), incident response process knowledge
(PK) and incident response tool knowledge (TK). The allocation of
the knowledge categories to the outcome goals is shown in Table 1.
Each knowledge category was assessed with three questionnaire items
(e.g., 'How can you identify the attacking host during an ARP-based
man-in-the-middle attack?’) employing a single-choice format with four
answers to choose from for every question (i.e., one correct answer,
three distractors). In a pre-post design, participants answered ques-
tions directly before and after the exercise. The variables exercise,,,
and exercise,,,, represent the mean percentage of correctly answered
questions in the respective knowledge category in the pretest and
posttest, and exercise, indicates the difference between posttest and
pretest results (i.e., exercise,,,, — exercise,,,). Regarding teamwork skills
(G5), which refers to individuals’ ability to effectively collaborate with
others, we opted for a self-assessment to capture the context-dependent
nature of the construct that cannot be objectively assessed by ex-
ternal raters. Specifically, a self-assessment instrument was adapted
from Britton et al. (2015) captures the degree to which the CRX helped
participants to improve their teamwork skills (e.g., ‘Participating in
the training together with my teammates has helped me strengthen
the ability to participate actively and take a fair share of the group
work’, @ = 0.94). The response format was a 5-point Likert-type
scale ranging from 1 = ‘Fully disagree’ to 5 = ‘Fully agree’. Finally,
participants’ capacity to transfer their acquired knowledge and skills to
the performance of practical incident response tasks (G6) was evaluated
by assessing their mission performance, that is, their ability to succeed
in the eight SOs encompassed in the CRX as indicated by an overall
score that was calculated by summing up all individual SO scores.
Participants could reach a maximum of 24 points, which decreases by
one point for each wrong attempt or activated hint.

We made all questionnaires and the full data set of the user study
are available in the aforementioned GitHub project.

5.3. Analyses

Regarding participants’ perceived learning experience (EQ1) a de-
scriptive analysis (i.e., means and standard deviations) was carried out
for ARCS, perceived relatedness, and teamwork satisfaction. To address
EQ2, we conducted five separate ANCOVAs (analyses of variance in-
cluding covariates) to examine the overall effect of participating in
the CRX (i.e., exercise) on participants’ knowledge gain in the five
knowledge categories NK, AK, SK, OK, and TK. This was accomplished
by comparing pre- and posttest scores (i.e., exercise,,, and exercise,,,)
while controlling for the covariates design mode, education, and gender.
As no longitudinal data were gathered for participants’ perceived im-
provement of teamwork skills and their mission performance, merely a
descriptive analysis was conducted for these variables. Regarding EQ3,
we examined the effect of participants’ learning experience (i.e., ARCS,
perceived relatedness, and teamwork satisfaction) on their learning out-
comes as represented by pre-post differences for NK, AK, SK, OK,
and TK as well as by mission performance and teamwork skills. In this
regard, multiple linear regression analyses were performed to test the
predictive effect of the learning experience variables on the learning
outcomes variables in a multivariate setting. while additionally con-
trolling for the background variables gender and education. For EQ4, the
ANCOVAs conducted for EQ2 were analyzed with a focus on the impact
of the within-variable design mode (i.e., competitive—collaborative vs.
competitive only) on participants’ learning outcomes. Two additional
ANCOVAs were conducted to examine the effect of design mode on
ARCS and mission performance, respectively, again controlling for the
covariates gender and education.

6. Results

The following section outlines the key findings of our study by
presenting the results of our analyses in order of the four proposed
evaluation questions.

EQ1. Regardless of the particular CRX design mode (i.e., competitive-
only and competitive—collaborative), the mean rating of all 89 partici-
pants for ARCS was notably high at 4.13 (SD = 0.47). In addition, the
41 participants of the competitive—collaborative CRX rated the perceived
relatedness to their team members (M = 4.49,SD = 0.52) and their
teamwork satisfaction (M = 4.48,SD = 0.57) very positively. These
findings indicate that the participants perceived the CRX design both
as engaging and conducive to a positive collaboration experience.

EQ2. The mean difference between pre- and posttest in the five knowl-
edge categories was between 18% (SK) and 33% (TK) correctly an-
swered questions. The ANCOVAs showed a significant main effect
of participating in the CRX (exercise) for all knowledge categories
while controlling for the background variables gender and education
(rf. Table 2). This indicates that the CRX design is highly effective in
facilitating participants’ acquisition of knowledge. Furthermore, par-
ticipants’ mean mission performance was at 18.63 points (SD = 5.5),
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Table 2
Results of the ANCOVAs analyzing the effect of CRX participation (exercise) on learning outcomes and the interaction with design mode (N = 89).
NK AK SK PK TK
M SD F 115 M SD F nﬁ M SD F nﬁ M sD F r]ﬁ M SD F n
exercise,,, .47 .30 .59 .27 .62 .32 .59 .26 .58 .31
exercise,,,, 67 .24 .82 .24 .80 .24 .78 .25 95 .12
exercise, .20 .33 10.54** .11 .23 .30 27.83*** .25 .18 .31 23.34*** .21 .19 .27 26.24*** .37 .33 .34 27.83*** 25
exercise, * design mode .59 .01 1.45 .02 4.98* .06 3.65 .04 1.98 .02
exercise, * gender .43 .01 1.24 .01 .01 .00 .18 .00 1.05 .01
exercise, * education 72 .01 4.67 .05 2.33 .03 42 .01 77 .01
Note. df, =1, df, = 83; NK: ICS network knowledge, AK: ICS attack knowledge, SK: SIEM knowledge, PK: incident response process knowledge, TK: incident response tool
knowledge; means scores for exercise,,, exercise,,,, and exercise, refer to the mean percentage of correctly answered questions in the respective knowledge category.
** p< .0l
% p < 001

which means that participants, on average, needed less than six wrong
attempts or activated hints to solve the eight SOs of the exercise,
indicating that they were generally able to successfully apply their
acquired knowledge to practical tasks. Finally, the mean rating of the
41 participants of the competitive—collaborative group for teamwork
skills was 4.12 (SD 0.64), suggesting a strong positive response
towards the CRX’s potential to improve one’s teamwork skills.

EQ3. For EQ3, we analyzed the impact of learning experience on the
achievement of learning outcomes while controlling for gender and ed-
ucation. The results of the regression analyses showed that participants’
education level had an effect on mission performance and learning out-
comes. For learning outcomes, however, this effect was only observed
for one knowledge category (AK). Moreover, the analyses revealed a
significant positive effect of ARCS on mission performance (f = 48,p <
.001) (rf. Table 3 in the appendix). This finding indicates that a
positive learning experience positively affects participants’ ability to
solve practical incident response tasks within the exercise. An effect
of ARCS on learning outcomes was not observed.

With regard to the variables exclusively measured within the

competitive—collaborative group (n = 41), we first conducted a cor-
relation analysis for perceived relatedness and teamwork satisfaction in
order to account for the strong theoretical connection between the
two constructs. As the results showed that the variables were indeed
strongly correlated (» = .83) we combined them into the composite
variable teamwork experience (M = 4.49,SD = 0.52). The subsequent
regression analysis showed that teamwork experience had a significant
positive effect on trainees’ improvement ofteamwork skills (f = .63, p <
.001) (rf. Table 4 in the appendix). An effect of teamwork experience on
ARCS on learning outcomes was not observed.
EQ4. As already discussed with respect to EQ1, the participation in
the CRX led to a significant increase in knowledge across all knowl-
edge categories. However, when comparing the competitive-only and
the competitive—collaborative group, descriptive statistics for pre- and
posttest scores (Table 5 in the appendix) and the results of the corre-
sponding ANCOVAs (see Table 2) showed that a significant difference
between the two design modes was only observable for one knowledge
category (SK), where participants in the competitive-collaborative
group demonstrated significantly better results. In addition, mission
performance in the competitive-collaborative group (M = 21.54,SD =
2.41) was significantly better than in the competitive-only group (M =
16.15,.SD = 6.21), F(1,85) = 34.86,p < .001.

7. Discussion

The results of the user study show that the CRX design is both
capable of shaping trainees’ perception of the CRX as a positive learn-
ing experience (EQ1) and of facilitating the achievement of learning
outcomes (EQ2). The self-assessed scores relating to EQ1 show a very
positive perceived learning experience participating in the CRX (G1,
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G2). This indicates that the introduced design principles were able to
foster authentic learning, which, in turn, created a positive learning ex-
perience for participants. Regarding perceived relatedness and teamwork
satisfaction in particular, it is noteworthy that participants rated these
aspects of the exercise very positively despite being randomly assigned
to their team. In terms of cognitive learning outcomes (G3, G4), the
significant increase in participants’ knowledge across all knowledge
categories demonstrates the ability of the CRX design to enable trainees
to effectively acquire knowledge through participation in the CRX.
Albeit the self-assessed improvement of teamwork skills (G5) does not
allow to determine an objective improvement in skill levels, the par-
ticipants’ high scores still serve as an indicator that the CRX design
fostered the development of teamwork skills. The interpretation of
participants’ mission performance is complex because of the exercise’s
scoring mechanism. The CRX design does not aim at optimizing mission
performance but at optimizing learning. This is because making mis-
takes, learning from them, and using hints for guidance lowers trainees’
scores respectively mission performance; however, these actions are seen
as an integral part of trainees’ learning process. Nonetheless, mission
performance still indicates whether participants were generally able to
apply their new knowledge and skills effectively (G6). In summary,
the user study results demonstrate that the CRX design fulfills all six
predefined goals established to assess its effectiveness. This indicates
that the design principles upon which the CRX design is built facilitate
effective learning.

Investigating the relationship between learning experience and
learning outcomes in detail (EQ3), our study shows that ARCS had a
positive effect on mission performance. This indicates that trainees who
feel engaged by the exercise are better able to translate acquired knowl-
edge and skills into practical performance. This finding advocates for
the continued integration of motivational aspects in the design of CRXs.
Regarding collaboration, the analysis of EQ3 showed a positive effect of
teamwork experience on the CRX’s capability to let trainees practice and,
in turn, improve their teamwork skills. This finding indicates that simply
including collaboration in a CRX design does not automatically lead to
the improvement of teamwork skills. Only if a CRX promotes respectful
and constructive teamwork through its design will trainees effectively
collaborate with their team members. This is consistent with Maennel
et al. (2023), who propose to integrate considerations on how to ensure
a high quality of teamwork into CRX designs to achieve better learning
outcomes.

The evolution of the CRX design from a competitive-only to a
competitive—collaborative design mode allowed us to investigate the
effect integrating collaborative learning into the CRX design exerts
on the achievement of learning outcomes (EQ4). In this respect, the
results of the study showed that although the competitive—collaborative
design mode hardly had an impact on participants’ knowledge and
skills acquisition, participants in the competitive—collaborative group
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showed a significantly better mission performance. Concerning the lat-
ter finding, we argue that this superior mission performance in the
competitive—collaborative group can be attributed to the collabora-
tive nature of the design, which allows trainees to exchange ideas
before submitting solutions. We may thus conclude that this finding
is an indication of effective collaboration rather than evidence for an
inherently better transfer of knowledge and skills in this group. To
summarize, the two design modes met the exercise goals comparably
well. On top of the acquisition of cognitive learning outcomes, though,
the competitive—collaborative design mode effectively enables trainees
to have a positive experience with collaboration in a team (G2) and
subsequently improve their teamwork skills. Consequently, we high-
light the instructional value of collaboration and advocate to include
this design principle in CRXs for novice trainees.

8. Limitations and future work

There are some limitations to our work that we would like to
acknowledge in this section and outline how they will be addressed in
future work. Our user study focuses on participants’ experience within
the exercise and their immediate learning outcomes. Consequently,
the study does not provide conclusive evidence regarding the CRX’s
long-term effectiveness. Given that learning experience and knowledge
and skills acquisition are essential for long-term learning (Kirkpatrick,
2005), the results of the study can still provide valuable information
about the quality and effectiveness of the CRX design. Nevertheless,
assessing the long-term effectiveness of the CRX design will be the
subject of future research. Specifically, we want to examine the impact
of the CRX design within an organizational context, assessing whether it
can contribute to positively shaping the working practices of emerging
cybersecurity professionals.

Moreover, the design of the user study was based on the goal
of evaluating the effectiveness of the CRX design. While it can be
concluded that the CRX design contributed to the achievement of these
goals, the study design does not allow for the effectiveness of the overall
design to be related to our design principles (except for collaboration).
The subject of future studies, therefore, should be to examine the
effectiveness of the individual design principles in the context of a CRX
design.

Finally, the design principles we propose only encompass those
we selected to be most relevant for creating complex and authentic
CRXs for cybersecurity novices. Thus, we make no claim to complete-
ness but aim to offer an initial framework for CRX designers that
can and should be refined and extended. Crucially, our work aims
to encourage CRX designers to foster the potential that instructional
models have to offer for crafting more effective learning environments
in the field of cybersecurity. A possible extension of our framework,
for instance, contemplates larger-scale CRXs spanning multiple days.
For this purpose, it would be promising to consider the integration
of multiple representations (Spiro et al., 1994) as a design principle.
This principle advocates that trainees should approach a problem from
multiple perspectives and in multiple contexts — an undertaking that
was not feasible within the relatively short duration of our current CRX
design.

9. Conclusion

This paper demonstrates the potential of an interdisciplinary ap-
proach to CRX design. We leverage design principles rooted in the field
of instructional design to create a CRX for cybersecurity novices. Our
study shows that this design effectively promotes the acquisition of
new knowledge and skills and facilitates their practical application in
an authentic attack scenario. With this approach, we aim to demon-
strate how to create CRXs that are better attainable to cybersecurity
novices and, thus, have the potential to prepare more individuals
with the knowledge and skills to take on a position in cybersecurity.
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Regarding practical implications, we aim to encourage CRX designers
in academia and industry to acknowledge CRXs as complex learning
environments that require a nuanced understanding of how individuals
learn. Incorporating expertise from other disciplines helps to gain this
understanding and shape new foundations for cybersecurity training
and education.

Availability of source code and study data

A detailed description of the implementation of the CRX and the full
source code (structured in four repositories) are available at the fol-
lowing GitHub project: (https://github.com/InstruCRX). Furthermore,
the project contains all questionnaires and the full data set of the user
study.
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A.1. Regression analyses (EQ3)
See Tables 3 and 4.
A.2. Comparison of the two design modes (EQ4)

See Table 5.
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Table 3
Effects of learning experience (ARCS) on learning outcomes (NK, AK, SK, PK, TK), and
mission performance (MP) (N = 89).

NK AK SK PK TK MP
gender
education —.25% .20*
ARCS -.13 12 .10 .05 -.01 487
RrR? .03 .09 .04 .01 .01 .34

Note. NK: ICS network knowledge, AK: ICS attack knowledge, SK: SIEM knowledge,
PK: Incident response process knowledge, TK: Incident response tool knowledge, MP:
mission performance.

* p<.05.

*FEp <001,

Table 4
Effects of learning experience on learning outcomes including variables additionally

assessed for the competitive—collaborative group (i.e., teamwork experience and teamwork
skills) (n = 41).

NK AK SK PK TK MP TS
gender -.37%
education
ARCS -.13 -.03 17 11 .04 A7 .14
X .09 .29 .15 .06 -.04 .10 637
R? .04 .09 12 .05 .03 .40 .48

Note. NK: ICS network knowledge, AK: ICS attack knowledge, SK: SIEM knowledge,
PK: Incident response process knowledge, TK: Incident response tool knowledge, MP:
mission performance, TS: teamwork skills, TX: teamwork experience.

* p< .05.

** p<.0L

*E p <001,

Table 5

Results of average of correctly answered questions in pre and post test among the two
groups.

NK AK SK PK TK
M SO M SO M SO M SO M SD
exercise,,, 38 26 56 .29 50 .30 49 .21 .61 .33
CC  exercise,, 61 .21 .75 .28 .75 .26 .75 .27 .93 .14
exercise 23 33 .19 33 25 .35 .26 .26 .32 .39
exercise,,, .54 30 62 .25 73 .30 .67 .28 .56 .28
CO  exercise,, .71 .25 .88 .19 .84 .22 .81 .23 .97 .09
exercise 17 33 .26 .29 .11 .27 .15 .27 .41 .29

Note. CC: Competitive—collaborative design mode, CO: competitive-only design mode,
NK: ICS network knowledge, AK: ICS attack knowledge, SK : SIEM knowledge, PK:
incident response process knowledge, TK: incident response tool knowledge.
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