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Abstract

The Internet of ThingdI§T)) is becoming an integral part of daily life, transforming
both personal and business practices. From a Digital Foreli3i§sperspectivelaT]
environments offer valuable evidence and diverse artifacts that can signi cantly assist in-
vestigations. Thereforf)H must adapt to the unique characteristicBadi environments.
As[loTl deployment increases, organizations must rethink their planning, development,
and implementation of Information Technolod¥) security strategies. While tfigT]

opens new business opportunities, it also introduces various challenges related to cyber-
attacks and their mitigation. In this regard, Forensics Readifi@§caén help balance the

cost of investigating future incidents by preparing for them. To research Internet of Things
Forensics Readined®{-ER) from a holistic perspective, it is essential to consider the
human aspect (e.g., include investigators and non-experts), the process aspect (e.g., enable
structured integration), and the technical aspect (e.g., cofisifleonditions). Thus, the
threefold dissertation rst explores how awareness and education can sipeithin
[oTlenvironments, indicating a shift towards applying gami cation elements and serious
games. Secondly, this research work highlights the importance of processes that help to
structurdDHinvestigations ifoT to enableFRin the rst place by extracting in uencing
factors and helping investigators in tool decision and application. Thirdly, the dissertation
explores thdoTs unique technical circumstances that require novel and upddted
approaches and shows the potential of utilizing technological developments to support
the technical investigation. The research progreseTr-R lays a robust foundation

for integrating and realizingR in 10T environments in the future. This enables, at the
same time, the design of secure systems through new insights gained from sustainable
and comprehensive Internet of Things Forensics (IoTF) investigations.
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|. DISSERTATION OUTLINE 1

Chapter |

Dissertation Outline

The rst part of this dissertation outlines the fundamental structural concept, research
topic motivation, methodology, and brie y summarizes the results.
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|. DISSERTATION OUTLINE 2

1 Motivation

Internet of ThingslET) reveals rapid growth in different infrastructure sectors for con-
sumer and industry applications. In general, the main go&Dttechnologies is to
simplify processes, ensure better ef ciency of systems, and ultimately improve the quality
of life. Hereby, theloT provides new possibilities for automation, connectivity, and
information exchangell]. While IoT applications bring comfort to organizations and
individuals, they simultaneously rely on them, which leads to various security concerns.
In recent years, the involvement T services or devices in criminal activities has
grown. TheloT connects billions of devices, enabling them to collect or transfer data
and communicate with each othé}.[ As of 2019, the total number dbT devices

is estimated at around 10 billion and is predicted to rise to an amount of 30.9 billion
connectedoT devices globally by 20251p]. Due to the steadily increasing number of
0T devices in use, the attack surface for cyberattacks broadens, which leads to emerging
security vulnerabilities caused by both simple and complex 10T infrastructures [16].

The broader attack surface, in combination with the natute benvironments, poses
several challenges for performimf investigations. These challenges include vastly
heterogeneous devices, highly fuzzy network delineations, and barely secured d&vices [
However, the ever-increasing number of cyberattacks demonstrates the need for forensic
investigations. At the same time, not otyT devices are targeted but also the systems
behind them (e.g., servenT]. This third-party use can lead to attacks that tioh into

a criminal tool that remotely controls intelligent systems such as houses, vehicles, or
industrial facilities. To be able to detect, act on, and prevent such attacks, there is an
urgent need for DF research for 10T environments [3].

Digital Forensics DF) enables the pursuit of cybercrimes inlail environment. IMoTF,

the concept oDF is applied by taking into account the complex infrastructure of¢fie

IoTF was rst de ned byOriwoh et al. (2013)3] with three zones (internal network,
middle, and outside/external network). This concept is then further speci ethimpad

et al. (2015)[4], who de neloTF according to the structure of 40T environment as

a composite of three forensic types, (1) Cloud Forensics, (2) Network Forensics, (3)
Device Level ForensicsStoyanova et al. (202Q2] then provide a fourth forensic type,
indispensable imoTF, (4) LDF. Subordinate t®F, LDF is seen as a part ¢6TF, also
known as dynamic analysis, and describes data collection while a system is still running.
A LDF examination can be performed in the clad3feconcept, but it is not mandatory.
This practice provides, especially in th&T, additional contextual information (e.g.,
volatile data) that is otherwise lost when collecting data aftdoarsystem shut-down or
memory deletion [1]. The structure of I0TF is visualized in Figure 1.

Handling and pursuing cybercrimes that occur in@h environment is not an easy task.
Due to the complexity of conducting a forensic investigation inldlein comparison to
conventionaDF, the application of existing methodologies or frameworks may struggle
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|. DISSERTATION OUTLINE 3

Figure 1: IoTF combinesDF subdomains (cloud, network, deviceDF) based on the
structure of loT environments, with the two domains lloT and CloT [1, 2, 3, 4].

to provide a solution for I0TF investigatoréq]. Generally, aDF investigation is a
step-by-step procedure to determine which events led to a speci ¢ incident. Concerning
criminal offenses, the main task is to obtain digital evidence that is legally permissible
[18]. To recreate those events, scienti ¢ processes, and principles are employed to analyze
electronically stored data [19].

Forensics Readines&R) describes the process of enabling future investigations similar
in theloT allowing prospectivéoTF investigations. Speci cally, it describes a process
step to ensure stakeholders and organizations are well prepared for investigating future
IoT incidents. ImplementingpT-FR can lead organizations to maximize the ability to
collect credible digital evidence while minimizing the cost of forensics in an incident
responsed(]. That means aloTF investigation can be fully supported operational and
infrastructural by the organizatiofoT-FRis implemented to meet the standardsl@rF,
enabling an investigation according to tR&ST forensic process steps (1) Collection,
(2) Investigation, (3) Analysis, and (4) Reportirfij.[In addition,loT-FR allows a fast

and effective preparation of digital evidence, which can be valuable in legal matters,
disciplinary proceedings, before an employment tribunal, or in a court of law [21].

2 Methodology

The research questions will be answered in a cumulative dissertation. Based on the design
science guidelines biylevner et al[22] for information systems artifacts are designed and
developed. More speci cally, theoretical and prototypical contributions within published
scienti ¢ papers at conferences or journals will follow the re ned methodology by Peffers

et al. 23]. Therefore, each publication relates to an artifact used to validate prede ned
problems and hypotheses.
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|. DISSERTATION OUTLINE 4

2.1 Information Systems Research

The research for this dissertation was conducted at the University of Regensburg, Germany,
and is related to the academic eld of information systems research.

According toHevner et al. (2004)22], information systems research outlines problem-
driven approaches that bridge practical relevance and scienti ¢ rigor. Two intertwined
research paradigms, behavioral and design science, form the foundation of information
systems research. Behavioral science revolves around theories explaining human and
organizational behavior. Design science, on the other hand, concentrates on designing
and assessing new artifacts. In both instances, the research is prompted by a problem
stemming from a speci ¢ environment comprising people, organizations, and technology

- often referred to as the three pillars of cybersecurity.

This dissertation primarily adopts the design science paradigm, focusing on crafting
artifacts like constructs, models, methods, and instantiations (e.g., prototypes). Design
science research integrates behavioral science to underscore organizational facets and
theoretical underpinnings. Though theory crafting usually aligns with natural science, it
can be contended that design science research intrinsically includes design theory that
elucidates and communicates how to perform a tadkq5]. Based on design science
principles, the dissertation framework (cf. Figure 2) functions as a means to elucidate
the holistic view onloT-FR research. The individual publications adhere to the Design
Science Research Methodology (DSRM) [23].

2.2 Research Process Model

De ned by Peffers et al. (2007)23], the DSRM includes the following iterative research
process applied to the research questions on loT-FR.

Problem identi cation. Each publication in this dissertation identi es and justi es
speci ¢ scienti ¢ or practical problems in the three key areas.

Objective de nition. Artifact objectives are outlined: RQ1 focuses on enhancing human
roles inloT-FR. RQ2 seeks to optimizZBF processes itoT environments from organi-
zational, private, or professional perspectives. RQ3 aims to explore the in uence of novel
technological applications in symbiosis by adapting exisbgtechniques to enable and
support IoT-FR.

Design & Development. Artifacts are created based on speci ¢ objectives and re-
quirements, supported by systematic approaches like literature re@élysaxonomy
development [27], thematic analysis [28], and software development practices [29].

Demonstration. The effectiveness of the developed artifacts in addressing the identi ed
problems is demonstrated through their application.

Evaluation. Artifacts are evaluated both qualitatively and quantitatively to assess the
achievement of objectives. Evaluation methods include validity threats, semi-structured
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|. DISSERTATION OUTLINE 5

interviews, pre- and post-questionnaires, technical comparisons, statistical assessments,
and empirical evidence.

Communication. Research is shared with relevant audiences, and publishing in scienti ¢
venues is integral to the cumulative dissertation. When artifacts are implemented, the
source code is made publicly accessible.

2.3 Research Setting and Environment

To be prepared for investigatingT attacks in the best possible way and to create
a holistic research view oBF in an loT environment, the widely recognizeePT
model for improvement is applied. While the exact origin of this structure is unclear,
itwas rst used byCooper et al. (1964)5]. This model combines the most important
points of view to carry out integral and overarching research in a subject 20pa [
Regarding information systems, the concept rst appeared in the Information Technology
Infrastructure Library ITIL) framework, released in the 1980&1]. Since then, the
application of thePPT model has been proven valuable and applicable (€3§]). [
Therefore, thé®PTmodel can provide insights into the topicDF in loT. The three key
areas are outlined, and a symbiosis is formed with the research questions.

Figure 2: PPT model [5] applied to provide a holistic view on I0T-FR.

(1) People contributes individuals or groups that are responsible for or affectéaFby
in loT.

(2) Processdescribes methods or procedures followed to re@zén anloT envi-
ronment.

(3) Technology, includes techniques or developments applied to perform or optimize
DFin loT.
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|. DISSERTATION OUTLINE 6

Precisely because of new developments in smart devices, networks, atod the
general, various challenges evolved, which directly affect the applicati®idafh an

IoT environment 83]. Regarding the three key areas, (1) People, (2) Process, and
(3) Technology, the proposed dissertation seeks to contribute to the rese&xelinaio T

and, thus, broaden the foundation for the applicatiolo®f and look at newly surfaced
challenges due to the naturelofl networks and devices. The dissertation plan outlined
in the following sections will detail the research gaps addressed.

This dissertation aims to explore the applicatiobéfin theloT and investigate adapta-
tions of traditional techniques to the new realities. This research complements existing
developments in the application DF in 0T environments by providing foundations for

the application ofoTF. Further, thePPTmodel should create a comprehensive view of
the topic of loTF while relevant topics are dealt with in the individual key area.

(1) People The cybersecurity skills gap is topical today, and every day, more challenges
and tasks surface than people who can adequately handle the demands of real-world
cybersecurity problems. Cybersecurity graduates are mostly ill-prepared for the needs
of the future cybersecurity workplace. Further, poor infrastructures in most developing
countries provide a haven for cybercriminadd]]. To tackle the problem of the cyberse-
curity skills gap, especially in the arealDF in 10T, the rst step is to start with suitable
education. Therefore, concepts like cyber range, Serious Ga@ednd workshop can

be customized and applied for the speci ¢ needs of IoTF education [35].

(2) Process In order to correctly implement and execlR€ in the loT, underlying
processes, rules, and procedures are required for a sound forensic investigation. These
processes can partially be adopted from existing forensic investigation models or the
speci ¢ developments foloTF investigations (e.g.36]). The most commonly applied
methodology for forensic investigations comprises four to six steps. During the 1st Digital
Forensics Research WorkshdpHRRWS), a general-purposeF investigation process

was proposed, which contains six steps. These six steps are de ned as (1) Identi cation,
(2) Preservation, (3) Collection, (4) Examination, (5) Analysis, and (6) Presentation
[37]. To make existing approaches frddi usable foloTF, these must be adapted, or
researchers must develop appropriate solutions.

(3) Technology The main goal irDF is to collect and analyze evidence after an incident
[18]. The structure of théoT is much more complex and heterogeneous tfainfras-
tructures. As a result, classical forensics has to be structured and executed differently.
For this reason, different or adapted procedures must be developB# forloT. To
support this, procedures should be combined with new technological developments, e.g.,
Arti cial Intelligence (Al), Machine LearningNIL ), Digital Twin (DT) [38]. This way,

digital evidence can be extracted more ef ciently and fastdoihenvironments than

with conventional methods.
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3 Research Question

With the development and adoption of new technologies, the application and nd2@ for
increases. As an area DF that is still novel IoTF evolves fast and opens up various

new research possibilities. Based on the problems presented previously and the scienti ¢
focus, the dissertation aims to address one overarching research question, which is further
structured by three sub-research questions. Publications (P1 to P6) are assigned to these
research questions and the related key afEaBeople (2) Processand(3) Technology

as seen in Figure 3.

Figure 3: Published papers P1 to P6 assigned to the three key areas.

Central Research Question
How can DF be supported within 0T environments to enhance readiness?

The main research question covers a broad area of challenges and opportunities
on Digital Forensics ReadinesBKR) for and inloT environments. It is essential to
not only focus on one key area as the goal to reach a certain level of readiness for
future investigations includes all perspectives and a combined effort to realize. Most
organizations are not aware of the need to include people in the readiness evolution. Thus,
it is not only valuable for the research community but also in practice to provide an
all-embracing view.

RQ1: People
How can awareness and education support DF in [0T? (P1, P2)

In relation to people, the underlying problem is a combination of generally too few
cybersecurity specialists (especiallylir) and non-professionals and students that lack
awareness and education of wikdt in general and in particular iloT environments
means and howF investigators work. Another critical aspect is that humans are often
seen as a system's weakest point, which can directly lead to an incident. In the case of
an incident, non-specialists are often unsure of what to do and how to react. Thus, the
solution is creating tw&G approaches. One game is designed with a focus on creating
awareness on the topicsDF, I0TF, Potential Digital EvidenceRDE), and investigation
procedures, played in an organizational environment to train employees. The other game
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|. DISSERTATION OUTLINE 8

aims to educate young students on the same topics within school environments to help
them grasp th®F profession and aid them in their career decisions. Ultimately, both
games suppoiFRin the long term SGL creates awareness and helps employees to react
better and suppoF specialists in the case of an incideBG2 educates young students,
hopefully nudging some toward cybersecurityOi¥ to help tackle the cybersecurity skills

gap.

RQ2: Process
How can DF processes be implemented in IoT environments? (P3, P4)

ApproachingDF processes itoT environments, the main problems identi ed are
a lack of holistic approaches toTF, an understanding 86T-FR and how a readiness
process to support futute TF investigations can look like. Thus, our solution approach
to help clarify this topic is to apply a literature survey to systematize existing knowl-
edge. This led to the extraction of ve factors: technological resources and technique,
management process, human factor, legal aspect, and standardization approach. The
factors in uenceloT-FR from within and outside organizations on various levels while
additionally in uencing each other. This perspective enabled us to create a holistic model
visualizing all in uencing factors and their interdependence. This model helps to un-
derstand the processesloT-FR and provides novel insights into the topiclofl-FR,
functioning as the heart of the dissertation. Another critical aspect regarding readiness
processes is the steadily increasing number of availaBlools on the market. Mainly,
they specialize in operating systems, environments, devices, and evidence types. The
number of tools available complexi es it for experts to keep track of all functionalities
and the right choice of tools. We tried to tackle this challenge with the approach to aid
DFR by training DF trainees or professionals to choose a suitable tool. This method
works based on aAHP that provides decision-support based on the input ofCtRe
investigator. As input, th®F expert provides needed features of the tool for the use
case at hand, e.g., operating system Windows. Theniitfesupported framework
compares the tools and provides a set of suitable tools based on the highest similarity
with the chosen functionalities of the trainee. By actively training tool selectiorDdsRa
measureDF investigators are well-prepared for future incidents, enharidiagrocess
work ows and reaction time.

RQ3: Technology
How can DF be realized within the I0oT using new technologies? (P5, P6)

From a technological standpoint, the applicatio®&fin 0T environments is still a
relatively new area of research. However, at the same time, new technological develop-
ments and advancements can help to perfoffmore effectively inoT environments.

Thus, the technological aspect can be seen two-fold. On the one hahalT thself is

a differently structured and functioning technical system that needs to be understood
to enableDF in the rst place. On the other hand, new technical developments or ad-
vancements liké\l and automation models, quantum computing, and robotics can be
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|. DISSERTATION OUTLINE 9

utilized to speed up and eaBé& investigations. Simultaneously, they can be maliciously
applied to create new attack vectorsloi systems that must be acknowledged. In order

to approach and enhance the understanding of IoT systems from a DF point of view, we
created an extensive literature review on smart home device forensics. This specialization
is particularly interesting because, due to the structut@bfenvironments (devices,
network, cloud) in the variouT domains (e.g. production plants, of ces, vehicles), the
devices themselves differ the most. Thus, the consideration and understanding of how
and what types of evidence can be extracted where is particularly important. This work
reinforces this technical understanding of device forensics in smart home environments.
The second solution approach shows an actual performed tecloii€aanalysis based

on a simulatedoT environment using various Arduinos and sensors. In this environ-
ment, we perform an Address Resolution Proto@dtP) spoo ng attack to get access

to the network and facilitate a break-in scenario into a company building to steal novel
industrial construction plans. This attack scenario shows newly proliferated attack paths
by integratedoT in organizations (e.g., for authentication). It highlights how such an
incident can be forensically investigated and which evidence can be secured, in the best
case, to identify the attacker or group behind it. Thus, we enhance the technological and
process-oriented understanding of DF investigations.

4 Related Work

Research Development and Motivation

In recent years, several surveysloiF have been published, highlighting the need to
clarify the unique focus of this dissertation and its holistic perspectiMe bR, Sum-
marizing related workYagoob et al[39] provide a general survey ¢6TF, emphasizing
security concerns itoT environments and introducing a taxonomy forF. Alenezi

et al. [40] examine the technical and legal challenge$odi. They do this to explore
potential solutions in existing literatur&toyanova et all2] address key issues IoT
investigations, including legal, privacy, and security aspects, while reviewing past and
current theoretical models DF and the concept of Forensics-as-a-Servieaa@. Atlam

et al. [4]] discuss the necessity &l in IoTF and the associated security challenges.
Finally, Janarthanan et al[42] analyze the challenges identi ed in the literature, focus-
ing on investigations within smart home environments and comparing existing forensic
frameworks in the I0T context.

While current reviews have extensively covetledF, a notable research gap exists
in 10T-FR. Previous studies either negldofl-FR [39] or discuss it only brie y and
generally, often relegating it to future work or open research secth] 41, 42].

To address this gap, this dissertation aims to thoroughly investiglieR to provide

new insights into this area. The focus will be on elucidating the factors that in uence
the implementation oFRin IoT environments by drawing from existing literature and
examining the integration d&fR inloT-enabled enterprises and homes. This is done in
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symbiosis with the three key areas: people, process, and technology. This work will
be valuable for emerging and professioltdlF scientists. To our knowledge, no other
research has tackled this gap in an encompassing perception.

In uential Research

IoT-FR has been explored and in uenced by various research endeavors. The following
selection of academic papers is recommended for a concise overview of in uential work
shaping this dissertation.

The effective usage of technological developments and tools and the consideration of
technological realities within theoT play an important role in preparing for future
investigations. There is still a lack of entirely to theY adaptedF techniques. Various
research43, 44, 8, 45, 46] highlights the challenge ddF tools and procedures as they
cannot tackle aloT environments heterogeneity and distributed nature. This results in
a loss of collecting, reviewing, and analyziRQE from loT infrastructures that can be
presented in court as admissible evidendahmood et al. (2024)6] emphasize that
traditional forensic methods fall short foT devices due to their unique characteristics.
After reviewing and comparing current approaches, as seen in Figure 4, they suggest
that none of the forensic frameworks fully satis es the comprehensive requirements of
IoTF. The paper calls for more extensive research to cover the full forensic spectrum of
IoT devices and networks. It also points out the urgent need for standardized forensic
procedures that ensure readiness and effectiveness in dealing with 10T artifacts.

Figure 4: Classi cation and structuring dbTF frameworks byMahmood et al. (2024)6].

Not only the technological side édT-FR is essential to provide a holistic view on the
topic. Another key aspect is humans. They can directly in uence how investigations are
done and supported. They can in uence tbh& ecosystem and, therefore, the efforts

of organizations to reacloT-FR. This inherent weakness is usually overlooked and
underestimated. As a result, the human factor is used by most intruders to gain access
to computer systemgf]. Sunde and Dror (2019)7] highlight that investigations into
miscarriages of justice and misleading evidence show human error as a problem in
forensic science. This has led to greater attention attributed to sources of cognitive bias
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and possible countermeasures in many forensic disciplines. However, in the BIg, of

the authors state that insuf cient attention has been paid to this problem. The main goal
of this article is to contribute to a more scienti cally soubd by addressing the issue of
cognitive bias as a source of error. The authors analyze seven sources of cognitive and
human error speci cally in the context @fF and discuss appropriate countermeasures.

In conclusion, some cognitive and bias issues are very similar across forensic elds, while
others are different and depend on the speci c characteristics of the eld, sugk.as
New research directions are needed related to cognitive and human faddérsTihe
seven-level taxonomy (cf. Figure 5) elaborates on several factors that could lead to bias,
each of which entails different countermeasuds.[It is essential to emphasize and
clarify that we are talking about cognitive bias, not intentional biases or errors arising
from a lack of training, motivation, or incompetence.

Figure 5: The seven-level taxonomy 8unde and Dror (2019)] shows the factors that can
lead to bias in DF investigations, from human nature to case speci ¢ in uences.

Besides dealing with the factors that in uence technological resources, tools and tech-
nigues inloT-FR andloTF, organizations and investigators can adapt their processes to
reach or support I0T-FR.

IoTF investigations aim to gain a better understanding of an event of interest by nding
and analyzing the facts associated with that ev@Fit [oTF investigators uncover the

truth of an event by discovering and uncovering the remains (footprints or artifacts) of
an event left on the digital system or environment. 8T [9] recommends a division

of the DF investigation process into four sequential or iterative phases: (1) Collection,
(2) Examination, (3) Analysis, and (4) Reportingd]. During the collection phase,

the purpose is to identify any potential sources of data relevant to the incident and
then to label and record them. Then, the examination phase involves assessing the
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acquired data from the collection phase and extracting the data relevant to the incident
while preserving its integrity. The analysis phase involves studying the information
extracted by the examination to answer the 5W1H (What?, Who?, Why?, Where?, When?,
How?) questions49] or determine that no or a partial conclusion can be drawn. Finally,
the reporting phase is the process of preparing and presenting the procedure, methods
and tools utilized in the examination along with the results from the analysis phase
[9]. Sadineni et al. (2019)8] propose a holistic forensic model f@T environments,
which is based on the ISO/IEC 27043 stand&(@.[ The model has three phases, forensic
readiness (proactive), forensic initialization (incident) and forensic investigation (reactive).
These three phases cover the entire life cyclo®f. Figure 6 shows the connection
between the IoTF model and the NIST 4-step investigation process.

Figure 6: IoTF model bySadineni et al. (2019)8] and NIST 4-stepDF investigation
process [9].

Industry and Government Developments

Developments in industry mainly focus on speci ed tools and technical approaches
to identify, extract, and analyZeTF evidence. Government and of cial bodies, on

the contrary, center their efforts on providing standards, process structures, and legal
requirements.

Various standardization bodies (e.g., CEN]J[ ETSI [52], ISO [53], IEEE SA [54]) and
safety laboratories (e.g., ENC54, OLAF [56], KEMA [ 57], Underwriters Labs8])
strive to create an infrastructure for forensic science while addressing quality i8kues [
This means organizations can rely on these certi ed standardization approaches.

IEEE 802.15.4/IEEE 802.11Wireless Sensor Network¥{SN) and Wireless Local

Area Networks \WLAN) have attracted the attention of security researcherdDBRt
research is still lacking in wireless environments like b€ [59]. To prepare NSNs

for forensic investigations, requirements (e.g., data packets are not changed, timestamps
are assigned) can be applied to implen2RR in an IEEE 802.15.4VSN environment.
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Therefore, a list of requirements is providedMpunton and Venter (2011%0], sorted

by unique factors (e.g., power supply, communication protocol) w#8N andWLAN

that need to be considered. The intensive researaV®N led to the development of

some communication standards, such as Zigb&g [EEE 802.11 62], IEEE 802.15.4

[63], IETF ROLL [64, 65], IETF 6 LOWPAN [66], WirelessHART p7], and ISA-100

[68]. These standards accelerated the production of sensor devices and are still used in
0T environments today. In addition, the network structure fiM&8N builds a basis for

0T ecosystems [59, 69].

ISO/IEC 27043.0ne of the most discussed standards in the research community on
this topic is the ISO/IEC 27043 standa&D], which is particularly popular in research
regardingoT-FR. The ISO/IEC 27043 standar8(] generally provides guidelines based

on idealized models for incident investigation processes in various scenarios involving
digital evidence. The standard includes processes from pre-incident preparation to
investigation closing. These guidelines describe processes and principles applicable to
multiple types oDF investigations. FODFR, it depicts the so-called "Readiness Process
Class," which explicitly address&#R as a class of processes helping organizations
to prepare for future investigations. This can maximize the potential to use digital
evidence while minimizing the time and cost of an investigat@(j.[ This de nition

is consistent with the de nition ofoT-FR. However, the "Readiness Process Class"
described in the ISO/IEC 27043 standas@][is optional for digital investigation, meaning

an organization can conduct an effective investigation without implementing the digital
readiness processes. This can lead to organizations not considerDgRstep and

thus neglecting forensics for theT by the ISO/IEC 27043 standar8(q]. This standard

is generic rather than application-speci c. In other words, it is llodt-speci ¢ and

does not provide a detailed roadmap for implementation by offering concrete techniques.
Some internal know-how or expertise is required to manage the implementation of
DFR. Organizations must translate or interpret what a recommendation mentioned in
the ISO/IEC 27043 standar@i(] means for their organization and how to reactvij]][

The extracted and identi ed publications often use the ISO/IEC 27043 starigraq a
baseline for developing frameworks, models, guidelines, or lIoT-speci ¢ requirements.

While the primary purpose of BF investigation is to obtain evidence for a legal pro-
ceeding, the techniques can and often are used for internal purposes. Organizations
useDF to support the investigation of a security incident, assess its scale, impact, and
causes, and defend disciplinary issues, agreements, or dispiiteddwever, if evidence

is presented in court, the judiciary investigates the alleged misconduct based on the
submitted evidence and formulates conclusions through the trial process. Prescribed
laws form the basis for legal trials. They cannot be in uenced directly, nor can they
be circumventedq7]. Since they cannot be in uenced, compliance with the laws is an
essential objective that must always be considered when realizing I0T-FR in association
with other in uencing factors.
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5 Results

A brief overview of the research papers documents the results and maps publications to
the three key research areas: (1) People, (2) Process, and (3) Technology. Accordingly,
a detailed summary of each research paper highlights the addressed problems, applied
methodology, key ndings, and research implications. Each summary concludes by
emphasizing its contribution. Finally, the results close with complementary publications
that provide additional insights into the research areas.

5.1 Overview of Research Papers

The cumulative research doT-FR was aimed at six publications to be part of this
dissertation. The research eld &fF has two unique characteristics in uencing the
publication venues for the six publications. Firstly, this eld is strongly technology-
driven, which creates a need for a rapid turnover in research to meet practitioners'
challenges. Secondly, in contrast to other emerging elds that have matured and bene ted
from a large workforceDF is still specialized and narrow in scope, limiting available
researchers/2]. However,DF transitions from an initially practitioner-led area to a more
research-supported one. One example is the FSIDI journal, with a 14% acceptance rate
and esteemed in tHeF eld, showcasing contributions from leadiidf researchers. The
growing research interest is evident in the increase of the CiteScore from 0.8 in 2004 to
5.9in 2024, marking a 637.5% rise over 20 years for the FSIDI jouif8I74]. One
suggested way to enhance research productivighris to link resources and foster
collaboration among active researchers [72].

Table 1 summarizes each publication by authors, title, venue, and publisher. To assess
publication quality, it includes the latest conference and journal rankings from the CORE-
Ranking where available, or the Impact FactdF), ThelF serves as an alternative

to CiteScore for measuring impact, calculated by dividing the number of citations in

a given year by the number of articles published in the previous two years. While the
IF is not a perfect and highly discussed and criticized measure of article, journal, or
conference quality, it may be the only available metric for evaluating impact of journals
and conferences in the eld of DF.

As previously discussed, this dissertation is structured into three key areas covering
human, process, and technological aspects. Figure 3 maps publications P1 to P6 to
these research areas. While all publications relate to or suppbER, P1 and P2
address human aspects, P3 and P4 highlight process-oriented aspects, and P5 and P6
deal with technological aspects WfT-FR. Starting with P1, we raise awareness on

DFR. Additionally, with the help of &8G approach made for the target group of non-
professionals and students we educate. This is followed by P2, a second versi®6 of a
specially targeting K12 students to help them gain knowledge and decide if a profession

Lhttps://portal.core.edu.au/conf-ranks/
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Table 1: Overview of publications P1 to P6.

No. Publication Ranking

P1 Friedl, S., Reittinger, T., Pernul, G. (202&)igital Detectives: A 1.38IF
Serious Point-and-Click Game for Digital Forensids: Drevin, L.,

Leung, W.S., von Solms, S. (eds) Information Security Educa
- Challenges in the Digital Age (WISE) 2024. IFIP Advances
Information and Communication Technology, vol 707. Spring
Cham.

P2 Friedl, S., Reittinger, T., Pernul, G. (2024rom Play to Profes- B core
sion: A Serious Game to Raise Awareness on Digital Forenbics.
Ferrara, A.L., Krishnan, R. (eds) Data and Applications Security
and Privacy XXXVIII (DBSec) 2024. Lecture Notes in Computer
Science, vol 14901. Springer, Cham.

P3 Friedl, S., and Pernul, G. (2024nT Forensics Readiness - in L 2.86IF
encing factorsForensic Science International: Digital Investic
tion (FSIDI), 49, 301768. Elsevier.

P4  Friedl, S., Englbrecht, L., Bohm, F., Pernul, G. (2028upport 1.261F
Tool Selection in Digital Forensics Trainingn: Wang, G., Choo,
KK.R., Wu, J., Damiani, E. (eds) Ubiquitous Security (UbiSec)
2022. Communications in Computer and Information Science, vol
1768. Springer, SingaporBest Paper Award

P5 Friedl, S., and Pernul, G. (2024)evice Forensics in Smart Home N/A
Insights on Advances, Challenges and Future DirectidmsTrans-
actions on Large-Scale Data- and Knowledge-Centered Sys
(TLDKS) LVII. Springer Berlin, Heidelberg.

P6 Friedl, S., and Pernul, G. (2024Forensic Analysis of an IoT 1.501F
ARP Spoo ng Attackln: 12th International Symposium on Digital
Forensics and Security (ISDFS), San Antonio, TX, USA, pp. 1-7.
IEEE.

in cybersecurity oDF would be an option. P3 builds the core of the dissertation and
provides a holistic framework of factors that in uenBé-R within organizations. To

do so, we create an immersive overview of the state-of-the-allFfflRy demonstrate

an illustrative process ow for organizationBIFR, and discuss challenges and future
work. Further, we offer process-oriented guidanc®éiiR in organizations and fdDF
investigators with P4, where we establish an approach supporting the selection of tools
for speci c use cases. This helps to create a structured approach and process to follow
and enable faster reactions during incidents. Putting a spotlight on the technical aspects
of IoT-FR, we provide in P5 an extensive overview and structure of the advances over
the last years in smart home device forensics. To systematize current work, we created a
taxonomy, showing investigated evidence and device types as well as applied evidence
extraction methods. Finally, P6 presents how a forensic investigation and analysis could
be performed within amoT environment. We show an actual technical investigation

Dissertation Sabrina Meindl, 2025



|. DISSERTATION OUTLINE 16

procedure based on an especially for the experiment cré&afeshvironment, a performed
ARP spoo ng attack, and a real-life inspired surrounding case of industrial espionage.

5.2 People

To answer RQ1, the focus is on human aspects regatdiR§R. In order to outline

the in uence of humans in supportirgFR, we created tw&Gs. On the one han&Gl

focuses on creating awareness among employees on the proce@réngéstigations,

attack prevention, and preparing non-experts to support experts in the best possible way
during future incidents and investigations. On the other h&@2, tries to help tackle

the shortage of security afi?F experts. The target group is K12 students, who mostly
lack an idea oDF and its profession. By creating a fun way to teach them about the

DF profession, we can help them in their career orientation, even before starting their
studies. Both games were evaluated based on a pre-and post-test, where we could observe
statistically signi cant increases in knowledge gain, awareness, and career orientation.

P1 - Digital Detectives: A Serious Point-and-Click Game for Digital Forensics

Today's digital landscape sees tlid connect an increasing number of devices, from
healthcare to industry and transportation. While this connectivity enables ef cient ser-
vices, it also poses signi cant security risks. Cybercriminals exploit vulnerabilitiésTof
devices, threatening sensitive data and critical infrastrucitje The global cybersecu-

rity workforce is growing, but the demand still outpaces supph].[On the one hand, it

is crucial to create awareness of various career elds in cybersecurity and to get young
people excited about the many opportunities and tasks at an early age. On the other hand,
building a general knowledge base for non-specialist employees is essential, as it supports
awareness and helps them to assist future investigati@aprofessionals play a crucial

role in investigating cyberattacks and identifying perpetrators.

SGs function as entertaining and educational tools, merging instruction and pedagogy.
Incorporating digital and real-world activities, they promote learning throughout game-
play. SGs have become popular education, training, and strategic learning tools. These
adaptable games exist in various formats: role-playing, adventure, action, simulation,
quizzes, and puzzles. Game-like features like challenges, rewards, leaderboards, and
competitions boost user motivation and involvement. Studies validate their ef cacy in
stimulating practical learning and enhancing engagement. 18@Gapproach, we opted
for a point-and-click game due to its interactive nature, allowing users to control the
action using the mouse. Players explore interactive elements by moving the mouse pointer
on the screen, receiving visual cues when hovering over them, and creating actions by
moving objects.

Our methodical approach for this work is two-fold. First, we systematically develop
the SG. We design the game environment using the familiar Analyze, Design, Develop,
Implement, and EvaluatéADDIE) framework R9]. We derive multipleLO andGM
from existing literature on game-based teaching methods in forensics (cf. Table 2). This

Dissertation Sabrina Meindl, 2025



|. DISSERTATION OUTLINE 17

forms the basis of the game. Next, we build &@in JAWA, an open-source platform for
crafting point-and-click adventures (cf. Figure 7). We releaseS@itDigital Detectives"

online to support forthcoming educational and research endeavors. Secondly, we conduct
a user study to assess @&@. Ethical considerations are fundamental in our research.
Therefore, prior to the assessment, we obtained an Institutional Review BB&U (

certi cate from the German Association for Experimental Economic Research, which
approved our research methodology. A total of 36 students, mainly from a business
informatics background, took part in the assessment. The participants underwent a pre-
test, engaged with ol 8G, and then completed a post-test. In addition to demographic
inquiries, both the pre-and post-test comprised 12 multiple-choice questions covering
four subjects, each with four possible answers, to gauge knowledge enhancement.

Table 2: Extracted GM and LO from game-based DF teaching approaches.

Game Mechanics (GM) Learning Objectives (LO)

Narrative and Story, Dialogues
Red Herrings, Real Life Context

Introduction and Tutorials Forensic Phases and Procedures

Dif culty Evidence Characteristics and Sources
State of Flow Subdivision of DF

Tips and Clues, Audio-Visual Presentation Procedure and Tools

Supportive Learning Material Forensic Principles

Interacting with Objects, Quiz, Task, Challenges, Minigame&wareness and Soft Skill

Discussion, Re ection, and Repetition Controls

Moving and Progressing
Competition and Gami cation

We conducted a paired t-test on all areas. We analyzed the average rate of correctly
answered questions for each group and the sample. Our study shows t5& sigr
ni cantly enhances understanding of (ITF from 58% to 85% (t = 4.67, p < .001).
Furthermore, Digital Detectives boosts comprehension ob@jnvestigation from 45%
to 81% (t = 6.26, p <.001) and (®)F tools from 29% to 70% (t = 7.97, p < .001).
Moreover, theSGimproves (4) cybersecurity awareness from 64% to 93% (t=5.71, p <
.001). Overall, our game signi cantly enhances knowledge across all four areas, from
49% to 82% (t = 11.57, p < .001). Thus, tB& presented proves invaluable in advancing
students' understanding of DF and cybersecurity awareness.

Future research could concentrate on contrasting the imp&$®oivith conventional
learning approaches, such as lectures and exercises, or on individuals without profes-
sional backgrounds, while also pinpointing the gaming statistics. These ndings could
enhance comprehension of the broad adaptability and usefuln8€&&s @fcross various
demographic groups and educational settings. Another potential avenue for research
could involve evaluating the sustained retention of knowledge and abilities gained through
SGs in comparison to traditional methods, offering a thorough understanding of their
educational in uence over an extended period.

This research underscores challenges from the scarcity of cybersecurity professionals
and the need for more understanding among non-specialist employees about forensic in-
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Figure 7: Main scenes of thBigital Detectiveggame, with severabMs andLOs visualized.

vestigators' methods. Our proposal suggests equippiglayers with vital knowledge,
awareness, and skills. Introducing #86& Digital Detectives is an innovative method. By
involving players a®F investigators, the game instructs students on evidence gathering,
attacker identi cation, tool usage, and data recovery. Utilizkiggenerated visuals
and interactive components, the game engages learners, enhancing practical skills and
awareness. Ultimately, o8Gaims to boost comprehension in th& eld, empower
future investigations, and highlight behaviors that could lead to security breaches. The
evaluation indicates that o@G signi cantly enhances understandingF and cyberse-
curity awareness. In essence, Digital Detectives proves to be a valuable tool for education
and awareness creation.

We believe our research ndings can serve as a practical and interactive measure
to help organizations and thgF research community convey basic knowledgeDdn
and awareness to support future investigations. The cr&@edipports knowledge gain
and awareness creation. This in uences the ability of an organizatidisy preparing
and educating people on the topicdi, the prevention of attacks, and how to act after
an attack. The outcomes of paper P1 were presented at the 16th World Conference on
Information Security Education (WISE) in Edinburgh, Scotland, in the summer of 2024.

Contribution P1. The paper highlights current research approaches to 2Remnd
create awareness on the topic, resulting in a lack of a&@Gal To tackle this research
gap, we created &G from scratch, based on the well-knowkDDIE framework
and literature extracteldO andGM. To implement the game, we utilized the JAWA
platform. With the help of a user study, we could show that®@iis an interactive,
fun, and educational experience. The knowledge gain and awareness creation were
both found to be signi cant.
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P2 - From Play to Profession: A Serious Game to Raise Awareness on Digital
Forensics

The surge irloT devices expands the cyber attack vulnerabilty][ Hackers can exploit
weaknesses to breach networks, steal data, disrupt services, or even jeopardize critical
infrastructure 77]. Cybersecurity plays a pivotal role in this landscape, especially with
the global workforce shortage estimated at 5.5 million by 2023, as highlighted in the
ISC2 Cybersecurity Workforce Study§]. Addressing this gap necessitates proactive
measures to introduce young minds to the diverse elds of cybersecfyis one

such eld known for its pivotal role in supporting long-term digital security. DF experts
analyze and gather digital evidence to uncover cyber crimes, playing a crucial part in
maintaining business and societal securit§][ However, teaching this specialized
expertise is complex, requiring a blend of theory and practical skifls An effective
approach involves merging education with gami cation strategies and addressing critical
research inquiries.

DevelopingSGs is essential for effective learning and training in the eldOf.
Research studies, such as those conductel@dyes et al. (202280], have shown
that point-and-click games can enhance the cognitive exibility of preschool children,
with these bene ts carrying over to other cognitive tasks. Furthermdatsaounidou
et al. (2019)81] emphasize the impact &Gs in improving critical thinking skills and
fostering an engaging learning environment. In the real@gfSGs are instrumental in
enhancing the understanding of forensic concepts and practices while also aiding in the
training of investigators and analysts. This analysis explores current learning approaches,
particularly game-based methods,fr. Notably, the earliest paper on game-based
learning forDF dates back only a decade?], whereas the most recent publication is
from just last year§3]. Of the 13 analyzed results, ten were published in 2016 or later,
underscoring the contemporary nature of DF education.

In comparison t&SGL (cf. Section 5.2), we employed a different methodological
approach folS@&, following the same goal to incorporat® and GM. Firstly, we
develop theSG using the Experiential Gaming Model kKiili (2005) [10] to design
the game environment and mechanics, along with the Event-Based-Learning Model by
Carrier and Spafford (2004)84] to incorporateLO. Subsequently, we establish the
game's conceptual foundation, implement it similarly in JAWIL, and publish it online
for educational and research purposes. Secondly, we evalugd&tha a pilot study
involving 11 students, we ensure the game is correctly displayed on all devices and
assess the questionnaire's clarity. Following this, we recruit 102 students aged 18-22
from high schools in the Regensburg region of Germany, focusing on individuals without
prior experience in cybersecurity &F. We contend that these students are an ideal
demographic to study th8Gs impact onDF career orientation. Participation in the
study is voluntary and non-incentivized. Utilizikgdrkpatricks mode[85] for evaluation,
participants undergo a pre-test, play 8&, and complete a post-test. The pre-and
post-tests, organized into three sections (learning outcome, awarerassarfd game
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experience), serve as benchmarks for assessing knowledge acquisition. Participants do
not receive solutions during the pre-test and are isolated from each other to avoid post-test
bias. The average gameplay duration is 45 minutes, including questionnaire completion.
Finally, data analysis is conducted using SPSS 29.0.1 to facilitate various statistical tests,
such as paired t-test, Wilcoxon signed-rank test, and Analysis of Covariahe@VA)
regression.

Figure 8: Representation of the experiential gaming modé],[(black: model description;
blue: exemplary initiation).

Our study shows that the Digital Detectives game signi cantly boosts students'
competence and awareness. We have integrated it into school curricula for career guidance
to stimulate interest in thBF profession from a young age. By making the game open-
source, we ensure affordability and adaptability, addressing the shortage of cybersecurity
professionals. This game is crucial for training future experts and aims to engage young
learners and enhance their cybersecurity knowledge. Our future work includes creating
new scenarios for better educational outcomes and expanding the game to train aspiring
forensic scientists. This strategic move will help bridge the cybersecurity expertise gap for
a safer digital future. Future research could compare the game with traditional learning
materials and validate our ndings in various geographical settings.

We developed an actu8lG, as illustrated in Figure 9, showing the main scenes
ranging from the meeting room of the targeted organization, the server room,éthe
of ce and laboratory. The game aims to strike a balance between entertainment and
education, providing not just enjoyment but also knowledge transfer. It features classic
game elements in a point-and-click format, including achievements, collectibles, and
mini-games. A theoretical model, custom design, and an engaging storyline underpin
the game Digital Detectives. ThEBG connects theory with application, introducing
fundamentaDF topics and offering users insightful yet practical learning experiences
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in an enjoyable manner. Evaluation results demonstrate a signi cant enhancement in
learning outcomes attributable to the game. Participants report a highly positive gaming
experience, with 34% continuing to engage with Digital Detectives post-study. The
assessment highlights the role of the game in notably boosting students' understanding
of theDF eld, showing a clear link between learning outcomes and the quality of the
gaming experience.

Figure 9: Main scenes of thBigital Detectivesgame (tools: JAWA [11], Canva [12]).

Our research can be a step in the right direction to support awareness and career orien-
tation for young learners and students. This can directly in uence the future workforce in
cybersecurity and especialBfF. While we played the game within regional schools for
evaluation purposes, the schools continued playing after our period ended because they
liked the game's open availability, scalability, and combination of impact and fun. The
outcomes of paper P2 were presented at the 38th Annual IFIP WG 11.3 Conference on
Data and Applications Security and Privacy (DBSec) in San Jose, CA, USA in summer
2024.

Contribution P2. Despite the importance of cybersecurity, the workforce gap re-

mains an issue. To tackle this challenge, enhance career guidance, and promote
awareness of thBF sector, we utilize Digital Detectives,%G. This game effec-
tively engagingly conveys specialized knowledge. ConsequentlySthacts as an
educational tool bridging theory and practical application, illuminating the eld| of
DF. Overall, assessments show that §@notably enhances comprehension and
understanding of th®F sector. Furthermore, ndings indicate a signi cant link
between educational outcomes and gameplay experiences, leading to heightened
awareness. As a result, our meticulous game design has proven pivotal. In egsence,
the SG can assist young individuals in transitioning from play to a career in DF,
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