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A B S T R A C T

In recent years, machine learning (ML) has become ubiquitous in sectors including transportation, security, 
health, and finance to analyze large amounts of data and support decision-making. However, real-world datasets 
used in ML often exhibit various data quality (DQ) defects that can significantly impair the performance and 
validity of ML models and thus also the decisions derived from them. Therefore, a plethora of methods across 
various research strands have been proposed to address DQ defects and mitigate their negative impact on ML- 
based data analysis and decision support. This has resulted in a fragmented research landscape, where com
parisons and classifications of methods dealing with ML on data with DQ defects are very challenging for both 
researchers and practitioners. Thus, based on a structured design process, we develop and present a taxonomy for 
this research field. The taxonomy serves as a systematic framework to classify and organize existing research and 
methods according to relevant dimensions and facilitates future work in this area. Its reliability, understand
ability, completeness, and usefulness are supported by an evaluation with external researchers and practitioners. 
Finally, we identify current trends and research gaps and derive challenges and directions for future research.

1. Introduction

In recent years, machine learning (ML) has been adopted in various 
sectors such as transportation, security, health, and finance to analyze 
large amounts of data and support decision-making. As an important 
example, ML is used to assist physicians in critical tasks such as the 
diagnostic classification of medical images for cancer screenings [1]. In 
finance, ML facilitates tasks such as algorithmic trading, credit scoring, 
and fraud detection [2]. In addition, transportation companies such as 
Uber use ML algorithms to allocate rides, set fares, and recruit drivers 
[3].

However, the performance and validity of ML models heavily depend 
on the quality of the data that is used for both training and use [4,5]. In 
many studies and applications, data quality (DQ) is assumed to be near- 
perfect; however, real-world datasets often exhibit various DQ defects 
[6] which can significantly affect the performance and validity of ML 
models, and thus the decisions derived from them when applied in 
practice [7]. Several incidents have been traced back to this issue in 
recent years, some with severe consequences such as the collision be
tween a self-driving car and a truck in Florida in 2017. As a result of 
inaccurate data labeling during its training process, the ML model failed 

to recognize the truck as an obstacle, resulting in a fatal accident [8].
DQ defects can arise from various causes: For example, measurement 

errors lead to noisy or inaccurate data [9], defect sensors [10] or 
incomplete survey responses [11] can cause missing data, previously 
accurate data values can become outdated over time [12,13], or privacy 
concerns may result in distributed, incomplete data [14]. Furthermore, 
the same data may be affected by multiple causes simultaneously. 
Importantly, such data is not only defect in the sense that, e.g., certain 
data values are inaccurate or missing, but it is also uncertain since the 
true underlying values are unknown and can, e.g., be modeled using 
probability distributions. As a result of such uncertain data values or 
instances, the predictions of ML models trained on or applied to these 
data instances with DQ defects are also subject to predictive uncertainty. 
Predictive uncertainty describes the uncertainty of the model prediction 
itself. For example, when a classification model is used to classify an 
uncertain data instance, the resulting class prediction is not determin
istic, but, e.g., a probability distribution over the set of possible classes 
[15]. Therefore, when ML models are trained on or applied to defect 
data, the impact of the defect data must be considered when supporting 
decisions based on their uncertain predictions.

Such issues have been recognized in literature and various methods 
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have been proposed to account for DQ defects and mitigate their nega
tive impact on ML-based data analysis and decision support. The range 
of possible strategies for such methods is very broad as, e.g., DQ defects 
could already be targeted before the ML model is trained or applied (e.g., 
by an imputation method in the case of missing data values), or the 
training procedure of an ML model could be adjusted to handle a specific 
DQ defect (e.g., by data label correction during model training). Due to 
this abundance of proposed methods across various research strands, a 
fragmented research landscape has emerged in which comparisons and 
classifications of the methods tackling ML on data with DQ defects are 
very challenging. Furthermore, this is not only the case from a meth
odological point of view; a valid assessment and comparison of the 
performance of the different proposed methods is also hardly possible, 
since the methods are often evaluated on (very) customized datasets 
(due to a lack of benchmark datasets with labeled DQ defects) [16]. A 
further complicating factor is the terminology and concepts used across 
papers, which—although describing the same or similar ideas—vary 
depending on the research strand. These challenges underscore the need 
for a framework to classify and organize existing research and methods 
according to relevant dimensions describing the field of ML on data with 
DQ defects.

Related studies [17,18] have already reviewed specific subsets of DQ 
defect types and associated DQ handling methods (see Section 2.2 on 
Related Work) and thus address selected parts and aspects of DQ and its 
role in ML applications. However, to the best of our knowledge, there is 
no comprehensive taxonomy comprising relevant dimensions of ML on 
data with DQ defects. Therefore, we aim to close this gap by addressing 
the research question: How can existing works dealing with ML on data with 
DQ defects be systematized and classified with respect to relevant dimensions 
of a taxonomy?

We present a comprehensive taxonomy for the research field of ML 
on data with DQ defects. Our aim is not to provide an exhaustive, fully 
comprehensive overview or survey on all existing literature in the field 
or to detail specific methods, but rather to provide a structured frame
work for this important area of research. Our main contributions can be 
summarized as follows: 

▪ Following an established taxonomy design methodology, we 
develop a comprehensive taxonomy for the field of ML on data 
with DQ defects, enabling the classification of DQ defects and 
strategies for addressing these DQ defects in ML-based data 
analysis with respect to relevant dimensions.

▪ Based on this taxonomy and the literature we analyzed during 
the taxonomy building process, we identify current trends and 
research gaps in this ever-evolving research field and deduce 
challenges and directions for future research.

The remainder of the paper is structured as follows: Section 2 pro
vides background on DQ and its manifold influence on ML before 
reviewing related studies on the role of DQ defects in ML in detail. 
Section 3 outlines the general taxonomy design process proposed by 
Kundisch et al. [19] which we follow to develop our taxonomy. In 
Section 4, the final taxonomy for the field of ML on data with DQ defects 
is presented in detail. In Section 5, we evaluate our taxonomy and 
present the results. We conclude with a discussion of our contributions 
to research and practice, and potential starting points for future 
research.

2. Background and related work

2.1. Background

DQ has been the subject of extensive research, yielding important 
theoretical and practical insights. Various works have established 
theoretical foundations for DQ and DQ dimensions [20,21]. Building on 
these works, general frameworks and methodologies for DQ have been 

introduced [22,23]. It has been established that DQ can be characterized 
and analyzed with respect to multiple DQ dimensions [21] such as 
completeness, accuracy, consistency and currency. Based on this, 
research has proposed methods to identify and measure DQ defects of 
various DQ dimensions with the aim of managing DQ and supporting 
decision-making, e.g., by designing metrics for the consistency [24] and 
currency [12,13] of data in order to identify data of poor quality before 
their further use. Going beyond both the identification of DQ defects and 
the measurement of DQ, multiple works have introduced data cleaning 
methods and frameworks to address and resolve DQ defects [25]. Others 
have examined the causes of DQ defects in the data collection process 
and have proposed ideas for curating DQ by improving this process, e.g., 
by adding incentives for higher DQ [26,27]. In addition to DQ defects in 
data values, research has also addressed DQ defects in data labels by 
providing methods for handling inaccurate or missing labels, for 
example by a confident learning methodology [28].

Literature has also discussed the variety of ways in which DQ in
fluences ML models trained on or applied to data with DQ defects. It has 
been established that DQ defects usually negatively affect model per
formance and validity [4,5] and induce predictive uncertainty [15]. In 
contrast, addressing DQ defects may have negative effects as well, e.g., if 
the imputation of missing values introduces bias into the data which 
then affects ML model training or use. In addition, model fairness, i.e., 
the absence of bias regarding, e.g., discrimination or social inequalities 
[29] can also be influenced by DQ [30]. Indeed, research has shown 
that, depending on how DQ defects are addressed, improving DQ can 
actually be detrimental to fairness. For example, Guha et al. [31] 
demonstrate that automated data cleaning techniques may negatively 
impact fairness in ML models and are even more likely to worsen fair
ness than to improve it. Another aspect related to DQ is the explain
ability of ML models, with DQ defects potentially influencing not only 
the ML model itself, but also the validity of explanations generated for it 
[32]. Moreover, DQ also is relevant for privacy-enhancing techniques in 
ML such as federated learning, where data with poor DQ needs to be 
identified to improve performance [33]. Given these various ways in 
which DQ influences ML models, we focus on the training and use of ML 
models on data with DQ defects in our work. In this setting, we analyzed 
research works proposing methods which aim to address, and thus 
resolve or mitigate problems caused by DQ defects in ML-based data 
analysis in an application context such as finance or health (see Section 
3.2 for further details on our focus). In particular, we do not consider 
stages before data preprocessing (e.g., the data collection) or stages 
beyond the output of the ML model (e.g., the interpretation and adop
tion of the model predictions by humans). We also do not consider cases 
in which new DQ defects may influence ML models after the training 
process of the model is completed, e.g., when previously used data is 
reclaimed due to privacy concerns, resulting in the need for machine 
unlearning [14].

2.2. Related work

In this section, we present related studies aiming to organize the field 
of ML on data with DQ defects. Importantly, we do not focus on works 
that just provide an overview of DQ without ML context.

A first category of works discusses DQ and its role in ML-based data 
analysis at a more general level as one of several important challenges in 
the field of ML. L’Heureux et al. [34] outline ML challenges arising from 
big data properties such as the volume, velocity, variety, and veracity of 
big data, which inherently include a number of DQ defects resulting 
from these properties. Paleyes et al. [35] examine DQ issues appearing 
during the process of data collection and data (pre)processing for ML- 
based analysis. Other works [36,37] provide an overview of ML 
methods for learning from class-imbalanced data, which is partly the 
result of DQ defects such as inaccurate or missing data. None of these 
works, however, aim to provide a comprehensive overview of ML on 
data with DQ defects. Moreover, they do not focus on addressing these 
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DQ defects in ML-based data analysis in the application context such as 
health, especially in the training, use, and output of the ML model.

A second category of works specifically focuses on overviews of DQ 
defects and their influence on ML training and use. Gong et al. [4] 
discuss DQ and its impact on ML models and give an overview of DQ 
dimensions and DQ metrics. Mohammed et al. [7] empirically examine 
how a variety of DQ defects affect ML model performance. Priestley et al. 
[38] also analyze DQ in different stages of an ML-based data analysis 
process and list relevant DQ issues in each stage of the process. Gudivada 
et al. [39] discuss a selection of DQ defects such as missing, heteroge
neous, and duplicate data in the context of ML and present a selection of 
available DQ management tools. Similarly, Li et al. [18] review common 
DQ issues before focusing on the potential of Active Learning-based 
approaches for handling DQ defects. However, all of these works only 
discuss specific aspects of DQ defects and their handling in ML appli
cations. They in particular ignore the possibility of addressing DQ de
fects by modifications of the ML model itself. Furthermore, they do not 
aim to organize and systematize the relevant dimensions of the research 
field of ML on data with DQ defects.

A third category of works includes studies that incorporate the pos
sibility of addressing DQ defects by modifying the ML model. Das et al. 
[17] present an overview of various distribution-based and feature- 
based data irregularities and discuss selected approaches to improve 
classifier robustness against such irregularities. However, they limit 
their scope to four types of data irregularities, excluding DQ defects such 
as inaccurate or outdated data. Gawlikowski et al. [40] review methods 
to handle DQ defects by incorporating DQ-related (data) uncertainty 
into different types of neural network (NN) models. Similarly, Wang 
et al. [41] discuss techniques for dealing with various forms of uncer
tainty, including data uncertainty caused by DQ defects in graph NNs. 
Yet, none of them examine DQ defects in detail or cover ML models 
beyond NNs and graph NNs, respectively. Therefore, these works also do 
not provide a comprehensive systematization of the field of ML on data 
with DQ defects.

In summary, while some studies and overviews address selected as
pects of DQ defects in ML-based data analysis, a thorough systemization 
of this research field is still missing. In particular, there is no compre
hensive taxonomy of ML on data with DQ defects that allows researchers 
and practitioners to organize and systematize approaches and methods 
in the field. As a result, previous discussions of future research agendas 
are also limited to the selected DQ aspects covered in existing works. We 
aim to close these gaps by addressing our research question.

3. Methodology

3.1. Research method

We now describe the extended taxonomy design process (ETDP) by 
Kundisch et al. [19] which we follow for the development of our tax
onomy. A taxonomy is a classification system that helps with the 
conceptualization of objects (i.e., in our case, papers) [19]. It comprises 
a number of dimensions and a set of characteristics for each dimension. 
It is also possible for a dimension to contain multiple subdimensions, 
each with a set of characteristics, and the dimension can then be seen as 
a group of subdimensions. When an object is classified according to the 
taxonomy, one or multiple characteristics are selected for each dimen
sion or subdimension respectively. The ETDP is based on the well- 
established taxonomy design process by Nickerson et al. [42] that is 
widely used in research fields such as computer science, information 
systems, and finance. Its iterative nature enables taxonomy designers to 
update, extend and refine taxonomies without the need to repeat the 
entire taxonomy design process from scratch. We also follow the 26 
taxonomy design recommendations of Kundisch et al. [19] (in addition 
to the ETDP) with operational support and examples of good practice. 
The 18 steps of the ETDP for designing and evaluating the taxonomy are 
summarized in Table 1.

Kundisch et al. [19] recommend that at least one empirical-to- 
conceptual step and at least one conceptual-to-empirical step should 
be conducted. In the following Section 3.2, we describe the first 14 steps 
of the ETDP for our taxonomy for the field of ML on data with DQ de
fects. In Section 4, the final taxonomy is presented and communicated 
(Step 18). Finally, we discuss the conceptualization and execution of the 
taxonomy evaluation (Steps 15–17) in Section 5.

3.2. Taxonomy design approach

Following the ETDP as described in the previous section, we began 
by defining the observed phenomenon (Step 1). We focused on the 
training and use of ML models on data with DQ defects. In this setting, 
we analyzed research works proposing methods which aim to address, 
and thus resolve or mitigate problems caused by DQ defects in ML-based 
data analysis in an application context such as finance or health. To 
define and clarify which works are relevant to us, we considered a 
simplified process of ML-based data analysis that comprises three gen
eral stages and is shown in Fig. 1.

In Stage 1, the data is assessed and, in most cases, preprocessed and 
prepared. The DQ defects may already be identified and potentially 
addressed in this stage, e.g., by imputing missing data values. In Stage 2, 
the preprocessed data from Stage 1 is analyzed by an ML model in the 
context of an application, e.g., a diagnostic classification of healthcare 
data or a decision to grant or refuse a credit based on finance data. 
Typically, an ML model performs a regression, classification, clustering, 
or similar task in this second stage. In Stage 3, the ML model and its 
outputs (predictions) are analyzed and potential information about 
performance, validity and predictive uncertainty can be examined, e.g., 
by applying confidence measurements. Papers are relevant to our work 
if and only if they include an ML-based data analysis (Stage 2) in an 
application context as described above, i.e., if they comprise at least two 
consecutive stages of this three-stage pipeline. In particular, we exclude 
cases in which a method (e.g., an ML method) is only used to correct or 
address DQ defects (e.g., by ML-based imputation of missing values) 
without a further analysis of the preprocessed data in an application 
context. Furthermore, we consider the already existing raw data that 
contains DQ defects, but do not explicitly focus on the real-world causes 
of these DQ defects prior to Stage 1 (e.g., malfunctioning sensors during 
data collection), as this constitutes a broad own field of research. Note 
that some existing methods for addressing DQ defects can also change 
the type of DQ defects in the data. For example, imputing missing values 
can turn a problem of missing data into a problem of inaccurate data as 
the imputed values are potentially incorrect. In such cases, we only 
analyze the DQ defects initially addressed by the method and consider 
any further changes to the data and its DQ defects to be an inherent part 
of the method.

In the next steps (2–4) of the ETDP, we defined the target user groups 
and intended purpose of our taxonomy and formulated its meta char
acteristic. The target groups of the taxonomy are researchers and prac
titioners working with ML on data with DQ defects. The purpose of the 
taxonomy is to provide a comprehensive structure for classifying and 
systematizing various methods on ML on data with DQ defects in both 
theoretical contexts and practical applications. We further aim to use 
our taxonomy to identify different research strands, foci, and research 
gaps in this area. We define the meta-characteristic of the taxonomy to 
be dimensions of ML on data with DQ defects. Step 5 includes determining 
the ending criteria for the iterative taxonomy building process and 
specifying the evaluation goals. For the ending criteria, we chose the 
criteria presented in [19,42]. They postulate that no new dimensions 
must be added or removed during the last iteration. After these condi
tions were met, we conducted a rigorous evaluation with external re
searchers and practitioners to assess whether the taxonomy is reliable, 
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understandable, complete, and useful (cf. Section 5 and Supplement 21). 
For this evaluation, we randomly selected 16 of 150 identified relevant 
papers as ‘unseen’ test papers and used the remaining 134 papers for the 
literature analysis in the taxonomy building process.

For our taxonomy, we conducted four iterations (Steps 6–10) as 
shown in Fig. 2. More precisely, we alternately traversed two 
conceptual-to-empirical and two empirical-to-conceptual iterations, 
incorporating expertise from the authors and external researchers, as 
well as additional insights obtained from the identified works on ML on 
data with DQ defects. In Iteration 4, no further changes were proposed. 
Therefore, the ending conditions defined in Step 5 were met and the 
iterative taxonomy building process was completed. Each iteration and 
the development of the taxonomy throughout the iterations are 
described in detail in Supplement 1. The subsequent evaluation showed 
that the evaluation goals were fulfilled, and no further adjustments of 
the taxonomy dimensions and characteristics were necessary.

4. Taxonomy for ML on data with DQ defects

In the following, we present the dimensions and characteristics of 
our proposed taxonomy (cf. Fig. 3). In general, the characteristics of 
each dimension and subdimension are non-exclusive, as papers may 
address different data with different DQ defects as well as different tasks 
or models. The only exceptions are characteristics of the form no use that 
are obviously exclusive to the other characteristics of that dimension.

The first dimension is the DQ-related Problem Setting which ex
plicates how the paper describes the DQ problem it addresses. This 
dimension encompasses three subdimensions, the first of which is DQ 

Dimension. Its characteristics are the established data value-based DQ 
dimensions accuracy, currency, completeness, consistency, a characteristic 
other (dimension) containing rarely used DQ dimensions (e.g., unique
ness) as well as not specified. The last characteristic is only selected if the 
DQ dimension cannot be extracted or inferred from the paper, i.e., if the 
paper simply describes the data as defect or deficient (as opposed to 
using words such as “missing”, indicating the characteristic 
completeness).

The second subdimension is the DQ-related Task, i.e., the objective 
with respect to handling DQ defects. This subdimension has eight 
characteristics. The first characteristic is outlier correction, i.e., the 
detection, removal and/or correction of outliers (outlier instances) in 
the data. The second characteristic is noise correction, i.e., the detection, 
removal and/or correction of inaccurate data instances, features or 
feature values. In literature, such inaccurate instances are often referred 
to as noisy instances, where for example both the feature values and the 
labels of the instances may be corrupted. The third characteristic is 
inconsistency correction, i.e., the detection, correction and/or removal of 
inconsistencies, e.g., by violations of consistency rules in the data. Such 
violations of consistency may comprise, e.g., domain value violations 
where a feature value is outside the feasible domain of the feature, vi
olations of rules describing relations between different instances or vi
olations of syntactic or semantic rules in the data. The fourth 
characteristic is imputation, i.e., the imputation or removal of missing 
data which includes not only, e.g., the completion of missing data values 
but also missing data handling such as the listwise deletion of incom
plete instances or the deletion of incomplete features from the dataset. 
While the first four characteristics are associated to DQ-related tasks 
typically performed during the input stage, the fifth characteristic defect 
data in training/use refers to the handling of defect data during training 
or use of an ML model, i.e., by modifying an existing or designing a new 

Table 1 
Extended Taxonomy Design Process (ETDP).

Step Description
1 The observed phenomenon is defined.

2 The target user group(s) are specified.

3 The intended purposes of the taxonomy are specified.

4

The meta-characteristic of the taxonomy is formulated. It determines the perspective on the observed phenome-

non (delimiting non-considered phenomena). All dimensions and characteristics of the taxonomy must relate to 

the meta-characteristic.

5 Ending conditions for the (iterative) taxonomy building process and evaluation goals are defined.

While ending conditions are not satisfied

6

7
Real-life objects (e.g., papers addressing methods 

for ML on data with DQ defects) are identified.

Taxonomy dimensions and characteristics are con-

ceptualized by the authors.

8
Taxonomy dimensions and characteristics are recog-

nized based on the identified real-life objects.

Real-life objects are examined regarding the con-

ceptualized dimensions and characteristics.

9
Taxonomy dimensions and characteristics are 

grouped by the authors.

[This step is skipped for

conceptual-to-empirical iterations.]

10
The state of the taxonomy is created (in the first iteration) or revised (in later iterations) by applying taxon-

omy operations such as adding, updating, or deleting (sub)dimensions and characteristics.

11-14

The process continues with Step 15. A new iteration starting at Step 6 is performed.

15 The taxonomy evaluation is conceptualized and operationalized.

16 The taxonomy evaluation is executed.

17
Based on the evaluation, it is assessed how well the taxonomy fulfills its intended goals for the identified target 

user group(s) (cf. Step 2).

18 The taxonomy building process and the final taxonomy are reported in an appropriate manner.

The approach for the development step of the

taxonomy is chosen
Empirical-to-conceptual Conceptual-to-empirical

It is tested whether the taxonomy satisfies the defined ending con-

ditions
Yes No

Fig. 1. Three-stage pipeline of ML-based data analysis.

1 The Supplement is available at https://zenodo.org/records/15631630.
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ML model, DQ defects are directly handled without addressing them 
during the input stage of the pipeline. Examples for this characteristic 
include modifications of ML models to handle missing data or methods 
to make the training and use of ML models more robust against noisy 
data. The sixth characteristic is data augmentation, i.e., the creation of 
new data instances which are assumed to be free of DQ defects. Note that 
this differs from imputation as data augmentation typically creates new 
instances whereas imputation aims to fill in missing values in existing 
data instances [43]. The seventh characteristic is duplicate detection, i.e., 
the detection and removal of data duplicates. The final characteristic 
other DQ-related task comprises rare DQ-related tasks that do not fit into 
the other characteristics, such as knowledge transfer between domains 
or automated error detection.

The third subdimension is Uncertainty Modeling/Quantification, 
that is, if and how the paper formalizes and models the uncertainty 
resulting from DQ defects. More precisely, since the true data usually is 
not known (otherwise the DQ defects could be directly resolved), data 
affected by DQ defects is often referred to as uncertain data. By uncer
tainty modeling, we refer to quantitative, formal descriptions of data 
uncertainty based on a theoretical foundation. The characteristics of this 
dimension are, first, probabilistic, i.e., the modeling of uncertainty using 
probability theory, second, belief-based, i.e., the modeling of uncertainty 
using belief theory, third, fuzzy theory, i.e., the modeling of uncertainty 
using fuzzy (set) theory, and fourth, other theories/methods of uncer
tainty modeling. Moreover, if no such treatment of uncertainty is 
employed, the characteristic no uncertainty modeling is chosen. Since we 
require theoretical foundations for uncertainty modeling, the use of 
measures which may be interpreted as quantifications of uncertainty but 
lack theoretical foundations – such as noise scores or Softmax scores 
which are normalized on the interval [0,1] but must not be interpreted 
as probabilities [44] – is not considered as uncertainty modeling and 
thus belongs to this last characteristic.

The second dimension is the Pipeline Position in which the DQ 
defects are addressed. The characteristics of this dimension comprise the 
three pipeline stages of ML-based data analysis input, model, and/or 
output (cf. Fig. 1). Note that while we require the paper to consider at 
least two consecutive stages to be relevant for our taxonomy, addressing 
the DQ defects does not necessarily take place in all of the stages 

considered. For example, a paper may include the first two steps (i.e., 
input and model), but only address DQ in the input stage, e.g., by 
imputing missing values without further consideration of the DQ defects 
in the subsequent use and evaluation of the model.

The third dimension focuses on the data and encompasses multiple 
subdimensions describing the Properties of the Data and the DQ de
fects considered in the paper. The first subdimension is the Structure of 
the data, i.e., whether the data are structured, semi-structured, and/or 
unstructured. The second subdimension is the Bias Type of the data. In 
literature, the bias type or missingness mechanism of the data is a 
common notion when discussing the DQ dimension of completeness 
[45,46] where data can be missing not at random, missing at random or 
missing completely at random (cf. Supplement 1). However, we argue 
that these different bias types may also be defined and analyzed for other 
DQ dimensions such as accuracy (e.g., systematic versus random mea
surement errors). Therefore, we propose the notions of data being defect 
completely at random (DCAR), defect at random (DAR), or defect not at 
random (DNAR). In addition, the bias type may also be not specified in 
case it cannot be extracted or inferred from the paper. Another sub
dimension is the Availability of the data, i.e., whether the data/dataset 
used in the paper is publicly available or not publicly available. The third 
characteristic for this subdimension is that the availability of the data is 
not specified. A fourth subdimension is the Extent of uncertainty/DQ 
defects in the data, that is, whether the DQ defects are contained in 
training, validation, and/or test/use data. A fifth subdimension is Object 
of uncertainty/DQ defects, that is, whether the DQ defects appear in 
feature values, labels, instances, and/or other data objects such as graphs, 
networks, or unstructured data (e.g., textual data). The characteristic 
feature value is selected if any feature values in the data are defect. The 
characteristic instance is selected in addition to feature value if and only if 
all feature values of instances are affected by DQ defects. Examples of 
such a case are papers where entire instances are randomly deleted—so 
that the values of all features are missing—to test the robustness of the 
ML model to this defect. Thus, instance can never be an exclusive char
acteristic of this subdimension but poses a useful characteristic by 
indicating whether the entire instance is affected instead of just some of 
its feature values. Note that the characteristics of all subdimensions of 
this dimension are generally non-exclusive, as any paper may not only 

Fig. 2. Steps of the taxonomy building process.
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address data with multiple defects, but also different types of data (e.g., 
structured and unstructured data).

The fourth dimension is Identification/Assessment of DQ De
fects. This dimension has two characteristics based on why the data is 
known to be defect. On the one hand, DQ defects may be naturally present 
in the data. In this case, information about the presence of DQ defects 
must be obtained or made available externally. On the other hand, DQ 
defects can be obtained by definition or assumption, e.g., by assuming 
measurement data as uncertain/noisy (by definition), or by manually 
deleting feature values or instances to create incomplete data. The third 
characteristic is that the identification of DQ defects is not specified in the 
paper. Note that while the identification and assessment of DQ defects 
usually takes place in the input stage of the data analysis pipeline, DQ 
defects may also be identified in later stages, i.e., during the model use 
itself or even in the model output.

The fifth dimension is the DQ Defect Resolution Method, i.e., the 
method used in the paper to address or resolve the DQ defects. This 
dimension has a total of four subdimensions. The first subdimension is 
Human Involvement to address DQ defects. Its characteristics are active 
learning methods, other human-in-the-loop methods, and none. The second 
subdimension is the use of Statistical Methods to address DQ Defects. 
Its characteristics are use of statistical methods and no use of statistical 
methods. The third subdimension is the use of ML Methods to address 
DQ Defects. The characteristics of this subdimension are various well- 
known standard ML models that can be used to address DQ defects as 
well as characteristics describing more specialized models for 

addressing DQ defects. The characteristics describing the use of standard 
ML models are use of neural networks (NNs), tree-based models such as 
decision trees (DTs) or random forests (RFs), support vector machines 
(SVMs), Naïve Bayes (NB), k-means, k-nearest neighbors (kNN), and 
regression models. Another characteristic is the use of ensemble and/or 
federated learning models, e.g., training multiple models on different 
imputed datasets and using ensemble learning to minimize the influence 
of inaccurately imputed data. The use of uncertainty-aware models is a 
characteristic which not only includes the use of existing, uncertainty- 
aware model architectures such as Bayesian NNs (BNNs) whose 
weights are probability distributions to account for uncertainty in the 
weights trained on potentially defect data, but also methods which 
modify or extend deterministic ML models to account for uncertainty. 
An example of the latter would be modifications of ML models to take 
probability distributions as input data and propagate the uncertainty 
information given by the distribution to the output. A further charac
teristic is the modification of optimization targets to address DQ defects. 
For ML models, different types of optimization targets exist and can be 
modified in various ways to account for DQ defects. Examples of such 
modifications are NNs with modified loss functions to account for DQ 
defects in the training data (e.g., by adding regularization) or DTs with 
modified entropy criteria in the tree building process. The final char
acteristics of this subdimension are other use of ML methods (e.g., 
Expectation Maximization or genetic programming) and no use of ML 
methods to address DQ defects. The fourth subdimension Other Method 
signals whether another method of DQ defect resolution, e.g., a fuzzy 

Fig. 3. Taxonomy of ML on data with DQ defects.
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approach not using ML or statistical methods, is employed.
The sixth dimension is the Type of ML Task for the data analysis in 

the application context (and not for the handling of DQ defects as 
considered by the previous dimension). This dimension has two sub
dimensions, the first of which focuses on the main Purpose of the ML 
model and encompasses the characteristics classification, clustering, 
regression, or other type of task (e.g., segmentation). The second sub
dimension is the more detailed Type of ML Model used for the task, that 
is, whether an NN (or one of its variants, such as a CNN), a tree-based 
model (e.g., DT or RF), SVM, k-means, kNN, NB, a regression model (e.g., 
linear or logistic regression), or other ML model is employed. To obtain a 
reasonable number of characteristics for this subdimension, we propose 
to distinguish only the types of ML models listed above. Unlike other 
dimensions, this dimension strictly relates to the ML model but not to the 
DQ defects (yet it is very informative for users of the taxonomy). We 
therefore marked it in hatched style in Fig. 3.

The seventh and final dimension is the Evaluation of the method 
that is conducted in the paper. This dimension comprises three sub
dimensions. The first subdimension is Evaluation Type, that is, whether 
the evaluation of the method is quantitative (i.e., by providing measures 
such as accuracy, precision, F1-measure, mean average error etc.), 
theoretical (i.e., by providing theoretical proofs and/or a deeper theo
retical analysis for the method) and/or qualitative/descriptive (i.e., the 
evaluation discusses a wider range of purposes provided by the new 
method or its ability to handle special types of input data or DQ defects). 
The second subdimension is whether the evaluation contains a com
parison to Competing Methods from existing literature or not. The 
third subdimension is the Pipeline Stage of Evaluation, i.e., the stage 
(s) of the ML-based data analysis pipeline that the evaluation focuses on. 
The characteristics of this subdimension are the evaluation of the 
method in the input stage, the model stage, and/or the output stage. An 
example for an evaluation at the input stage is a performance assessment 
of the method addressing DQ defects only in the preprocessing, e.g., by 
measuring imputation errors, regardless of the resulting performance of 
the ML model. An example for an evaluation at the model stage would be 
the assessment of the performance of the ML model in terms of, e.g., 
accuracy, without versus with addressing the DQ defects. An example of 
an evaluation at the output stage would be when additional confidence 
levels for all model outputs are provided and their validity is analyzed.

5. Evaluation

Following the ETDP, we evaluate our taxonomy in terms of reli
ability, understandability, completeness, and usefulness. More precisely, 
since the taxonomy is designed for researchers and practitioners work
ing with ML on data with DQ defects, it is a key requirement that the 
taxonomy is reliable and understandable to both target groups. Reli
ability constitutes the proportion of joint judgment in which there is an 
agreement [47]. Understandability describes whether the taxonomy can 
be understood and employed by its target groups and can be measured 
by task performance [48]. Furthermore, the taxonomy should be com
plete und useful [42,49]. To assess these four criteria for our taxonomy, 
we performed a two-part evaluation with external experts, which is 
described in the following. A detailed evaluation protocol is provided in 
Supplement 2.

5.1. Evaluation methodology

For the evaluation, we used 16 papers which had been randomly 
selected from the 150 papers identified in Iteration 2 of the taxonomy 
building process (cf. Section 3). We were able to recruit at panel of eight 
external experts (called external raters), each with expertise in the fields 
of DQ and ML and between 3 and 13 years of experience in both aca
demic research and industry. Each external rater received six randomly 
assigned papers and classified them according to the taxonomy. Thus, in 
total, each of the 16 papers was classified by three external raters (for 

details cf. Supplement 2). We first evaluated the reliability and under
standability of the taxonomy based on these results. Subsequently, all 
eight external raters were asked to fill out a questionnaire on the 
completeness and usefulness of the taxonomy.

To evaluate the reliability of the taxonomy, we measured the 
agreements between the external raters and a gold standard (in line with 
[50]) for the classification of the 16 papers for each dimension and over 
all dimensions on average. To create the gold standard, each test paper 
was also classified by the four authors of the taxonomy (internal raters). 
The authors then discussed their classifications to reach a consensus on 
the classification of all 16 papers (cf. Supplement 2). The agreements 
between each internal rater and the gold standard were measured as 
well. In addition, we measured the agreements of the groups of re
searchers and practitioners respectively (both as parts of external 
raters). This allowed us to assess whether the description of the taxon
omy together with its dimensions and characteristics is understandable 
for experts with different backgrounds, as substantial agreement is only 
possible if the taxonomy is well understood.

A primary concern for any evaluation is that it should be designed in 
a such a way that high-quality answers can be expected. Well- 
established research on the appropriate length and complexity of eval
uations suggests that survey quality suffers when respondents have 
difficulty completing complex tasks [51]. Similarly, in evaluations that 
require high effort, loss of interest among participants may lead to ill- 
considered and unreliable answers or high non-response to questions, 
potentially invalidating the entire results of the study [52]. Such con
cerns also apply for our evaluation as each external rater would have to 
read, understand, and classify six full research papers describing com
plex ML methods and applications and, in most cases, containing a 
number of mathematical formulas. Thus, we concluded that the volume 
and complexity of the task should be reduced to allow for complete and 
reliable answers by each rater, which was supported by discussions 
between the authors and other practitioners prior to the evaluation. 
Therefore, the raters did not receive the full papers, but automatically 
generated summaries with a length of no more than two pages per paper. 
These summaries could not be created by the authors, as the authors’ 
knowledge about the taxonomy could certainly bias the paper sum
maries in a way that could lead the external raters to classify the papers 
in the same way as the authors. To avoid this, we used GPT-4o to create a 
summary of each paper based on a pre-defined prompt which contains a 
brief description of the taxonomy’s objectives, but not its explicit di
mensions and characteristics. For a post-hoc evaluation of the quality of 
these paper summaries, we conducted a taxonomy classification using 
four randomly selected test papers. This classification was indepen
dently performed by the authors once based on the full papers and once 
based on the respective summaries generated by GPT-4o. A comparison 
of both taxonomy classifications for each paper revealed a near-perfect 
agreement (cf. Supplement 2.9 for details). Furthermore, these sum
maries serve as a consistent and comprehensible basis for all internal 
and external raters, regardless of time constraints or individual knowl
edge. Thus, both internal and external raters only read the summaries, 
but not the full papers for their classifications. In particular, the gold 
standard is also based on the summaries to ensure the comparability 
between the gold standard and the test persons’ classifications (cf. 
Supplement 2).

To measure and analyze the agreement between groups of raters, we 
used the concept of inter-rater reliabilities. This approach has proven to 
be appropriate for taxonomy evaluations as it measures the consensus 
between multiple classification results of the same papers [49,53]. There 
are several metrics for measuring inter-rater reliability. In our evalua
tion, we use two well-established metrics, the “joint probability of 
agreement” and a Kappa statistic [54,55], namely the Prevalence and 
Bias adjusted Kappa (PABAK) [55]. Both metrics are discussed in detail 
in Supplement 2. Completeness and usefulness were evaluated by the 
average questionnaire results on a 5-point Likert scale.
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5.2. Results

We first discuss the results of the evaluation of reliability and un
derstandability based on the classifications by the test persons. To 
measure inter-rater reliability among the (internal) raters, we calculated 
inter-rater reliability between rater and gold standard for each internal 
rater and aggregated the results across the four raters. Across all char
acteristics, we received an average joint probability of agreement of 
0.909 and an average PABAK of 0.840, showing almost perfect agree
ment between (internal) raters according to established guidelines [56]. 
Similarly, we received a joint probability of agreement between external 
raters and the gold standard of 0.821 and a PABAK value of 0.691, 
indicating substantial agreement [56]. Moreover, we also compared the 
average results between the group of four researchers and the group of 
four practitioners among the eight external raters to assess whether the 
taxonomy could be equally understood and applied by both user groups. 
The group of researchers achieved an average PABAK of 0.708 with 
respect to the gold standard whereas the group of practitioners achieved 
0.674, showing comparable performance of both groups (cf. Table 2).

The results show that the criterion of reliability is supported and that 
the descriptions of the taxonomy are understandable not only to the 
authors, but also for external persons not involved in the taxonomy 
building process. Naturally, the authors achieved higher agreement with 
the gold standard (which emerged as the result of the authors’ classifi
cations and discussion) in every dimension. For a more detailed analysis 
of the results, we now discuss the results for each (sub)dimension 
separately. For this analysis, we refer to the joint probability of agree
ment between raters and gold standard as these values are very intuitive 
and easy to interpret. The results for each (sub)dimension are shown in 
Table 3.

Agreement was high for all subdimensions of the dimension DQ- 
related Problem Setting, especially for the subdimension DQ Dimension 

with a strong agreement of 0.920 from the external raters and near- 
perfect agreement of 0.995 from the authors. For the dimension Pipe
line Position, the agreement between external raters and the gold stan
dard was relatively low at 0.736, which was due to some differences in 
the assessment of whether DQ defects were addressed in the output 
stage. More precisely, only mentioning the addressed DQ defects as the 
cause for improved model performances was sufficient for some raters to 
tag the output stage, while for others it was not. These differences did 
not exist among the authors, which explains their higher agreement. The 
subdimensions of the dimension Properties of the Data generally showed 
strong agreement across raters, particularly the first subdimension 
Structure and the last subdimension Object. For the subdimension Bias 
Type, the agreement was also generally high. Disagreements occurred in 
a few cases where the bias type of the used dataset was only implicit or 
the paper discussed all three possible bias types in general, although the 
data in the evaluation did not exhibit all three types. For the third 
subdimension Availability the average agreement was 0.847, with dis
agreements arising mostly because some raters knew whether specific 
datasets are publicly available and classified the paper accordingly, 
while others classified the availability as not specified because they had 
no further knowledge about the availability of the mentioned datasets. 
For Extent, the lower agreement of 0.667 was due to the fact that the 
presence of DQ defects in the test data was only implicit in some papers. 
In the gold standard, the characteristic Test/Use was selected in all of 
these cases, whereas some external raters only selected it when defects 
of the test data were explicitly mentioned. A dimension with lower 
agreement was Identification/Assessment of DQ Defects, with results of 
0.653 among external raters and 0.724 among authors. In many papers, 
this information was only implicit or mentioned very briefly which may 
have led to oversights and subsequent classifications as not specified. 
Furthermore, in some cases it was not entirely clear to the raters whether 
the DQ defects described in a paper were existing defects identified by 
measurements, or whether the defects were simply assumed. The sub
dimensions of DQ Defect Resolution Method showed varying levels of 
agreement. The agreement on the subdimension Human Involvement was 
very high while the subdimension Statistical Methods showed a lower 
value of 0.708 as methods such as linear regression or k-means were 
considered statistical by some raters and ML methods by others. The 
agreement on ML Methods was generally high, especially considering 
that this subdimension encompassed several non-exclusive characteris
tics, with many proposed methods belonging to multiple characteristics. 
Disagreements occurred in cases where some raters found the distinction 
between ML methods used for DQ defect improvement and ML methods 
used for the ML-based data analysis in the application context to be not 
entirely clear. For Other Method, the external raters achieved a lower 
agreement of 0.604 compared to the authors’ agreement of 0.836, 
because individual external raters sometimes classified uncommon ap
proaches (e.g., graph learning techniques) they were unfamiliar with as 
Other Method whereas other raters with more knowledge of these 
particular approaches recognized them as statistical or ML methods. 
Both subdimensions of the dimension Type of ML Task showed high 
agreement between the external raters. Agreement on Evaluation Type 
and Competing Methods was also high, with almost all raters agreeing 
that the majority of papers featured a quantitative evaluation. The 
lowest agreement between external raters and the gold standard was 
recorded in the final subdimension Pipeline Stage of Evaluation. In the 
taxonomy, an evaluation of the ML model performance in Stage 2 was 
defined as an evaluation in the model stage. An evaluation in the output 
stage was defined as an evaluation that explicitly used DQ or uncer
tainty/confidence measures for the model output, or an evaluation of an 
output-based method of addressing the DQ defects. However, this defi
nition partly differs from the also intuitive understanding that any 
evaluation of model performance is an evaluation in the output stage. 
Therefore, four external raters classified the evaluation of ML model 
performance as an output stage evaluation, contrary to the definition 
used by the authors, leading to a lower agreement. This difference of 

Table 2 
Aggregated inter-rater reliability between gold standard and raters.

Internal 
raters

External raters

Authors All external 
raters

Practitioners Researchers

Joint probability of 
agreement

0.909 0.821 0.816 0.825

PABAK 0.840 0.691 0.674 0.708

Table 3 
Detailed inter-rater reliability between raters and gold standard.

Dimension Average joint  
probability of  

agreement with  
external raters

Average joint  
probability of  

agreement  
with authors

DQ Dimension 0.920 0.995
DQ-related Task 0.880 0.938

Uncertainty Modeling/Quantification 0.867 0.938
Pipeline Position 0.736 0.906

Structure 0.938 0.948
Bias Type 0.854 0.934

Availability 0.847 0.896
Extent 0.667 0.828
Object 0.880 0.910

Identification/Assessment of DQ Defects 0.653 0.724
Human Involvement 0.931 0.969
Statistical Methods 0.708 0.773

ML Methods 0.861 0.908
Other Method 0.604 0.836

Purpose 0.901 0.969
Type of ML Model 0.927 0.953
Evaluation Type 0.965 0.969

Competing Methods 0.917 0.969
Pipeline Stage of Evaluation 0.541 0.901
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interpretation did not occur among the authors, resulting in a much 
higher agreement of 0.901 with the gold standard. In summary, the 
reliability and understandability of the taxonomy was supported for 
both internal and external raters across all dimensions. Lower agreement 
between raters on certain dimensions could be attributed to the raters’ 
differing background knowledge about particular aspects and methods 
discussed in some of the more specialized papers.

We now discuss the results of the questionnaire-based evaluation of 
the taxonomy regarding completeness und usefulness. Each external 
rater received a questionnaire with four questions, where answers on a 
5-point Likert scale (1 = strongly agree, 5 = strongly disagree) were 
possible (cf. Supplement 2). In addition, the external raters were asked 
to make suggestions for taxonomy updates, especially if they did not 
agree that the taxonomy fulfilled one of the criteria. The results are 
shown in Table 4.

Almost all of the external raters agreed that the taxonomy is com
plete (cf. Questions 1 and 2), with the exception of one of the practi
tioners. However, this practitioner suggested that the dimensions Reason 
for DQ Defect and Goal of Real-World ML Application were missing from 
the taxonomy. The first suggested dimension is out of scope by the 
definition of our taxonomy (cf. Section 2.1 and Section 3) as it relates to 
the data collection process before the input stage. The latter dimension is 
also out of scope, as it relates to the application of the results beyond the 
output stage (cf. Section 2.1 and Section 3). Importantly, all external 
raters consistently agreed that the taxonomy is useful (cf. Question 3). 
The external raters also agreed that all dimensions and characteristics 
were necessary (cf. Question 4), with one practitioner being neutral on 
this question, reasoning that he was only able to assess this for the six 
reviewed papers but not in general. Since the practitioner did not sug
gest removing any dimensions or characteristics and agreed that other 
papers may indeed discuss and require all dimensions, we decided not to 
update the taxonomy based on this response. Finally, we note that both 
researchers and practitioners agree that the taxonomy satisfies the 
evaluated criteria of completeness and usefulness.

6. Discussion

In this section, we discuss the results and contributions of our work 
and provide guidance for future research in the field of ML on data with 
DQ defects. We proceed as follows: We first discuss our evaluation re
sults. Then, we outline the contributions of our taxonomy to both 
research and practice by discussing potential applications of the 

taxonomy in both areas. We also reflect how future research in the field 
of ML on data with DQ defects could potentially influence our taxonomy. 
Finally, we identify research gaps and potential for future research based 
on our taxonomy and its building process.

The evaluation results support the reliability, understandability, 
completeness, and usefulness of our taxonomy. Both researchers and 
practitioners were able to apply the taxonomy to various papers and 
achieve substantial inter-rater agreement. While most taxonomy di
mensions showed very strong agreement between raters, a few charac
teristics of certain dimensions were more difficult to distinguish, 
especially for external raters, resulting in slightly lower inter-rater 
agreement for these dimensions. The dimension Identification/Assess
ment of DQ Defects proved to be particularly challenging, as raters were 
asked to decide whether DQ defects in a paper were artificially intro
duced or assumed, or whether defects were naturally present. Often, the 
identification of such (natural) DQ defects poses a challenge in itself, for 
which DQ metrics [57] (initially mentioned in the description of Natural 
Presence) potentially offer a solution. However, using DQ metrics to 
indicate potential DQ defects is often part of the method addressing the 
defects itself. Thus, mentioning DQ metrics in this description could lead 
raters to incorrectly classify a paper without natural presence of DQ 
defects into this characteristic simply because DQ metrics are used for 
addressing the defects. Therefore, we updated the taxonomy by slightly 
revising the initial description of this characteristic for our final 
description of the taxonomy in this work. While the subdimensions Other 
Method and Pipeline Stage of Evaluation also proved to be challenging for 
some external raters, we found that the lower agreement among external 
raters was due to different knowledge about the methods used in the 
papers and the subdimensions are thus generally comprehensible. All 
other dimensions and characteristics, especially the central dimensions 
DQ-related Problem Setting, DQ Defect Resolution Method (particularly ML 
Methods), and Type of ML Task satisfied the criterion of very high reli
ability. Overall, the taxonomy has shown to be reliable and under
standable to users from both research and practice. In addition, both 
researchers and practitioners agreed that the taxonomy is complete and 
useful. We therefore propose to not further adapt its dimensions, char
acteristics, and their descriptions.

Our taxonomy provides a clear and intuitive framework for ML on 
data with DQ defects, which is a highly relevant area in both research 
and practice. Researchers developing new methods in this field can use 
our taxonomy to position their work within existing literature and can 
exactly define the research gaps they aim to address. Moreover, the di
mensions and characteristics of our taxonomy allow researchers to 
identify additional relevant information that should be provided in their 
work, for example, clear and comprehensive descriptions of the 
analyzed data and its DQ defects. Similarly, the dimensions of our tax
onomy support researchers in describing the DQ-related problem that 
they aim to address with their method (e.g., the extent of DQ defects 
from training to test data which must be considered in the design of any 
method), thereby providing guidance to improve their work. Moreover, 
possible adaptations of methods to related problems can be identified in 
this manner, thus broadening their contribution to research. For 
instance, a method for addressing DQ defects by modifying the optimi
zation criterion in NNs may also be suited for other types of ML models 
in which similar optimization criteria are used. For practitioners, the 
taxonomy allows them to structure, search, and filter existing methods 
dealing with ML on data with DQ defects according to their individual 
needs and preferences. In particular, an overview of available methods 
for specific use cases can be provided and the most suitable option can 
be selected, considering the exact DQ defect(s), the data properties, and 
requirements for the ML-based analysis. The taxonomy dimensions can 
also help practitioners to identify all relevant dimensions that need to be 
considered when working with ML on data with DQ defects.

In the future, research in the field of ML on data with DQ defects may 
result in new ML models and new methods for addressing DQ defects. 
Our taxonomy will remain implicitly valid without adjustments as any 

Table 4 
Average questionnaire results on likert scale (lower is better).

Question All test 
persons

Researchers Practitioners

Q1: Does the taxonomy include all 
relevant dimensions and 
characteristics to classify the six 
papers and is the taxonomy in 
your opinion complete in 
general?

2.17 2.00 2.25

Q2: Are the dimensions and 
characteristics detailed 
enough to allow differentiation 
between similar objects in the six 
papers and in general?

1.67 1.50 1.75

Q3: Is the taxonomy useful for the 
structuring and classification of 
the ML methods in the six papers 
and for ML methods on data with 
DQ defects in general?

1.17 1.50 1.00

Q4: Are all dimensions and 
characteristics necessary to 
classify the six papers and to 
classify ML methods on data with 
DQ defects in general?

1.50 1.00 1.75
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new models and methods can be classified into the characteristics 
“other”. However, it may be more informative for users of the taxonomy 
to add new characteristics for models and techniques becoming more 
relevant in the future, thus making them explicit. Such updates will be 
possible iteratively without the need for major changes or a new tax
onomy building process. Therefore, we argue that our taxonomy can not 
only support researchers and practitioners in their current work but can 
also be iteratively adapted, ensuring continued support as the research 
field advances.

Furthermore, while we do not aim to present an exhaustive, fully 
comprehensive overview or survey that describes all existing literature 
in the field of ML on data with DQ defects in detail, the taxonomy and 
the literature that was researched and classified during the taxonomy 
building process (cf. Supplement 1) has shed light on current research 
foci and research gaps. In the following, we will discuss six key findings 
which we identified as underrepresented and offer potential for future 
research directions.

First, the taxonomy building process demonstrated that many papers 
in the field of ML on data with DQ defects lack a conceptional analysis of 
the DQ defects and provide little detail on them. The DQ defects are 
often discussed very briefly, and relevant dimensions such as the Extent 
and the Bias Type are not mentioned at all and ignored, despite being 
essential for the functionality of a method. Of the 150 analyzed papers 
(cf. Iteration 2 and Evaluation), only 36 explicitly include the bias type 
of the analyzed data. Furthermore, the identification of DQ defects is 
often not discussed in detail, even though it is highly relevant to prac
tical applicability whether the defects occur naturally or whether they 
are artificially introduced. Of the 150 analyzed papers, 48 do not specify 
how the DQ defects were identified. For datasets with natural presence 
of DQ defects, it is also relevant how they are identified and what criteria 
(e.g., the value of a DQ metric exceeding a certain threshold) are used to 
decide whether a DQ defect is present. When DQ defects are introduced 
artificially, the specific mechanism is critical as it can introduce different 
biases and patterns, thus making some methods unsuitable. For 
example, if data uncertainty is introduced by imputation of randomly 
deleted values [58], biases of the imputation method (e.g., using pre
dictions of an ML model for imputation that is biased towards the ma
jority class in its training data) can change the distribution of feature 
values (compared to the original, deleted values), thereby adding sig
nificant bias to the data. The taxonomy building process also showed 
that the DQ defects and the resulting data uncertainty are rarely 
measured or quantified for a more detailed analysis, e.g., by explicitly 
modeling uncertain values probabilistically and analyzing the properties 
of the probability distribution.

Second, DQ defects and uncertainty in the training or test data of an 
ML model may lead to significant uncertainty in its predictions. Not only 
initial data uncertainty, but also the resulting predictive uncertainty is 
often not analyzed in detail. Quantifying and analyzing predictive un
certainty are crucial for the responsible use of ML models and valid risk 
assessment in ML-assisted decision-making. Otherwise, a user may 
become overconfident in an ML model’s decisions and blindly trust 
them, ignoring any potential risks which could be accurately assessed by 
quantifying predictive uncertainty. However, most papers studied dur
ing the taxonomy building process address DQ defects either at the input 
or the model stage, but rarely in the output stage where predictive un
certainty is typically analyzed. Of the 150 analyzed papers, only five 
address DQ defects and the resulting uncertainty in the output stage. 
Only some papers on BNNs do discuss predictive uncertainty, but they 
usually focus on model uncertainty—i.e., the uncertainty of the trained 
model weights—as its primary cause, while mostly ignoring data un
certainty (with the exception of a few selected papers, e.g., [59]).

The taxonomy building process also revealed that research in ML on 
data with DQ defects often focuses on certain types of data and DQ 
defects, while others are underrepresented. For DQ defects, the majority 
of papers addresses the DQ dimensions completeness and accuracy, 
whereas other important dimensions such as consistency and currency 

are rarely discussed, even though their relevance is highlighted in a few 
studies [38]. Addressing DQ defects from these dimensions in the 
training and use of ML methods should thus be studied carefully in 
future research. It may also be promising to analyze if methods devel
oped for incomplete or inaccurate data can be adapted for data suffering 
from defects related to other DQ dimensions. Regarding the type of the 
analyzed data, the most commonly addressed type is structured data 
(121 of the 150 papers). With respect to unstructured data, image data is 
focused on most often, whereas other types are rarely studied in the 
context of ML analysis with DQ defects. However, it can be expected that 
the widespread use and rapid progress of large language models will 
lead to a significantly greater focus on investigating DQ defects in tex
tual data in the future.

Another finding is that existing research focuses on specific types of 
methods to address DQ defects. While addressing DQ defects using sta
tistical methods or ML methods is very common, methods based on 
human involvement such as active learning are discussed in only seven 
of the 150 identified papers. Active learning methods have been 
recognized in literature as useful approaches to improve DQ by 
including human decisions on strategically selected data instances (to 
avoid exhaustive workloads for human users), thereby improving model 
performance compared to fully automated models [38]. Another type of 
method which is discussed in 16 of the 150 papers is the modification of 
ML models for data with explicitly modeled data uncertainty, e.g., by 
probability distributions. While most research focuses on addressing DQ 
defects or data uncertainty at the input stage, it has also proved prom
ising to adapt ML models to handle probability distributions represent
ing uncertain data instances (e.g., [15]). Such methods require changes 
to the ML model design but allow explicit quantification of the predic
tive uncertainty in the model output by probability distributions. 
Therefore, they enable mathematically sound confidence estimations, 
making them a promising focus of future research.

The taxonomy building process also revealed several issues 
regarding the evaluation of the proposed methods. Firstly, evaluations 
often do not address the (sub)dimension Extent of the data with DQ 
defects and its potential impact on the evaluation. In particular, when 
methods are trained on data with DQ defects, we observed many papers 
in which it is not discussed explicitly whether the test data are actually 
affected by the same or similar DQ defects. In some cases, test data is 
even assumed to be free of DQ defects even though the training data 
suffer from them. The existence of test data without DQ defects in such 
cases is either an unrealistic setting or the result of non-random test data 
selection (e.g., only data without missing values is selected as test data), 
which often introduces biases into the test data. Therefore, the extent of 
the uncertain data and its potential impact on the evaluation should be 
determined and analyzed. Secondly, evaluations are often restricted to 
an evaluation of the ML model performance. However, if DQ defects are 
addressed in the input stage, the respective results should also be 
directly evaluated before training and using the ML model, as the per
formance of the DQ defect improvement method is only evaluated 
implicitly by measuring the ML model performance. While 98 of the 150 
identified papers address DQ defects in the input stage, only 14 of these 
98 papers also perform an evaluation in the input stage. For such an 
evaluation in the input stage, suitable metrics for measuring whether the 
DQ defects were successfully addressed are required. For some types of 
DQ defects such metrics already exist, for example, imputation perfor
mance on artificially introduced missing data can be measured by 
comparing the imputed values with the known original values. How
ever, depending on the aspects of the DQ defects being addressed in the 
input stage, suitable metrics still need to be developed by future 
research.

Finally, to perform thorough, representative, and reproducible 
evaluations of proposed methods for ML on data with DQ defects, it is 
essential to have benchmark datasets containing specific and known DQ 
defects. For example, such datasets could contain erroneous feature 
values together with the information of which feature values are 
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erroneous, or they could represent known data uncertainty by proba
bility distributions. With such benchmark datasets available, authors do 
not have to resort to assuming or artificially introducing DQ defects into 
datasets without known defects. Furthermore, benchmark datasets 
allow different researchers to evaluate their proposed methods on a 
common basis, thus enabling standardized evaluations and improving 
comparability between the performances of different methods. In 
addition, the existence of benchmark datasets could also encourage the 
study of underrepresented data types or DQ defect types. As a positive 
example for the task of duplicate detection, Naumann [60] created such 
benchmark datasets that include ground truth information about the 
actual duplicates in the data, providing a valuable contribution to 
duplicate detection research. However, for most types of data and DQ 
defects, such benchmark datasets including information about DQ de
fects/data uncertainty are hardly available. Although platforms such as 
the UCI ML Repository2 or Kaggle3 do provide benchmark datasets with 
DQ defects (e.g., missing or inaccurate values), those datasets neither 
include a ground truth for DQ defects nor quantify resulting data un
certainty, e.g., through probability distributions for inaccurate values. 
This leads researchers to use their own methods to impute missing 
values or to generate probability distributions representing data un
certainty rather than relying on standardized benchmarks. Creating and 
providing benchmark datasets for ML on data with DQ defects should 
therefore be a primary goal for future research in this field.

7. Conclusion

DQ defects pose a critical challenge that must be addressed in ML- 
based data analysis as they can severely affect the validity and perfor
mance of ML models and the (human) decisions based on them, as recent 
examples highlight (cf. Introduction). To structure and systematize this 
field for both researchers and practitioners, we created a taxonomy for 
the field of ML on data with DQ defects covering relevant dimensions of 
both DQ defects and methods that aim to address these defects in both 
training and use of ML models. Based on this taxonomy, we identified 
existing gaps and challenges in this research field. Despite the fact that 
we developed and evaluated the taxonomy according to the ETDP [19], 
the resulting taxonomy is not without limitations. First of all, not all 
characteristics of each dimension can be arbitrarily combined with all 
characteristics of the other dimensions, i.e., the dimensions are not 
perfectly orthogonal. For example, the use of uncertainty-aware ML 
models such as BNNs to address DQ defects already implies that prob
abilistic uncertainty modeling was employed. Although this represents a 
typical limitation of taxonomies, we have taken careful measures to 
ensure that most characteristics across different dimensions are inde
pendent and can be combined in papers. A further limitation to 
acknowledge is that we only considered the process of ML-based data 
analysis from the input data to the model output stage, and hence 
deliberately excluded the human user who receives the model output 
and derives decisions based on it. Similarly, we do not address details of 
the data collection process that may initially cause the DQ defects in the 
input data. Examinations and systematizations of these stages may be 
subjects of future research.

Funding

This work was supported by the Deutsche Forschungsgemeinschaft 
(grant number 494840328).

CRediT authorship contribution statement

Michael Hagn: Writing – review & editing, Writing – original draft, 

Validation, Methodology, Investigation, Formal analysis, Conceptuali
zation. Bernd Heinrich: Writing – review & editing, Writing – original 
draft, Validation, Methodology, Investigation, Formal analysis, 
Conceptualization. Thomas Krapf: Writing – review & editing, Writing 
– original draft, Validation, Methodology, Investigation, Formal anal
ysis, Conceptualization. Alexander Schiller: Writing – review & edit
ing, Writing – original draft, Validation, Methodology, Investigation, 
Formal analysis, Conceptualization.

Declaration of competing interest

The authors declare that they have no known competing financial 
interests or personal relationships that could have appeared to influence 
the work reported in this paper.

Appendix A. Supplementary data

Supplementary data to this article can be found online at https://doi. 
org/10.1016/j.dss.2025.114493.

Data availability

The data used for the research is available in the Supplementary 
Material.

References

[1] C. Leibig, M. Brehmer, S. Bunk, D. Byng, K. Pinker, L. Umutlu, Combining the 
strengths of radiologists and AI for breast cancer screening: a retrospective 
analysis,, Lancet Digit. Health 4 (2022) e507–e519.

[2] M. El Hajj, J. Hammoud, Unveiling the influence of artificial intelligence and 
machine learning on financial markets: a comprehensive analysis of AI applications 
in trading, risk management, and financial operations, J. Risk Financ. Manag. 16 
(2023) 434.
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