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In an era of rapid technological advancements, digital twins are gaining attention in industry and research.
These virtual representations of real-world entities, enabled by the Internet of Things (IoT), offer advanced
simulation and analysis capabilities. Their application spans various sectors, from smart manufacturing
to healthcare, highlighting their versatility. However, the rise of digital technologies has also escalated
cybersecurity concerns. Historical cyberattacks underscore the urgency for enhanced security operations.
In this context, digital twins represent a novel approach to cybersecurity. Industry and academic research
are increasingly exploring their potential to protect their assets. Despite growing interest and applications,
more comprehensive research synthesis needs to be done, particularly in security operations based on digital
twins. Our article aims to fill this gap through a structured literature review aggregating knowledge from 201
publications. We focus on defining the digital twin in cybersecurity, exploring its applications, and outlining
implementations and challenges. To maintain transparency, our data is documented and is publicly available.
This survey serves as a crucial guide for academic and industry stakeholders, fostering digital twins in security
operations.
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1 Introduction

Offering opportunities like no technology before, digital twins are gaining significant attention
in industry and science alike. Digital twins virtually represent real-world objects (e.g., products,
systems, or even processes) and are thus able to forecast and simulate potential future happenings
as well as to replicate current ones. Thereby, a digital twin bases its computations on data from the
real-world object, adds context by semantically linking data, and produces results tailored to the
asset in question. The extent of these results matches no current alternative regarding in-depth
analysis of the investigated object and offers high degrees of individualization. While the notion of
digital twins has been floating around for years, they only became realizable with the widespread
adoption of the Internet of Things (IoT).

Thanks to these powerful features, the application scenarios of digital twins are manifold. For
instance, the engineering company Bosch is instrumenting the digital twin mainly in the sphere of
the Industrial IoT to envision a smart factory [93]: They begin with collecting raw data of their
products, add semantics to generate contextual information and provide a digital representation
of the individual product. On the other hand, Siemens is computing digital twins of patients’
hearts to comprehend the divergent reactions to medicine [112] or, in times of SARS-CoV-2, to
vaccines. On a greater level, the European Union is planning the Destination Earth initiative, which
focuses on creating a digital twin of the whole world to estimate probabilities and impacts of future
scenarios, such as in climate change. While the world is enhanced with digitization, crime is, too.
Cybersecurity is turning into a major concern for companies these days. In the last decades, several
cyberattacks (see Figure 1) greatly impacted the world, including:

— Ransomware attacks (e.g., NotPetya in 2017 [6], Fresenius in 2020 [225], and the Colonial
Pipeline [84] in 2021)

— Malware attacks (e.g., Kudankulam power plant in 2019 [55])

— Worms (e.g., Stuxnet attack in 2010 [6])

— Exploits of unpatched vulnerabilities (e.g., the cyberattack at Kemuri water treatment plant
in 2015 [6])

— Botnets (e.g., Mirai in 2016, exploiting IoT devices using default credentials for DDoS
attacks [11])

One of the latest events highlights that more significant efforts to enhance cybersecurity are
required. In 2023, the Vulkan files were published. These files implicate the Russian government
of actively developing frameworks (e.g., Amezit until 2018 and Krystal-2B until 2020) to attack
industrial systems. Figure 1 illustrates critical cybersecurity incidents while also informing on
milestones of digital twins in research. Thereto, it adapts the Gartner hype cycle to show the
(estimated) progression of the digital twin concept from 2017 to 2024. It also provides advances
in practice concerning using digital twins for security. For instance, General Electric employs
digital twins of machines to identify anomalies in their behavior. Their so-called “digital ghost”
maintains cybersecurity via detection, localization, prediction, and even neutralization of harmful
activities [90]. Meanwhile, Siemens also starts exploiting the potential of digital twins for detecting
cyberattacks [70]. Others follow their lead (e.g., [125, 130, 158]).

Likewise, academic research increasingly focuses on the digital twin’s potential for cybersecurity.
Dietz & Pernul [61] describe the possibilities of a digital twin to enhance cybersecurity in industrial
systems, identifying three modes of operation: simulation, replication, and analytics. Eckhart et al.
[69] developed a prototypical digital twin to allow assumptions about the security state of industrial
systems. Olivares-Rojas et al. [171] used the digital twin technology to test cybersecurity attacks
on smart meters, while the real-world smart meters remain unaffected. Many more security-related
digital twin applications have been introduced in research. However, they rarely rely on one another.
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Fig. 1. Chronological development of digital twin (in security operations) research and industry efforts.

This is why providing an overview of the existing body of knowledge concerning enhancing security
through digital twins is vital. Over the last years, there have been some surveys on digital twins in
general (e.g., Ref. [168]). However, those literature reviews commonly do not consider the security
perspective—despite its apparent adoption in science and practice. Thus, one of the scientific
challenges remains to provide a comprehensible overview of how digital twins can be used for
security. Our structured literature review will close this gap and follows the principles of open data'.

1.1 Research Questions and Contribution

Regarding the current development of the digital twin turning into a cybersecurity tool, it is vital to
classify and present the state-of-the-art. Such a survey allows us to study existing works and expand
the body of knowledge by building on the already published research. Doing so, we investigate
and aggregate 201 research paper. Next, to provide an overview of existing literature, the need for
further research will be identified, showing the opportunities and diversity of the digital twin in
cybersecurity. This survey not only endeavors to summarize previous research findings but also
maps the landscape of digital twins for security operations following the NIST Cybersecurity
Framework (CSF) [20]. Therefore, we focus on a dynamic and critical convergence point—where
technology, cybersecurity, and industrial requirements intersect. The following research questions
help to determine the status quo of digital twins for security operations:

RQ1 What constitutes a digital twin within the realm of cybersecurity?

RQ2 How is the digital twin harnessed to fortify cybersecurity?

RQ3 How can digital twin components be instantiated?

RQ4 What pivotal challenges remain unaddressed, and what promising avenues beckon for

future research?

To answer RQ1, we will study the digital twin’s components and how researchers understand the
paradigm. Subsequently, exploring the applications of using the digital twin in security operations

Lhttps://github.com/philipempl/DT4Sec
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will respond to RQ2. This includes the benefits of using digital twins for cybersecurity. The answer
to RQ3 will include how digital twin components are set up, what data the digital twin consumes,
and which tools and communication protocols are used. Finally, we will answer RQ4 by extracting
the authors’ views from their publications to synthesize in which direction the digital twin in
security operations needs to be explored as well as how to overcome challenges for designing and
implementing digital twins in cybersecurity settings. In a nutshell, the contribution of this article is
as follows:

(1) It confirms the components of the digital twin from a cybersecurity perspective,
2) re-defines the paradigm digital twin in cybersecurity,

3) describes the application domains and security operations based on digital twins,
4) provides an overview of implementation techniques and tools,

5) shapes future research directions and open issues.

(
(
(
(

1.2 Remainder

The remainder of this work is organized as follows. Section 2 will explore the theoretical background
to fill in readers on the digital twin paradigm and to describe related work by other authors. The
methodology of this survey is detailed in Section 3. Section 4 approaches the digital twin paradigm
and essential components. Section 5 describes the application benefits, domains, and security
operations. Section 6 highlights how implementing the digital twin components can be managed,
and Section 7 pictures open issues and future research. In Section 8, we will conclude our article.

2 Background and Related Work
2.1 Digital Twin

Although the digital twin seems like a newly emerged concept, the notion of it has been around
for quite some time. Historically, engineers and researchers relied on simulations, emulations, and
physical testbeds to understand, evaluate, and optimize systems. Simulations offered reproducible
experiments using abstract models, emulations allowed testing with real code in controlled environ-
ments, and testbeds provided high realism by deploying actual or virtualized hardware. However,
these approaches typically focused on isolated scenarios and lacked continuous integration with
real-world systems [50, 94]. The concept of the digital twin marks a significant shift in this tra-
jectory. Unlike classical simulations or testbeds, digital twins introduce a persistent, bidirectional
connection with their physical counterparts, enabling real-time synchronization, monitoring, and
even control [5]. For instance, when Apollo 13 suffered an explosion inside its oxygen tanks in
outer space in 1970, NASA modified the conditions of their simulators to match the specifications
of Apollo 13 and identified strategies to solve this hazardous situation [21]. NASA first created
something resembling an early-stage digital twin by customizing its generic simulator to an in-
dividual counterpart. Around 2012, NASA and the U.S. Air Force applied digital twins further to
examine the life cycle of their physical assets and to diagnose as well as predict an asset’s particular
behavior [91]. Nowadays, digital twins go beyond mere simulations [98]. In science as well as in
practice, the digital twin only gained a foothold with the maturity and deployment of the IoT: Data
generated thanks to the IoT enable on-building statistics, artificial intelligence, machine learning,
and data visualizations [83, 214]. So, only with the technology of the IoT have organizations been
able to provide the twins with enough crucial data quickly. Essential data is usually stored and
enriched with semantics to provide context [233]. On this basis, the digital twin can virtually
represent its real-world counterpart, e.g., by using the data to create a digital model or simulation
[189]. Digital twins can be classified into different types such as component twins, system twins, or
process twins [98]. They also support the full lifecycle of a product, from design and development
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Table 1. Comparison of Our Survey to Existing Surveys in Terms of the Content and Scope

Aspects [26] [67] [179] [216] [228]
Methodology SLR n/s MLR SLR n/s
Publication year 2021 2019 2020 2023 2023
Security perspective Augmented Reality Industry Intrusion detection  Ind. intr. det. IoT
(technology-res.)  (app-res.) (ops-res.) (app-&ops-res.) (app.-res.)

Studies considered/included 355/33 n.a./n.a. 751/17 158/10 n.a./n.a.
Applications [ [ [ [ [
Implementation o O @) @) >
Challenges/ future research O o d O [ ]

O = not covered; B = partially covered; @ = covered; app = application; ops =operations; res = restricted; n/s = not
specified; n.a. = not available.

to decommissioning [204]. Also, current advances in digital twin technology attempt to create a
bidirectional connection between the twin and its counterpart [129]. This enables the digital twin
not only to monitor but also to control its counterpart. Nevertheless, there are open challenges,
e.g., data quality, security, interoperability, and scalability [166].

2.2 Related Work

In recent years, numerous surveys have explored digital twins, often without considering cyber-
security aspects (e.g., Refs. [21, 120, 129, 141, 143, 168, 226, 231]). When it comes to cybersecurity,
existing reviews primarily focus on securing digital twins themselves, as they frequently process
sensitive data. Consequently, much of the research has centered on enabling cybersecurity for digital
twins—for instance, by integrating digital twins with distributed ledger technologies[117, 181, 239].
However, only five surveys investigate the use of digital twins to enhance cybersecurity through
security operations. Table 1 provides a comparative overview of those surveys that align closely
with the scope of our work. First, Bbhm et al. [26] systematically deal with combining digital
twins and Augmented Reality (AR) by taking a cybersecurity perspective. Second, Eckhart et al.
[67] systematized the body of knowledge in an unstructured way and identified several security
operations of the digital twin for cybersecurity in 2019. Third, Pokhrel et al. [179] conducted a
Multi-vocal Literature Review (MLR) on the application of the digital twin for incident pre-
diction. Fourth, Thalpage and Nisansala [216] systematically analyzed the usage of digital twins
for industrial intrusion detection. Last, Wang et al. [228] do not apply a structured method when
focusing on digital twins and security for IoT.

The most remarkable difference of related surveys to our survey lies in the specialization of
these. For example, some authors [67, 216, 228] focus on one specific application domain. Pokhrel
et al. [179] as well as Thalpage and Nisansala [216] only target one specific security operation
(intrusion detection), while Bohm et al. [26] review a given set of core technologies (e.g., AR). Our
survey is intended to be all-encompassing and to combine all perspectives of previously written
overviews. Moreover, we base our literature review on a profound methodology to gather the
results in a structured way, fostering comprehensibility and transparency. It is also important to
note that the research of digital twins in security operations only started around 2018, turning
our literature review into a 7-year summary including more than 200 relevant articles on this issue
in contrast to earlier reviews, where the maximum of relevant articles is 33 (see Table 1). Surely,
there are still other works do provide an overview on digital twin security [68, 77, 121, 209, 212].
However, none of these works provided a method. Also, those works only cover a very specific part
of the literature, offering little basis for comparison. In contrast, the two studies without a method
[67, 228] reference a multitude of research to provide very comprehensive overviews. In summary,
our article takes a comprehensive and methodological approach to investigate digital twins in
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security operations by filling a significant gap through a wide-ranging synthesis, in contrast to
previous work that are either outdated, lack methodological rigor, or focus only on specific topics.

3 Methodology

Our survey strictly adheres to the methodology of a qualitative systematic review, a widely recog-
nized approach in information systems research [173]. We adopt the guidelines by Schryen [197],
which structure our review into four key phases: framing, searching, screening, and synthesis. This
approach ensures a comprehensive and well-organized examination of our subject matter. For an
in-depth understanding of our methodology and the specific outcomes, more details can be found
in our GitHub repository?.

Search and Assessment. Our literature search process begins with queries in ten different
scientific databases: ACM, AlSeL, arXiv, dblp, IEEE CSDL, IEEE Xplore, ScienceDirect, SpringerLink,
Wiley Online, and WoS (see Table 2). We also conduct backward searches by automatically parsing
PDFs and forward searches using Google Scholar to enhance our search (> 3,000 results). It is worth
noting that the search term digital twins AND security produces an exceptionally large number of
results in a three databases where searches cannot be constricted to data fields. To manage this,
we refine our search results by including additional keywords®. Our literature review process is
started by cleaning the corpus to eliminate duplicate entries. Then, we assess each publication’s
relevance by considering the title (screen 1) and afterward the full-text (screen 2), where we apply
specific inclusion and exclusion criteria established in advance. These criteria involve evaluating
the publication’s quality, language (English), relevance to digital twins, and cybersecurity topics.
If a publication does not meet these criteria, it is excluded immediately. Through this rigorous
process, we could identify a total of 201 publications that align with the scope of our survey, which
is illustrated in Figure 2. We classified the relevance of the papers into three categories: high,
medium, and low. Papers classified as high relevance (111) focused entirely on the use of digital
twins for security operations—the topic formed the core of the article. Papers marked as medium
relevance (41) addressed the topic in part, typically dedicating one or more sections or paragraphs
to it. Finally, papers with low relevance (49) only mentioned digital twins for security operations
in passing—often limited to a single sentence or brief reference. Moreover, this figure indicates a
noticeable increase in highly relevant academic research on digital twins in security operations.
Please note that our search only covers January 2024.

Zhttps://github.com/philipempl/DT4SEC
3digital twin AND (“internet of things” OR “IoT” OR “CPS” OR “cyber-physical systems” OR “cyber physical systems”) AND
(“cybersecurity” OR “cyber-security” OR “information security”)
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Fig. 3. Thematic classification of the survey’s topic.

Extraction and Synthesis. In this phase, we focus on extracting and organizing the required data.
This part is crucial because it supports answering our research questions. To enable data extraction,
we create a structured template applied to each relevant research paper. This template contains 18
fields and ensures consistent handling of each paper. In addition to the data related to our research
questions, we gathered bibliographic information like author names, publication years, and titles.
We have created an additional template for the NIST CSF mapping. Before applying the extraction
template to all the papers, it is tested on a small sample to ensure it works effectively. Once this step
is completed, the data is synthesized using the thematic analysis method [49]. Thematic analysis
helps identify common patterns in the data and group them into specific themes (see Figure 3). We
first define central themes for each research question in this thematic analysis process. Afterward,
sub-themes are linked to corresponding central themes. These central themes act as summaries for
the sub-themes. Our approach to defining these themes combines inductive and deductive methods.
While the sub-themes Application Domains and Security Operations are derived deductively, drawing
from the NIST CSF and the critical infrastructure classification established by the Cybersecurity
and Infrastructure Security Agency (CISA), the remaining sub-themes are generated inductively
from our extracted data. We map the CSF functions to the publications based on the digital twins’
characteristics and proposed use cases. This mapping is also open-source and available at Github.
Our objective is to gain a comprehensive understanding of the digital twin paradigm in the context
of cybersecurity (what is a digital twin?), with details about its applications (why/where/when to
use a digital twin?, or who applies a digital twin?), implementations (how to use a digital twin?)
and future research (which open challenges and future research exist?). Please note that we extract
data from publications of all relevancy levels to address conceptual schemes. However, for the
analysis of security operations aligned with the NIST CSF, we focus on papers classified as highly
relevant. These papers are selected because they provide detailed insights. In the following sections
(Sections 4-7), we delve into each of these central themes and their corresponding sub-themes.

4 Approaching the Digital Twin Paradigm

In this section, we delve into the paradigm of the digital twin. We face different perceptions of
a digital twin ranging from middleware [75] to holistic simulation [66] and virtual replica [87].

ACM Comput. Surv., Vol. 58, No. 1, Article 18. Publication date: September 2025.
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Table 3. Functional Components of a Digital Twin Derived from Academic Definitions

Component References

Virtual Representation [2,3,8,12,14, 18, 23, 30, 36, 41, 47, 52, 56-58, 65, 67, 68, 73, 75, 76, 79,
80, 85, 87-89, 96, 104, 106, 108, 122, 126-128, 138, 140, 142, 146, 149,
153, 155, 156, 159, 160, 165, 167, 170, 176-178, 184, 185, 190-193, 195,
196, 199, 200, 205, 209, 211, 212, 216-222, 229, 235-238, 241, 242]

Data Management [4, 8, 16, 18, 22, 47, 52, 67, 68, 140, 170, 211, 216]

User Interaction [18, 27, 47, 68, 73, 76, 80, 86, 118, 140, 170, 171, 176, 220, 237, 242]

Simulation Capabilities  [13, 16, 23, 25, 33, 37, 48, 52, 53, 56, 61, 63, 66, 68, 69, 72, 73, 78, 81,
88, 96, 100, 101, 106, 111, 116, 118, 123, 127, 133, 136, 137, 145, 153,
157, 172, 196, 199, 200, 205, 206, 209, 212, 241, 242]

Lifecycle Management [34, 52, 58-63, 67, 75, 100, 140, 157, 170, 176, 219, 242]

Communication & [1, 2, 4, 12, 25, 29, 30, 60, 64, 66, 75, 79, 100, 101, 108, 108, 111, 118,
Synchronization 118,123, 131, 137, 144, 146-148, 157, 164, 170, 183, 208, 209, 218, 222]
Security Operations [9, 10, 13, 23, 48, 62, 64, 67, 72, 78, 170, 177, 206, 212]

Additionally, there are differing viewpoints on what should be considered an integral part of the
digital twin and what should be seen as external but still utilized by the digital twin. For instance,
while data storage could externally provide data to a digital twin [28], it could also be a vital
functional component [63, 123, 169] holding machine learning models [29, 42, 53, 235, 238]. We
illustrate the digital twin by weaving together the functional components identified from academic
literature (see Table 3). Considering these components (see Figure 4), we can define the digital twin
paradigm for security operations as follows:

What is a digital twin in the realm of cybersecurity?

A digital twin in the realm of cybersecurity is a dynamic virtual representation of an entity
that seamlessly integrates real-time and historical data, covering the entire lifecycle of its
counterpart. Thereby, it can simulate and replicate its behavior and states. A digital twin
engages users in the interactions and security operations.

° Virtual Representation. A digital twin is a virtual representation or replica of a real-world
entity. The virtual representation is close to the replication mode of a digital twin [61], where
the stimuli triggering states in the real-world counterpart are reproduced in the digital twin
to mimic system states. The virtual representation encompasses either a structural (e.g.,
JSON [202] or RDF [42]), functional (e.g., AutomationML [34]), or behavioral (e.g., finite-state
machine [65] or Kalman filter [1]) aspect of the entity or a combination thereof, to capture its
nuances and intricacies. The representation’s fidelity determines the accuracy of the security
operation.

e Data Management. Central to the digital twin concept is its ability to manage data. This starts
with the collection of data, where different types might be required (e.g., device [73] or network
[63]). It also involves data transformation and its corresponding tools and methods (e.g., using
Logstash as proposed by [222]). Dependent on the security operation, a digital twin can con-
sume real-time (e.g., Ref. [136]) and historical data (like relational [134], document-oriented
[224], graph-based [42], or distributed [178]) to provide a comprehensive data-backed view.

o User Interaction. Digital twins should dynamically allow user interaction. This component
can also be referred to as the analytics mode of a digital twin [61], where cybersecurity
professionals can monitor and correlate variables making the virtual representation more
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Fig. 4. Functional components of digital twins for security operations and their dependencies.

effective. In addition, cybersecurity novices can be introduced to the topic in a practical way
[224]. Besides reporting (e.g., Kibana [63] or Prometheus [2]), cybersecurity professionals can
interact with digital twins in different ways (like via virtual reality [137] or 3D models [242]).
e Simulation Capabilities. Beyond being mere replicas, digital twins offer advanced simula-
tion capabilities (the process of generating data). This is also named simulation mode [61].
Depending on the virtual representation, digital twins can simulate different scenarios and
predict future states based on real-time and historical data. Digital twins are decoupled from
the real-world entity and do not affect their physical counterparts [65]. Note that running a
digital twin in the simulation mode requires behavioral models as virtual representations and
appropriate software (e.g., MathWorks Simulink as shown by [108] or Cooja like in Ref. [123]).
© Communication and Synchronization. The value of a digital twin is amplified by its con-
nectivity. Seamless communication protocols ensure that there is a continuous flow of data
between the digital twin and its physical counterpart (e.g., Ref. [14] focused on MQTT, Ref. [40]
on Modbus, Ref. [230] on OPC UA). This connectivity is crucial for real-time monitoring, syn-
chronization, and remote control. Regarding synchronization, a digital twin is characterized
by bidirectional communication, where the entity and the digital twin share the same state.
e Security Operations. Security operations, as outlined in the NIST CSF, refer to the structured
processes and activities carried out by organizations or security teams to safeguard their
assets, data, systems, and operations from various threats. Digital twins assist security
operations given the framework’s five phases:
— Identifying cybersecurity risks to establish a security baseline [64].
— Protecting assets through security measures, e.g., policies [48], access controls [35], and
awareness [69].
— Detecting security incidents using monitoring, intrusion detection, and cyber threat
intelligence [51].
— Responding to security incidents by defining and executing incident response processes [75].
— Recovering in the event of security incidents, emphasizing business continuity and
resilience [2].

Considering these functional components, a digital twin in security operations is similar to one
in the industrial context. The difference is that a digital twin in security operations addresses a
different context, user group, and operations. We find different relevant data and different security
operations. Regarding user groups, cybersecurity professionals are the main ones interacting with
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the digital twin. In the next section, we detail these security operations where digital twins are
currently used.

5 Understanding the Use of Digital Twins

In this section, we delve into why researchers increasingly turn to digital twins and examine the
application domains where digital twins are applied. Additionally, we will explore where researchers
actually use digital twins.

5.1 Benefits of Digital Twins

A digital twin encompasses a virtual representation at its core and enables in security operations.
While digital twins alone cannot replace established tools like SIEM systems, they serve as a
foundational technology that enhances and extends such use cases. In the following, we delve
into the rationale behind researchers’ choice of digital twins as the cornerstone of their security
operations. Note that these benefits stem from the digital twins’ components.

Asset Centrality. Security operations can significantly benefit from asset centrality, which
is central to digital twins. Digital twins maintain a one-to-one relationship with their physical
counterparts. They collect and manage vast amounts of historical and real-time data [87, 103, 143,
162, 167, 186, 192, 203] focused on their respective assets’ states and history [60, 61, 146, 147]. Their
strength lies in collecting and aggregating data even if distributed across various storage systems
[118, 207]. To achieve this, digital twins extract data related to assets, such as firmware binaries
[48, 81], and specifications [58]. Additionally, digital twins incorporate expert knowledge about
the functions and behaviors of the assets they represent [82]. Digital twin models equip their
counterparts with intelligence [180]. To ensure the security of the assets’ data, digital twins manage
access for their associated physical counterparts [31], typically through mechanisms like access
control [147]. Beyond the physical counterpart, digital twins define sharing policies to regulate data
access for relevant assets and stakeholders [32, 163, 185], including scenarios like training [145].
However, combining data and knowledge within digital twins necessitates high documentation
standards akin to those used in digital forensics [224]. Asset centrality is about maintaining a
one-to-one relationship, collecting and managing historical and real-time data, incorporating expert
knowledge, and ensuring secure data access.

(High) Fidelity. Security operations derive significant benefits from using digital twins, particu-
larly in terms of their models and semantics. These models are designed to capture the real world
with a high degree of fidelity [110, 134, 159, 165, 172, 205, 242], ensuring a reliable reflection of
reality when compared with testbeds [25, 33, 39]. Additionally, these models enable more compre-
hensive analytics [27, 75], when used with more advanced techniques [208], including monitoring
[41, 42, 44, 57, 66, 111, 124, 131, 136, 150], machine learning [19, 23, 33, 38, 41, 128, 154, 222, 235],
and simulations [34, 63, 64, 79, 105, 132, 133, 163, 178, 188, 213]. For instance, digital twins enhance
the continuous monitoring (the process of continuously collecting and analyzing data) of physical
asset specifications against pre-defined rules, facilitating the detection of deviations [66]. Simulation
results can be compared with monitored data to assess security [54, 119]. Machine learning is com-
monly employed in manufacturing contexts to enable predictive maintenance [123]. However, all of
these techniques prevent potential vulnerabilities [59, 80, 234], intrusions [62, 69], or configuration
flaws [24] before they manifest [114]. Besides the mere detection, using advanced techniques with
digital twins also provides actionable insights [45, 135, 182] that support organizations in becom-
ing more proactive in mitigating security risks. Reporting [127] and visualizing [88, 139] digital
twin information allows to present complex data in an easily comprehensible manner, enhancing
situational awareness [100, 108, 194] and aiding decision-making processes [53, 169, 171, 195]. This,
in turn, contributes to optimizing the security of physical assets [92, 95, 113], resulting in reduced
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costs and operational risks [88, 169, 171, 174, 176, 215, 219]. In summary, integrating digital twins
fosters hyper-automation in cybersecurity [118], offering a comprehensive approach to enhancing
security operations through advanced modeling and analytics, leading to improved security posture,
cost reduction, and risk mitigation.

Virtual Decoupling. The decoupled nature of digital twins confers several advantages to security
operations, as highlighted in the literature [65]. Firstly, digital twins provide an environment rich
in computational resources, enabling the execution of resource-intensive applications [2, 116,
148, 217, 222, 238]. This heightened resource availability enhances the effectiveness of security
operations. Secondly, decoupling digital twins ensures the absence of interference with the physical
asset [13, 15]. This separation guarantees that security operations do not inadvertently disrupt
the regular functionalities of the physical environment. It also introduces an additional layer of
testing, offering a means to evaluate security operations independently from the real infrastructure
[85, 223]. Lastly, the increased computational resources made available by decoupled digital twins
facilitate the concurrent execution of multiple simulations [34]. This parallel simulation capability
enhances the overall performance of security operations, enabling faster and more comprehensive
assessments. In summary, the decoupled nature of digital twins provides security operations with
increased computational resources, safeguards against interference with the physical system, offers
an additional layer of testing, and allows for efficient parallel simulations, collectively contributing
to improved security operations.

Physical/Virtual Intertwining. Contrary to the benefits of virtual decoupling, there are
advantages to intertwining the virtual representation with the physical counterpart, as discussed in
the literature [37, 43, 202]. This intertwining also extends to business and security applications [51].
Integrating virtual and physical elements simplifies bidirectional communication management
with assets [151], facilitating various security operations. Furthermore, this integration follows
a defense in depth strategy by introducing an additional layer that separates assets and services
[35]. This strategy aims to ensure reliable and low-latency communication within the digital
twin [137], thereby reducing communication complexity between applications and assets and
ensuring a seamless data flow. Additionally, it enables direct interaction with physical assets [218],
which is valuable for gathering pertinent information required for decision-making processes.
Moreover, the intertwining of digital twins plays a crucial role in orchestrating security operations
effectively. In summary, intertwining virtual and physical elements within digital twins simplifies
communication management, introduces a defense-in-depth strategy, enables low-latency
communication, allows direct interaction with physical assets, and facilitates effective security task
orchestration.

Throughout the Lifecycle. Digital twins are inherently lifecycle-centric and closely follow the
journey of their physical counterparts. They encompass all activities and processes throughout
the asset’s lifecycle, from design to production and service phases [101, 183, 191, 230]. Remarkably,
even if the physical asset has yet to be realized [206, 220], digital twins can offer valuable support,
such as system configuration [29] and aid in making security by design decisions to harden the
physical assets [22, 224]. Moreover, digital twins persist throughout the product lifecycle, remaining
prepared to accompany identical future assets. In summary, digital twins are inherently lifecycle-
centric, accompanying physical assets from design to service, even before their physical existence,
ensuring robust security at every stage.

Overall, digital twins represent a sophisticated approach to enhancing security operations, offer-
ing benefits such as centralized asset management, advanced modeling, a decoupled environment
intertwined with physical elements, and comprehensive lifecycle coverage. Collectively, these
benefits aim at enhancing the overall security posture. Subsequent sections of this paper examine
the application domains and security operations benefiting from digital twins.
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5.2 Application Domains

Digital twins are applied to enhance security operations across various sectors. Our review of
the application domains is based on the critical infrastructure classification established by the
CISA*.

Commercial Facilities Sector. Public spaces such as shopping centers, sports stadiums, and hotels
play a key role in public safety and economic activity. Current research focuses on malicious attack
detection to protect smart cities using digital twins [194]. One work proposes security with digital
twins for the IoT-enhanced theater [140]. While we could only find this one digital twin security
work on a smaller scale that concerns only commercial or public facilities, we included smart homes
in this sector. Despite not being strictly commercial, smart homes have economic characteristics
and require safety (albeit more for the individuals than the public). For instance, digital twins
are used to detect and check for anomalies via security and safety rules [19] or use other attack
detection mechanisms [161] to prevent attacks on smart systems for home automation [232]. One
work proposes the use of honeypots in combination with digital twins to detect attacks in smart
homes [170], while another tackles security testing [177].

Communications Sector. Communication networks are essential for everyday communication
and emergency responses. Two works propose a training based on digital twin technology to enhance
skills in cybersecurity for IoT and 5G networks [109, 118]. A similar work uses a digital twin to
test 5G and attack models [56]. 6G technology enabled by digital twins is regarded in terms of
digital forensics [218]. Another work uses a digital twin to verify a security decoupling approach
for an IoT network [57]. Some papers focus on communication (network) security with digital
twins. However, those are mainly industry-oriented, so we categorized them into the respective
manufacturing sector.

Critical Manufacturing Sector. Manufacturing processes are vital to national security, including
aerospace and automotive. Most works using digital twins for security can be associated with smart
manufacturing. In a nutshell, certain aspects are concentrated on when dealing with digital twins for
industrial security. Those comprise attack detection [1, 3, 18, 63, 65, 66, 89, 133, 142, 174, 217, 222]
including anomaly detection [33, 150], attack mitigation [2, 190, 193, 208] as well as security testing
[23, 25, 29, 80, 144, 198, 199] and security analysis or evaluation [39, 61, 64, 69, 97, 111, 119, 127, 152,
192, 234]. Few works specifically regard one security operation—such as security-by-design [59] or
security-in-depth [113]. Quite a lot of publications propose the combination with other security
operations, including cyber ranges [22, 156, 211, 220, 242], forensics [58], cyber threat intelligence
[62] or cybersecurity playbooks [71]. At last, some offer a research overview [67, 179] or deal with
security in general [160, 163, 164, 205, 212, 215, 216].

Energy Sector. Infrastructure for electricity, oil, and natural gas are essential for the functioning
of other sectors. Being the second-largest sector where digital twins are discussed for security, the
papers show a manifold of application purposes: Some tackle the general protection of power
system security [30, 37, 46, 47, 53, 54, 209], while others dive deeper into security testing and
evaluation [14, 16, 122, 134, 171, 200, 201]. Few works specialize on security topics like real-time
incident detection [147], incident response [4], self-security [114, 115], firmware patching [78] or
network and data stream security of (distributed) power systems [108, 135, 136, 206].

Food and Agriculture Sector. Food supply chain, from farms to consumers serve communities.
One group currently tackles this sector by enforcing security with an anomaly detection model of
a digital twin in smart farming and attribute based access control in fishing applications [41, 42].

Healthcare and Public Health Sector. Healthcare facilities and the public health system are
critical during health crises. Two works have been published to enforce security in healthcare using

4https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors
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digital twins. They ensure that sensitive health data is protected and life-saving measurements are
not disturbed by conducting security analyses [137, 176].

Information Technology Sector. IT infrastructure and services are necessary for modern commu-
nication, data storage, and business operations. Multiple security operations are covered in the works,
focusing on digital twins to enhance IT security. Those include insider threats [27], security policies
[31, 105, 106], network security and anomaly detection [95, 207], security testing and analysis
[162, 186], software misconfigurations [149] as well as digital forensics [203] and security training
[224]. Some works specifically focus on IoT, tackling security management [8, 73, 75, 99], attack
detection [227] as well as combining blockchain and digital twin technology to secure IoT devices
[107, 178, 191]. Another work reviews the use of digital twins for IoT security in general [221].
One work specifically targets the security of edge devices with digital twins [7]. Another work
tackles the security of body area networks using digital twins [196]. Other publications regard
cyber-physical systems and propose how sophisticated attacks can be mitigated using digital twins
[238], tailor anomaly detection approaches [235, 236], manage synchronization [241], simulate
attacks [76] or review the state of security research in this area [68].

Nuclear Reactors, Materials, and Waste Sector. Nuclear facilities, materials, and waste are
important for energy and medical applications. Currently, few works concentrate on this sector.
However, this sector is closely linked to the energy sector, which contains different power plants
and a lot of relevant literature. The two works propose a digital twins to (a) test security [101] and
(b) secure physical protection systems of nuclear power plants [102].

Transportation Systems Sector. Transportation networks move people and goods. Vehicular
digital twins are also used for security testing and assessment purposes [9, 48, 51, 96, 153, 169] as well
as to enforce privacy [52]. Nevertheless, it is remarkable that in this sector, privacy concerns seem
to be of great importance [52, 223]. Other works tackle intrusion detection [12, 82, 104, 237, 240],
secure communication [116, 138], access control [35], secure communication [32], security testing
[126, 155] and security training [145].

Water and Wastewater Systems Sector. Water supply and wastewater treatment facilities are
essential for public health and environmental protection. Interestingly, most works focus on anomaly
detection [183, 210, 229]. Some extend their security focus and provide additional attack detection
and security assessment mechanisms [36, 110, 165, 175]. One of these works provides a creative
approach using a honeypot-like strategy [187].

Six out of the 16 CISA sectors are currently not addressed in terms of digital twin security:
Chemical Sector, Dams, Defense Industrial Base, Emergency Services, Financial Services, and Govern-
ment Facilities. Some of these sectors might be too specific (e.g., Dams) to be targeted. Meanwhile,
other sectors can be seen as a subcategory or be strongly related to other fields and, therefore, not
specifically addressed. For instance, many works from the critical manufacturing sector can be
easily applied in the chemical sector. Also, the dams sector goes hand in hand with the water and
waste systems sector. Moreover, the sectors concerning defense, emergency, and government might
be too sensitive for publication.

5.3 Security Operations

In this section, we broaden our discussion on how digital twins can support security operations
in alignment with the NIST CSF toward the diverse range of security operations facilitated by
digital twins. Therefore, we conduct a comprehensive analysis and correlate the 111 research papers
categorized as highly relevant to our survey with specific NIST CSF subcategories for improving
cybersecurity in critical infrastructures. The detailed mapping and temporal development can be
found in Appendix A (Figure 7 and Table 6). The mapping results are illustrated in Figure 5, where
Figure 5(a) provides an abstract view at the CSF function level. Meanwhile, Figures 5(b)-5(f) delve
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Fig. 5. Digital twins in relation to the NIST Cybersecurity Framework (CSF) if they have been addressed at
least once. Digital twins’ security operations were coded and manually mapped to the corresponding NIST
CSF functions and categories.

into more granular details at the CSF category level. For each category, we summarize whether the
subcategories within this category have been addressed, denoting this with a simple binary (yes or
no) indicator. For instance, we check whether for the category ID.GV (Identify — Governance), the
research covers its subcategories ID.GV-1 to ID.GV-4. Figure 5(a) allows us to discern, for instance,
that all categories of the Detect function have been covered in existing research, while not all
categories of the Identify function have been equally addressed. In the following sections, we will
delve into the specifics of the NIST CSF functions to provide detailed insights how digital twins
contribute to each of these security functions.

The Identify function involves developing an organizational understanding to manage cyberse-
curity risk to systems, assets, data, and capabilities. It ensures businesses know and understand
their resources, risks, and overall cybersecurity posture. Figure 5(b) shows its categories asset man-
agement (ID.AM), business environment (ID.BE), governance (ID.GV), risk assessment (ID.RA), risk
management strategy (ID.RM), and supply chain risk management (ID.SC). The asset management
capabilities described in [14, 25, 28, 37, 42, 53, 75, 105, 119, 134, 144] revolve around creating and
maintaining asset visibility in systems and subsystems. Each subsystem has multiple assets working
in co-dependent states, and the whole system has a complex and decentralized state that must
be maintained in the digital counterpart. Communication is only expected between very specific
devices for business reasons or logging. The network traffic is lossy and devices are not online
all of the time, leading to a complex interdependence between all devices. Hence, it is hard for
human operators to grasp all assets and the connections between them. Therefore, it is impor-
tant to ensure that physical devices and systems within the organization are inventoried (ID.AM-1)
[7, 14, 25, 28, 37, 42, 46, 47, 53, 73, 75, 99, 105, 119, 126, 134, 138, 144, 149, 155, 156, 209] and software
platforms and applications within the organization are inventoried (ID.AM-2) as well. Several authors
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focus on this aspect [14, 25, 28, 48, 51, 52, 73, 75, 76, 81, 99, 105, 126, 134, 138, 149, 155, 156, 209]. In
combination with mapping communication and data flows (ID.AM-3) [14, 25, 28, 75, 76, 99, 105, 126,
134, 138, 149, 155, 156], visibility within the organization can be secured. However, in comparison
with aforementioned categories, the business environment and supply chain risk management
categories are comparatively scarcely mentioned.

The Protect function is designed to establish protective measures for the uninterrupted provision
of essential infrastructure services, encompassing robust access control, data security, and regular
maintenance. Figure 5(c) details the categories identity management and access control (PR.AC),
awareness and training (PR.AT), data security (PR.DS), information protection processes and procedures
(PR.IP), maintenance (PR.MA), and protective technology (PR.PT). Most articles researching in the
Protect function target PR.IP-1 [28, 51-53, 63, 65, 73, 76, 104, 118, 133, 149, 193, 195, 196, 200, 209,
236, 238, 240, 241], describing the need to keep a baseline configuration of systems, which is created
and maintained incorporating security principles (e.g., the concept of least functionality). A baseline
configuration describes a standard set of configuration settings (e.g., PLC configuration files or
firewall settings). Additionally, data-in-transit protection (PR.DS-2) [3, 23, 35, 48, 51-53, 57, 116,
133, 238, 241] and general communication and control network protection (PR.PT-4) [3, 4, 12, 63,
65, 66, 76, 82, 89, 97, 100, 116, 123, 209] are supported through the use of digital twins as well.

The Detect function revolves around deploying strategic measures to detect cybersecurity events
promptly. It entails ongoing surveillance and instantaneous analysis, ensuring rapid identification of
cybersecurity incidents. Figure 5(d) highlights the categories anomalies and events (DE.AE), security
continuous monitoring (DE.CM), and detection processes (DE.DP). The Detect function has received
the greatest attention compared with all NIST CSF functions. It is therefore of utmost importance
that event data are collected and correlated from multiple sources and sensors (DE.AE-3) [4, 7, 8, 12, 14,
16, 18, 23, 28, 29, 33, 42, 4648, 53, 59, 62, 63, 65, 66, 69, 73, 76, 88, 89, 100, 106, 119, 122, 123, 126, 133,
138, 140, 142, 144, 149, 161, 170, 174, 177, 195, 196, 201, 206, 208, 209, 217, 222, 227, 235-238, 241]
and to ensure that the network is monitored to detect potential cybersecurity events (DE.CM-1)
[3, 4, 8, 12, 14, 18, 23, 33, 37, 42, 51-53, 57, 62, 63, 65, 66, 69, 73, 75, 76, 82, 89, 97, 100, 104, 116, 123,
126, 133, 134, 138, 140, 149, 161, 170, 174, 177, 193, 195, 196, 201, 206, 208, 209, 222, 227, 236, 240],
with each being mentioned in over fifty research papers. Once again, the digital twin here shows
its capability to bring together decentralized information from multiple operational sites, allowing
for faster and more reliable intrusion detection than traditional methods as it holds semantic data.
For instance, [29] includes different sensor data from human-close sensors (e.g., keyboard, mouse,
camera, microphone, eye-tracking) to create a digital twin of a human to understand fatigue, stress,
or even suspicious behavior in real-time. Additionally, Ref. [235] build an anomaly detection digital
twin for CPSs called Anomaly deTection with digiTAl TwIN (ATTAIN). ATTAIN is based on
generative adversarial networks to create malicious unlabeled data simulating CPS operation.

The Respond function emphasizes a systematic approach to managing cybersecurity incidents,
incorporating predefined plans for response actions and effective communication strategies during
and after an incident to minimize its impact. Figure 5(e) showcases the categories response planning
(RS.RP), communications (RS.CO), analysis (RS.AN), mitigation (RS.MI), and improvements (RS.IM).
The Response function focuses mainly on the control incidents are reported consistent with established
criteria (RS.CO-2) 1, 2,7, 8, 14, 18, 51-53, 57, 62, 63, 65, 66, 75, 76, 97, 104, 106, 133, 174, 177, 193, 209,
222, 240], but some papers also aim at highlighting the impact of an incident and enrich its context
so that the impact of the incident is understood (RS.AN-2) [1, 2, 8, 37, 48, 75, 76, 133, 149, 200, 209, 224].
This allows a defender to conduct more in-depth root-cause analyses and respond to the incident
faster and more precisely.

The Recover function focuses on formulating and executing strategies to uphold resilience
plans and rehabilitate any functionalities or services disrupted by a cybersecurity incident. It
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underscores the criticality of recovery planning, enhancements, and communication efforts to
efficiently reinstate services and operations post-incident. Figure 5(f) illustrates the categories
recovery planing (RC.RP), improvements (RC.IM), and communications (RC.CO). Within the Recover
function, only a few researchers detail digital twin functionalities at all. These functionalities
concentrate on the support of the following controls: Recovery plan is executed during or after a
cybersecurity incident (RC.RP-1) [8, 75, 76, 149, 156, 193, 224], Recovery strategies are updated (RC.IM-
2) [75, 224], recovery plans incorporate lessons learned (RC.IM-1) [76, 149, 224], and recovery activities
are communicated to internal and external stakeholders as well as executive and management teams
(RC.CO-3) [8, 75, 76]. However, compared with other NIST CSF functions, the Recover function is
not yet as well researched, indicating potentials for recovery purposes, e.g., in case of a ransomware
attack.

6 Implementing Digital Twins

In this section, we explore the components of digital twins in security operations in detail. To this
end, we provide an overview on how to set up digital twins and discuss supportive tools.

6.1 Physical Assets and Data

Digital twins are virtual representations of physical assets. While physical assets may be resource-
efficient devices like sensors or actuators, they could also have more computing resources (e.g.,
CPS). The following details different data used within a digital twin in security operations.

Sensor and Measurement Data. This category centers data gathered from various sensors,
ranging from simple temperature sensors to complex multi-spectral cameras. Research [9, 10,
19, 31, 33, 88, 108, 137, 194, 238] delves into the nuances of sensor data, including its precision,
reliability, and the challenges of integrating data from multiple sensors into coherent systems. They
explore innovative ways to enhance sensor data accuracy and utility, such as advanced calibration
techniques, noise reduction algorithms, and integration strategies for combining data from disparate
sources. Additional research [57, 115, 128, 171, 186] investigates the application of sensor data
in specific technologies like transformers, inverters, and IoT devices, addressing challenges like
real-time data processing and the integration of sensor data into existing systems for monitoring,
control, and predictive maintenance.

CPS Data. In the context of CPS, the data primarily revolves around operational parameters,
performance metrics, and environmental interactions. The works of [32, 79, 81] represent significant
advancements in utilizing data for enhancing vehicle performance and machinery efficiency. This
includes the analysis of engine telemetry, fuel efficiency, emission levels, and machinery wear and
tear. The data also encompasses feedback from control systems and user inputs, providing a com-
prehensive view of machine performance in real-world conditions. This contributes to developing
more innovative, efficient, safer vehicles and machinery through data-driven optimizations and
predictive maintenance.

Network Traffic Data. Research in this category [1, 14, 27, 39, 57, 58, 62, 65, 69, 108, 123, 133,
165, 172] focuses on the vast and complex datasets generated by network traffic. This data includes
packet information, bandwidth usage, network topology, and security logs. The articles aim to
optimize network performance, enhance data throughput, and ensure robust security against cyber
threats. They leverage data analytics to understand network behavior, identify patterns, and predict
potential issues. Their research is pivotal in designing more efficient and secure network systems
capable of handling the increasing demands of modern digital communication.

Other Data. Data in this category [137, 145, 172, 224], includes a broad spectrum of informa-
tion. This might involve user interaction data with devices, providing insights into user behavior,
preferences, and use patterns. Additionally, specification sales documentation is used as a form
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Table 4. Classification and Description of Protocols by ISO/OSI Layers

ISO/OSI Layer  Protocol Description References
L1 - Physical Ethernet Data framing & physical network transmission [16, 62, 80, 122, 229, 237]
ARP IP address to physical address resolution [224]
L2 - Data Link WiFi Wireless LAN 'communication' ‘ [36, 69, 232]
Bluetooth Short-range wireless communication [232]
Zigbee Low-power wireless networking protocol [73, 75, 126, 144]
L3 — Network LoRaWAN Lt')ng'Range WAN protocol o [119, 240]
DNP3 Distributed Network Protocol for utilities [30, 80, 209]
L4 - Transport TCP Reliable, ordered data transmission [14, 32, 34, 36, 58, 119, 137, 200,
201, 206, 208, 224]
UDP Fast, connectionless communication [19, 108, 137]
XML Data format for structured documents [195, 234]
JSON Lightweight data-interchange format [34, 35, 63, 153, 171, 192, 193, 195]
L6 - Presentation AutomationML Data exchange in automation and engineering [34]
CAEX Computer-Aided Engineering Exchange format [234]
SysML Systems Modeling Language [68]
MSDL Manufacturing Service Description Language  [34]
AMQP Messaging protocol for interoperability [119]
CoAP Web transfer protocol for constrained nodes [32, 34, 57, 191]
HTTP/HTTPS HyperText Transfer Protocol (Secure) [46, 47, 73, 153, 191]
MQTT Lightweight messaging protocol for IoT [14, 16, 32, 34-36, 73, 75, 119, 126,
134, 157, 159, 192, 193, 206, 230,
L7 - Application 242]
OPC UA Machine to machine communication protocol  [67, 144, 230, 234, 242]
REST Representational state transfer [34, 191, 224]
SCADA Supervisory control and data acquisition [53, 61]
SPARQL Query language for graph databases [42]
SQLite High-reliability database engine [165]
CIP Common Industrial Protocol [229]
Modbus Communication protocol for PLCs [16, 30, 97, 122, 134, 200, 201, 206]
S7comm Communication protocol by Siemens [23, 25, 242]
Profinet Industrial Ethernet standard for automation [23]

of data, which could include information on product specifications, performance metrics, and
customer feedback. Such data is invaluable in understanding how products are used in real-world
environments and can guide design, functionality, and user experience improvements.

6.2 Communication and Synchronization

Digital twins communicate on the ISO/OSI stack (see Table 4), while they can interact with their
physical counterparts, other digital twins, or human actors. In the physical layer (ISO/OSI layer 1),
Ethernet is often applied in industrial settings [62, 80, 229]. At the data link layer (ISO/OSI layer 2),
ARP, Wifi, Bluetooth, and Zigbee are noted for their diverse roles in systems [75, 144, 224, 232].
In the network layer (ISO/OSI layer 3), the importance of IP and LoRaWAN is highlighted [14]
and [119]. The transport layer (ISO/OSI layer 4) sees applications of TCP and UDP [14, 19]. In the
presentation layer (ISO/OSI layer 6), XML and JSON’s roles are mentioned [34]. The application
layer (ISO/OSI layer 7) features protocols like MQTT, OPC UA, REST, Profibus, and S7comm, with
applications in various settings [23, 32, 34, 67, 75, 193, 206, 230, 230, 242]. In the field of digital twins
in security operations, communication flows are categorized based on the nature of the interactions:
digital twin < physical asset, where digital twins communicate with physical assets; digital twin
< digital twin, involving interactions between multiple digital twins; and digital twin <> human,
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which highlights the crucial collaboration between cybersecurity experts or novices and digital
twins. Each type of flow plays a distinctive role in security operations:

Digital Twin < Physical Asset. This flow is essential for collection data from physical assets
and sending commands. In smart manufacturing, [1] demonstrates the digital twin’s role
in real-time security testing, affecting safety and efficiency. [9] applies this to autonomous
vehicles, focusing on safety enhancements through data analytics. [10] shows how digital
twins improve operational efficiency in manufacturing. [13] emphasizes simulation benefits,
and [103] explores its impact in healthcare, enhancing decision-making and operational
performance.

Digital Twin < Digital Twin. This interaction fosters interconnectivity and shared intelligence
among digital twins. [10] discusses data and insight sharing for system-wide efficiency in
manufacturing. [108] and [118] show how twin collaboration enhances data analysis and
system management. [183], [10], and [195] focus on predictive maintenance and energy
management. [75] and [71] highlight how networks of digital twins improve industrial
automation and security.

Digital Twin < Human. This interaction is crucial for developing effective security strategies.
[13] demonstrates how digital twins aid in testing security measures. Refs. [144] and [102]
discuss the role of human interaction in refining security strategies. Refs. [80] and [128]
emphasize vulnerability assessments and threat detection. Refs. [172], [224], and [109] show
digital twins as training tools for cybersecurity professionals. Papers like [174], [75], and
[134] highlight the importance of human expertise in system resilience, disaster response,
and policy development.

6.3 Data Management

Managing data within digital twins is a complex yet crucial task, particularly when considering the
challenges associated with time-stamping and data order. The approach to data collection, whether
active or passive monitoring, significantly impacts how data arrives from the physical assets. As
data might not arrive in the same order as it was generated [108, 116], it is essential to employ a
Network Time Protocol (NTP) server [198, 199] to reconstruct the data sequence accurately. This
is particularly important when data is used for machine learning, where the chronological order of
data is vital for accurate modeling. However, data management mainly involves data collection,
preprocessing, and storing.

Data Pre-processing and Machine Learning. Before storage, data pre-processing is a crucial
step. It involves filtering, normalizing, and transforming raw data into a format suitable for analysis
and storage. This process ensures data quality and usability, paramount in environments where data
is used to model and simulate digital twins. Logstash (e.g., [63, 222, 224]), Filebeat (e.g., [63, 222, 224]),
Apache Kafka (e.g., [136, 155]), and Node-RED (e.g., [16]) are used for data collection and log
processing, crucial for handling large volumes of data generated by physical assets. Zighee2MQTT
(e.g., [73]) facilitates fast and secure data transfer, especially in IoT environments, by bridging
Zigbee devices to MQTT. Tools and techniques like TensorFlow (e.g., [12, 33, 133]), Scikit-learn (e.g.,
[87, 89, 133]), and Keras (e.g., [33, 89, 133]) are leveraged for machine learning and data analysis,
enabling advanced predictive analytics and pattern recognition.

Data Storage. Different approaches are utilized for data storage depending on whether the
digital twin is specification-based or data-driven, where environmental data from the physical
twin is consumed as input [222]. The nature of collected data varies across papers, depending real
world asset and the twin’s intended purpose. Beside SQL and NoSQL databases like MongoDB
(e.g., [73, 74]) or PostgreSQL (e.g., [106]), Elasticsearch (e.g., [29, 63, 222, 224]) or OpenSearch
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Fig. 6. lllustration of structural, functional, and behavioral models in digital twin research.

(e.g., [46, 47]) are employed for their powerful search and data indexing capabilities, ideal for the
large-scale data storage needs of digital twins. Ethereum (e.g., [133, 178]) and Hyperledger Fabric
(e.g., [178]) provide distributed ledger technologies for secure and immutable data storage, offering
reliability and transparency in data management.

Supportive Software. Platforms provide architectural patterns and simplify digital twin (data)
management. For instance, cloud platforms like AWS (IoT) (e.g., [34, 35, 193, 206]), Azure (IoT) (e.g.,
[34, 42]), Azure Digital Twins (e.g., [4]), and IBM Watson IoT (e.g., [34]) provide robust infrastructure
for hosting and managing digital twins, offering scalability and high availability. Open source
tools such as Eclipse Ditto (e.g., [34, 75, 163, 202]), OpenStack (e.g., [97, 172]), Kubernetes (e.g.,
[2, 3, 149]), and FIWARE (e.g., [46, 47]) facilitate the deployment and orchestration of digital twin
applications, ensuring efficient and flexible management of digital twin environments. Additionally,
Google Functions, AWS Lambda, and Amazon SageMaker (e.g., [76]) can be integrated to extend
capabilities for data processing and analytics. These tools collectively enable the collection, storage,
processing, and analysis of digital twin data.

Deployment Strategy. The location of digital twin deployment dramatically affects their per-
formance and utility. On-device or embedded digital twins, as noted in Refs. [31], [57], and [60],
offer low latency and immediate responsiveness, crucial for rapid decision-making. However, they
face limitations in processing power and storage capacity, affecting the complexity of tasks they
can manage. Edge computing, discussed in [87] and [88], mitigates some constraints by process-
ing data near its source. This approach offers lower latency than cloud solutions and significant
computational resources, proving beneficial in industrial settings for real-time data processing.
Cloud-based digital twins, referenced in [1] and [9], provide expansive computational resources
and storage. This deployment fits complex simulations and large-scale data analytics, which is
ideal for in-depth analysis and strategic planning where latency is less critical. Each deployment
model—embedded, edge, or cloud—has unique benefits and limitations. The selection depends
on the security operation’s specific needs, considering latency, computational power, and data
processing scope.

6.4 Virtual Representation and Environment

Creating virtual models in digital twin research starts with a deep understanding of the systems
involved [1, 10]. This process involves data collection and analysis to develop digital twins that
accurately reflect their physical counterparts [15, 22]. As Figure 6 illustrates, digital twin research
encompasses three core models: structural, functional, and behavioral. These categories were
derived inductively through a detailed coding and analysis of the reviewed literature. Structural
models, using formats like JSON, XML, OWL, or RDF, represent the physical aspects of systems
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[1, 34, 35, 42, 63, 153, 171, 191-193, 195, 234]. These models descriptively represent a system.
Functional models, often employing AutomationML, detail the operational processes and logic
[32, 61, 65-67, 69, 87, 165, 185, 230]. They illustrate the interactions within a system. Behavioral
models focus on dynamic behaviors over time, using approaches like finite state machines [23,
34, 34, 45, 62, 65, 127, 167, 178, 191, 213]. Figure 6 also shows that these models can be created
either data-driven, like from sensor data [32, 66, 75, 87, 185], or specification-based, as in the case
of security expert inputs [1, 10, 19]. Please note that some papers may have ambiguities and can be
assigned to multiple categories.

Data-Driven Creation. In the data-driven approach to creating digital twins, the emphasis is on
leveraging real-time data to construct and refine the digital twin. This method is highlighted in [32],
[87], or [75] and primarily relies on the integration of IoT technologies for continuous state updates.
The real-time data collected from IoT devices provides a dynamic and evolving representation of
the physical counterpart. For instance, [66, 185] further demonstrate how advanced data analytics
are employed to process and interpret this vast stream of information, facilitating the creation of a
digital twin that is responsive and up-to-date. This approach is efficient in environments where
operational data is abundant and can be used to update and improve the digital twin’s accuracy
continuously. The data-driven model excels in adaptability, reflecting the ever-changing state of
the physical system it represents.

Specification-based Creation. Conversely, the specification-based approach to digital twin
creation focuses on constructing a detailed and predefined functional or behavioral model of a
system. This method is exemplified by [1], [10], or [19] and involves the use of simulation tools
such as Simulink or Anylogic and security expert input to craft a virtual model that mirrors the
physical system meticulously. The approach is grounded in deeply understanding the system’s
processes and operations. Furthermore, applying algorithms like the Kalman Filter and SVM, as seen
in [1], enhances the model’s capability to simulate complex environments. The specification-based
approach is particularly suited to scenarios where the physical system’s behavior is well-understood
or documented and can be accurately represented through established models. This approach
ensures control and predictability in the digital twin’s behavior.

6.5 Simulation Capabilities

Simulations can be either in real-time or offline. Real-time simulation runs at the same pace as the
real-world system, offering immediate feedback and interaction, while offline simulation operates
at variable speeds for in-depth analysis, planning, and optimization without real-time processing
constraints. The choice between them depends on the desired security operation. These simulations
are supported through various tools.

Real-time Simulation. This type of simulation operates synchronously with system time. It
supports Detect (DE) and Respond (RS) functions of the NIST CSF. In the Detect function, particularly
in categories like anomalies and events (DE.AE) and security continuous monitoring (DE.CM),
real-time simulations are crucial for the immediate collection and correlation of event data from
diverse sources and sensors. This is further crucial in the prompt detection of unusual activities or
cybersecurity incidents, thereby enhancing an organization’s readiness and response capabilities,
as demonstrated in papers like [63], [19], and [66]. In the Respond function, real-time simulations
support the rapid execution of response plans (RS.RP-1) and consistent reporting of incidents
(RS.CO-2), facilitating swift and efficient actions against cybersecurity threats. This minimizes
potential damage and aids in quicker recovery [58, 62].

Offline Simulation. Offline simulations run at different (lower or higher) system speeds
compared with the real world, like a Monte Carlo simulation. They significantly contribute to
the Identify (ID) and Protect (PR) functions of the NIST CSF. In the “Identify” function, offline
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Table 5. Classification of Simulation Technologies in Digital Twins

Domain Simulation Technology Open Source Simulation Type References
General Anylogic ' - Real-—tlme/Ofﬂme [10]
ANSYS Twin Builder Offline [185]
CPS Twinning Real-time [65-67, 69]
Cyber-Physical Systems MATLAB Real-time/Offline [7, 19, 87, 134, 136, 175, 192, 206, 242]
Simulink Real-time/Offline [1, 16, 19, 53, 108, 175, 192, 206]
. ScadaBR Real-time [59]
Automation Systems .
OpenPLC Real-time [58], [59], [80], [234]
. Gazebo Real-time/Offline  [29]
Robotics K .
LabVIEW Real-time/Offline  [78]
Networks Mlm'net Real—t%me [63, 65-67, 69, 165]
Cooja Real-time [123]
E -ti i 165, 1
Water Systems PANET Real t%me/O ine [165, 175]
DHALSIM Real-time [165]
Industrial Simulations SIMIT Lo . Real'—tlme (174]
Tecnomatrix Simulation Offline [242]

Electrical and Power Systems SimpowerSystems Real-time/Offline  [53]

simulations assist in comprehensively understanding and documenting an organization’s assets,
such as in ID.AM-1 and ID.AM-2, where physical devices and software platforms are inventoried.
This role is underscored in papers like [14] and [25], highlighting the importance of offline simula-
tions in asset management and risk assessment (ID.RA). These simulations provide a detailed view
of the organization’s resources and vulnerabilities, enabling better strategic planning and prioriti-
zation. In the Protect function, offline simulations aid in establishing safeguards and maintaining
baseline configurations of IT and control systems (PR.IP-1). They offer a controlled environment to
test and validate security operations without impacting operations [69].

Simulation Tools. To support these simulations, software is pivotal, catering to specific domains
and types (see Table 5). General-domain tools like Anylogic (e.g., [10]) and ANSYS Twin Builder (e.g.,
[10, 185]) offer wide-ranging capabilities, from simulating physical systems to electronic. For cyber-
physical systems, CPS Twinning integrates physical and computational models [66], complemented
by MATLAB (e.g., [19]) and Simulink (e.g., [1]) for computation and multi-domain simulation.
Automation systems benefit from ScadaBR’s focus on supervisory control [59] and OpenPLC’s
open-source approach [58]. Robotics simulations are adeptly handled by Gazebo (e.g., [29]) and
LabVIEW (e.g., [78]), while network environments are emulated by Mininet (e.g., [63]) and Cooja
(e.g., [123]). EPANET (e.g., [123]) and DHALSIM (e.g., [165]) offer specialized solutions for water
systems analysis, and industrial simulations are advanced by SIMIT (e.g., [174]) and Tecnomatrix
Simulation (e.g., [242]) for process optimization. Lastly, electrical and power systems find a niche
in SimpowerSystems [53], underlining the comprehensive scope of simulation technologies.

6.6 Security Operations

There is no universal best practice for designing security operation applications due to the variety
of available tools and distinct system requirements. Each function of the NIST CSF demands specific
tools and methodologies tailored to particular security needs. Therefore, selecting tools for digital
twin-based security operations must be customized to each specific function’s unique challenges
and organizational specifics. However, in developing security operations based on digital twins,
various programming languages, frameworks, and tools strategically support security operations
by optimizing functionality, enhancing user experience, and bolstering security. Programming
languages like C++ [87, 232], known for its performance efficiency, and Python [35, 134, 153, 206,
229, 232], celebrated for its versatility and user-friendliness, play a pivotal role in the backbone
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of digital twin development. Javascript [224] is commonly used for its effectiveness in web-based
applications, while Docker [73, 134] ensures application consistency across various environments.
Frameworks such as Flask [73, 153, 224] enable the creation of robust web applications, while
MATLAB App Designer [53] is instrumental in designing interactive apps. Nginx [2, 3] serves
as a reliable web server and reverse proxy. In the realm of tools, SDN-Wise [123] is utilized for
software-defined networking, enhancing network management, and security. Ettercap [39, 63, 224]
is a crucial resource for network security, specializing in packet sniffing and protocol analysis.
Tools like Nmap [15, 59, 73] and Nessus [15] are key for network mapping and vulnerability
scanning, respectively. Pfsense [39, 126] offers firewall and routing capabilities, whereas Scapy
[224], Dsiem [63, 222, 224], Beacon [185], and KDiff3 [39] provide various functionalities ranging
from packet manipulation to security information and event management. Additional security-
focused tools such as Metasploit [126] for penetration testing, Security Onion [126] for network
security monitoring, and OSSIM AlienVault [126] for security information and event management,
also contribute to security operations.

6.7 User Interaction

User interaction often transcends direct communication with the digital twin itself. Instead, users
typically engage with digital twins through applications designed for security operations, such as
cyber ranges or SOAR platforms, as discussed in papers [19, 75, 109, 172]. These applications act as
intermediaries, facilitating user interaction with the underlying digital twin. A cyber range, for
instance, is an interactive, simulated representation of an OT environment used for cybersecurity
training. In this context, the digital twin is the foundational (simulation) model, mimicking real-
world systems, as elaborated in Refs. [220] and [224]. Similarly, SOAR platforms integrate with
digital twins to enhance cybersecurity incident response and management [75]. In these platforms,
the digital twin provides a dynamic system representation using structural models, enabling users
to visualize, analyze, and respond to security threats more effectively, as detailed in [45] and [75].
Users interact with the SOAR platform’s interface, leveraging the insights the digital twin offers to
make informed decisions and automate responses to security incidents through playbooks.

Different specialized technologies and tools simplify the access to digital twins, each adding a
unique dimension to its functionality (analytics mode). Polygon Cruncher, as referenced in [144],
plays a crucial role in optimizing 3D models, enhancing the efficiency of digital twin representations.
Kibana, highlighted in [29, 63, 222], serves as an invaluable tool for data visualization, enabling
users to analyze and interpret complex data streams effectively. Prometheus, cited in [2], offers
critical capabilities in monitoring and alerting, ensuring the digital twin systems perform optimally.
InTouch software, as seen in [39], is pivotal for industrial automation, providing robust management
and visualization of operational data within digital twins. Lastly, WinCC, mentioned in [23],
aids in process visualization for automated environments, playing a vital role in the control and
oversight of digital twin systems. Together, these technologies and tools underscore the complexity
and technological sophistication of accessing digital twins, highlighting their versatility and the
necessity of a diverse toolkit to unlock their full potential.

7 Challenges and Future Research
7.1 Challenges

Lack of Standards. Digital twins face challenges due to the absence of standards, especially
in real-world OT environments. These environments, often built upon existing infrastructures,
vary significantly in design and technology, creating hurdles for developing standardized digital
twins. Despite the availability of IEC 62443 for security and ISO 23247 for digital twins, the
inherent uniqueness of each system means digital twins are custom-made, making widespread
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adoption challenging [184, 215, 219]. Although organizations (e.g., IETF) are developing digital-twin
networking protocols, these initiatives have yet to secure consensus or achieve broad industry
uptake [123].

Automated Vulnerability Response. The dynamic nature of industrial environments makes
manual vulnerability assessments impractical, highlighting the need for effective automated meth-
ods. Digital twins could play a crucial role in continuously monitoring and identifying vulnerabilities.
The challenge lies in developing systems that can quickly detect weaknesses and automatically
respond to the complexities and dependencies within these systems. However, these systems often
fall short of the real-time performance demands of production-scale digital twins [17], and their
latency limitations make it difficult to ensure automated countermeasures can react swiftly enough
to threats [187].

High-Level Guidance and Access Management. Establishing high-level guidance and man-
aging access to digital twins are vital challenges. Defining strategic frameworks that align with
organizational objectives is complex due to the diverse applications of digital twins. Moreover,
effective access management is critical to prevent unauthorized use, requiring a delicate balance
between collaborative openness and strict control of access, emphasizing the need for clear policies
and robust governance which is especially challenging within heterogeneous IoT environments
[152, 164]. Moreover, evolving regulations (from the EU NIS Directive onward) require adapt-
able digital twin architectures, while regulatory gaps and shifting sector-specific policies hinder
large-scale, cross-border deployment [46, 215].

Knowledge Requirements. Developing digital twins in security operations requires a unique
blend of OT systems and cybersecurity expertise. There is a noticeable gap between the knowledge
of cybersecurity experts and OT engineers, with the former often needing more insight into OT
systems and the latter focusing more on operational excellence than security. This creates a demand
for specialists proficient in both domains to develop effective digital twins for complex environments.
Failing to adhere to such goals will limit the implementation success for creation and adoption
of digital twins as the vast majority of companies and users will not be able to deploy an army
of engineers to create custom digital twins and therefore the adoption of digital twins may be
restricted to an industrial oligopoly [207].

OT/IoT Network Assets Visibility. Gaining comprehensive visibility into OT and IoT networks
is challenging, especially with devices that are not continuously connected. The first step in OT
asset management is constantly gaining clear visibility, guided by the principle that effective
management starts with thorough visibility of the network’s assets [52, 108]. Note that field devices
or sensors are hidden in IP networks (see Purdue model).

Communication Delays and Model Attacks. Digital twins in OT environments are susceptible
to communication delays and model attacks. When applied in real-world scenarios, these issues can
lead to performance problems like network congestion or computational overload, underscoring
the importance of addressing these challenges for the successful implementation of digital twins
[116, 144].

Cybersecurity and Privacy Concerns. Security vulnerabilities are significant concerns in
digital twin development. Synchronization security, resilience against DoS attacks, and data privacy
are critical. The insecurity of IoT devices and the lack of standards for securing digital twins add
to these concerns, making them potential targets for cyber attacks [113, 174, 182]. Digital twins
raise also serious privacy concerns: without robust protection of sensitive components, data, and
interactions, existing privacy technologies may fall short, and the rapid growth of applications
intensifies the need for ethical governance models to manage consent and data usage [113, 185].

Data Management and Quality. Ensuring high-quality data management is a crucial challenge
in digital twins, especially when using machine learning algorithms. Handling data scarcity or
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biases and ensuring the quality of the data are pivotal for the accuracy and effectiveness of digital
twins.

Fidelity and Accuracy. Maintaining high fidelity in digital twin models is crucial but challenging.
The diversity of OT environments and data quality issues make it difficult to achieve the desired
level of model accuracy. Moreover, OT engineers are cautious about adopting new technologies
that might disrupt manufacturing processes [82, 167, 205].

Interoperability, Integration and Scalability. Achieving interoperability and seamless in-
tegration with existing systems is a significant hurdle. Digital twins must be able to adapt to
various protocols and integrate with different management tools, which is often challenging due
to the proprietary nature of many OT protocols [150]. Scalability is another concern, especially
in real-time environments where processing requirements increase with system complexity and
the need for low-latency responses. For instance, [50] highlight that without structured model
integration and modular simulation strategies, digital twins can become computationally infeasible
as systems grow in size.

Explainable Al The use of explainable Al in digital twins is essential for transparency and
trust. This is especially important in safety-critical systems, where understanding Al decisions is
crucial. Challenges include addressing the black-box nature of Al, ensuring model transparency,
and protecting against attacks on the Al model itself [100, 174, 222].

7.2 Future Research

Future research should address these challenges and explore digital twins in lesser-investigated
NIST CSF functions.

Governance, Risk Management, Incident Response, and Recovery. Within the NIST CSF
framework, several subcategories are yet to be fully explored, presenting ripe opportunities for
future research. These include governance and risk management (ID.GV-1 to ID.GV-4), remote
maintenance (PR.MA-2), coordination with stakeholders (RS.CO-4), incorporation of lessons learned
in response plans (RS.IM-1), and recovery and public relations management (RC.CO-1 to RC.CO-2).
These areas lack extensive references and could significantly benefit from digital twins. By delving
into these subcategories, researchers can uncover new ways to enhance security operations.

Exploring Application Domains for Digital Twins in Security Operations. The application
of digital twins in various sectors promises to revolutionize security operations through situational
awareness, predictive analytics, and strategic response mechanisms. In the chemical sector, digital
twins can provide advanced simulations and monitoring capabilities essential for ensuring the
security of chemical production and transportation. In the defense industrial base sector, digital
twins could be invaluable in securing the supply chain for military operations. By replicating
manufacturing and logistical processes, these digital twins can identify vulnerabilities, manage
risks, and safeguard the integrity of critical military resources. In the emergency services sector,
digital twins for simulating various emergency scenarios could significantly enhance resource
allocation, response times, and inter-agency coordination in fire, medical, and police services, thus
bolstering public safety. In the financial services sector, digital twins can simulate networks and
transactions to detect anomalies, predict cyber threats, and strengthen financial infrastructure. In
the government facilities sector, digital twins can be crucial in securing government buildings and
infrastructure.

8 Conclusion

In conclusion, this comprehensive article has made significant strides in understanding the role of
digital twins in security operations by rigorously analyzing a large scale of scientific article in this
area. Our drawbacks are documented using Github. Our exploration of the multifaceted applications
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of digital twins in cybersecurity contexts has illuminated the potential of this technology to
revolutionize how we approach and think cybersecurity. We delved into the understanding of digital
twins, their components, usage, and ways they can be implemented to detect, analyze, and respond
to cyber threats, providing real-time, dynamic, and predictive capabilities that traditional security
operations lack. Our analysis highlighted the efficiency gains and heightened security posture
achievable through the integration of digital twins, particularly in complex and interconnected
digital ecosystems. However, the journey does not end here. The potential of digital twins in
security operations is vast, and numerous avenues remain unexplored. The challenges of scalability,
interoperability, real-time data synchronization, and privacy concerns present fertile ground for
future research. Moreover, standardization and best practices for the deployment of digital twins in
security operations is crucial for their wider adoption and effectiveness. As we continue to navigate
the ever-evolving digital landscape, the role of digital twins will undoubtedly expand and evolve.
This research lays a solid foundation for future explorations in this exciting field. The journey
toward a more secure digital future, with digital twins at the forefront, is just beginning.

Appendix
A NIST Cybersecurity Framework For Critical Infrastructures Mapping

Function
B Identify
B Protect
3 Detect
= Respond
m Recover

# References

Fig. 7. NIST CSF function references (2018-2024), highlighting growth in response and recovery.

Table 6. Comprehensive Mapping of the NIST Cybersecurity Framework Subcategories with 111 Highly
Relevant References

Subcategory  Description References
Function: Identify
ID.AM-1 Physical devices and systems within the organization are inventoried. [7, 14, 25, 28, 37, 42, 46, 47, 53, 73, 75, 99, 105,
119, 126, 134, 138, 144, 149, 155, 156, 209]
ID.AM-2 Software platforms and applications within the organization are inventoried. [14, 25, 28, 48, 51, 52, 73, 75, 76, 81, 99, 105, 126,
134, 138, 149, 155, 156, 209]
ID.AM-3 Organizational communication and data flows are mapped. [14, 25, 28, 75, 76, 99, 105, 126, 134, 138, 149,
155, 156]
ID.AM-4 External information systems are catalogued. [25, 75, 76, 99, 155]

ID.AM-5 Resources (e.g., hardware, devices, data, time, personnel, and software) are prioritized [25, 51, 52, 76, 149, 155]
based on their classification, criticality, and business value.

ID.AM-6 Cybersecurity roles and responsibilities for the entire workforce and third-party stake-
holders (e.g., suppliers, customers, partners) are established.

ID.BE-1 The organization’s role in the supply chain is identified and communicated. [76, 81, 119]

ID.BE-2 The organization’s place in critical infrastructure and its industry sector is identified and ~ [37, 76, 119]
communicated.

ID.BE-3 Priorities for organizational mission, objectives, and activities are established and com- [37]
municated.

ID.BE-4 Dependencies and critical functions for delivery of critical services are established. [37, 81, 99, 149]

ID.BE-5 Resilience requirements to support delivery of critical services are established for all ~ [37, 81, 149, 193, 208]
operating states (e.g., under duress/attack, during recovery, normal operations).

ID.GV-1 Organizational cybersecurity policy is established and communicated.

(Continued)
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Table 6. Continued
Subcategory  Description References
ID.GV-2 Cybersecurity roles and responsibilities are coordinated and aligned with internal roles
and external partners.
ID.GV-3 Legal and regulatory requirements regarding cybersecurity, including privacy and civil
liberties obligations, are understood and managed.
ID.GV-4 Governance and risk management processes address cybersecurity risks.
ID.RA-1 Asset vulnerabilities are identified and documented. [14, 25, 37, 48, 56, 75, 76, 81, 149]
ID.RA-2 Cyber threat intelligence is received from information sharing forums and sources. [14, 75, 76, 81, 105, 149]
ID.RA-3 Threats, both internal and external, are identified and documented. [14, 37,73, 76, 81, 99, 105, 149, 209]
ID.RA-4 Potential business impacts and likelihoods are identified. [76, 81, 99, 119, 149, 209]
ID.RA-5 Threats, vulnerabilities, likelihoods, and impacts are used to determine risk. [48, 76, 99, 149]
ID.RA-6 Risk responses are identified and prioritized. [76,99, 193]
ID.RM-1 Risk management processes are established, managed, and agreed to by organizational ~ [76, 105]
stakeholders.
ID.RM-2 Organizational risk tolerance is determined and clearly expressed.
ID.RM-3 The organization’s determination of risk tolerance is informed by its role in critical
infrastructure and sector specific risk analysis.
ID.SC-1 Cyber supply chain risk management processes are identified, established, assessed,  [48]
managed, and agreed to by organizational stakeholders.
ID.SC-2 Suppliers and third party partners of information systems, components, and services are ~ [48]
identified, prioritized, and assessed using a cyber supply chain risk assessment process.
ID.SC-3 Contracts with suppliers and third-party partners are used to implement appropriate  [48]
measures designed to meet the objectives of an organization’s cybersecurity program
and Cyber Supply Chain Risk Management Plan.
ID.SC-4 Suppliers and third-party partners are routinely assessed using audits, test results, or ~ [48, 81]
other forms of evaluations to confirm they are meeting their contractual obligations.
ID.SC-5 Response and recovery planning and testing are conducted with suppliers and third-party

providers

Function: Protect

PR.AC-1

PR.AC-2
PR.AC-3
PR.AC-4

PR.AC-5
PR.AC-6
PR.AC-7

PR.DS-7

PR.DS-8
PRIP-1

PRIP-2
PRIP-3
PRIP-4
PRIP-5

PRIP-6
PRIP-7
PRIP-8
PRIP-9

PRIP-10
PRIP-11

PRIP-12
PRMA-1

PR.MA-2

Identities and credentials are issued, managed, verified, revoked, and audited for autho-
rized devices, users and processes.

Physical access to assets is managed and protected

Remote access is managed

Access permissions and authorizations are managed, incorporating the principles of least
privilege and separation of duties.

Network integrity is protected (e.g., network segregation, network segmentation).
Identities are proofed and bound to credentials and asserted in interactions.

Users, devices, and other assets are authenticated (e.g., single-factor, multi-factor) com-
mensurate with the risk of the transaction (e.g., individuals’ security and privacy risks
and other organizational risks).

All users are informed and trained.

Privileged users understand their roles and responsibilities.

Third-party stakeholders (e.g., suppliers, customers, partners) understand their roles and
responsibilities.

Senior executives understand their roles and responsibilities.

Physical and cybersecurity personnel understand their roles and responsibilities.
Data-at-rest is protected.

Data-in-transit is protected.

Assets are formally managed throughout removal, transfers, and disposition.

Adequate capacity to ensure availability is maintained.

Protections against data leaks are implemented.

Integrity checking mechanisms are used to verify software, firmware, and information
integrity.

The development and testing environment(s) are separate from the production environ-
ment.

Integrity checking mechanisms are used to verify hardware integrity.

A baseline configuration of information technology/industrial control systems is created
and maintained incorporating security principles (e.g., concept of least functionality).
A System Development Life Cycle to manage systems is implemented.

Configuration change control processes are in place.

Backups of information are conducted, maintained, and tested.

Policy and regulations regarding the physical operating environment for organizational
assets are met.

Data is destroyed according to policy.

Protection processes are improved.

Effectiveness of protection technologies is shared.

Response plans (Incident Response and Business Continuity) and recovery plans (Incident
Recovery and Disaster Recovery) are in place and managed.

Response and recovery plans are tested.

Cybersecurity is included in human resources practices (e.g., deprovisioning, personnel
screening).

A vulnerability management plan is developed and implemented.

Maintenance and repair of organizational assets are performed and logged, with approved
and controlled tools.

Remote maintenance of organizational assets is approved, logged, and performed in a
manner that prevents unauthorized access.

[23, 133, 178]

[23, 76, 119, 186]
[23, 35, 57, 76, 118, 178]
[35, 51, 52, 57, 76, 118, 133, 178]

[51, 52, 57, 76, 133]
[35, 51, 52, 76, 118, 133, 178]
[35, 51, 52, 76, 119, 178]

[22, 36, 69, 96, 156, 209, 211, 224]
[22, 36, 82, 156, 209, 224]

[22, 36, 63, 82, 156, 209, 211, 224]

[23, 35, 48, 51, 52, 104, 133]

[3, 23, 35, 48, 51-53, 57, 116, 133, 238, 241]
[28, 51, 52, 76, 97]

[53,76]

[48, 51, 52, 57, 73, 76]

[48, 53, 65, 66, 76, 81, 133]

[1, 2, 14, 48, 53, 66, 200, 209]

[7, 23]

[28, 51-53, 63, 65, 73, 76, 104, 118, 133, 149,
193, 195, 196, 200, 209, 236, 238, 240, 241]
[48, 149]

[48, 63, 97, 149, 201, 209]
[63, 149]

[37, 51, 52, 66, 149]

[51, 52, 133]
[8, 48, 54, 59, 66, 75, 149, 170, 200, 209]

[8, 75, 76, 149, 209]

[8, 75,76, 149, 186, 209, 224]
[29, 76, 186]

[48, 75, 76]
[48, 76, 97, 149]
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Subcategory  Description References
PRPT-1 Audit/log records are determined, documented, implemented, and reviewed in accordance [48, 58, 62, 63, 66, 69, 76, 119, 149, 178]
with policy.
PRPT-2 Removable media is protected and its use restricted according to policy.
PRPT-3 The principle of least functionality is incorporated by configuring systems to provide  [35, 76]
only essential capabilities.
PRPT-4 Communications and control networks are protected. [3, 4, 12, 63, 65, 66, 76, 82, 89, 97, 100, 116, 123,
209]
PRPT-5 Mechanisms (e.g., failsafe, load balancing, hot swap) are implemented to achieve resilience  [54, 59, 65, 66, 82, 122, 149, 201, 209, 217]

DE.AE-1

DE.AE-2

DE.AE-3

DE.AE-4

DE.AE-5

DE.CM-1

DE.CM-2

RS.RP-1
RS.CO-1
RS.CO-2

RS.CO-3
RS.CO-4
RS.CO-5

RS.AN-1

RS.MI-1
RS.MI-2

RS.MI-3
RS.IM-1
RS.IM-2

RC.RP-1
RC.IM-1
RC.IM-2
RC.CO-1
RC.CO-2
RC.CO-3

requirements in normal and adverse situations.

Function: Detect

A baseline of network operations and expected data flows for users and systems is
established and managed.

Detected events are analyzed to understand attack targets and methods.

Event data are collected and correlated from multiple sources and sensors.

Impact of events is determined.
Incident alert thresholds are established.

The network is monitored to detect potential cybersecurity events.

The physical environment is monitored to detect potential cybersecurity events.

Personnel activity is monitored to detect potential cybersecurity events.

Malicious code is detected.

Unauthorized mobile code is detected.

External service provider activity is monitored to detect potential cybersecurity events.
Monitoring for unauthorized personnel, connections, devices, and software is performed.
Vulnerability scans are performed.

Roles and responsibilities for detection are well defined to ensure accountability.
Detection activities comply with all applicable requirements.

Detection processes are tested.

Event detection information is communicated.

Detection processes are continuously improved.

Function: Respond

Response plan is executed during or after an incident.
Personnel know their roles and order of operations when a response is needed.
Incidents are reported consistent with established criteria.

Information is shared consistent with response plans.

Coordination with stakeholders occurs consistent with response plans.

Voluntary information sharing occurs with external stakeholders to achieve broader
cybersecurity situational awareness.

Notifications from detection systems are investigated.

The impact of the incident is understood.

Forensics are performed.

Incidents are categorized consistent with response plans.

Processes are established to receive, analyze and respond to vulnerabilities disclosed
to the organization from internal and external sources (e.g., internal testing, security
bulletins, or security researchers).

Incidents are contained.

Incidents are mitigated.

Newly identified vulnerabilities are mitigated or documented as accepted risks.
Response plans incorporate lessons learned.
Response strategies are updated.

Function: Recover

Recovery plan is executed during or after a cybersecurity incident.

Recovery plans incorporate lessons learned.

Recovery strategies are updated.

Public relations are managed.

Reputation is repaired after an incident.

Recovery activities are communicated to internal and external stakeholders as well as
executive and management teams.

[4,7, 8,12, 28, 33, 42, 53, 63, 69, 73, 76, 106, 108,
119, 122, 123, 133, 144, 161, 174, 177, 196, 200,
201, 208, 209, 222, 235, 240, 241]

[8, 12, 14, 23, 42, 46-48, 53, 59, 63, 66, 69, 73, 76,
119, 133, 144, 161, 174, 177, 195, 200, 201, 208,
209, 217, 222, 227]

[4,7,8, 12, 14, 16, 18, 23, 28, 29, 33, 42, 46-48,
53, 59, 62, 63, 65, 66, 69, 73, 76, 88, 89, 100, 106,
119, 122, 123, 126, 133, 138, 140, 142, 144, 149,
161, 170, 174, 177, 195, 196, 201, 206, 208, 209,
217, 222, 227, 235-238, 241]

[7,8, 14, 28, 46-48, 53, 59, 63, 73, 76, 99, 108,
133, 144, 149, 161, 174, 209, 227]

[7,8, 33, 46, 47, 53, 59, 63, 65, 66, 73, 76, 89, 133,
149, 161, 174, 201, 208, 209, 222, 227)

[3, 4,8, 12, 14, 18, 23, 33, 37, 42, 51-53, 57, 62,
63, 65, 66, 69, 73, 75, 76, 82, 89, 97, 100, 104,
116, 123, 126, 133, 134, 138, 140, 149, 161, 170,
174, 177, 193, 195, 196, 201, 206, 208, 209, 222,
227, 236, 240]

[3,4,7, 14, 18, 37, 46, 47, 51-54, 62, 65, 66, 69,
75,76, 82, 88, 97, 104, 108, 119, 122, 134, 138,
140, 142, 174, 186, 193, 201, 206, 208, 209, 236]
[29, 73, 75, 76, 104, 186, 209]

[48, 73, 75, 76, 104, 209, 227]

[48, 73, 75, 76, 104, 209, 227]

[51, 52, 75, 76, 81, 186]

[51, 52, 65, 73, 75, 76, 119, 186, 209]

[14, 48, 56, 59, 76, 81, 134, 221]

[51,52]

[48, 51, 52, 63, 133]

[1, 2, 48, 63, 76, 134, 237]

[1,2,8,53, 63,75, 76,97, 133, 174, 177, 201, 209,
222]

[63, 75, 76, 104, 106, 133, 177, 193, 209]

[2, 8,75, 76, 106, 193, 224]

[36, 76, 211, 224]

[1,2,7,8, 14, 18, 51-53, 57, 62, 63, 65, 66, 75, 76,
97, 104, 106, 133, 174, 177, 193, 209, 222, 240]
[51, 52, 62, 76, 104, 106, 133, 209]

[62,76]

[8,75, 76, 133, 149, 209, 240]

[1,2,8,37, 48, 75, 76, 133, 149, 200, 209, 224]
[8, 48, 58, 76, 149, 209, 224]

[75, 76, 209]

[1,2,73,75, 76, 88, 149, 156, 193, 209, 240]
[2,3, 73,75, 76, 88, 149, 156, 193, 209, 217, 224,
238, 240]

[59, 76, 149, 209]

[75, 76, 149, 156]

(8,75, 76, 149, 156, 193, 224]

[76, 149, 224]
[75, 76, 149, 224]

8,75, 76]
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