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Abstract—Digital Twins (DTs) are a key technology for smart
ecosystems to provide accurate digital representation of their
constituents, e.g., smart buildings, farms, transportation, and
citizens, as well as synchronization between the digital and the
real subject, and the exploration of what-if scenarios and trade-
off reasoning. To cope with emerging complex socio-technical
ecosystems, we need to bring DTs together, which is a challenging
endeavor. After giving a historical overview of system adaptation,
we review the many enabling technologies that can help with DT
integration. Using a smart city as an illuminating example to
highlight scenarios that require integration of DTs, we discuss a
model-based conceptual framework that identifies DT integration
strategies and elaborate on nine key integration challenges that
still need to be addressed. We call on the DT community to
investigate these challenges.

Index Terms—digital twin, integration, challenges

I. INTRODUCTION

Digital twins (DTs) have emerged as a successful, modular
means to interact with the physical world in a feedback loop
involving the exploration of what-if scenarios at different
abstraction levels [1], [2]. In the same way that humans do not
live in isolation, but organize themselves into societies based
on common goals, we need to bring digital twins together
to support the analysis and optimization of emerging socio-
technical ecosystems at a larger scale. Existing attempts have
led to the proliferation of ad hoc solutions that integrate
multiple DTs to reason about smart ecosystems [3].

In this vision paper based on a one-week workshop attended
by all authors, we argue that a more systematic, integration-
focused, model-based DT engineering approach is needed. Our
key contribution is a model-based conceptual framework that
identifies DT integration strategies for newly developed and

existing DTs, DT integration challenges, relevant enabling
technologies, and a mapping from integration challenges to
enabling technologies motivated by real-world DT integration
use cases. We give a historical overview of system adaptation
to further motivate the framework. Furthermore, we describe
the aggregate elements of a DT ecosystem and their design-
and run-time relationships and provide a roadmap for DT de-
velopers comprising the detailed descriptions of nine technical
and socio-technical challenges to DT integration ((3-@D).

II. HISTORICAL OVERVIEW

How did we get here? Society is greatly influenced by
a transformative shift from engineered physical systems to
software-intensive systems (Figure 1, middle), driven by the
need for adaptability, cost-efficiency, and rapid innovation. By
enabling quicker and possibly remote updates, rapid prototyp-
ing, and global distribution, software systems offer far greater
flexibility than their physical counterparts. This facilitates
a dynamic and interconnected technological landscape that
fosters innovation and addresses the challenges of a rapidly
evolving world.

Over time, this led to a stepwise extension of system types
from embedded systems to distributed and integrated Cyber-
Physical Systems (CPSs) (Figure 1, middle left-to-right). Once
the role of humans is also considered, we call such systems
Cyber-Physical Social Systems (CPSSs) or socio-technical
systems [4]. These systems are deployed in specific domains,
such as smart cities or smart manufacturing, ending up in smart
ecosystems, where constituents interact and pursue shared ob-
jectives. Examples of such objectives are those in line with the
17 United Nations Sustainable Development Goals [5], such


https://orcid.org/0000-0002-7104-7848
https://orcid.org/0000-0001-6611-5431
https://orcid.org/0009-0006-8070-9184
https://orcid.org/0009-0005-0185-9997
https://orcid.org/0000-0002-3653-0148
https://orcid.org/0000-0002-7779-8810
https://orcid.org/0000-0001-9825-5359
https://orcid.org/0000-0002-7221-3676
https://orcid.org/0000-0001-5397-9548
https://orcid.org/0000-0003-0255-3699
https://orcid.org/0000-0003-4212-7029
https://orcid.org/0000-0003-1570-1339
https://orcid.org/0000-0002-4999-2544
https://orcid.org/0000-0001-9769-216X
https://orcid.org/0000-0001-6304-9926
https://orcid.org/0000-0001-6527-1651
https://orcid.org/0000-0003-3534-253X

(" . . N[ . )
Enabling Technologies Use Case: Smart City Ecosystem [
« Databases (DB)
+ Component-Based Software @ & III
Engineering (CBSE) Smart Buildin,
" 5 Bus g
* Configuration Management (CM) Vertical Farm +Transportation DT +Building DT
* Model-Driven Engineering & Software «Room DT *Bus DT ';’e SV“eD'.“r i)
Language Engineering (MDE & SLE) *HVAC DT * Passenger DT ,stacl;;
3 4 *Irrigation Tank DT
* Simulation (SIM) e «Employee DT
* Process Mining (PM)
* Software Engineering Process Models
(SEPM)
* Situational Method Engineering (SME)
G '\ J
( . N N\
Legend Adaptation History
DT Building Blocks R - R . R
Dyr y Digital Twins for Digital Twins for
Adaptive Systems  CPS and Humans
De: DT
softw DT %
oftware —
[s | » (e T D
Physical n B B % ﬂ DT ‘§
P 2 5
kpw‘ Time 5
Explicit adaptation P I
Implicit adaptation EEI;H
S 5] 5] it
AHE o
5| I s B s
iR S N\ ® »
(7] 3 R
Humans Hardware Embedded Cyber - Physical Cybt_er - Physical Cy_ber -Physical
y y Social Systems Social Ecosystems E
volution
(g J
4 = = )
Integratlon Strategles
Working with separate DT systems Creating a new DT
1a) Share i 1b) Coordination 2a) Use i 2b) Composition
- H H
! : l i)
! _v[DTn] ! S| [ o725
! DT3 fe = > [ i 2 a
; [oT3le =5 |
\ ‘ ’ J
1 Mapping to Enabling Technologies )
.| Enabli .| Enabli .| Enabli
Challenge | Scenario T:ghnlgI%Ji_es Challenge | Scenario T::hr::l% oS Challenge Scenario T:ghnlglg) e
A: 1104 CBSE, CM, D: CBSE, MDE & G: 11.12 DB, CBSE, CM,
Modularization MDE & SLE Orchestration SLE, SIM Ecosystem-Aware : MDE & SLE, SIM
b CBSE, MDE & E: Integrate CBSE, CM, MDE H: DB, CBSE, CM,
B:Interfaces | 1104 | SIE PM,SIM_| black-box DTs &SLE, SIM Trust-by-Design | 5112 | MDE& SLE, Sl
. o CBSE, MDE & F: Ad-hoc CBSE, CM, MDE I: Multi-
L C:Uncertainty | 1104 | g/ g integration | 6109 [&'SIE.PM SIM | disciplinary teams | 11012 | PM. SEPM, SME )

Fig. 1. Enabling Technologies for DT Systems (top left), Example Ecosystem with DTs (top right), A Brief History of Adaptation (middle 1st), Integration
Strategies for DTs (middle 2nd), Mapping of Challenges to Enabling Technologies (bottom)

as responsible consumption and production, sustainability, as
well as legal and ethical goals. In such ecosystems, data
analytics and Al techniques are currently used to analyze and
monitor their development [6].

In parallel, novel techniques have emerged where adaptivity
management based on monitoring, analyzing, and planning
of system updates became an explicit constituent of such a
system. This started with Self-Adaptive Systems (SASs) [7]
focusing on dynamic adaptation to changing conditions and
uncertainty made available by an explicit feedback loop (e.g.,
MAPE-K [8]) (Figure 1, middle). SASs bring optimization, re-
silience, and fault tolerance. Together with advanced decision-
making mechanisms, this makes them well-suited for coping
with complex and dynamic environments, ensuring continuous
evolution and improved system performance.

Further advancing this evolution is the detachment of the
high-level control and planning part of the system into so-
called DTs [9] on top of the functional and low-level control
software and the physical system. A DT is a software system
that purposefully represents an original, accurately reflects its
changes, can act upon its original, and provides added value

to users or other systems [10]. It manages models of and data
from real-world entities, can perform analytics, and acts on the
real entities to improve specific Key Performance Indicators
(KPIs), such as sustainability, resilience, and resource effi-
ciency [1]. Enhancing CPSSs with DTs enables deeper analy-
sis, predictive modeling, and simulation of various scenarios.
DTs also provide added value for better decision-making and
performance optimization, thereby creating a bridge between
the physical and digital realms [11]. If designed properly,
they furthermore improve the modularity of SASs with a clear
separation of concerns, better flexibility of the feedback loop,
and advanced uncertainty management.

DT Integration. Engineering these DT-based CPSS ecosys-
tems is a complex endeavor, which needs a deep understanding
of how to integrate the building blocks of DTs. We assume a
modular structure within a DT based on (i) gateways between
the physical and the virtual worlds, (ii) data stores (a.k.a.
digital shadows), (iii) descriptive, predictive, and prescriptive
models [12], (iv) and atomic as well as composed services
[9]. By integrating DTs, organizations gain flexibility and can
better understand the entire ecosystem. In addition, it fosters



collaboration, ensures interoperability, and facilitates synchro-
nized adaptation across multiple interconnected entities. Thus,
we need novel standardized interface formats for those multi-
modal DT interfaces; novel composition (possibly evolving
dynamically over time) and matching techniques for DT APIs;
and an understanding of the properties of interacting DTs.
This also leads to the demand for new holistic engineering
processes to support software engineers in building and in-
tegrating DT-based CPSS ecosystems, where overall system
properties are understood and can be handled.

After reviewing the state-of-the-art and existing enabling
technologies, we use the example of a smart city (Figure 1,
top) to present six use cases highlighting situations that require
the integration of DTs, and identify open challenges for both
practitioners and researchers relevant to the field of DT.

III. STATE-OF-THE-ART, INTEGRATION STRATEGIES, AND
ENABLING TECHNOLOGIES

In their discussion on DT challenges, Michael et al. [13],
while not covering integration strategies, state that DT inte-
gration is challenging and not solved. Similarly, based on a
systematic literature review, Olsson and Axelsson [14] argue
that the challenges for systems-of-systems (SoS) also apply
for systems of DTs, and that the implementation process
for DTs is not yet fully understood. Cavalcante et al. [15]
further investigate the interplay between DTs and SoS and
related challenges but do not focus on DT integration. Bu-
caioni et al. [16] propose an MDE conceptual framework
for the continuous engineering of federated DTs, along with
challenges. For the use of DTs for civil structures, Michael et
al. [17] describe applicable modeling approaches and discuss
modeling challenges for this industry.

DT development relies on a broad and continuously growing
foundation of technologies that over decades resulted in a
multitude of enabling technologies [3], which, following the
Digital Twin Capabilities Periodic Table [18], can be grouped
along six functional dimensions': data services, integration,
intelligence, user experience (UX), management, and trustwor-
thiness. Specific solutions exist for most of these capabilities.

Data services, for instance, include data ingestion, aggre-
gation, and storage. For this, cloud-based solutions, such as
AWS IoT TwinMaker [20] and Azure Digital Twins [21], or
industrial on-premise technologies, such as OPC UA [22],
address the need for such data management, but are lacking
in other aspects, such as the DTs’ behavioral description.

To represent the twinned system and give meaning, data
must be linked to models, ensuring the complementarity and
combination of inductive and deductive reasoning [23]. These
models then have to be aligned, merged and/or orchestrated,
synchronized, and overall managed systematically to be ef-
fectively used by the twins. For some of these challenges,
solutions already exist, e.g., the MODA framework [12],
MDE techniques (e.g. model transformations, model evolu-
tion), the Asset Administration Shell [22], and domain-specific

IA classification of such capabilities [19] exists but is organized according
to main DT components

languages [24]. These solutions should be leveraged, and
possibly extended, for use in the DT context. Other enabling
technologies have been already identified in the literature to
cover most of these capabilities [25], [26]. Moreover, Mar-
tinelli et al. [27] and Visser et al. [28] present a hierarchical
architecture for DTs in the manufacturing and automative
industries, respectively, but do not describe how DT integration
is to be accomplished. Kuruppuarachchi et al. [29] present
yet another architecture for DTs. Schroeder et al. [30] discuss
six topologies for DTs, including the aggregated DT. Onaji et
al. [31] discuss DT integration but focus in particular on prod-
uct and process DTs. Gil et al. propose an MDE approach [32]
for the composition of DTs including co-simulation [33] but
do not take the composition of inductive models into account.
Gill et al. [34] report on initial work towards automated DT
composition. Fu et al. [35] present a combined multi-view and
multi-level approach for increased DT interoperability at the
model level. Michael et al. [36] argue that MDE can help
support the DT life cycle. Khedr and Fitzgerald [37] perform
a systematic literature review, focusing on DT validation &
verification, but also provide a coarse classification of DT
composition approaches and state that uncertainty, complexity,
and lack of standards are key technical challenges. Varela et
al. [38] report on DT interoperability based on a systematic
mapping study, highlighting ontologies and standardization as
crucial solutions. Li et al. [39] also use ontologies to support
DT integration. Pias et al. [40] focus on privacy and ethical
issues in the context of interconnected DTs.

This paper focuses on the integration of DTs through a
conceptual framework that identifies integration strategies. At
a high level of abstraction, different integration strategies exist
to support various scenarios. For example, DTs that evolve in
the same context can share common building blocks, or they
can coordinate using their interfaces (Strategies la and 1b in
Figure 1, middle). Another strategy is to create a new DT that
uses a set of existing DTs through their interfaces (Strategy
2a), or even build a new DT either by merging or composing
their building blocks (Strategy 2b.1) or coordinating their
building blocks (Strategy 2b.2).

Strategy la has the lowest complexity, as the DTs do not
have to know about each other. Two DTs may share a building
block but are otherwise independent of each other, requiring
only some kind of agreement about the shared building block
(e.g., same data structure, interfaces, etc). Strategy 2a has a
similar complexity, as the used DTs (DT 1 to DTn in Figure 1)
remain the same and DT3 only needs access to them via
interfaces. Again, agreements are needed on the stability of the
interfaces of existing DTs over time, similarly to Strategy la.
Strategy 1b has a higher complexity in the integration process,
as an agreement needs to reached about how building blocks
are coordinated and how they relate to each other, especially
in case of changes. Realizing Strategy 2b has the highest
complexity, as each building block has to be checked for its
ability and particular functionality to be reused. This might
also mean, that building blocks are combined, e.g., gateways,
models, or data are merged or certain services are connected



posing additional requirements on their validity restrictions
and input/output specifications.

DT integration demands common, multi-modal, interfaces
between DTs that provide access to their building blocks (gate-
ways, data, models, and services). A plethora of existing tech-
niques that enable interface-based modularization and com-
position exist in different areas of Computer Science, which
should be used as a source of inspiration for enabling the DT
integration (Figure 1, top left). This includes techniques from
Databases (schema integration, federated databases, Interna-
tional Data Spaces, domain-specific repositories), Component-
Based Software Engineering (the notion of component and the
modularity it provides, provision and expectation of interfaces,
API matching, ontologies and matching, coupling of compo-
nents, service orchestration), Configuration Management (vari-
ants, variability and versioning, adaptation), Model-Driven En-
gineering and Software Language Engineering (metamodeling,
model types/composition/versioning), and finally integration
techniques from Simulation, Co-simulation and “What If”-
Analyses. To cover the evolution of integrated DTs over time
within an ecosystem, inspiration can be taken from areas such
as Process Mining (process discovery, process conformance
analysis, process prediction), Software Engineering Process
Models (security-by-design, ethics-by-design), and Situational
Method Engineering (iterative, incremental, agile).

The scientific community has longstanding experience in the
development of approaches and solutions for the synergistic
integration of these technologies. Given the explicit need for
modeling capabilities within each DT, the extension of orches-
tration, synchronization, and merging of (meta-)models [41]
for their use by DT-systems are of utmost importance. This
model-based approach further facilitates the integration of
all other ecosystem aspects to assert the development of
sustainable properties, including safety, security, and fairness.

The technical composition of individual constituents in
a bottom-up fashion has to be supported by the parallel
establishment of a global orchestration, which guides the
entire federated ecosystem in the desired direction. This socio-
technical challenge demands new and integrated concepts,
methods, and tools to define common, multi-modal interfaces
of DTs, modularize their building blocks, and ensure their
trustworthiness and alignment with business goals.

IV. ILLUMINATING SMART ECOSYSTEM EXAMPLE
NECESSITATING DT INTEGRATION

We use the smart city as an illuminating example to present
six use cases (UC) highlighting situations that require the
integration of Digital Twins. For each use case, we describe
one or more scenarios (identified with black numbered circles
Q- @) of how to address the use case and discuss its
key corresponding challenges (identified with letters in red
circles @3-@)). The challenges project a research roadmap to
advance support for DT integration. Figure 1, bottom, gives
an overview of the mapping of the challenges and scenarios
to the aforementioned enabling technologies.

A smart city is one example of a smart ecosystem with a de-
centralized architecture comprising of several socio-technical
systems, such as smart buildings, transportation, farming,
but also citizens (Figure 1, top right). To achieve increased
levels of service quality, adaptability, and sustainability, these
systems will need to interact with each other with unparalleled
flexibility and automation. Each system is by itself an ecosys-
tem of smaller parts. To improve modularity and separation
of concerns, it is increasingly common to use DTs to realize
such ecosystems.

For example, in a controlled environment agriculture indoor
farm, a Heating, Ventilation and Air Conditioning (HVAC)
DT of a growing room includes a predictive model for room
temperature, while a DT of a single plant (e.g., strawberry)
may allow simulation of the yield of a fruit.

UC1: Sharing of Building Blocks.

Because the plants influence the temperature of their room,
the HVAC’s predictive model no longer reflects the physical
system. Hence, it is necessary to evolve and adapt the existing
HVAC DT by combining it with the Plant DT into a Room DT
to perform co-simulation. @) Use of Service. Assuming that
the heat source profile of a plant is known and the HVAC DT
exposes a service to estimate room temperature given a known
heat source profile, the Room DT could use the service. This
means that the HVAC DT was built with reuse in mind and
may require the heat source profile to be in a required format.
@ Use of Predictive Model. If the plant’s heat source profile
is not known, but the HVAC DT exposes its predictive model,
then it is possible to ask the HVAC DT to learn an updated
predictive model based on the current heat sources in the room
(i.e., including the plants). @€ Use of Data. Alternatively, if the
HVAC DT allows access to its data (e.g., historical temperature
data for a room), then a new predictive model based on the
room temperature and the grower’s actions could be built for
the Room DT to estimate the yield of the room. @) Use of
Gateway (Events). Finally, the new predictive model of the
Room DT could be enhanced by feeding it with real-time data
by observing the gateway events of the HVAC DT (if exposed).

This use case highlights several integration challenges,
namely modularization, standardization of interfaces, and com-
position under uncertainty.

@ Modularization of a DT to enable flexible compo-
sition and address challenges related to trustworthiness,
economics, and ethics. A DT is composed of building blocks
(gateways, data, models, services) that interact for a given pur-
pose. As a basic design-time challenge relating to many other
challenges, it is unclear how the different building blocks need
to be modularized to enable flexible composition within/across
DTs cost-effectively while addressing trustworthiness.

Across DTs, different DT building blocks may require
composition depending on the purpose of the composed DTs.
Within a DT, each component may be independently coupled
to perform certain actions pertaining to the DT’s purpose.
A DT can be seen as a composition of grey-box building
blocks, each exposed through an interface to interact with the



DT. However, the internal DT modularity is a challenge, as
each DT building block may have to be coupled to any other
building block seamlessly (Strategies 2a and 2b in Figure 1).

() Well-defined interfaces, model hybridization, data
interchange format, and composition operators for DTs
and their building blocks. There are no standardized inter-
faces (APIs) for DTs and their building blocks, which hampers
their systematic integration. Hybridization of analytical models
(in the classical sense in the model-driven engineering com-
munity) for deductive reasoning with statistical and machine
learning models (from data sciences) for inductive modeling
is a major challenge for leveraging on the combination of such
models in DTs. In addition, different DTs and DT technologies
imply different representation formats for data, models, and
services. Yet for DT integration, the standardization of inter-
change formats is needed, which may be known for services
and data, but currently is difficult for models. For example, the
FMI standard [42] facilitates integration by offering the ability
to encapsulate models and their simulation, but is limited to
the support of analytical models, with no consideration of data
and predictive models to combine inductive and deductive
reasoning. A recent expert survey by Reif et al. [43] also
highlights among other things that standardization and interop-
erability remain critical challenges. Acharya et al. [44] propose
six interoperability levels (technical, syntactic, semantic, prag-
matic, dynamic, and organizational) with associated challenges
based on a systematic literature review. Furthermore, David et
al. [45] report on a panel discussion that stressed the need to
reach higher levels of interoperability for DT systems.

O Handling the compounding uncertainty, fidelity, and
assumptions that stem from the individual DTs. The
trustworthiness of DTs depends on their intrinsic uncertainty,
fidelity to their real-world twin, and many other quality
factors, all of which must be considered and possibly mitigated
using specific countermeasures to ensure the validity of the
composed DTs.

UC2: Sharing of DTs.
To support economic expansion, plants other than strawberries
can be produced. As such, re-developing an entire DT for
the new crops is unreasonable, as rooms, HVACs, and other
parts would not change. €@ Plug & Play. It should be
possible to seamlessly replace the Strawberry DT with a
Tomato DT. However, if the plug & play capability stays at the
technical level (e.g., a standard describing how two DTs can
exchange information using a given protocol), then we lose
the “semantics” of the Strawberry DT, which is not only a
data provider for the room, but also used by growers to better
understand the farm. The Digital Twin Consortium also calls
for addressing the challenge of plug & play style DTs [46].
(@ Orchestration or Choreography of DTs. The com-
position of DTs requires the integration of their building
blocks. Depending on the type of composition, integration
may only involve the coupling of the DTs’ interfaces in a
black-box fashion or may require a more complex integra-
tion mechanism to couple the DTs as a white-box. For the

latter case, this mechanism is still to be defined, as different
DTs may require orchestration between models with different
timescales, paradigms, communication protocols, data sources,
and heterogeneous systems. This mechanism may build on
established approaches for service composition.

(D Developing specialized techniques to integrate black
box, proprietary or legacy DTs. Stakeholder constraints may
necessitate the integration of legacy DTs and/or black-box
proprietary DTs into the ecosystem. If not developed with inte-
gration in mind, using outdated technology and/or supporting
multiple versions poses significant integration challenges.

This use case also highlights issues related to (CR) intellec-
tual property of composed DTs, a general challenge applying
to all use cases and discussed at the end of this section.

UC3: Evolution.

DTs may share their building blocks (Strategy 1a in Figure 1),
all of which may evolve. For example, in an initial design, each
room has its own irrigation system with a tank. The predictive
model of the Room DT estimates the level of the solution
in the tank by subtracting the quantity already used from the
capacity of the tank. In a new design, two instances of a Room
DT share the same irrigation tank, which renders the current
level estimation of the predictive model invalid. (@ Evolution
of Predictive Model. To correctly estimate the quantity in
the tank, the predictive model of the Room DT needs to be
evolved. @) Separation of Concerns. Alternatively, a new
Irrigation Tank DT could be created by extracting it from the
Room DT. This new Irrigation Tank DT must then be com-
posed with the two Room DTs. @) Independent Evolution.
A third alternative is to evolve a Room DT independently
of the existing Room DT, i.e., two different variations of the
Room DT now exist (one assuming an exclusive tank and one
assuming a shared tank).

Similarly, a smart bus company provides open data on
bus locations every two minutes. The Bus DT uses open
data to access the routes, timetables, etc. and calculates
the optimal speed to save fuel. The City DT, on the other
hand, predicts emissions based on traffic using open data
and cameras installed along streets. When the bus company
decides to change the format for its open data and modify
its Bus DT, the City DT may be impacted by this change.
None of the previous scenarios apply in this case, because
it is a technical/internal concern related to the availability of
dependent information. Assuming an impact due to the change,
a € Duplication/Synchronization Mechanism is required so
that each DT has its own access to shared information.

(@ Support for ad-hoc integration of DTs at run-
time. Integrated DTs may require run-time adaptation of their
models, services, or gateways, for which there are currently
no standards or methods. In particular, the integration and
adaptation of “future-time” technologies (i.e., integration of
technologies that support what-if scenarios and trade-off rea-
soning) is an open challenge.

This use case also highlights issues related to Z) quality
assurance and consistency of composed DTs, which are



general challenges that apply to all use cases and are discussed
at the end of this section.

UC4: Opportunistic Integration.

In a smart building, the air conditioning is adapted to the
building occupants. To this end, the Building DT has to
estimate when people are coming and leaving using some
statistical distributions learned from past data. If we connect
the Transportation DT to the Building DT, this estimation
can be dramatically improved by actual data. This can also
happen in smart farms when a new sensor is introduced. For
example, the root density of a plant is estimated for what-if
analysis purposes, but a chemical sensor can be added to have
a more accurate value of the root density. In both cases, we
have to adapt the DTs accordingly, and several of the previous
scenarios/challenges also apply to this use case.

UCS: Conflict Resolution.
A smart building has a Fire System DT and an HVAC DT.
The Fire System DT reads data from the smoke and carbon
monoxide sensors, alerts occupants by raising the fire alarm,
and calls emergency services. Furthermore, it leads occupants
to safety by opening certain doors so that people can leave
the building, and closing other doors to avoid fire and smoke
propagation. The HVAC DT aims to optimize the energy
consumption of the building. On a cold day in the event of a
fire, the HVAC DT might want to close the doors to preserve
the heat in the building, while the Fire System DT might want
to open the doors so that people can leave. In this case, the
doors and windows might receive contradictory information.
€D Prioritization. We need the Fire System DT and HVAC
DT to be aware of each other and have a common protocol
to communicate and share information so that the HVAC DT
does not act on the doors and windows in the event of a fire.
We could also have another “piece of software” that deals with
the prioritization of DTs.

This use case also highlights issues related to ontology
mismatch and conflicting actuator instructions in composed
DTs — a general challenge discussed at the end of this section.

UC6: Privacy and Ethics.

With the aim of providing fine-grained personalization of
services and optimization, a smart ecosystem could equip its
citizens with DTs of themselves (or several DTs depending on
their roles in the ecosystem). Data and models of such DTs
could be hosted locally on the citizen’s smartphone, where
they keep track of their location and preferences, and might
communicate with other smart entities in the environment. For
example, the Employee DT of the citizen could communicate
that the citizen is claustrophobic to the Building DT so that
the Building DT would then assign a room with windows
for a planned meeting. @) Privacy Controls. On the other
hand, this citizen’s information should not be revealed to other
entities, e.g., employers, managers, or insurance companies,
without the citizen’s permission. Similarly, an Elevator DT,
knowing the passengers’ preferences and habits by interacting
with their DTs, could display news/commercials/ads that are

interesting for the passengers. @) Ethics Controls. The
composition of the Citizen DTs and the Elevator DT needs
to take privacy and ethical considerations into account.

(® Ecosystem-aware integration of DTs. Integration of
DTs will have to take into account overall ecosystem reality
(legal, business, ethics, socio-technical disruptions) during the
life cycle of the DTs.

UC6 also highlights issues related to (Ri) regulation
compliance and privacy of composed DTs, which are general
challenges that apply to many use cases and are discussed next.

) Trust-by-design DTs to ensure an (a) IP-compliant,
(b) consistent, safe, secure, (c) non-conflicting, and
(d) privacy-compliant ecosystem. Composing DTs requires
changing some of their building blocks, which may break
or render obsolete existing quality assurance techniques and
artifacts. This challenges the reuse and extension of those test
suites to ensure the quality of the composed DT. Composing
DTs exposes consistency challenges between all building
blocks, both vertically (e.g., property preservation between
models and services) and horizontally (e.g., contradicting actu-
ation behavior, requiring ontological alignment before integra-
tion to ensure interoperability). Furthermore, the composition
of DTs may inadvertently expose information, including intel-
lectual property and privacy data. Although the aggregate DTs
may comply with regulations and ecosystem policies, their
composition may yield contradictory results or may interfere
with regulations.

o Develop and deploy the processes, methods, tooling,
and competencies to compose the building blocks of DTs
for use by multi-disciplinary teams in the ecosystem.
Lack of consensus at the ecosystem level on data description,
modeling, and service implementation concepts, paradigms,
and technologies prevents efficient composition.

V. CONCLUSION

In summary, using a smart city as an example, we dis-
cuss six use cases that highlight scenarios that require the
integration of DTs. As a basis for a roadmap for the DT
community, we identify nine challenges that need to be
addressed to support a systematic approach to DT integration.
These challenges relate to @ modularization, @ interfaces,
@® uncertainty, @) orchestration, @) specialized techniques for
black box, proprietary, or legacy DTs, @ ad-hoc integration at
run-time, @ ecosystem-aware integration, () trust-by-design,
and @ processes, methods, tooling, and competencies. We
conclude with a call to the DT community to investigate
the identified challenges, including the costs, benefits, and
risks of DT integration strategies and critical dimensions in
multi-stakeholder ecosystems such as privacy, IP, semantic
interoperability, and regulatory aspects.
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