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Abstract 
The workforce shortage in Security Operation Centers (SOCs) in-
creases the need for effective training methods for aspiring cy-
bersecurity analysts. Cyber ranges provide realistic environments 
for such training, yet many designs prioritize technical infrastruc-
ture while overlooking how trainees actually learn. Building on 
established instructional design principles, this study investigates 
how to improve learning in cyber range exercises. In collaboration 
with a commercial SOC, we enhanced an existing exercise for train-
ing Tier 1 analysts by integrating t1ger, a cyber range Learning 
Management System (LMS) that provides structured feedback, scaf-
folding, and competitive elements. We evaluated the approach in a 
randomized controlled trial with 𝑁 = 144 participants from cyber-
security courses at two European universities, who were randomly 
assigned to either the original LMS (control group) or the t1ger 
LMS (treatment group). Results showed that using t1ger led to 
significantly better learning experiences and shorter training times, 
while maintaining equivalent knowledge outcomes. 

CCS Concepts 
• Security and privacy → Human and societal aspects of secu-
rity and privacy; Intrusion/anomaly detection and malware 
mitigation; • Human-centered computing → Empirical studies 
in HCI ; • Social and professional topics → Computing educa-
tion. 
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1 Introduction 
Cyberattacks pose a permanent and growing threat to organiza-
tions and society. To address this challenge, organizations require 
capabilities to detect and mitigate cyberattacks in time. The organi-
zational unit that is typically responsible for this task is a security 
operations center (SOC) monitoring digital systems for signs of po-
tential attacks [9]. SOCs are typically structured in a tiered system. 
One of the most daunting challenges for modern SOCs is recruiting 
and retaining sufficiently qualified entry-level security analysts 
(typically referred to as ‘Tier 1 analysts’ [19]). Tier 1 analysts are 
responsible for the initial triage of security alerts. Their task is to 
review large volumes of events in a Security Information and Event 
Management (SIEM) system and determine which may indicate 
genuine threats [73]. If analysts lack the practical skills required for 
this role, attacks may go undetected, potentially leading to severe 
consequences for the organization. 

SOCs face persistent challenges to staff these analysts, (1) due 
to the general shortage of cybersecurity professionals[34] and (2) 
due the short retention rates in Tier 1 positions [70]. Having to 
review large volumes of noisy, often false-positive alerts while 
remaining vigilant for signs of real attacks, the job of a SOC an-
alyst is monotonous yet challenging, which leads to very short 
retention rates, often reported to less than a year on average [65]. 
Given these challenges, effective onboarding training is essential 
for SOCs. To maintain operational readiness, this training must 
quickly equip new analysts to understand and accurately classify 
incoming alerts [45, 67]. This requires both knowledge of their role, 
tools, and workflows, as well as the ability to apply that knowledge 
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effectively in a live monitoring environment. However, conven-
tional methods such as lectures or static e-learning often fail to 
provide the hands-on experience needed to detect and mitigate 
cyberattacks [18]. 

In recent years, training in cyber ranges have emerged as one 
way to overcome this lack of structured, hands-on training oppor-
tunities for security experts in SOCs and beyond. Cyber ranges are 
environments that replicate organizational networks, systems, and 
applications, in which participants can practice responding to real-
istic attack scenarios in a secure setting [57]. However, many cyber 
range designs emphasize technological realism while overlooking 
the importance of sound instructional design, that is, the deliberate 
use of learning theories and structured guidance to ensure partic-
ipants acquire knowledge and skills effectively [53, 54]. Without 
clear guidance and structured learning support, participants, espe-
cially those with limited prior experience, face cognitive overload 
and reduced learning outcomes [12, 42]. Some prior studies have 
proposed instructional enhancements, typically within the Learning 
Management System (LMS) of a cyber range, including structured 
scenarios, embedded resources, and targeted feedback [6, 53, 76], 
but empirical evaluations remain rare and often focus on isolated 
design elements rather than integrated approaches. This gap leaves 
practitioners and researchers without clear guidance on how to 
create a comprehensive cyber range design that truly meets the 
needs of security expert trainees such as Tier 1 analysts, fostering 
an effective and engaging learning experience in a cyber range 
exercise. To this end, this study raises the following question: 

RQ. How can the integration of comprehensive instructional design 
principles enhance learning in cyber range exercises? 

Contribution. To address the research question, we collaborated 
with a commercial SOC which already uses a cyber range to train 
Tier 1 analysts during onboarding. This cyber range provides an 
isolated environment in which analysts learn to perform threat 
analysis with a SIEM system using data from a real attacks. While 
this represents an advanced technical environment for hands-on 
training, the way how trainees learn in the LMS of the cyber range 
in terms of instructional material, feedback and guidance was not 
a central aspect within the design of the exercise. To analyze how 
a sound instructional design can improve a cyber range exercise, 
we retained the original technical infrastructure and improve the 
trainees’ learning experience through an augmented LMS. The 
proposed LMS, Tier 1 Cyber Range Exercise Instructional Redesign 
(t1ger), builds upon theoretical instructional design principles 
to integrate automated, task-level feedback, competitive elements 
such as a points-based leaderboard, and contextual scaffolding. 

We implemented the t1ger LMS design for one existing attack 
scenario on the cyber range in which analysts learn to analyze 
a complex log4j attack and evaluated it in a randomized con-
trolled trial against the original LMS. The study was conducted 
with 𝑁 = 144 participants, recruited from cybersecurity courses 
at two European universities. The participants were randomly as-
signed to either the control group (original LMS design, 𝑛 = 67) 
or the treatment group (t1ger design, 𝑛 = 77). Results showed 
that participants using t1ger perceived the exercise as significantly 
more motivating and less cognitively demanding, while maintaining 
equivalent knowledge outcomes. They also completed the training 

more frequently within the allotted time and in significantly less 
time overall. These findings suggest that applying instructional de-
sign principles can make cyber range exercises both more engaging 
and more efficient, without sacrificing effectiveness. 

2 Background 

2.1 Security Operation Centers and Tier 1 
Analysts 

A SOC is a provider of security services related to network and 
infrastructure monitoring, attack detection and oftentimes inci-
dent response to organization(s). To monitor networks and detect 
cybersecurity threats, SOCs deploy technologies such as network 
intrusion detection systems (NIDS) and endpoint detection to gener-
ate security events. These generated security events are aggregated 
and organized by SIEM systems into security alerts and logs [19]. 
The human analysts interface with the SIEM system [9, 73] to inves-
tigate incoming alerts and discern between those related to benign 
events and those signaling actual threats [41]. Alert volumes vary 
widely depending on the size of the monitored infrastructure and 
sensor tuning; however, invariably, most alerts are related to be-
nign events not indicative of a security threat [4, 45]. It is however 
crucial for SOCs to detect security incidents early, to minimize 
response time and prevent avoidable impacts on the affected orga-
nization(s) [40]. To aid a timely triaging of incoming alerts, SOCs 
typically employ a tiered analysis approach, where lower tier ana-
lysts (so-called Tier 1 analysts) triage alerts to clear those that are 
not linked to an actual attack from those that might be. Higher tier 
analysts (Tier 2 and 3) focus on alerts that Tier 1 analysts mark as 
potential incidents and perform in-depth investigations [19, 62]. 
Tier 1 analysts are oftentimes more junior and inexperienced than 
higher tiers. Furthermore, Tier 1 analysts tend to remain in the role 
for relatively short periods of time (due to alert burnout and the 
rapid accumulation of experience [65]), leading to high turnover 
rates in SOCs [66, 70]. 

2.2 Tier 1 Analyst Training in SOCs 
For a tiered SOC to work effectively, Tier 1 analysts must have the 
ability to consistently and swiftly classify between security events 
which are certainly benign and those which may be more severe. 
Therefore, effective training for Tier 1 analyst to conduct their work 
is essential in SOCs. However, currently, many SOC analysts view 
existing trainings as ineffective [45, 66]. As different SOCs employ 
different tools and specific operational processes (e.g., different 
SIEMs, alert sets, escalation procedure etc.), the detailed training 
material and learning objectives cannot be duplicated from one SOC 
to another. Although a one-to-one duplication of training material 
is not effective for SOCs, there are many overarching skill sets 
for Tier 1 analysts. For example, virtually all SOCs (and therefore 
analysts) use a SIEM [9, 73] to interpret relevant logs [19, 41, 71] and 
analysts often use OSINT tools and the Internet to retrieve specific 
information on IP addresses or domains [39, 60, 68]. However, as 
opposed to collaborating across SOCs to develop unified training 
frameworks, SOCs design their own trainings [45, 79] or effectively 
pick and combine multiple external trainings from different vendors 
in the status quo. 
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The implementation of the training itself also differs across SOCs. 
Although externally organized trainings exist, those trainings are 
specific in nature such as certification programs or tool-specific 
training packages purchased from the tool developer [45, 65] which 
are less relevant to junior Tier 1 analysts who need to be accustomed 
to the fundamentals of the SOC’s threat analysis process. Therefore, 
trainings for Tier 1 analysts tend to be internally organized, often-
times employing a combination of passive and hands-on training 
strategies. Passive strategies may include reading internal docu-
mentation such as internal wikis or organizational procedures [66], 
or classroom setting lectures [39]. Irregardless of the effectiveness 
of such passive strategies, internal documents need to be main-
tained and lectures need to be given, both requiring expert time. 
Furthermore, the high turnover of Tier 1 analysts [67, 70] requires 
frequent training sessions, which are often scheduled ad-hoc during 
the onboarding of new analysts rather than at fixed intervals [66]. 
Hands-on trainings such as scenario-based trainings [15, 31] or 
capture the flag challenges [5] do exist, but are mainly targeted at 
training senior analysts on coordinated response rather than junior 
analysts on basic alert analysis skills and procedures. There is a 
gap for scalable and engaging basic Tier 1 analyst trainings that 
can be easily modified and applied across SOCs. 

2.3 Cyber Range Exercises 
Cyber ranges are representations of real-world digital infrastruc-
tures, such as networks, applications or entire systems, that provide 
a safe and legal environment for advanced cybersecurity training 
and testing [56]. The concept originated in the military sector in the 
late 2000s, following the idea of shooting ranges that provide a safe 
environment to practice handling of firearms without posing harm 
in the real world [22]. Following this concept, cyber ranges allow 
trainees to gain cybersecurity skills in a controlled environment 
without endangering real-world systems. Since their introduction, 
cyber ranges have spread beyond the military, finding broad ap-
plications in academia [13, 29, 32], industry [1, 3, 33], and public 
institutions [11, 49, 50]. A cyber range exercise refers to a specific 
training or testing scenario conducted on a cyber range [27]. Cyber 
range exercises usually simulate attack–defense situations in which 
trainees take on the role of attackers, defenders, or both. This en-
ables participants to experience realistic cyberattacks and practice 
technical as well as decision-making skills in a structured way. The 
technological setup of cyber ranges can vary. Cyber ranges can be 
implemented as fully virtual environments, relying on virtualiza-
tion to recreate systems and networks (as the cyber range in this 
paper), or as hybrid solutions that also integrate physical devices 
where higher fidelity is required [35, 37]. Due to their advanced 
nature, cyber range exercises are often employed (e.g., in NATO’s 
Locked Shields exercise) to strengthen coordination between detec-
tion and response teams and to simulate sophisticated scenarios in 
which a red team actively attempts to evade detection. 

To provide training capabilities for junior analysts, cyber ranges 
should maintain the real(-istic) component of their training, while 
incorporating a LMS to guide trainees through an exercise [78]. A 
LMS structures the exercise by presenting tasks, objectives, and 
supporting material, ensuring that participants can follow a coher-
ent training path. Depending on the cyber range exercise design, it 

can provide automated scoring and feedback [10], enabling trainees 
to understand the consequences of their actions and learn from mis-
takes [75]. Beyond learning support, LMSs can be used to enhance 
engagement through gamification elements typical to cybersecu-
rity exercises such as capture-the-flag challenges such as points, 
badges, or leaderboards, which foster motivation and competitive 
spirit [8, 74]. 

Glas et al. [28] introduce a framework to make cyber range 
exercises more attainable, especially for professionals with little 
previous experience. The study synthesized design principles from 
instructional models that foster authentic and complex learning, 
such as problem-based learning [46], cognitive apprenticeship [14] 
and cognitive flexibility theory [64]. The resulting framework pro-
poses a set of instructional design principles for cyber range design: 
Active participation, realistic environment, scenario operations, sup-
portive information, procedural information, feedback, competition 
and collaboration. These principles emphasize that training designs 
should not only replicate realistic technical environments, but also 
systematically integrate instructional strategies that support learn-
ing in the LMS of a cyber range. 

2.4 Related Work 
Cyber range exercises, among other types of cybersecurity exer-
cises, are widely recognized as powerful instruments to improve 
cybersecurity learning, yet their design has traditionally priori-
tized technical infrastructure over instructional rigor. Aspects such 
as instructional material, feedback, or guidance are mostly only 
mentioned at a surface level, without explaining why they were 
designed in a particular way [28]. In other words, cyber range pa-
pers seldom discuss how the platform should function from an 
instructional perspective, and they largely omit any theoretical 
foundations that would justify specific learning design decisions. 
This tendency has led to cyber range designs that are technically so-
phisticated but whose LMS components, while functional, fall short 
of their instructional potential, often resulting in less effective learn-
ing outcomes [12]. In this regard, prior works have investigated 
how to improve certain aspects of cyber range designs, particularly 
their LMS, such as how to provide better feedback [75, 76] and how 
to find the right balance between guidance and independence of 
especially inexperienced trainees [7, 77]. However, while providing 
valuable insights on certain design aspects, these approaches remain 
insufficient on their own to create immersive learning experiences. 

Moving beyond individual elements, a second strand of research 
explores more holistic frameworks for cyber range design. Maen-
nel et al. [53] propose a multidimensional approach that consid-
ers social, emotional, and cognitive factors such as psychological 
safety and relatedness to team members. However, their framework 
mainly relies on anecdotal feedback and lacks concrete implemen-
tation. Glas et al. [28] propose an interdisciplinary framework of 
six instructional design principles that draw on established theories 
of authentic and complex learning. Exemplarily implemented in 
a small-scope cyber range exercises, their study provides first evi-
dence that integrating instructional design principles in cyber range 
design can foster engagement and improve learning outcomes. We 
build on this framework in the present paper, applying its principles 
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to a complex cyber range which is used in a commercial SOC and 
comparing it to an existing baseline. 

Looking at cyber range exercises that specifically target SOC 
analysts, literature remains relatively scarce. Karagiannis et al. [36] 
introduce a framework that emphasizes how cyber range scenar-
ios can be structured around educational frameworks such as the 
NIST NICE framework [58] to avoid ambiguous learning outcomes. 
While this perspective highlights important instructional aspects 
of what to teach in a scenario, again, it pays relatively little atten-
tion to how trainees achieve these learning outcomes. Vielberth et 
al. [72] introduce a cyber range for Tier 1 analysts to learn to create 
SIEM rules for SIEM event correlation. Although their work was 
empirically evaluated with participants, it was neither developed 
nor tested in a real SOC environment, which limits its applicability 
to authentic Tier 1 analyst workflows 

In summary, while previous research has made important contri-
butions to the instructional design of cyber ranges, the field still re-
mains fragmented. Most works either address isolated components 
or remain at a conceptual level without validation in real-world 
contexts. This paper addresses this gap by introducing t1ger, a 
comprehensive LMS design that aims to help cyber range design-
ers to systematically improve the learning experiences in SOCs 
by operationalizing the interdisciplinary design principles of Glas 
et al. [28]. The LMS design was integrated into an existing cyber 
range of a commercial SOC, allowing us to investigate its effect in 
an operational training environment and validate the approach in 
a controlled empirical study. 

3 Instructional Re-design of a Cyber Range 
Learning Management System (LMS) 

In this section we first introduce the collaborating SOC, detail the 
existing state-of-the-art training exercise and the current LMS it 
employs, and the improved instructional design LMS we propose. 

3.1 The Collaborating SOC 
The collaborating SOC provides detection and monitoring services 
to numerous entities, including educational institutions and SMEs 
active in the manufacturing and software development industries. 
The SOC employs a heavily modified Security Onion [63] Linux 
base to deploy sensors and collect data from multiple sources. Alerts 
and logs are generated by a combination of Suricata signatures [24] 
triggered by incoming and outgoing network traffic and Sigma 
rules [23] from Windows/Linux hosts systems and network devices 
such as firewalls. The SOC’s workforce varies, and generally con-
sists of 10 to 15 employees in total, of which seven are permanently 
employed. From the permanent staff, four employees conduct alert 
investigations regularly as part of their position (two as Tier 1 ana-
lysts and two as Tier 2/3 analysts). The remainder of the employees 
are interns recruited from MSc-level cybersecurity programs in the 
region who work as junior Tier 1 analysts. As interns oftentimes 
have a defined internship length of one educational semester, the 
SOC has a high turnover rate of Tier 1 analysts and thus the SOC 
is accustomed to providing regular entry level trainings for Tier 1 
analysts. The SOC uses (for both training as well as for operations) 
a defined threat analysis process that analysts employ to identify 
relevant evidence to investigate an alert. All trainings provided by 

the collaborating SOC train junior analysts on that process as well 
as the SIEM technology employed at the SOC. 

3.2 Existing Training at the Collaborating SOC 
The collaborating SOC employs a scenario-based cyber range exer-
cise as part of their 2-week-long onboarding program for incoming 
Tier 1 analysts. The exercise was developed internally to grant new 
analysts a hands-on experience investigating alerts and the threat 
analysis process (TAP) used at the SOC. During the exercise, ana-
lysts interact with the same SIEM interface that is used in the SOC 
to perform the training tasks reproducing a real alert investigation 
with a given alert scenario, and answer questions related to the 
task throughout the training. The main objective of the exercise 
is not only to go through the alert analysis workflow, but to help 
trainees learn and internalize the process. To this end, the exercise 
is designed to provide trainees with guiding steps throughout the 
analysis, representing a deliberate balance between guidance and 
authenticity. The SOC has successfully employed this exercise for 
about 18 months prior to the experiment, and trained approximately 
30 junior analysts in that period. 

The SOC has identified four categories of analyst skills as key 
learning outcomes for the current exercise: TAP knowledge, SIEM 
knowledge, Scenario-specific knowledge and General alert investi-
gation knowledge. TAP knowledge refers to the theoretical under-
standing that a trainee has about the TAP, such as what type of 
information should be collected in what order, or what information 
has to be collected in an alert investigation. SIEM knowledge relates 
to the practical ability of the trainee to navigate through and oper-
ate the SIEM interface used by the SOC, such as knowing how to 
find logs corresponding to a specific alert. Scenario-specific knowl-
edge reflects knowledge specific to the investigated alert, such as 
how a specific alert is triggered, whether an alert signals a success-
ful attack or is a false positive. Finally, General alert investigation 
knowledge applies to skills transferable across different alert investi-
gations, similar to skills referred to in Section 2.2. Examples of such 
skills include the ability to interpret a variety of protocol-specific 
logs and the ability to use an OSINT tool effectively to investigate 
the maliciousness of a domain. 

Before conducting the exercise, all trainees receive theoretical 
classroom-style trainings about the TAP, their SIEM system and 
the baseline knowledge to complete the exercise. These theoretical 
trainings are given by a senior analyst and are on average 1.5 
hours long. Moreover, trainees receive and are expected to read 
documentation regarding commonly used open source intelligence 
(OSINT) tools, and a decision support system integrated in the 
SOC’s SIEM. After the trainee has received the baseline trainings 
and read the required documents, the trainees receive access to the 
SIEM of the cyber range exercise to perform a step-by-step alert 
investigation based on a real scenario with real alert data. 

Figure 1 shows the SIEM interface of the cyber range, identical 
to the SIEM used for day-to-day operations at the SOC. However, 
to protect the privacy of monitored customers and to keep the 
cyber range static in terms of the alert and log data it contains, the 
SIEM interface is not directly connected to the SOC’s operational 
systems. Rather, the interface reports real network traffic and alert 
data collected from the network in which the SOC operates. The 
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Figure 1: The SIEM interface (Security Onion Console UI [63]) used by the collaborating SOC. The upper part of the figure 
shows the number of logs or alerts fetched from an unknown query (not in the figure). The lower part of the figure shows the 
alerts and logs themselves. Sensitive information is anonymized. 

network traffic data is collected in a period of 2 days and contains 
around 300k security events (including alerts) and 150M network 
logs. 

3.3 Existing LMS at the Collaborating SOC 
The cyber range consists of two independently operating compo-
nents. The first is the SIEM interface (Figure 1), where analysts 
perform their tasks as described above. The second is the existing 
LMS, implemented as a task management interface, where analysts 
receive tasks to investigate in the SIEM and answer related ques-
tions. The task management interface is built on a conventional 
survey tool that contains a set of tasks (the number of which varies 
by investigated scenario). When analysts first access the LMS, they 
are introduced to the task of conducting an alert investigation fol-
lowing the TAP and are provided with contextual information, such 
as the IP range of the monitored customer. At this stage, the trainee 
also receives their login credentials and a link to the SIEM interface 
(directly pointing to the alert associated with the chosen scenario). 
The remainder of the LMS guides the trainee through the SOC’s 
threat analysis process, explaining what information should be col-
lected at different stages, how to collect it, and why it is relevant 
to alert investigations. After reviewing the explanatory text, the 
trainee must answer a set of questions about the alert investigation 
(See Figure 5 in the Appendix for examples). To do so, for each ques-
tion, the trainee switches back and forth between the LMS and the 
SIEM interface to locate relevant information and submit responses. 
We note that the LMS does not provide step-by-step instructions 
to execute mechanically to find the answer to any of the questions. 

Rather, the LMS delineates what type of information the analyst 
should consider in order to be able to answer this question. It is 
then up to the analyst to seek this information within the SIEM (e.g., 
by identifying related or contextual alerts to the one under investi-
gation as shown Figure 5a in the Appendix). If a trainee requires 
additional support during the exercise, they can consult a trainer, 
typically a Tier 2 analyst, who is present during the training. The 
trainer then guides the trainee how to proceed with the analysis 
(e.g., by checking and correcting a used SIEM search query) or by 
interpreting the SIEM events a trainee is investigating (e.g., what a 
certain correlation of events means in the context of the alert the 
trainee is investigating). 

In summary, participants in the cyber range engage hands-on 
with realistic security alerts in a SIEM interface and work through 
multistep tasks (rf. Section 3.2) that mirror an authentic Tier 1 
threat analysis process of a SOC. Using the framework by Glas 
et al. [28] introduced in Sec. 2.3 for categorization, the existing 
cyber range covers three principles: active participation, realistic 
environment, and scenario operations, which we summarize as au-
thentic environment in the following. This reflects the advanced 
technical aspects of the existing training, but its relative lack of 
learning components offering guidance and feedback to the trainee 
(a training shortcoming documented across SOCs [45, 65, 66]). 

3.4 t1ger: An Instructional LMS Re-Design 
The t1ger LMS design fosters instructional design improvements 
for the principles defined in [28] of providing procedural infor-
mation, timely feedback and raising trainee engagement through 
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Table 1: Implementation of instructional design principles proposed by Glas et al. [28] in the original LMS and t1ger, including 
the identified gaps that motivated the redesign. 

Principle Original t1ger 

Authentic environment ○ Simulated SIEM system with real-world 
alert data and tasks to guide the threat 
analysis process. 

○ No changes to the original design. 

Procedural information  Help from trainer (senior analyst) on re-
quest. 

○ Structured, task-specific hints embedded in 
the tasks, enabling scaffolding. 

Feedback  Feedback from trainer (senior analyst) on 
request; final right/wrong summary after 
the exercise. 

○ Immediate task-level feedback with explana-
tions directly integrated in the exercise. 

Competition ○ No motivational competitive elements. ○ Scoring system and (anonymized) leader-
board. 

Collaboration - Excluded to preserve task authenticity. - No changes to the original design. 

competition. Collaboration was deliberately not introduced in this 
iteration, as Tier 1 alert triaging is typically an individual activity in 
SOCs. To preserve authenticity, we retained the technical environ-
ment and the exact same task sequence and process of the original 
LMS described in Sec. 3.2. Details on the design improvements in-
troduced by t1ger and the gap they fill in the original LMS are 
provided below. An overview of changes is given in Table 1. 

3.4.1 Procedural information. 

Gap analysis. In the original cyber range design, procedural 
information, i.e., how to perform the actual threat analysis pro-
cess, relies strongly on the presence of a trainer, typically a Tier 
2 analyst. Having a senior analyst present at a training who can 
provide trainees with directed and individualized guidance can 
surely be beneficial. However, this approach comes with several 
limitations. First, the quality and depth of support may vary on the 
individual trainer-trainee interaction, which creates inconsistencies 
in the learning experience across trainees and exercise sessions, 
e.g., if training sessions are supervised by different trainers. Sec-
ond, trainees must explicitly ask for support, which not everyone 
might be comfortable doing, e.g., due to language-barriers. For some 
trainees, this additional barrier discourages them from seeking clar-
ification, even when they would benefit from it. Senior analysts 
in the SOC, reflecting on their experiences with the original cyber 
range design prior to this study, noted that some trainees often 
refrained from consulting the trainer, even when support would 
have been necessary. Third, when multiple trainees request help 
at the same time, waiting times arise as the trainer addresses one 
participant after another. These delays disrupt the exercise flow 
and reduce the effectiveness of practice, especially in larger groups. 

New design. To counteract these shortfalls, t1ger integrates 
procedural information directly into the environment. Each task 
includes contextual hints that provide scaffolding for solving the 
task. For example, the first task of the scenario we used in the 
empirical study evolves around the analysis of the following alert 
rule: 

alert tcp any any -> [$HOME_NET,$HTTP_SERVERS] any 
(msg:"ET EXPLOIT Apache log4j RCE Attempt (tcp ldap) 
(CVE-2021-44228)"; flow:established,to_server; 
content:"|24 7b|jndi|3a|ldap|3a 2f 2f|"; nocase; 
fast_pattern; 
reference:url,lunasec.io/docs/blog/log4j-zero-day/; 
reference:cve,2021-44228; classtype:attempted-admin; 
sid:2034649; rev:1; metadata:attack_target Server, 
created_at 2021_12_10, cve CVE_2021_44228, deployment 
Perimeter, deployment Internal, former_category EXPLOIT, 
signature_severity Major, tag Exploit, updated_at 
2021_12_10, mitre_technique_id T1055;) 

In the first subtask around the analysis of this rule, trainees need 
to determine the type of traffic that triggers the alert. Here, they 
can activate the following hint: "The arrow (->) indicates the direc-
tion of the traffic. HOME_NET refers to the internal network." When 
using a hint, one point is deducted from the trainee’s score. This 
deduction rule reinforces the principle of working as independently 
as possible, while still allowing structured support when needed. 
In the same way, the t1ger LMS design provides similar hints for 
other elements of this subtask, as well as all other components of 
any other task. This ensures that the trainee can move forward 
with their training and choose when to receive information inde-
pendently, at their own pace, and for the specific elements they 
need aid for. Critically, this saves Tier 2 analyst time by limiting or 
removing entirely interventions during training. 

3.4.2 Feedback. 

Gap analysis. In the original cyber range design, feedback is 
limited to interactions with a trainer on request during the exer-
cise and to a final right/wrong summary. Making feedback trainer-
dependent leads to the same drawbacks as for procedural informa-
tion: the feedback depends on the individual trainer, some trainees 
do not request it at all, and delays occur when trainers are assist-
ing others. In contrast, the redesign delivers immediate, task-level 
feedback after each task. 

New design. t1ger delivers immediate feedback after each task. 
Immediate feedback helps prevent trainees from pursuing incorrect 
lines of reasoning for too long and supports the development of an 
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(a) Existing instructional design (b) Instructional redesign t1ger 

Figure 2: Sequence diagrams illustrating the solution of a task in an exercise, comparing the original instructional design with 
the t1ger redesign. By embedding support and feedback directly into the exercise, rather than relying on on-request trainer 
assistance, trainees gain easier access to guidance and avoid waiting times. 

accurate mental model of the TAP [17]. To leverage this effect, we 
enhanced the analysis process in the exercise with feedback on the 
individual tasks that the process is divided into. Rather than pro-
viding binary “correct/incorrect” responses, the feedback offered 
short explanations that made the underlying reasoning steps trans-
parent and easier to internalize. Since the tasks are implemented in 
a multiple-response format, the correct solutions and explanations 
are deterministic rather than tailored to the individual trainee. This 
aligns with the nature of Tier 1 threat analysis, where the analytical 
steps to be followed are largely fixed and reproducible. Accordingly, 
after each task trainees receive not only an indication of whether 
their answer is correct, but also an explanation of why it is correct 
or incorrect, with direct reference to the relevant evidence. For 
example, in the subtask “Is the alert still relevant?”, referring to the 
alert rule shown above, participants get the following feedback 
after submitting their solution (yes/no): “Yes mainly because the 
threat is still relevant. Even though the log4j library was updated 
such that the vulnerability cannot be exploited anymore, this does 
not mean this update was necessarily patched on all systems you are 
overlooking. As such, the threat is still relevant.” 

3.4.3 Competition. 

New design. Whereas competition was not implemented in the 
original LMS, t1ger incorporates a scoring system and a leader-
board. We introduced this principle to enhance trainees’ motivation 

and engagement. Prior research shows that mild, low-stakes com-
petition can encourage learners to invest more effort, persist longer, 
and approach tasks more actively, which in turn strengthens the 
learning effect [14, 61]. The competitive elements are therefore not 
intended to mirror real SOC practice but to stimulate learners to 
try their best during the exercise and remain focused throughout, 
ultimately supporting deeper processing of the instructional con-
tent. In detail, participants gain points for each correctly solved 
task. Activating hints deducts points from their score. To preserve 
anonymity among peers, the leaderboard only shows a pseudo-
nym for each trainee, which they are automatically assigned to 
upon registration on the LMS. The leaderboard displays the top five 
trainees as well as each trainee’s own rank, but can be minimized 
if individuals preferred not to see it. In line with prior research, 
the goal of this competitive element is to increase motivation and 
engagement without creating excessive performance pressure. 

3.5 Overview of Improvements and 
Implementation 

Figure 2 shows the interaction of trainee, trainer, LMS, and SIEM in 
the original LMS design compared to t1ger. The redesign reduces 
trainer dependence by embedding support hints and feedback di-
rectly into the exercise, providing immediate information to the 
trainee and without requiring trainer time. This aims at improving 
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Figure 3: User interface implementing the t1ger redesign, incorporating built-in procedural information, feedback and 
competition, illustrated here with one completed task (Task 1) as an example. 

the quality of the cyber range exercise through enhanced individual 
learning experiences, greater consistency, and better scalability. 

t1ger was implemented as a web application, replacing the 
original LMS (rf. Sec. 3.3). The web application was developed 
with VueJS, while user management, scoreboard facilities, and user 
monitoring were implemented with Google Firebase. The web 
application dynamically generates tasks from JSON files, which 
define the questions, possible answers, contextual hints, and feed-
back explanations. This design makes it easy to add or modify tasks 
without changing the application itself and allows the environment 
to be quickly adapted for different scenarios (e.g. other alerts). As 
in the original design, the LMS in the form of the web application 
itself is independent of the SIEM system; it only provides a link that 
open the SIEM system in another browser tab, as in the original 
design. The design concept of the user interface and the applied 
design principles are depicted in Figure 3. Screenshots of the appli-
cation are included in Figure 6 in the Appendix. The source code 
of the application is made available open source over a GitHub 
repository.1 

4 Experiment Method 
The effectiveness of the approach described in the previous section 
was evaluated in a randomized controlled trial, in which the t1ger 
LMS design serves as the treatment group (redesign) and the original 
LMS design as the control group (control). Method and results of 
this evaluation are described in the following. 

1https://github.com/potiri/T1GER/ 

4.1 Experiment Design 
Our experiment involves the investigation of a security alert in the 
collaborating SOC’s SIEM interface. The overall study design is 
depicted in Figure 4. 

A week prior to the experiment, participants received a 1.5 hrs 
lecture on alert analysis delivered by a senior analyst at the col-
laborating SOC. The lecture covered the threat analysis process 
employed at the SOC and focused on the technologies attendees 
will interface with during the experiment. Only students who at-
tended this preparatory lecture were eligible to participate in the 
experiment on day 2 of the study. 

On study day 2, participants were randomly assigned to one of 
two experimental groups by drawing a lot from a bowl upon arrival. 
Depending on their assignment, participants were directed to one of 
two dedicated classrooms to keep the groups fully separate during 
the experiment. Participants assigned to the control group used the 
original LMS described in Sec. 3.3, those assigned to the redesign 
group used the t1ger LMS described in Sec. 3.4. Both groups share 
the same technical platform, i.e., SIEM system and data as outlined 
in Sec. 3.2. For the control group, a researcher and a Tier 2 analyst 
from the SOC were present in the room to address participants’ 
content-related questions as they arose. Another researcher was 
present in the room with the treatment redesign group. However, 
as the t1ger LMS design is deliberately designed to include all 
necessary instructional materials within the LMS, the researcher 
was solely available for the participants to address technical or 
infrastructure-related issues. This also reflects the overall setup 

https://github.com/potiri/T1GER/
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delineated in Figure 2 whereby with the new design expert time is 
not needed to assist trainees. 

The training session was limited to 90 minutes. At the end of the 
investigation, participants filled in a posttest questionnaire to mea-
sure perceived learning experience and learning outcomes. Details 
of this test are reported in Sec. 4.3. Participants who were unable 
to complete the training within this time frame were instructed to 
discontinue the exercise after 90 minutes and continue with the 
posttest. 

During our experiments subjects are asked to investigate an 
alert related to the log4j vulnerability, a severe vulnerability in 
an Apache security logging library that allows unauthenticated 
users to execute arbitrary code on the system. This alert is part of 
the original training offered at the collaborating SOC, and it was 
selected as it develops through all phases of the SOC’s analysis 
process and requires the consideration of contextual alerts and 
logs, alert history related to the target, and the identification of 
evidence that the attack was (un)successful. Participants perform 
this analysis in a real environment and with real operational data 
such that additional alerts and logs related to involved systems, as 
well as other systems, fully represent what an analyst would have 
to navigate through during a real investigation.2 The same scenario 
with the same set of tasks defined in the original LMS (in the case 
of the log4j scenario, 16 tasks) was used for both groups. 

4.2 Subjects and Recruitment 
Participants were recruited from a Bachelor-level course at a Ger-
man university (February 2025) and a Master-level course at a 
Dutch university (December 2024). All students enrolled in the 
course were invited to voluntarily participate in the exercise. Stu-
dents were encouraged to participate both through the opportunity 
to gain hands-on experience with a real-world incident in a SIEM 
system and through bonus points awarded for participation in both 
courses’ final examination. These bonus points were not tied to 
students’ performance in the training and served as the only form 
of compensation. Otherwise, no form of monetary or material in-
centives were provided. 

In total, 157 students participated in the training. One participant 
in the redesign group did not complete the posttest and was excluded 
from analysis. Twelve additional participants (four in the redesign 
group and eight in the control group) were excluded for failing an 
attention check in the posttest questionnaire. Thus, the resulting 
final sample comprised 144 participants, with 77 students assigned 
to the redesign group and 67 to the control group. 

An a priori power analysis was conducted to determine the 
required sample size to detect a medium-sized effect (d = 0.4) with 
80% power using a two-sided independent samples t-test at 𝛼 = 
.05. The analysis indicated that a total of 198 participants (99 per 
group) would be needed. As the final sample size with 77 and 67 
participants was below that threshold, we conducted a post-hoc 
power analysis based on the observed group differences in the two 

2Because the original SOC training spans multiple alerts, we worked with the collabo-
rating SOC to select a subset that kept the experiment realistic yet manageable. We 
chose alerts for which all steps of the SOC’s investigation procedure were relevant, 
selecting log4j in particular because it requires analysts to examine multiple data 
sources across all investigation phases. This also aligns with the SOC’s regular training 
practice, in which analysts focus on only a limited number of alerts per day. 

learning experience measures, where we expected to see differences 
between the two groups. For learning motivation, the resulting effect 
size was Cohen’s 𝑑 = 0.53, yielding an estimated power of 88.7%. For 
cognitive load, the resulting effect size was 𝑑 = 0.56, with a power of 
91.1%. These results indicate that the final sample was sufficiently 
powered to detect medium-sized effects in the two groups. 

4.3 Measures and Data Collection Procedure 
To assess the effectiveness of the instructional design, we employed 
both validated psychometric instruments and performance-based 
domain knowledge tests. The full questionnaire is provided in Ap-
pendix G. 

Learning experience. We measured participants’ learning ex-
perience using two self-report scales. Learning motivation was as-
sessed via the twelve-item Reduced Instructional Materials Mo-
tivation Survey (RIMMS) [52], e.g. “The content and activities of 
this training held my attention”. This instrument is grounded in 
Keller’s ARCS model of motivation, covering four conditions for a 
motivating learning experience: Attention, Relevance, Confidence, 
and Satisfaction [38]. The second, cognitive load, was assessed us-
ing the three-item extraneous cognitive load scale by Klepsch et 
al. [43]. The scale was inverted indicating that higher values in-
dicate less cognitive load, e.g., “During this training, it was easy 
(in the sense of non-exhausting) to find the important informa-
tion.” That way, both variables (learning motivation and cognitive 
load) can be read so higher values indicate a better learning expe-
rience. Both variables were self-assessed by the participants via a 
five-point Likert scale, ranging from 1 = “Totally disagree” to 5 = 
“Totally agree”. Cronbach’s alpha values indicated adequate relia-
bility for both learning motivation, 𝛼 = .91, 𝑟 = .45, and cognitive 
load, 𝛼 = .81, 𝑟 = .59. These values suggest that both scales can be 
interpreted as internally consistent composite measures. 

Learning outcomes. Domain-specific learning was assessed us-
ing twelve multiple-response knowledge items grouped into four 
categories, aligned with the defined learning outcomes of existing 
training (rf Sec. 3.2). Threat analysis process knowledge assessed un-
derstanding of procedural steps of the cyber threat analysis process. 
SIEM knowledge measured technical knowledge related to working 
with the SIEM tool. Scenario-specific knowledge comprised ques-
tions about the log4j alert the participants investigated during the 
training. General alert investigation knowledge tested participants’ 
ability to apply what they learned to other alerts. Each category 
comprised three questions with four response options, of which 
one was correct (rf. Appendix G). Scores were averaged to obtain 
a category score ranging from 0 to 1. Total completion time was 
assessed as the duration, in seconds, that participants spent from 
starting the exercise until its completion, based on system-recorded 
timestamps. To access the posttest, participants were required to 
reach the final question of the training. In cases where they were 
unable to complete the training within the allotted time, they were 
instructed to skip the remaining tasks in order to proceed and to 
indicate in the posttest that they had not completed the training 
within the given time limit of 90 minutes. This variable, training 
completion, was measured with a single posttest item (yes/no). Im-
portantly, to ensure the validity of this measure, total completion 
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Figure 4: Study procedure 

time was only analyzed for participants who self-reported having 
fully completed the training. It was made clear to the participants 
that compensation was not dependent on completing the exercise. 
If participants did not answer the attention check question in the 
posttest questionnaire correctly, their data was excluded from the 
analysis, but they still received compensation. 

Hints. To enable further analyses within the redesign group, we 
recorded the number of hints (principle of procedural information) 
participants used during the exercise. 

4.4 Data Analysis 
For the dependent variables regarding participants’ learning out-
come (TAP knowledge, SIEM knowledge, scenario-specific knowledge, 
and general alert investigation knowledge, training completion and to-
tal completion time) and participants’ perceived learning experience 
(learning motivation and cognitive load) a descriptive analysis (i.e. 
means and standard deviations) was carried out. Given the ordinal 
scale format and the non-normal distribution of several variables, 
group differences between the redesign and control groups were as-
sessed using Mann–Whitney U tests. Effect sizes 𝑟 were calculated 
for each comparison, and Holm corrections were applied to adjust 
for multiple testing. To provide a more tangible interpretation of 
participants’ learning experience, we conducted Chi-square tests of 
independence to compare the proportion of participants reporting 
positive learning experiences between groups. Specifically, we bina-
rized responses from learning motivation and cognitive load into 
positive (values > 3, i.e. “neutral”) and negative (values ≤ 3) ratings. 
We then calculated the proportions within each group (redesign vs. 
control) and tested for differences. Phi coefficients were computed as 
a measure of effect size. To initially examine associations between 
the dependent variables and background variables (gender , English 
proficiency, SOC experience and educational level) pairwise Pearson 
correlations were computed, including significance levels. Finally, 
multiple linear regression models were fitted for each dependent 
variable to assess the predictive effect of group assignment while 
controlling for background variables that showed an effect in the 
correlation analysis. For training completion, a logistic regression 
model was employed. To better explain the results within the re-
design group, we conducted an additional exploratory analysis of 

hint usage. Specifically, we computed a separate correlation ma-
trix for this group only, followed by regression models assessing 
whether hints predicted the dependent variables while controlling 
for background variables; for training completion, consequently, a 
logistic regression model was used. All analyses were conducted 
using R (version 4.5.1) [59]. For reproducibility, the full anonymized 
data set and the R syntax is available in the GitHub repository 
(rf. Sec. 3.5). 

4.5 Ethics 
Informed consent for participation in the study was obtained from 
all students. Participants were explicitly informed that their data 
would be anonymized and that they could withdraw their consent at 
any time. The study received ethical approval from the institutional 
review boards of both participating universities. Participants were 
informed that they were taking part in a study comparing two 
instructional designs. After completing the training and the posttest, 
participants were given the opportunity to access the alternative 
training format, if they wished to do so. 

5 Results 
Regarding participants’ gender, 96 participants self-identified as 
man, 46 as woman, one as non-binary and one participant selected 
“prefer not to say”. Participants’ education level was reported as 
either enrolled in a bachelor’s or master’s degree program: 54 were 
bachelor students and 90 master students. Since the training was 
in English and the majority of participants were not native Eng-
lish speakers, the participants’ level of English proficiency may 
have influenced their understanding of the training content. To this 
end, English proficiency was assessed as an additional background 
variable. On the European CEFR scale, a total of 66 participants 
reported “Advanced English (C1)”, 52 reported “Proficient (C2)”, 23 
selected “Upper-intermediate English (B2)”, and 3 selected “Inter-
mediate English (B1)”. For the correlation and regression analyses, 
English proficiency was coded as a binary variable as either very 
high (C2) or intermediate (B1, B2, C1). Lastly, we assessed whether 
participants had prior experience working as SOC analysts or with 
a SIEM system (SOC experience). Overall, 8 participants selected 
“Experience with a SIEM system from educational/private settings”, 
3 selected “Experience in a SOC (less than one year)”, and 2 selected 
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Table 2: Descriptive analyses of the two groups (redesign: 𝑛 = 77, control: 𝑛 = 67). 

(a) Sample description by group (total numbers). 

Redesign Control 

Gender 
Man 51 45 
Woman 25 21 
Non-binary 1 0 
Prefer not to say 0 1 

Education Level 
Bachelor 28 26 
Master 49 41 

English Proficiency 
Intermediate (B1) 2 1 
Upper-intermediate (B2) 13 10 
Advanced (C1) 28 38 
Proficient (C2) 34 18 

SOC Experience 
No experience 70 61 
Edu./priv. experience 4 4 
Practical experience (< 1 year) 1 2 
Practical experience (> 1 year) 2 0 

(b) Mean and standard deviations (in parentheses) for dependent variables. 

Redesign Control 

Learning experience 
Learning motivation 3.7 (.71) 3.33 (.70) 
Cognitive load 3.49 (.82) 3.01 (.90) 

Learning outcomes 
TAP knowledge .55 (.30) .57 (.32) 
SIEM knowledge .68 (.26) .69 (.27) 
Scenario-specific knowledge .57 (.31) .58 (.29) 
General alert investigation knowledge .44 (.29) .54 (.31) 
Training completion .86 (.35) .69 (.47) 
Total completion time (min)a 64.92 (10.31) 73.37 (18.48) 

a Total completion time was only analyzed for participants who completed the training 
within the allotted time (𝑛 = 105). Due to recording errors for five participants in the 
control group, the final sample comprised 𝑛 = 66 for the redesign group and 𝑛 = 41 for 
the control group. 

“Experience in a SOC (more than one year)”. For the correlation and 
regression analyses, SOC experience was again coded as a binary 
variable, distinguishing between any form of SOC experience (ed-
ucational, less than one year, or more than one year) and no SOC 
experience. The distribution of background variables in the two 
groups is provided in Table 2 (a). 

5.1 Group Differences 
To examine group differences in learning experience and learning 
outcomes, we first conducted a descriptive comparison and then 
conducted inferential analyses. 

Learning experience. Participants in the redesign group re-
ported higher scores in both learning motivation (𝑀 = 3.71, 𝑆𝐷 = 
0.71) and cognitive load (𝑀 = 3.49, 𝑆𝐷 = 0.82) than those in the 
control group (learning motivation: 𝑀 = 3.33, 𝑆𝐷 = 0.70; cognitive 
load: 𝑀 = 3.01, 𝑆𝐷 = 0.90). Mann–Whitney 𝑈 tests confirmed 
these differences as significant: learning motivation, 𝑈 = 3360, 
𝑝 = .001, 𝑟 = .26; cognitive load, 𝑈 = 3382.5, 𝑝 = .001, 𝑟 = .27. 
When categorizing learning experience into positive and negative, 
Chi-square tests revealed significant group differences in the pro-
portion of participants reporting positive experiences. Categorizing 
in positive and negative learning experiences, a significantly higher 
proportion of participants in the redesign group reported a positive 
learning motivation compared to the control group. Specifically, par-
ticipants in the redesign group were about 1.6 times more likely to 
report positive learning motivation than those in the control group, 
𝜒 2 (1, 𝑁 = 144) = 4.99, 𝑝 = .025, 𝜙 = −.20. Similarly, they were 
roughly 1.7 times more likely to report a positive cognitive load, 
𝜒 2 (1, 𝑁 = 144) = 5.86, 𝑝 = .015, 𝜙 = −.22. 

Learning outcomes. For knowledge-related variables (TAP knowl-
edge, SIEM knowledge, scenario-specific knowledge, and general alert 

investigation knowledge), descriptive analyses suggested a slightly 
better mean performance in the control group, but Mann–Whitney 
𝑈 tests did not reveal significant differences, indicating that learn-
ing outcomes were comparable between groups (rf. Table 2 (b)). 
Regarding completion, out of the 77 participants in the redesign 
group, 66 (𝑀 = .86, 𝑆𝐷 = .35) reported completing the training 
within the allotted time, compared to 46 out of 67 participants 
(𝑀 = .69, 𝑆𝐷 = .47) in the control group. A Chi-square test con-
firmed this difference as significant, 𝜒 2 (1, 𝑁 = 144) = 5.08, 𝑝 = .024, 
indicating that participants in the redesign group were more likely 
to complete the training in time. For those who did complete the 
training in time, participants in the redesign group spent on average 
less time (𝑀 = 64.92, 𝑆𝐷 = 10.31 minutes) than their peers in the 
control group (𝑀 = 73.37, 𝑆𝐷 = 18.48 minutes). A Mann–Whitney 
𝑈 test confirmed this difference, 𝑈 = 745, 𝑝 < .001, 𝑟 = .33, based 
on 𝑛 = 66 in the redesign group and 𝑛 = 41 in the control group 
(five cases in the latter excluded due to recording errors). Since 
the same participants were tested across multiple dependent vari-
ables, we applied a Holm–Bonferroni correction across the eight 
outcome tests. After correction, the group differences remained 
significant for total completion time (𝑝 = .0008), learning motivation 
(𝑝 = .0106), and cognitive load (𝑝 = .0085). The effect on training 
completion did not remain significant after adjustment (𝑝 = .0725). 
This confirms that the primary effects on learning experience and 
efficiency are robust, while differences in knowledge outcomes and 
completion rates may reflect smaller or more variable effects that 
warrant further investigation. 

5.2 Group Comparisons Accounting for 
Background Variables 

To examine whether observed group differences remained after ad-
justing for background variables, linear models were estimated for 
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Table 3: Regression results for dependent variables related to learning experience and learning outcome controlling for education 
level, English proficiency, gender, and SOC experience. 

Learning experience Learning outcomes 

Predictor Motivation Cogn TAP SIEMa Scenario General TT (min) b Compc 

group (redesign) .35∗∗ .45∗∗ -.04 -.02 -.03 -.10∗ -8.35∗ 1.14∗∗ 

SE .11 .14 .05 .05 .05 .05 3.48 .44 

Educational level (Master) .41∗∗ .54∗∗∗ .08 .09. .12∗ .05 7.59∗ -0.02 
SE .13 .15 .06 .05 .05 .06 3.16 .47 

English proficiency (high) .07 .07 .11. .09. .08 .04 -1.02 -0.45 
SE .13 .16 .06 .05 .06 .06 2.51 .50 

SOC (yes) .36. .42. .07 .15∗ .12 .09 0.39 1.42 
SE .20 .24 .07 .06 .08 .09 3.92 1.09 

gender (f) -.06 -.15 .08 -.03 -.07 .03 1.48 -0.80. 
SE .12 .15 .05 .05 .05 .06 2.24 .46 

𝑅 2 
𝑎𝑑 𝑗 .17 .20 .03 .10 .09 .02 .10 – 

F (5,138) 7.04∗∗∗ 7.98∗∗∗ 1.99. 4.16∗∗ 3.93∗∗ 1.46 4.15∗∗b – 

Note. Coefficients reflect the effect of being in the redesign group relative to the control group. * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001. Motivation: learning 
motivation, Cogn: cognitive load, TAP: TAP knowledge, SIEM: SIEM knowledge, Scenario: scenario-specific knowledge, General: general alert investigation 
knowledge, TT: total completion time in minutes, Comp: training completion. English proficiency (high): English proficiency dummy variable coded 1 = very 
high (C2), 0 = intermediate (B1, B2, C1). Educational level (Master): Educational level dummy variable coded 1 = Master’s degree, 0 = Bachelor’s degree. 
Gender (f): Gender dummy variable coded 1 = female, 0 = all other categories. SOC (yes): SOC experience dummy variable coded 1 = SOC experience, 0 = 
no SOC experience.
a HAC-robust standard errors used for SIEM due to autocorrelation in residuals. 
b HAC-robust standard errors used for TT ; 𝐹 (5, 102) due to missing data. 
c Logistic regression; coefficients are log-odds. Odds ratio for group = 3.14. No 𝐹 -test or 𝑅2 

𝑎𝑑 𝑗 reported. 

each outcome variable listed in Table 2 (b). Before conducting the 
regression analysis, we examined bivariate correlations between 
all dependent variables and background variables (rf. Table 5 in the 
Appendix). Pearson correlations were computed for the full sam-
ple. Gender (female) correlated significantly with scenario-specific 
knowledge, showing a small effect size (𝑟 = −.18). Both education 
level and English proficiency were significantly associated with mul-
tiple dependent variables and were retained as covariates in the 
main analyses. 

Prior to interpreting the regression models, we examined the un-
derlying assumptions of multiple linear regression. Residual plots 
were inspected to assess linearity, homoscedasticity, and the pres-
ence of outliers. The normality of residuals was evaluated using 
Q-Q plots and the Shapiro–Wilk test. Multicollinearity was exam-
ined before as part of the correlation analysis. The Durbin–Watson 
test was applied to assess the independence of residuals. For SIEM 
knowledge and total completion time, the Durbin–Watson test in-
dicated significant autocorrelation; therefore, heteroskedasticity-
and autocorrelation-consistent (HAC) standard errors were applied. 
In the following, we report the findings of the regression models. 
The full results of the analyses are provided in Table 3. 

Learning experience. The model for learning motivation was 
statistically significant, 𝐹 (4, 139) = 7.04, 𝑝 < .001, 𝑅 2 

adj = .17,
with significant effects of group (𝛽 = .35, 𝑝 = .003) and education 
level (𝛽 = .45, 𝑝 = .001). English proficiency, SOC experience and 
gender were not significant predictors. Similarly, the model for 
cognitive load reached significance, 𝐹 (4, 139) = 7.98, 𝑝 < .001, 

𝑅 2 
adj = .20, with effects for group (𝛽 = .45, 𝑝 = .001) and education 

level (𝛽 = .54, 𝑝 < .001), but not for the remaining covariates. These 
findings confirm the non-parametric group comparisons, showing 
that participants in the redesign group consistently reported higher 
learning motivation and lower cognitive load than those in the control 
group, independently of background variables. 

Learning outcomes. Although the group effect reached signif-
icance in the model for general alert investigation knowledge, the 
overall model was not statistically significant, indicating that the 
included predictors explained little variance in this outcome. Thus, 
no significant effect of group could be observed overall. Regarding 
background variables, the model for SIEM knowledge was signifi-
cant, 𝐹 (4, 139) = 4.13, 𝑝 = .003, 𝑅 2 

adj = .08, and showed significant
effects of education level (𝛽 = .10, 𝑝 = .033) and SOC experience 
(𝛽 = .15, 𝑝 = .010). Similarly, the model for scenario-specific knowl-
edge was significant, 𝐹 (4, 139) = 4.35, 𝑝 = .002, 𝑅 2 

adj = .09, again
showing a significant effect of education level (𝛽 = .13, 𝑝 = .021). No 
other background variables reached significance in these models. 

The logistic regression model for training completion indicated 
that participants in the redesign group were over three times more 
likely to complete the training compared to those in the control 
group, 𝐵 = 1.14, 𝑆𝐸 = 0.44, 𝑧 = 2.58, 𝑝 = .010, 𝑂𝑅 = 3.14. The 
model for total completion time also showed a statistically signif-
icant effect of group, while accounting for background variables, 
𝐹 (4, 102) = 4.15, 𝑝 = .004, 𝑅 2 

adj = .11.; participants in the redesign
group completed the training significantly faster than those in 
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the control group, 𝛽 = −8.35, 𝑝 = .018. However, unexpectedly, 
completion time increased with higher education level, 𝛽 = 7.59, 
𝑝 = .018, suggesting that participants with more advanced edu-
cational backgrounds spent more time on the exercise, possibly 
engaging in more detailed analyses of the alert. Combined with 
insights from the scenario model, it emerges that higher scenario 
knowledge comes at the cost of a higher time spent on the exercise, 
and that specialized cybersecurity knowledge plays a significant 
role on both outcomes. This suggests that nuances related to the in-
vestigated attack are only apparent to more specialized analysts. In 
this context, the t1ger approach appears to significantly improve 
training efficiency, reducing required time while still supporting 
more specialized analysts in conducting thorough investigations. 

5.3 Effect of Hints within Redesign Group 
To better understand how trainees engaged with the t1ger redesign 
and whether specific interaction patterns could have driven the 
observed learning outcomes, we conducted an exploratory analysis 
within the cyber range group focusing on the improvement of pro-
cedural information, i.e., in-system hint usage, as an independent 
variable. Thus, we investigated if the usage of hints had an effect 
on learning experience or learning outcomes. 

On average, participants used 2.16 (𝑆𝐷 = 1.93) out of 16 available 
hints, indicating that trainees did not rely on hints by default but 
requested them only when necessary, as intended by the scoring 
system. Regression assumptions were checked as in the full-cohort 
models, and no violations were observed. Correlations showed 
significant associations only with scenario-specific knowledge and 
general alert investigation knowledge. This pattern was confirmed 
in the regression analyses accounting for background variables, 
which showed significant effects only for scenario-specific knowl-
edge, 𝛽 = −0.04, 𝑝 = .026, and general alert investigation knowl-
edge, 𝛽 = −0.04, 𝑝 = .038. Meanwhile, hint usage had no effect 
on learning experience (learning motivation and cognitive load), 
nor on training completion or training completion time. The full 
results of the correlation and regression analyses can be found in 
the Appendix (Tables 6 and 7). 

These results suggest that the scaffolding mechanism to provide 
procedural information functioned as intended: hints were used 
sparingly and primarily by participants who encountered greater 
difficulty, which is reflected in the small negative effects on the two 
knowledge variables. However, relying on hints did not provide a 
substantial performance advantage or enhance the learning expe-
rience. This indicates that the effectiveness of the t1ger redesign 
is not attributable to the procedural-information feature alone but 
reflects the broader set of instructional principles embedded in the 
design. 

Summary of findings. Our findings demonstrate the advan-
tages of the t1ger LMS design. Directly comparing means in the 
two groups with non-parametric tests, participants in the redesign 
group reported significantly more favorable learning experiences, 
meaning they found the experience more motivating and less cog-
nitively demanding than their peers in the control group. The re-
gression analyses confirmed these results, accounting for education 
level, English proficiency, and gender. Similarly, for completion and 

efficiency, Chi-square tests showed that a higher proportion of par-
ticipants in the redesign group completed the training within the 
allotted time, and Mann–Whitney 𝑈 tests confirmed that they did 
so in significantly less time. These findings were corroborated by 
regression analyses, which demonstrated that participants in the 
redesign group finished the exercise in on average 8 minutes, i.e., 
12%, faster, even after controlling for background variables. Notably, 
while higher education levels predicted longer completion times, the 
t1ger reduced time demands across the board, indicating that the 
intervention enhanced training efficiency without disadvantaging 
more advanced participants. With respect to learning outcomes, 
no reliable group differences were found. Both the non-parametric 
tests and regression models indicated comparable performance be-
tween groups. In summary, these results underline that the t1ger 
LMS design can improve subjective learning experience and learn-
ing efficiency without compromising objective learning gains. An 
exploratory analysis of hint usage within the redesign group further 
showed that the procedural information (scaffolding) operated as 
intended, used mainly when participants struggled, and did not 
itself account for better learning experience or outcomes of the 
redesign group. This indicates that the benefits of the t1ger LMS 
arise from the combined instructional principles rather than only 
from providing trainees with more procedural information. 

6 Discussion, Limitations, and Future Work 
Our findings show a significant improvement in learning motiva-
tion and cognitive load for subjects who trained with t1ger. This 
suggests that alert investigation exercises become more engaging 
while less cognitively demanding by applying instructional design 
principles to cyber ranges. As analysts oftentimes find their train-
ings to be insufficient [45] and as alert investigation is a cognitively 
demanding task by nature [30], the improved learning motivation 
and cognitive load may significantly improve learning efficiency 
and engagement by new analysts. 

Interestingly, our results show that our approach does not affect 
the achieved learning outcomes. Therefore, no extra training would 
be required to compensate for our proposed LMS redesign, as our 
results suggest that participants learn equally as much as the less 
engaging training requiring more cognitive load. Moreover, our 
findings indicate that the completion rate (within 90 minutes) and 
the time to complete both improve significantly by employing the 
proposed redesign. Therefore, t1ger training appears to be more 
efficient and to contribute to decreasing the training effort for 
trainee and trainers alike. 

An interesting nuance is the role of background education. Our 
findings suggest that analysts with a more specialized cybersecurity 
background develop a more thorough understanding of the investi-
gated scenarios, at the cost of a higher investigation time. On the 
other hand, the improved efficiency of the t1ger approach reduces 
time requirements, thus promoting swift yet effective trainings 
without penalizing thorough investigations. 

6.1 Implications for practice 
Typically, training in SOCs is either insufficient in material [66], not 
engaging [31], or requires large setup in terms of IT infrastructure 
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and training staff [5, 44]. As knowledge conveyed in alert investi-
gation trainings can be exceptionally specific [31, 45], most SOCs 
are not able to employ a dedicated trainer. Yet, scalable training 
solutions do not appear to be widely available, or adopted. Our 
proposed t1ger LMS design tackles this issue directly by allowing 
SOCs to employ trainings with as much content while reducing 
the need of domain-specific trainers. Although SOCs are required 
to initially adapt the training to their needs (e.g., devise a fitting 
scenario or modify the questions), SOCs are required to undertake 
such actions already to achieve hands-on trainings considered to 
be best practice by prior research [16, 26]. Moreover, as SOCs of-
tentimes have ad-hoc hiring and training schedules, executing the 
training requires a high workload. 

In addition to SOCs already focused on designing and executing 
trainings, the t1ger approach benefits SOCs without a well-defined 
or any training program as well. As new analysts in such SOCs 
oftentimes shadow senior analysts for a period of time [66], the 
shadowed analyst may be distracted from a shadowing trainee. 
Since alert investigations is a task already associated with high 
cognitive load and fatigue, further distractions for senior analysts 
may lead to slower and inaccurate alert investigations. By contrast, 
the integration of the t1ger LMS design significantly reduces the 
requirement for analyst time, resulting in higher efficiency of the 
training activity. Moreover, as our solution does not require domain-
specific trainers or different senior analysts, the training becomes 
more reproducible and consistent by design. This is in line with the 
fact that standardization and compliance are becoming increasingly 
relevant to the security industry [69], making reproducibility even 
more crucial for SOCs. 

Beyond SOCs as organizational units, the increased learning 
motivation of our proposed solution benefits prospective analysts 
as well. Additional engagement during skill development prolongs 
the duration in which the analyst is engaged by applying their 
newly acquired skills (i.e., their work as a SOC analyst), which may 
contribute to mitigating the diverse causes of analyst burnout [20]. 
Similarly, lower cognitive load during skill development may lead 
to a lower incidence of fatigue and other stress-related problems. 

Finally, our findings point out the importance of specialized 
knowledge on the efficiency and thoroughness of the analyst train-
ing. This suggests that SOCs looking for junior analysts may ben-
efit from recruiting cybersecurity-trained junior professionals, to 
improve the effectiveness and efficiency of non-specialized cyber-
security trainings and confirming findings in related work [45]. 
This also indicates that specialized detection engineering training 
programs, currently only marginally included in computer science 
curricula [2], could help form a proficient workforce in the security 
monitoring and response domains. 

6.2 Implications for Research and Future Work 
Our study highlights that applying the instructional design prin-
ciples into alert investigation trainings significantly reduces the 
cognitive load of analysts. Whereas t1ger improves cognitive load 
during training, other critical SOC processes such as threat hunt-
ing and incident response remain to be addressed. Previous stud-
ies [36, 72] exist in which cyber ranges or specific scenarios have 

been proposed for trainings relevant to SOCs. In line with this, fu-
ture work could implement and evaluate the effect of instructional 
design principles into SOC trainings beyond alert investigation with 
learning outcomes more inline with such tasks. This is especially 
relevant as trainings of different tasks are conducted separately 
in SOCs [45, 66], and thus effective scalability of trainings only 
can occur if other trainings are scaled as well. Similarly, different 
SOCs may prioritize different scenarios for training, for example 
including different attack patterns or data sources to the investiga-
tion. Therefore, future work could research effective generation of 
tailored training scenarios, perhaps (semi-)automatically. 

Considering learning outcomes in alert investigation exercises, 
our work does not assess the potential long-term effects of t1ger, 
specifically with respect to retaining the learning outcomes. Al-
though longitudinal studies are difficult to conduct with job posi-
tions suffering from high-turnover rates such as Tier 1 analysts, 
a longitudinal study would be critical to better understand how 
each learning outcome is affected differently through applying the 
instructional design principles. Further considering learning out-
comes, our work is inconclusive in how to improve (as opposed to 
maintain) learning outcomes compared to currently employed train-
ings. Future work could consider how to ensure prospect analysts 
understand the key material better while maintaining scalability. 
Especially as automation and human-AI teaming becomes more 
relevant by the day in SOCs [70], new learning outcomes to alert in-
vestigation trainings may need to be considered such as the ability 
to critically evaluate explainable AI justifications [21, 51] for alert 
labeling as opposed to directly evaluating the (lack of) evidence of 
network logs. Moreover, through the use of AI, graph-based visu-
alizations become more feasible by accounting for the context of 
the alert more effectively [55, 70]. Therefore, skills relating to using 
SIEMs, such as using queries effectively to find relevant informa-
tion, become less relevant compared to interpreting interrelations 
between triggered alerts. 

Moreover, research about trainings in other domains highlight 
promising benefits of employing LLMs and/or agentic AI as spar-
ring partners to the trainee [25, 47, 48]. Further research could 
develop new lines to evaluate such technologies in supporting and 
reasoning along the trainee during the investigation, as an effective 
sparring partner further alleviates the need of an external or a senior 
employee acting as a trainer. This could extend prior approaches in 
the domain of decision support systems for security analysts [40] 
where tailored trainings can be made for such systems, or develop 
new directions where the integrated hints and feedback proposed 
in t1ger are tailored to the specific decisions of the trainee analyst. 
Particularly, these evaluations should be task specific (e.g. threat 
hunting as opposed to incident reporting) and subject-profile spe-
cific (e.g. senior rather than junior analysts). Importantly, it remains 
an open question whether model specialization (e.g. cybersecurity-
specific models such as CISCO’s Foundation-sec-8B model, Secure-
BERT, and others) and fine-tuning for specific tasks (e.g. CISCO’s 
Foundation-sec-8B-reasoning for cybersecurity reasoning tasks) 
impacts the quality and effectiveness of analyst task support. Our 
findings also suggest that learning goals related to the process and 
the technology (i.e., TAP, SIEM, and general knowledge) can be 
adequately achieved also by relatively non-expert trainees with a 
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general information systems education rather than a specialized cy-
bersecurity background. This testifies to the suitability of this type 
of training approach to a broad range of recipients, possibly provid-
ing the basis for a portfolio of specializations other than detection, 
such as communication, incident coordination, or response. 

The results of our study demonstrate that the redesign, grounded 
in a set of literature-based principles, improved the exercise com-
pared to the original version. Our evaluation focused on the ef-
fectiveness of the integrated design as a whole, not on how indi-
vidual principles contributed to this improvement. Although the 
exploratory analysis of hints offered initial insight into the role 
of scaffolding procedural information, the remaining principles 
were not monitored separately. Accordingly, a promising direction 
for future research is to investigate the standalone and interacting 
effects of individual principles in more detail. 

Another direction for future research concerns the deliberate 
balance between authenticity and guidance in the redesigned ex-
ercise. Because the exercise targets novice participants, the design 
intentionally incorporated more guidance (e.g., immediate feedback 
and hints) than analysts would encounter in a real-world analysis 
process. This trade-off was made to support learning, even if it 
meant deviating from full operational authenticity. Future work 
could investigate how this balance should shift for more experi-
enced participants, for whom reduced guidance or more realistic 
feedback conditions may be beneficial. Such research could help 
determine how to adapt cyber range designs to different skill levels 
while maintaining both authenticity and instructional effectiveness. 

6.3 Threats to Validity 
Construct validity. The threat landscape is dynamic even within 

one SOC, as zero-day vulnerabilities are discovered, used and then 
slowly patched as time elapses. In other words, the chosen scenario 
relating to the log4j vulnerability may not realistically reflect the 
day-to-day operations of a Tier 1 analyst. Yet, the overall process in 
SOCs, is more static. Concepts of IDS generating alerts and collect-
ing relevant information about and surrounding the alert is at the 
foundation of how SOC analysis works in practice. There is little 
indication to believe that this process and data is changing in the 
near future. 

Internal validity. As our experiment considers a diverse sample 
from different universities and academic experiences, we accounted 
for several background factors. However, in reality, participants 
from one group may have different relevant skill sets affecting the 
performance of their training. These skills may stem from a plethora 
of other factors, such as relevant job experience, affinity with intru-
sion detection or media literacy on recent zero-day vulnerabilities. 
However, many factors possibly relate to educational level, where 
relevant education is often required to acquire the relevant job 
experience, or where cybersecurity specific education programs 
increase the ability (and possibly the affinity) to understand recent 
vulnerability blog posts or reports. As it is unfeasible to consider all 
potential factors, we captured a limited set of background variables 
about our subjects. 

External validity. We identify two external threats to validity 
in our work. Namely, the generalizability of our student subjects 

to SOC recruits and the training material of the collaborating SOC 
and its context to other SOCs. Most of our subjects are students 
and may not be aspiring to be SOC analysts nor have the same 
skill set that a SOC analyst might have at the time of recruitment 
before the initial training. This is especially the case for 43 subjects 
following a general information systems Bachelor. However, Tier 1 
analysts are oftentimes considered entry-level positions, and many 
SOCs recruit analysts immediately after completing an IT-related 
Bachelors program [60]. Therefore, our subjects, especially those 
studying at a cybersecurity specific MSc program, have sufficient 
capacity as potential entry-level recruits to participate in our train-
ing. Moreover, to mitigate the potential gap between our subjects 
and recruits, we solely focused on exercises related to alert inves-
tigations over other tool-specific exercises to reduce the required 
domain-specific knowledge. 

Regarding the generalizability of our training to other SOCs, it is 
likely that other SOCs utilize different technologies, SIEM systems, 
handle different types of alert data and logs and employ different 
alert investigation processes. Yet, the fundamental process of alert 
investigation from an information gathering perspective is similar 
across SOCs that employ rule-based monitoring. Namely, analysts 
must investigate a large volume of alerts, which often results in 
false positives. To discern benign events from attack-related alerts, 
analysts then inspect the alert and if needed collect information 
of a plethora of logs and other system to find further evidence. All 
these elements are included in our training, and thus our results 
apply beyond our collaborating SOC. However, other SOCs may 
have different scenarios of interest, which would require different 
questions to be asked in the cyber range. As aforementioned in 
Section 6.2, the ability to devise multiple scenarios and allowing 
SOCs to pick and choose from such scenarios would mitigate this 
threat. 

7 Conclusion 
Integrating instructional design principles into cyber range exer-
cises, as we propose with the t1ger LMS design, fosters better 
training experiences for trainees. Integrating t1ger into an exist-
ing cyber range, we showed that trainees that use our augmented 
LMS design can learn complex threat analysis procedures in a way 
that is more motivating, less cognitively demanding, and less time-
consuming. Reducing reliance on individual trainers, the t1ger ap-
proach also improves reproducibility and scalability, making cyber 
range exercises more practical to use. These findings demonstrate 
the potential of interdisciplinary research to transform cyberse-
curity education and pave the way to a stronger, better-prepared 
cybersecurity workforce. 
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A Examples of Tasks in the Existing LMS 

(a) A question regarding other alerts surrounding the investigated alert. The trainee is guided 
in how to find the surrounding alerts, and then is asked to select two correct statements. 

(b) A question regarding the relevancy of a triggered alert. The LMS explains how to interpret 
information regarding the creation and update dates of alert rules via examples and asks the 
trainee to apply the knowledge. 

Figure 5: Examples of two questions asked in the existing LMS. 
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B User Interface of t1ger Implementation 

(a) Procedural information support through hint. When activated, the hint appears in a highlighted box above the 
four response choices. 

(b) Feedback statement and explanation. After response submission, the correct answer is displayed with an 
explanation and context what this means for the overall analysis. 

Figure 6: User interface of the web application implementing t1ger. 
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C Man–Whitney U Test 

Table 4: Mann–Whitney 𝑈 Test results by group with Holm-adjusted 𝑝-values 

Motivation Cogn TAP SIEM Scenario General TT 

𝑈 3360.0* 3382.5** 2511.5 2576.5 2548.0 2145.0 745.0*** 
𝑟 .26 .27 .02 <.01 .01 .15 .33 

Note. * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001. Motivation: learning motivation, Cogn: 
cognitive load, TAP: TAP knowledge, SIEM: SIEM knowledge, Scenario: scenario-specific 
knowledge, General: general alert investigation knowledge, TT: total completion time. 

D Correlation Analysis (full cohort) 

Table 5: Correlation matrix (upper triangle only). 

Dependent var. Background var. 

COGN TAP SIEM Scenario General Compl. TT Edu(M) Gen(f) Eng(high) SOC(yes) 

Motivation .78 *** .09 .23 ** .15 .00 .18 * -.06 .34 *** -.12 .24 ** 0.21* 
COGN - .13 .28 *** .13 -.01 .19 * .01 .36 *** -.15 .24 ** 0.20* 
TAP - - .17 * .23 ** .23 ** .01 .11 .18 * .05 .19 * 0.11 
SIEM - - - .14 .16 .02 .18 .27 *** -.14 .26 ** 0.22** 
Scenario - - - - .25 ** .02 .00 .28 *** -.18 * .24 ** 0.18* 
General - - - - - -.08 .19 .11 .02 .07 0.11 
Comp - - - - - - - .03 -.14 .02 0.11 
TT - - - - - - - .23 * .01 .02 0.07 

Edu (M) - - - - - - - - -.21 * .40 *** -0.03 
Gen(f) - - - - - - - - - -.24 ** -0.06 
Eng(high) - - - - - - - - - - 0.17* 

Note. * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001. Motivation: learning motivation, Cogn: cognitive load, TAP: TAP knowledge, SIEM: 
SIEM knowledge, Scenario: scenario-specific knowledge, General: general alert investigation knowledge, TT: total completion time, 
Comp: training completion, Eng (high): English proficiency dummy variable coded 1 = very high (C2), 0 = intermediate (B1, B2, 
C1). Edu (M): Educational level dummy variable coded 1 = Master’s degree, 0 = Bachelor’s degree. Gen (f): Gender dummy 
variable coded 1 = female, 0 = all other categories. SOC (yes): SOC experience variable coded 1 = SOC experience, 0 = no SOC 
experience. 

E Correlation Analysis (redesign group) 

Table 6: Correlation matrix (upper triangle only). 

Dependent var. Background var. 

Motiv. COGN TAP SIEM Scenario General Compl. TT Edu(M) Gen(f) Eng(high) SOC(yes) 

Hints -.19 -.07 -.12 -.11 -.36 ** -.28 * -.12 -.03 -.32 ** .11 -.28 * -.10 
Motivation - .76 *** .15 .25 * .19 .15 .08 .04 .29 ** .03 .14 .19 
COGN - - .16 .27 * .08 .06 .05 .15 .27 * -.15 .11 .16 
TAP - - - .27 * .28 * .23 * .01 .18 .36 ** .05 .23 * .02 
SIEM - - - - .19 .21 .08 .23 .30 ** -.14 .18 .21 
Scenario - - - - - .21 .03 -.11 .29 * -.18 * .23 * .15 
General - - - - - - -.06 .07 .25 * .09 .12 .09 
Comp - - - - - - - - -.08 .05 -.09 .00 
TT - - - - - - - - .32 ** -.14 .13 -.08 

Edu (M) - - - - - - - - - -.15 .56 *** .15 
Gen(f) - - - - - - - - - - -.17 -.03 
Eng(high) - - - - - - - - - - - .08 

Note. * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001. Motivation: learning motivation, Cogn: cognitive load, TAP: TAP knowledge, SIEM: SIEM knowledge, 
Scenario: scenario-specific knowledge, General: general alert investigation knowledge, TT: total completion time, Comp: training completion. Eng 
(high): English proficiency dummy coded 1 = very high (C2), 0 = B1–C1. Edu (M): educational level dummy coded 1 = Master’s degree, 0 = 
Bachelor’s degree. Gen (f): gender dummy coded 1 = female, 0 = all others. SOC (yes): prior SOC/SIEM experience coded 1 = yes. Hints: number 
of in-system hints used. 
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F Regression Analysis (redesign group) 

Table 7: Regression results for dependent variables related to learning experience and learning outcomes within the cyber range 
group, controlling for education level, English proficiency, gender, and SOC experience. 

Learning experience Learning outcomes 

Predictor Motivation Cogn TAP SIEM Scenario General TT (min)a Comp b 

Hints -.04 .02 -.00 .00 -.04∗ -.04∗ .55 -.21 
SE .04 .05 .02 .02 .02 .02 .75 .17 

Educational level (Master) .40. .49∗ .22∗ .14. .09 .12 9.00∗∗ -.58 
SE .20 .24 .09 .07 .08 .08 3.32 .96 

English proficiency (high) -.09 -.12 .03 -.00 .03 -.03 -1.77 -.55 
SE .19 .23 .08 .07 .08 .08 3.19 .84 

SOC experience (yes) .36 .35 -.03 .15 .11 .04 -4.47 .03 
SE .28 .32 .12 .10 .11 .11 4.33 1.17 

Gender (f) -.04 -.21 .07 -.07 -.07 .08 .36 -.63 
SE .17 .20 .07 .06 .07 .07 2.72 .70 

𝑅 2 
𝑎𝑑 𝑗 .06 .04 .08 .07 .13 .07 .06 – 

F (5,71) 1.95 1.63 2.37∗ 2.16. 3.24∗∗ 2.14. 1.83 – 

Note. * 𝑝 < .05, ** 𝑝 < .01, *** 𝑝 < .001. Cogn = cognitive load. TAP = threat analysis process knowledge. Scenario = 
scenario-specific knowledge. General = general alert investigation knowledge. TT = total completion time in minutes. Comp = 
training completion. English proficiency (high): 1 = C2, 0 = intermediate (B1–C1). Educational level (Master): 1 = Master’s, 0 = 
Bachelor’s. Gender (f): 1 = woman, 0 = all other categories. SOC experience (yes): 1 = experience, 0 = no experience. 
a 𝐹 (5, 60) due to missing data. 
b Logistic regression; coefficients are log-odds. Odds ratio for group = 0.81. No 𝐹 -test or 𝑅2 

𝑎𝑑 𝑗 reported. 

G Posttest Questionnaire 
(1) Demographics and Background 

• Gender: Man, Woman, Non-binary, Prefer not to say 
• Which university do you attend? TU/e, UR 
• Current level of study: BSc, MSc 
• English proficiency level: Intermediate (B1), Upper-intermediate (B2), Advanced (C1), Proficient (C2) 
• Do you have previous experience with navigating SIEM interfaces or investigating alerts? 

– Yes, more than one year in a SOC 
– Yes, less than one year in a SOC (e.g., internship) 
– Yes, in educational/private settings 
– No 

• Did you manage to finish the training? Yes, No 
• Would you escalate the alert you analyzed in your training to a Tier 2 analyst? Yes, No 

(2) TAP knowledge 
• Remember the threat analysis process (TAP). List the stages in the order you should consider them when investigating an alert. 

– Relevance Indicators 
– Contextual Information 
– Additional Alerts 
– Attack Evidence 

• Which observation is part of attack evidence? 
– 40 connection logs are associated to the external IP 
– 10 packets exchanged 
– Multiple high-profile alerts 
– IP found malicious established a connection 

• Which observation is not related to relevance indicators? 
– Triggered alert involves IP 131.155.0.146 
– Rule last updated on 2022-08-30 
– Signature is very specific 
– Rule created on 2020-04-12 
– 40 connection logs associated to IP 

(3) SIEM knowledge 
• Which button do you press to fetch logs corresponding to an alert? (screenshot included) 

– Correlate 
– Include 
– CyberChef 
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– Hunt 
• What does the highlighted field correspond to? (screenshot included) 

– Description of the alert 
– Raw network traffic 
– The signature that triggered the alert 
– The victim’s IP address 

• What do you do to view all logs for a specific IP address? 
– Click on alert name → actions → hunt 
– Click on IP → actions → hunt 
– Click on alert name → exclude 
– Click on IP → exclude 

(4) Scenario-specific knowledge 
• A log4j remote code execution (RCE) attack is successful when... 

– A malicious attacker establishes a connection 
– SIEM raises an alert 
– Related logs contain lots of traffic 
– A victim connects to a host with the malicious payload 

• Alert: ET EXPLOIT Apache log4j RCE Attempt (http ldap) (CVE-2021-44228) — identify the most likely true statement. (screenshot included) 
– Attacker attempted two log4j attacks to different victims 
– Attacker attempted two attacks to the same victim 
– Two alerts triggered correctly 
– Only one alert triggered correctly 

• Investigate with OSINT tools: which domain is associated with IP 51.254.164.52, and is it malicious? 
– abuse@ovh.net, not malicious 
– ip52.ip-51-254-164.eu, malicious 
– ip52.ip-51-254-164.eu, not malicious 
– abuse@ovh.net, malicious 

• Is this signature generic or specific, and why? (screenshot included) 
– Generic – applies to all traffic via TFTP (port 69) 
– Generic – rule length very short 
– Specific – searches for a string in packets 
– Specific – specifies a port 

(5) General alert investigation knowledge 
• Select the correct statement regarding connection logs (conn logs). 

– Sometimes you can observe the payload 
– Relate to transport layer 
– Protocol-specific 
– Always relevant to an investigation 

• When should you escalate an alert (classify as interesting)? 
– When not a false positive 
– When a successful attack has impact 
– When severity is at least high 
– When an attack could impact the monitored customer 

(6) Cognitive Load (5-point Likert scale, 1: totally disagree - 5: totally agree) 
• During this training, it was easy (non-exhausting) to find the important information. 
• The design of the training was convenient for learning. 
• During the training, it was easy to recognize and link the crucial information. 

(7) Learning motivation (5-point Likert scale, 1: totally disagree - 5: totally agree) 
• The way the training was delivered helped me maintain attention. 
• The presentation of the information helped me stay focused. 
• The variety of reading passages, exercises, and illustrations helped me concentrate. 
• It is clear how the training content relates to what I already know. 
• The content and writing style convey the value of learning secure coding. 
• The task content will be useful to me. 
• As I worked through the instructions, I felt confident in analyzing alerts. 
• After some time, I was confident I could complete the tasks. 
• The good organization of the content helped me feel confident in learning to analyze alerts. 
• Attention check: Tick the second option from the right (“Agree”). 
• I enjoyed solving these tasks so much that I was motivated to keep working. 
• I really enjoyed solving these tasks. 
• I liked how the tasks were presented and designed. 

mailto:abuse@ovh.net
https://ip52.ip-51-254-164.eu
https://ip52.ip-51-254-164.eu
mailto:abuse@ovh.net
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