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Figure 1: Digital nudges to increase passkey adoption at user registration.

Abstract

Passwords suffer from major usability hurdles that foster insecure
practices and undermine cybersecurity. Passkeys were introduced
to address these issues, however, adoption remains low. Digital
nudges offer a promising way to accelerate passkey adoption, yet
research lacks empirical insight about when to nudge and which
nudge types and designs are most effective. We therefore employed
a mixed-methods approach to examine the impact of nudges on
passkey adoption across five touchpoints in the digital user journey:
During registration, login, account recovery, while in the settings
menu, and during user activity. First, we conducted 15 expert inter-
views to identify candidate nudges and their design principles. We
evaluate these nudges in a randomized controlled trial (RCT) with
3,680 participants on a commercial healthcare platform. Our results
indicate that digital nudges can significantly increase passkey adop-
tion when applied at the right touchpoints, encouraging users to
move beyond passwords.
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1 Introduction

Passwords remain the most widely used authentication mechanism
and provide strong cryptographic security [6, 49]. However, users
are expected to create high-entropy passwords [50, 84], keep them
unique [32, 68], and remember them across an ever-growing num-
ber of accounts [24, 96]. These usability burdens foster insecure
practices, including short or easily guessed passwords [24], cross-
site reuse [13], and recording passwords in notes [38], thereby
undermining security. Further, contrary to NIST guidance [88],
many organizations still mandate periodic password expiration,
which induces minor, predictable changes [73, 74]. Two common
mitigations are Password Managers (PMs), which generate unique,
high-entropy passwords while requiring users to remember only
a single master password [85], and Multi-Factor Authentication
(MFA), which adds an additional factor, typically an one-time pass-
word (OTP) [72]. Yet both introduce their own usability burdens:
PMs impose installation overhead, migration effort, and remedia-
tion of weak legacy credentials [44, 69], whereas MFA adds authen-
tication friction and recovery hurdles yet may remain susceptible to
phishing [72], contributing to low adoption [12, 69]. Consequently,
password-centric authentication continues to present a major attack
surface [60].

The Fast IDentity Online (FIDO) Alliance developed FIDO2, a
passwordless authentication standard that replaces passwords by
creating a unique pair of cryptographic keys for each site, one pri-
vate key stored securely on the user’s device and one public key
stored by the service. This way, FIDO2 provides phishing-resistant
credentials, mitigates the insecure behaviors passwords encourage
by eliminating password creation and memorization, and offers
built-in MFA via on-device biometrics or a device passcode [23].
Nevertheless, a key limitation is that FIDO2 credentials are device-
bound, complicating portability and account recovery [57, 66].
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Passkeys address this by extending FIDO2 with multi-device cre-
dentials that synchronize across a user’s devices, delivering higher
usability and security than passwords [100]. Still, password-based
authentication remains dominant [81]. A crucial challenge, there-
fore, is motivating users to adopt passkeys in practice.

One way to guide user behavior is through digital nudges, in-
terventions that preserve choice [90], which have shown promis-
ing results in other cybersecurity domains [4, 83, 101]. Although
the FIDO Alliance and vendors have begun to incorporate nudges
into passkey adoption, these efforts are largely unstructured and
sparsely evaluated [22, 37, 46, 71]. We identified two main chal-
lenges that hinder passkey adoption: First, it has not yet been empir-
ically evaluated through a large-scale study at which touchpoints
in the digital user journey users are inclined to adopt passkeys.
Second, as vendors apply different and non-uniform nudges, it is
unknown which nudge types and designs can encourage passkey
adoption. Thus, we pose the following research question:

RQ How can digital nudges improve passkey adoption?

To address this research question, we conducted a mixed-methods
study structured around user touchpoints, defined as specific stages
in the digital journey where passkey adoption can occur. We draw
on four touchpoints from the FIDO Alliance: Registration, login, re-
covery, and settings. To also reach users who rarely re-authenticate,
we add a fifth touchpoint, activity, which targets users during ac-
tions within an application. Together, these five touchpoints or-
ganize both our qualitative and quantitative exploration. First, we
conducted 15 semi-structured expert interviews to identify can-
didate digital nudges and derive design principles for fostering
passkey adoption across these touchpoints. Second, we evaluated
the resulting nudges on a commercial healthcare platform through a
randomized controlled trial (RCT) with 3,680 participants, spanning
all five touchpoints, to estimate their effects on passkey adoption.
In the RCT, we focus on three evaluation questions: (EQ1) which
nudges are most effective at each touchpoint, (EQ2) which touch-
points offer the highest overall potential for adoption across nudges,
and (EQ3) whether nudge effects vary by touchpoint. In sum, we
offer the following contribution:

o We designed and evaluated practical nudges across five touch-
points, identifying that experts cautioned against negative
password framing, which could undermine trust in authenti-
cation and perceived security.

e Nudges could significantly increase passkey adoption at all
touchpoints except activity, with the largest effects for the
two nudges choice default and salience.

o Users were most likely to switch from passwords to passkeys
at recovery and registration, pinpointing these as high-leverage
moments for intervention.

o Nudges increased overall adoption but did not significantly
raise the success rate—the proportion adopting among those
who interacted—suggesting that nudges capture attention
while additional factors (e.g., usability) shape final adoption.

2 Background and Related Work

In this section, we review the background on passkeys (Section 2.1)
and digital nudges (Section 2.2), and discuss related work (Sec-
tion 2.3).

Tobias Reittinger, Magdalena Glas, and Giinther Pernul

2.1 Passkeys

Passkeys are a passwordless authentication method that replaces
the shared secrets of passwords with origin-bound public-private
key pairs [21, 42].

Passkeys build on the FIDO2 standard: Relying parties (e.g., the
website the user registers on) store only a public key, while the
private key remains on the authenticator [42]. Sign-in requires user
presence, a deliberate physical gesture indicating user consent to
complete the operation with the authenticator [42, 57]; the relying
party can also require local user verification via biometric or PIN
when supported [42, 48, 51, 57]. Authenticators are either roaming
security keys that work across devices [14, 20, 77, 82] or platform au-
thenticators built into phones and laptops [42]. FIDO2 platform cre-
dentials were device-bound, which required enrollment on each de-
vice and complicated portability and recovery [66, 100]. To improve
portability, Apple, Google, and Microsoft introduced passkeys as
multi-device (synchronized) FIDO2 credentials, allowing the same
credential to be used across a user’s devices and reducing repeated
enrollments, while enlarging the security perimeter because device
ecosystems and synchronization must be protected [19, 39, 52].

Compared to passwords, passkeys do not require password cre-
ation and memorization, eliminating insecure coping such as pre-
dictable creation, reuse, and unsafe storage, and mitigate shared-
secret attacks including phishing and credential stuffing [8, 13,
16, 51]. Because the private key never leaves the authenticator
and authentication is origin-bound, passkeys provide phishing-
resistant authentication without relying on users to detect spoofed
sites [42, 57]. Despite these advantages, usage remains limited and
many users still rely on passwords [81]. Digital nudges offer a
promising approach to encourage passkey adoption.

2.2 Digital Nudges

In cybersecurity, users often deviate from commonly recommended
practices [1, 24, 35]. Some choices reflect boundedly rational cost-
benefit trade-offs under constraints such as limited time and at-
tention, adoption friction, and uncertainty about risks and pay-
offs [5, 25, 35]. Other choices are shaped by systematic cognitive
biases and heuristics, such as loss aversion and framing effects,
that can lead to departures from normative models or even from
individuals’ stated goals [3, 34, 45, 92, 93]. These explanations are
not mutually exclusive and likely vary by context.

These insights raise the question of how decision environments
might be structured to guide humans towards more security-aligned
behavior. One approach is the use of nudges, interventions that
steer behavior without restricting options or materially changing
incentives [90]. Nudging builds on psychological theories of shap-
ing decision environments to reduce avoidable friction and make
relevant trade-offs more salient, thereby supporting choices that
better align with users’ own preferences and long-term objectives
while preserving freedom of choice [89, 90]. When implemented
in digital environments, these interventions are referred to as dig-
ital nudges [97]. Following Baumer et al. [4], we list 13 digital
nudges from the literature review and classification by Jesse and
Jannach [40]. These serve as the foundation for our expert inter-
views on promising digital nudges to encourage passkey adoption.
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Decision Information. This category adjusts information for
decision-makers without altering their choices [62].

o Translation reduces ambiguity and simplifies complex in-
formation, making it easier for users to understand and act
upon [86, 87].

e Salience draws attention to certain options by enhancing
their visibility, while downplaying less desirable options [11,
41, 87].

o Visibility makes information accessible and readily visible,
using mechanisms like disclosure [36, 87], explanations [41],
feedback [11, 91], or warnings [36, 55].

e Phrasing influences decisions by contextualizing informa-
tion, such as through anchoring [43, 87] or framing op-
tions [11, 80].

Decision Structure. This category focuses on reshaping the
organization of choices to guide decision-makers [62].

® Range or composition adjusts scale [41], breaks decisions into
stages [59], reorders options [87], or partitions categories to
highlight specific attributes [62].

o Choice default sets automatic enrollments [11], prompts ac-
tive choices [62], and preselects options [55, 86].

e Option consequences links choices to minor social or per-
sonal consequences [62], using small benefits [62] or micro-
incentives [36].

o Effort adjusts the effort required for options, for example, by
altering ease [86, 87] or adding subtle friction to influence
user choices [11].

Decision Assistance. This category includes mechanisms that
support decision-makers in achieving their goals [62].

o Reminders keep users focused by reinforcing their goals [9,
86, 87], social expectations [62], or situational relevance [9].

e Commitment facilitation promotes follow-through by au-
tomating tasks [9], prompting intentions [36], and encour-
aging public commitment [11].

Social Decision Appeal. This category addresses the social and
emotional dimensions of decision-making [40].

o Messenger reputation leverages credibility by anticipating
user errors [41, 97] and building on the positive impression
associated with the messenger [80].

e Social reference encourages alignment with popular opin-
ions [28], conformity to group norms [61, 87], or comparing
actions to those of others [36].

e Empathy instigation reflects users’ actions [11], invokes reci-
procity [11], appeals to a sense of responsibility [87], and
provides positive reinforcement [9].

2.3 Related Work

Prior work finds that FIDO2/passkeys can yield higher perceived us-
ability, acceptance, and security than passwords [18, 57, 66]. These
advantages are most pronounced on mobile and when using plat-
form authenticators (i.e., on users’ existing devices) rather than ex-
ternal security keys [63, 100]. Nonetheless, comparative evaluations
of web authentication schemes emphasize that possession-based
approaches also introduce inherent drawbacks and new failure
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modes (e.g., device availability and loss/theft, provisioning and re-
covery burdens, and challenges on shared devices), which can offset
benefits in some settings [8]. Consistent with this, users remain
concerned about account recovery [18, 57, 66] and multi-device
access of FIDO2 [100]. Adoption is further hindered by misconcep-
tions about how biometrics are stored and used [53, 65] as well as
entrenched password habits [18]. In a large-scale field, Reittinger
and Pernul show that while passkeys are rated more usable and
acceptable than passwords with 2FA, adoption is hindered by pass-
word habits, inexperience, and misconceptions, and longer-term use
exposes cross-platform sync and password-manager friction [75].
Overall, the literature suggests that passkeys offer compelling secu-
rity and usability benefits in many common scenarios, but adoption
and real-world suitability are context-dependent, shaped by ecosys-
tem maturity, recovery and synchronization support, and users’
mental models and constraints. Targeted and touchpoint-specific
nudges that increase salience, correct misconceptions, and disrupt
default password use may help users move beyond passwords.

Research on digital nudging in security contexts shows that
timely, salient, and tailored nudges can shift behavior. For exam-
ple, Sharma et al. [83] demonstrate measurable improvements in
everyday security practices via priming, Baumer et al. [4] show
that choice defaults can drive substantial behavior change during
access reviews, and Ebert et al. [17] find that concise, prominent
privacy notices raise user awareness. This effect extends to authen-
tication, where nudges translate into adoption at scale: Golla et
al. [31] report large gains from optimized defaults and reminders,
Lyastani et al. [30] document that many top-ranked websites nudge
users to set up recovery options, while Kennison [47] cautions that
simple message nudges may be insufficient for more effortful tasks
such as creating strong passwords. Within the FIDO2 ecosystem,
Lassak et al. [53] show that targeted prompts can mitigate bio-
metric misconceptions, whereas Amer et al. [2] find that technical
video explanations alone do not increase adoption intention. For
passkeys, the FIDO Alliance UX guidelines [22] recommend mak-
ing passkey information salient and visible, and a Microsoft white
paper by Ranjit and Bingham [71] advocates highlighting passkeys’
security and speed benefits at key decision points. Overall, digi-
tal nudges can guide security behavior, but effectiveness depends
on careful design and tailored fit. Relative to this literature, our
work contributes a large-scale RCT that systematically designs and
quantitatively evaluates multiple nudges (including novel ones)
across five touchpoints, yielding actionable recommendations for
increasing passkey adoption.

3 Qualitative Method: Expert Interviews

To address our research question, we employed a mixed-methods
approach. First, drawing on the FIDO Alliance guidelines [22], we
identified five key touchpoints for passkey adoption (Section 3.1).
We then conducted 15 expert interviews to identify potential digital
nudges for each touchpoint, evaluate their practical applicability,
and understand how industry professionals would design them.
We chose interviews over a survey because they allow for richer,
more nuanced insights and follow-up questions when exploring
complex design decisions. The methodological approach for con-
ducting these interviews is outlined below (Section 3.2). Finally,
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we describe the ethical considerations (Section 3.3). Insights from
these interviews informed the selection and design of the nudges at
the five touchpoints, thereby forming the basis for the quantitative
user study described in Sections 5 and 6.

3.1 Selection of Touchpoints for Passkey
Adoption

The FIDO Alliance enumerates steps for potential passkey adop-
tion [22], which we map to four touchpoints: registration, login,
recovery, and settings. Because authentication sessions are often
long-lived [29], users may seldom re-authenticate and may also
rarely visit settings. We therefore introduce activity as a fifth touch-
point to surface adoption opportunities during actions within the
application. These touchpoints guided our discussions on digital
nudging in the expert interviews and were each examined sepa-
rately in the user study. They cover both the initial choice of new
users between passwords and passkeys, and the option for existing
users to switch from passwords to passkeys (see Table 2). Adapted
from the FIDO Alliance [22], the touchpoints are:

e Registration: During account registration, new users can
choose between passwords and passkeys.

e Login: For users with passwords, the login process provides
a touchpoint to switch to passkeys.

® Recovery: A password reset for account recovery provides
another touchpoint to switch to passkeys.

o Settings: When navigating the settings menu of an applica-
tion, users can opt to switch to passkeys.

o Activity: User activities within an application (e.g., shopping),
offer a touchpoint for passkey adoption.

3.2 Interview Method

In the following, we will detail the methodology of the expert
interviews. The interviews were conducted between July 2024 and
January 2025 and lasted between 43 and 106 minutes, averaging 69
minutes with a median of 65 minutes.

Pilot Study. We conducted a pilot with three participants prior
to the expert interviews to pretest the questionnaire. Their feedback
prompted revisions to wording and sequence to improve clarity
and flow. Because the instrument was refined after the pilot, those
data were excluded from the analysis.

Procedure. The interviews were conducted virtually via Mi-
crosoft Teams or Zoom. With participants’ consent (see Section 3.3),
we recorded the audio of each session to ensure accurate transcrip-
tion.

The interviews were organized into four parts and followed the
cognitive interviewing methodology [99]. In the first part, we pro-
vided experts with an overview of passkeys and the five identified
touchpoints, then discussed their organizational experiences with
this authentication method. We explored current industry prac-
tices by asking how they would raise awareness of passkeys and
encourage adoption at each touchpoint. These insights informed
the design of the control group in the user study. By discussing
existing practices before introducing digital nudges, we aimed to
minimize potential bias in responses.

In the second part, we introduced the concept of digital nudges
and gathered information on the experts’ experience with UI/UX
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design, development, and nudging strategies. Following Baumer
et al. [4], we iteratively presented each of the 13 digital nudges
proposed by Jesse and Jannach [40] in detail. For each nudge, we
discussed its anticipated impact on passkey adoption at each touch-
point and elicited perspectives on practical implementation and
design considerations. Experts also rated the expected effect of each
nudge for each touchpoint on a 5-point Likert scale. This phase was
critical for selecting and designing the digital nudges used in the
user study.

The third part gathered demographic information about the
participants and their organizations.

In the fourth part, each participant could select a nonprofit orga-
nization (NPO) to which we would donate €20 on their behalf as an
incentive. Additionally, we inquired if they could refer other poten-
tial participants for the study. The complete interview guidelines
are provided in Appendix A.1.

Recruitment and Participants. To thoroughly assess digital
nudges that can promote passkey adoption and be practicable for
organizations, the target group included both developers, designers,
and cybersecurity decision-makers. While prior experience with
passkeys and digital nudges was preferred, it was not mandatory.
Due to the limited availability and challenging access to this spe-
cialized group, we employed multiple recruitment strategies. These
included leveraging professional networks, our institution’s alumni
network, industry contacts, and requesting referrals from interview
participants. Each participant was screened to ensure they met the
criteria of our target group. We successfully recruited 15 experts
from a diverse array of sectors, positions, organizational sizes, and
levels of experience. A detailed overview of participants’ experience
and organizational backgrounds is provided in Table 1.

Coding and Analysis. We transcribed the audio recordings
of the interviews using Microsoft Word and stored the resulting
transcripts locally. Coding was conducted using a flexible coding
framework [15]. Any conflicts in interpretation were resolved col-
laboratively. To strengthen our analysis, we considered codes from
previous studies on digital nudges and passkeys [4, 54, 57, 100]. We
published the codebook as open-source (see Availability).

Selection and Design of Nudges. For each touchpoint, we
selected three digital nudges (alongside a control group) based on
experts’ anticipated impact on passkey adoption, practicality, and
prior literature on nudges [7, 36, 40]. Designs were based on the
expert interviews. Consistent with Thaler and Sunstein’s claim
that there is no neutral design [90], the control groups are not a
neutral baseline but reflect the industry status quo identified in
those interviews. Nonetheless, we sought to minimize bias in the
control groups.

3.3 Ethical Considerations

Ethical considerations are integral to our research. Before con-
ducting the study, our research methodology was approved by the
German Association for Experimental Economic Research e.V, and
we obtained an Institutional Review Board (IRB) certificate!. We
detail the ethical considerations for our studies, along with the
compensation approach, in line with the recommendations of Pater
et al. [67]. At the start of the interviews, participants were asked for

!IRB certificate: https://gfew.de/ethik/NAPzzShc
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Table 1: Summary of interview participants and their organizations. For anonymity reasons, we provide ranges.
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Experience Participant Organization
ID UX Nudges Passkeys Position Exp. Sector Size CC
E1 o ° o CISO 1-5  Consulting 250-999 DE
E2 ° [¢) . Developer 10-20 IT services 119 AT
E3 ° ° . Developer 5-10  IT services 50-249  DE
E4 ° o o Consultant 5-10  IT services 1-9 DE
E5 [¢) [¢) . CISO 10-20  Finance 250-999 DE
E6 ° ° o Developer 5-10  IT services 50-249  DE
E7 ° ° o Developer 5-10  IT services 1-9 DE
E8 ° o o Consultant 1-5  Consulting 1-9 DE
E9 ° ° o UX Designer ~ +20  Consulting 10-49 DE
E10 o o . Manager 1-5  Marketing 50-249 DE
Ell e ° o UX Designer ~ +20  Marketing 10-49 AT
E12 [¢) o ° Manager 5-10  Government +1,000 DE
E13 e ° o UX Designer  10-20  Marketing 10-49 DE
E14 ° ) o UX Designer 1-5 Fashion +1,000 DE
El15 e o . Developer 10-20 Technology  50-249  DE

UX: User Experience. Exp.: Experience. CISO: Chief Information Security Officer. CC: Country code. DE:

Germany. AT: Austria.

their consent to data recording and processing and were informed
about their right to withdraw consent at any time. To protect par-
ticipants’ privacy, we transcribed the interviews and then deleted
the recordings. Furthermore, we removed any identifying details
related to participants’ identities or their affiliated organizations
from the transcripts. Accordingly, demographic data is reported in
ranges, as shown in Table 1. Given that most interview participants
were high-earning experts, we chose not to offer direct compen-
sation. Instead, we incentivized participation by donating €20 per
participant to an NPO of their choice from a list of verified NPOs,?
resulting in a total donation of €300. We also committed to send-
ing participants the study’s findings. Ethical considerations of the
quantitative user study are detailed in Section 5.2

4 Qualitative Results: Expert Interviews

In this section, we first present the qualitative results from the
expert interviews on digital nudges aimed at encouraging passkey
adoption (Section 4.1). We then describe the selection (Section 4.2)
and the design (Section 4.3) of the nudges and the control group
for the user study.

4.1 Digital Nudges for Passkey Adoption

Following Jesse and Jannach [40] and Baumer et al. [4], we discuss
which digital nudges the interviewees consider most promising
for encouraging passkey adoption. For readability, we describe the
median anticipated effect by the interviewees for each nudge and
touchpoint and visualize the results in Table 2.

Translation: The interviewees emphasized that effective trans-
lation requires speaking the users’ language. As E7 noted, “People
know ‘password,” but ‘passkey’ is a new term; a simple explanation

2Verified NPO list is available at: https://www.dzi.de/spendenberatung/
spendenauskunfte-und-information/hilfsorganisation-finden/

that lands the concept is crucial.” (E7) Accordingly, they suggested
that briefly clarifying what “passkeys” are and what they are for
could positively influence most touchpoints, except for activity.
At this touchpoint, the interviewees argued that even a simplified
passkey message is unlikely to capture attention or prompt users
to interrupt their activity, and thus, no effect is expected.

Salience: Assuming many users are unfamiliar with passkeys,
the interviewees expect highlighting explanations or benefits of
passkeys as a promising approach. However, they consider empha-
sizing interactive options even more effective. This can be achieved
by making buttons for setting up passkeys more prominent, or by
reducing the salience of the option to continue using passwords.
The interviewees anticipate that users will perceive the highlighted
option as the more advantageous choice, while the less prominent
option may seem less ideal. The use of salience is expected by the in-
terviewees to have a strongly positive effect across all touchpoints.

Visibility: Since the interviewees assume that most users are
unfamiliar with passkeys, they emphasize the importance of clearly
communicating the benefits of passkeys and explaining how to
use them to ensure user understanding. Although presenting the
drawbacks of traditional passwords may also be beneficial, it is
considered impractical (see Section 4.3). The interviewees consider
the visibility of information unfamiliar to users as strongly posi-
tive across all touchpoints, as it effectively helps users grasp the
advantages and functionality of passkeys.

Phrasing: The interviewees view framing effects as a practical
approach to increasing passkey adoption, anticipating a positive
effect across all touchpoints, with a particularly strong positive
effect for the recovery. There, the interviewees believe that the neg-
ative experience of account recovery makes users more receptive
to framing effects that emphasize how passkeys can prevent these
issues.
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Table 2: Median anticipated impact of digital nudges [40] on passkey adoption at each touchpoint, as rated by the interviewed
experts, with higher values indicating a greater anticipated effect [4].

Choice Switch

Nudges / Touchpoints  Registration Login Recovery Settings Activity
Translation 4 4 4 4 3
Salience 5* 5% 5 5% 5*
Visibility 5% 5* 5% 5* 5%
Phrasing 4 4 5 4 4
Range or composition 4 4 4 4 3
Choice default 5% 5* 5% 1 1
Option consequences 2 2 2 2
Effort 5% 4 3
Reminders 4 4 5 4 5%
Commitment facilitation 3 3 3 3
Messenger reputation 3 3 3 3
Social reference 5 5 5% 5
Empathy instigation 3 3 4 3 3

Note: * Nudge was selected for the corresponding touchpoint in the user study.
The 5-point Likert scale spanned from strongly negative 1 over neutral 3 to strongly positive 5.

Range or composition: The interviewees consider deliberate
option sorting as a method to increase passkey adoption. For exam-
ple, they expect users to click more frequently on the first option in
a vertical arrangement and the option on the right in a horizontal
arrangement. The interviewees anticipate positive order effects at
all touchpoints except N5, where no effect is expected, as the order
change is unlikely to be noticeable during active user engagement.

Choice default: The interviewees anticipate a strong effect from
defaults, emphasizing that users rarely change standard security set-
tings. As E6 put it, “Default is the strongest nudge: If passkeys are the
default, users must actively choose the password instead. The tricky
part is avoiding surprise [...], if someone hits ‘Cancel,’ the interface
should fall back to the neutral baseline.” (E6) While users can opt out,
doing so requires effort, making choice default a promising nudge.
However, the interviewees assess its effectiveness differently across
touchpoints. When passkeys are offered as the default authentica-
tion method, most interviewees expect a strongly positive effect on
adoption at registration, login, and recovery, because users already
anticipate configuring or using authentication and are thus likely to
follow the default. At the same time, they cautioned that unfamiliar
users may cancel if the default feels unexpected. Therefore, they
stressed transparent default disclosure and a low-friction fallback to
password setup. For settings and activity, the interviewees predict
a strongly negative effect, as defaults that imply changing authen-
tication in contexts where users do not expect it may feel intrusive,
leading users to abandon the process and potentially discouraging
future adoption.

Option consequences: The interviewees were skeptical about
the effectiveness of this nudge for increasing passkey adoption. As
E2 noted, “Threats or penalties, ‘we’ll lock you out in ten days’, won’t
nudge toward passkeys; they mostly alienate users.” (E2) Accordingly,
they anticipated a negative effect across all touchpoints. While
micro-incentives might in principle encourage passkey use, they

were viewed as impractical, and framing continued password use in
terms of social consequences or penalties was expected to backfire
by discouraging authentication altogether rather than shifting users
to passkeys.

Effort: The interviewees anticipate a positive effect from in-
creasing effort at registration, login, and settings. As E6 suggested,
“A small confirmation, such as ‘Are you sure you want to use a pass-
word?’ could just add enough effort to make [users] reconsider without
being heavy-handed.” (E6) While they do not see a practical way
to simplify passkey adoption without modifying the passkey pro-
tocol itself, they believe that adding minor friction to password
use (e.g., a confirmation dialog) could prompt users to reconsider
and choose passkeys instead. At recovery, where users have just
experienced difficulties with passwords, the interviewees expect
an even stronger positive effect. No effect is anticipated at activity,
as the interviewees consider it infeasible to meaningfully increase
the effort of password use in this context.

Reminders: The interviewees expect reminders to have a pos-
itive effect on passkey adoption across all touchpoints, with a
strongly positive effect anticipated for recovery and activity. As
E14 noted, “For reminders, I'd use a pop-up [...]. They actually see
it. Email also costs nothing, but it’s often not read.” (E14) During
account recovery, users who have just had a negative experience
with passwords may be especially receptive to a timely reminder
that highlights the benefits of passkeys. During activity, the inter-
viewees expect that a push notification or pop-up is more likely to
be noticed than passive channels, increasing engagement with the
passkey prompt.

Commitment facilitation: The interviewees believe that a pre-
commitment, such as committing in advance to adopt passkeys,
would have no effect on actual passkey adoption, as only partici-
pants already inclined to set up passkeys would engage in such a
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commitment. Additionally, implementing a public commitment to
adopt passkeys is considered impractical.

Messenger reputation: The interviewees found it challenging
to devise an appropriate scenario for this nudge. They noted that
having a well-known personality endorse passkeys would not rep-
resent a true messenger effect but would instead align more closely
with a social reference. The only feasible option they considered
was using the company’s name as a messenger; however, the inter-
viewees believe this would have no measurable impact on passkey
adoption for all touchpoints.

Social reference: The interviewees identified two scenarios for
this nudge. First, a known person recommending passkeys, though
this is challenging to implement practically, as the individual would
need to be widely recognized by most users. Second, indicating
the number of users who already use passkeys, thus presenting
passkeys as a widely used authentication method. Since users tend
to favor aligning with the majority, the interviewees expect a strong
positive effect from the latter scenario across all touchpoints.

Empathy instigation: Unlike passwords, where emoji-based
password meters using empathy instigation can indicate weak or
strong passwords as users type [27], passkey adoption is considered
a binary decision. The interviewees expect no effect from empathy
instigation across all touchpoints except for recovery. At this touch-
point, the interviewees suggest that a message encouraging users
not to repeat the usage of a password could have a positive impact.

Key Results: Digital Nudges for Passkey Adoption

(1) High-potential nudges: Salience, visibility, and social
reference across touchpoints.

(2) Context sensitivity: Choice defaults and effort work
best where users expect authentication.

(3) Low/negative impact: Option conseq. seen as counter-
productive; commitment and messenger negligible.

4.2 Selection of Digital Nudges for the User
Study

At each of five touchpoints, we investigated three nudges and a
control group. Nudge selections were based on interview results
and prior literature.

For the registration and login, we chose salience, visibility, and
choice default. Both wvisibility and choice default are among the
nudges with the highest average effect size [36]. Given that the
interviewees indicated limited user knowledge about passkeys, we
opted to highlight information on passkeys (salience) rather than
displaying choices made by other users (social reference).

For the recovery, we examined visibility, choice default, and effort.
Although the interviewees anticipated strong effects from several
nudges, we prioritized these three due to their high reported effect
sizes in the literature [36].

For the settings, we selected salience, visibility, and social refer-
ence, as these were the only nudges that the interviewees anticipated
to have a strong positive impact on passkey adoption.

For the activity, we selected salience, visibility, and reminders.
The interviewees anticipated similar effects for reminders and social
reference, and the literature also reports comparable average effect
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sizes for both [36]. However, since social reference is similar in UX
design to salience and visibility, we chose reminders as a distinct
nudge mechanism that is likely more noticeable during user activity.

Key Results: Selection of Digital Nudges for User Study

(1) Registration/Login: Chose salience, visibility, choice de-
fault, as interview expectations match prior work.

(2) Recovery/Settings: Recovery adds effort; settings inves-
tigate social reference.

(3) Activity: Selected reminders to provide a distinct, notice-
able mechanism during ongoing tasks.

4.3 Design of Control Groups and Selected
Nudges

We discussed the design of all 13 digital nudges with the intervie-
wees; however, due to length restrictions, we will report only on the
discussion of the selected nudges. The brand color of the healthcare
platform is a medium-light shade of blue, which we used as the
primary highlight color in the designs. As a secondary color, we
used a light gray. The design of the selected nudges is displayed in
Figure 2.

General Insights: Across all nudges and touchpoints, the inter-
viewees emphasized the importance of avoiding negative wording
or framing related to passwords. As E7 cautioned, “Keep the wording
positive. Passwords are insecure’ sounds negative and can undermine
trust in the site.” (E7) They advised against statements that portray
password-based authentication as insecure or vulnerable (e.g., to
phishing attacks), because this could trigger broader doubts about
the service’s security, lead users to abandon the process, and ulti-
mately harm user retention and the organization’s reputation. At
settings, the interviewees recommended displaying a primary-color
dot on the settings button across the control group and all nudge
conditions, following industry practices [98], to ensure users notice
passkeys as a new feature. At settings and activity, they further
suggested offering only the option to create a passkey and omitting
the option to continue using a password, since users who are not in-
terested can simply ignore the passkey option (except for reminders,
where users receive an explicit prompt via pop-up).

Control Groups: For the control groups, we used results from
the first part of the interviews, conducted before introducing digital
nudges, to minimize bias. The interviewees recommended placing
the passkey and password buttons side by side in the secondary
color and randomizing their order. In registration and recovery,
where users lack a (working) authentication method, both options
should be presented without any explanatory text to avoid biasing
the choice. By contrast, in login, settings, and activity, where users
already have established a password previously, the interface should
include a brief note stating that passkeys are a new authentication
method, without describing benefits or functionality. This minimal
context helps users understand why the additional option is being
shown while limiting potential bias in their decision. For settings
and activity, the interviewees also recommended displaying a “New”
badge to signal that the option has just become available; otherwise,
users might overlook the feature.
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Figure 2: Design of selected nudges and control groups for all five touchpoints in the user study.
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Salience: The interviewees suggested highlighting the passkey
button in the primary color at full width, with the password button
placed below, without a background. This approach follows industry
standards, as seen in the Uber app [94].

Visibility: They suggested extending the control group by adding
informative details about passkeys, including the primary bene-
fit (no need to remember passwords), a brief explanation of what
passkeys are, and information on where they are stored.

Choice default: The interviewees recommended presenting a
single secondary-colored button that, by default, prompts users
to create a passkey. This was extensively debated, as this design
inherently yields a 100% interaction rate for choice default. However,
the interviewees noted no viable alternative to defaulting the deci-
sion to passkeys. If users cancel, the interface should revert to the
control-group layout, offering options to create either a password
or a passkey.

Effort: They advised extending the control group by adding a
confirmation dialog after users clicked the password button, asking
if they were sure they wanted to use a password. The “yes” and
“no” options would appear in randomized order and increase the
effort required to continue with a password slightly.

Reminders: The interviewees considered email or SMS reminders
impractical, as users have ideally learned to treat such notifications
as potential phishing attempts. Instead, they suggested a pop-up
prompt informing users about passkeys as a new authentication
method, with options to create a passkey or continue using pass-
words, displayed in randomized order, and both buttons in the
secondary color.

Social reference: The interviewees recommended highlighting
that a substantial number of users already use passkeys. After
consulting the industry partner on the number of passkey users,
we displayed the message, “Used by 1,000 Users”, next to the option
to adopt passkeys.

Key Results: Control Group Design and Selected Nudges

(1) Neutral baselines: Side-by-side, randomized options;
minimal context to minimize bias.

(2) Nudge implementations: Salient button; visible infor-
mation; default initiation; effort confirm dialog.

(3) Tone and trust: Avoid disparaging password language
to maintain trust in the authentication process.

5 Quantitative Method: User Study

Based on the results of our qualitative study, we examined the
real-world effects of these nudges on passkey adoption in a user
study on a commercial healthcare platform. We conducted five
RCTs, one per touchpoint, involving 3,680 participants in total. Each
touchpoint comprised four groups, three nudge groups, and one
control, resulting in 20 groups. The methodology of the user study,
which was conducted between February and July 2025, is described
in the following (Section 5.1), including the ethical considerations
specific to the user study (Section 5.2).
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5.1 User Study Design and Procedure

Evaluation Questions. In order to evaluate the effectiveness
of different nudging strategies in promoting passkey adoption, the
study focused on three evaluation questions (EQs). These questions
were designed to explore which nudges perform best in specific
contexts, whether certain touchpoints in the authentication journey
are more conducive to behavior change, and how the effectiveness
of nudges may differ depending on when and where they are applied.
First, we investigate the relative effectiveness of nudges within each
individual touchpoint of the digital user journey:

EQ1. Which nudges are most effective at each individual
touchpoint?

Second, we evaluate which touchpoints in the digital user journey
are generally more receptive to nudging, regardless of the specific
nudge used:

EQ2. Which touchpoints offer the highest overall potential
for adoption?

Third, we assess whether the effectiveness of a given nudge depends
on the stage of the process where it is implemented, indicating
interaction effects between nudge type and touchpoint in the digital
user journey:

EQ3. Do the effects of nudges vary depending on the touch-
point at which they are applied?

Together, these questions aim to provide an understanding of when
and where nudges are most likely to drive users to adopt passkeys.

Recruitment and Sample Description. The first author is the
owner and lead developer of a healthcare appointment booking
service in Europe, available as a native iOS, Android, and web ap-
plication. This “platform” was used to recruit participants and run
the user study. The author implemented the selected digital nudges
into the production system, building on an existing passkey func-
tionality that uses platform authentication as the primary method
(with roaming authentication disabled). The implementation is pub-
lished as open source (see Availability).

Before the main study, we conducted a pilot with 14 participants
to identify technical issues and ambiguities. Participants tested all
nudges and control groups at the five touchpoints and completed
the consent form in the overlay. Feedback led to minor adjustments,
and pilot data were not included in the main study.

To incentivize participation, users could enter a raffle for a €50
gift card. They were informed through an overlay explaining the
study’s focus on authentication interactions (without explicitly
mentioning passkeys to avoid bias) and outlining data collection.

An a priori power analysis indicated that 189 participants per
condition were needed to detect a medium effect (h = 0.3) with
80% power at a = .001. Since the smallest group (recovery) had 184
participants, all other groups were trimmed to match, yielding a
balanced sample of N = 3680 with only a marginal loss of power.
Eligible users were over 18 and had not yet activated passkeys. New
users were targeted at the registration touchpoint, while existing
users were targeted at other touchpoints. No participants withdrew
consent.
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Data Collection Procedure. After recruitment, participants
were randomly assigned to one of the nudge conditions at the
respective touchpoint. Randomization was handled by the platform
backend using uniform allocation. Each participant was eligible
for exactly one assignment (one condition at one touchpoint), and
the system prevented participation across multiple conditions or
touchpoints. At registration, new users could choose between a
password or a passkey. At the other four touchpoints, participants
were offered the option to add a passkey, consistent with the FIDO
Alliance’s UX guidelines [22]. The design specifics for each group
are detailed in Section 4.3. Participants were then asked to indicate
prior passkey experience and level of education in a short survey.
Active consent to data processing, including access to age and gen-
der information from user profiles, was required. Only data from
users who completed both consent and the survey were analyzed.

The survey was presented at different moments depending on
the touchpoint: immediately after authentication or recovery for
registration, login, and recovery; after exiting the settings tab for
settings; and after interaction with the prompt or after 60 seconds
for activity, assuming further engagement beyond this time was
unlikely.

Measures. We analyze three binary outcomes in the passkey
setup process: Interaction rate, the proportion who interacted
with the passkey option (measured from click logs); Adoption
rate, the proportion who completed adoption (measured via the
success callback of the native passkey dialog); and Success rate,
the proportion who adopted among those who interacted (adoption
rate | interaction rate).

Touchpoint and nudge are the independent variables. Touchpoint
indicates the stage of the digital journey (registration, login, recovery,
settings, activity). Nudge represents the intervention type (control,
salience, visibility, choice default, effort, reminders, social reference).
For each touchpoint, three nudge conditions were selected based
on a preceding interview study. An overview of all conditions is
provided in Figure 2 in the Appendix.

Analyses. For EQ1, we conducted pairwise proportion tests to
compare interaction, adoption, and success rate for nudges within
the same touchpoint, applying Bonferroni correction to adjust for
multiple comparisons. EQ2 compared the overall effectiveness of
different touchpoints. Because not all nudges appeared at every
touchpoint, we used binomial logistic regression with nudge, touch-
point, and their interaction as predictors, estimating the effect of
each touchpoint independent of nudge distribution. The activity
touchpoint was used as the reference category for touchpoints,
because it represents the weakest-performing condition regarding
interaction and adoption rates. Using this baseline allows all other
coefficients to be interpreted as performance improvements rela-
tive to the least effective touchpoint. For EQ3, we tested whether
specific nudges worked better at certain touchpoints by including
interaction terms in the logistic regression models for all three
outcomes.

To reduce the risk of Type I error from multiple comparisons,
a conservative significance threshold of @ = .001 was used for all
main analyses. All analyses were conducted in R (version 4.5.1) [70].
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5.2 Ethical Considerations

Before starting the study, we displayed a GDPR-compliant privacy
notice and obtained informed consent. To protect participants’ pri-
vacy, we minimized the collection of personal data and collected
only necessary information for analysis, such as authentication-
related interactions/outcomes and demographics. At the start of
the study, participants were informed about the study’s topic (in-
teractions with authentication on the platform), its approximate
duration (~3 minutes), the categories of data being collected, and
the incentive offered.

Participation was voluntary. Participants could withdraw at any
time by revoking consent via a dedicated button in the platform’s
settings tab. In that case, any data collected for the study would
be deleted and excluded from analysis. No participant revoked
consent or withdrew from the study. Separately, participants could
discontinue the passkey setup flow at any point and continue using
the platform with passwords. Discontinuing passkey setup was
treated as a valid behavioral outcome of the study, contributing to
the interaction rate but not the adoption rate.

To reduce potential bias in this field setting, the initial descrip-
tion did not emphasize passkeys or the nudging interventions. After
completing the study (or withdrawing), participants were debriefed
with detailed information about the study’s objectives and method-
ology.

Given the brief time commitment and the study’s public-good
focus on promoting safer authentication, we offered entry into a €50
gift-card raffle. Participants were assured that they would remain
eligible for the raffle even if they withdrew or revoked consent.
Participants’ access to healthcare remained unaffected: the study
could be skipped with a single click, and appointments could still
be scheduled outside the platform via phone or email. Finally, we
conducted extensive pre-deployment testing of the digital nudge
implementation. No issues or bugs were reported by participants
during the study.

6 OQuantitative Results: User Study

In this section, we first describe the demographics of the user
study (Section 6.1). We then report the nudge comparison within
each touchpoint (EQ1; Section 6.2), compare touchpoints (EQ2;
Section 6.3), and analyze interaction effects between nudges and
touchpoints (EQ3; Section 6.4). Finally, we summarize the user study
results (Section 6.5).

6.1 Description of Demographics

The demographics of the sample divided by each touchpoint are
provided in Table 5 in the Appendix. To ensure that observed ef-
fects were not confounded by demographic imbalances, we tested
for differences in demographic characteristics across touchpoints.
Chi-square tests revealed no statistically significant differences for
gender, y%(4) = 0.88, p = .928, age group, y?(28) = 12.47, p = .995,
education level, y?(16) = 8.05, p = .947, or prior passkey experi-
ence, )(2 (4) = 2.32, p = .677. To this end, background variables
were not considered in the analyses.
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6.2 Nudge Comparison per Touchpoint (EQ1)

We examined the relative performance of nudges within each touch-
point by comparing interaction, adoption, and success rates, con-
ducting pairwise comparison tests with Bonferroni correction (see
Section 5). The results are reported in Table 3. The choice default
nudge was excluded from interaction rate comparisons, as it was
designed to automatically prompt interaction in all cases.

Interaction rates varied significantly between groups at each
touchpoint. At the activity touchpoint, the reminder nudge led to
significantly more interactions than the control condition. At login,
both the salience and visibility nudges performed better than the
control condition. For the recovery touchpoint, visibility yielded
the highest interaction rate, exceeding the control condition. At
registration, the salience nudge achieved the highest interaction rate,
outperforming the control condition. In the settings context, both
salience and social reference triggered significantly more interactions
than the control condition.

Adoption rates revealed significant differences across nudges as
well. At every touchpoint except activity, at least one nudge con-
dition significantly outperformed the control. The choice default
nudge consistently produced the highest adoption rates, followed
by salience and visibility nudges, depending on the context. At
registration and login, the salience and choice default nudges signifi-
cantly outperformed the respective control condition. At recovery,
the choice default and visibility nudges yielded significantly higher
adoption rates than the control condition. Lastly, at settings, only
the salience nudge was significantly more effective than the control
condition.

In terms of success rates, we observed only minor differences
between nudges. No consistent pattern of significant superiority
emerged, indicating that while nudges can increase interaction and
overall adoption, they may not substantially improve the success
rate once interaction has occurred.

Key Results: Nudge Comparison per Touchpoint (EQ1)

(1) Nudges increased interaction across touchpoints; the
most effective nudge varied by stage.

(2) For adoption, choice default led overall, with salience or
visibility next, depending on context.

(3) Success showed no consistent improvement, indicating
effects concentrate on attention and uptake.

6.3 Comparison of Touchpoints (EQ2)

To evaluate which stages in the user journey offer the greatest op-
portunity for promoting passkey adoption, we compared interaction,
adoption and success rates across touchpoints using binomial logistic
regression, controlling for nudge differences, using the touchpoint
activity as the reference category.

Interaction rates were significantly higher at the recovery (OR =
4.33,B = 147, SE = 0.23, z = 6.28, p < .001) and registration
touchpoints (OR = 3.19,B = 1.16, SE = 0.23, z = 4.98, p < .001)
compared to activity, indicating that users at these stages, regardless
of the nudge employed, are particularly receptive to nudging. In
detail, users were four times (recovery) and three times (registration)
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more likely to interact with the passkey prompt than those at the
activity touchpoint. No significant difference was observed for
settings or login.

For adoption rate, the model revealed a significant effect for the
recovery touchpoint, OR = 3.03, B = 1.11, SE = 0.32, z = 3.42,
p < .001, indicating that users at recovery were about three times
more likely to adopt a passkey than users at the activity touchpoint.
The other touchpoints showed no significant differences.

For success rates, the analysis did not reveal any statistically
significant differences between touchpoints, suggesting that once
users chose to engage with the passkey prompt, the likelihood of
completing adoption was relatively stable across touchpoints.

Key Results: Comparison of Touchpoints (EQ2)

(1) Recovery and registration were the most receptive
stages for interaction.

(2) Only recovery showed a clear edge for adoption; other
stages showed no clear advantage.

(3) Success was broadly similar across touchpoints.

6.4 Interaction Effects of Nudges and
Touchpoints (EQ3)

To determine whether certain nudges work better at specific stages

of the digital user journey, we tested for statistical interaction effects

between nudge and touchpoint across all three outcome measures.

This was tested by including interaction terms (nudge “touchpoint)

in the regression models.

For interaction rate, we found that salience showed a significantly
stronger effect at the registration touchpoint (OR = 5.54,B = 1.71,
SE =0.37, z = 4.58, p < .001) meaning that salience increased the
odds of interacting at registration by more than five times relative
to activity. In addition, visibility had a significantly greater effect at
the recovery touchpoint (OR = 9.93,B = 2.30, SE = 0.43, z = 5.31,
p < .001), indicating that visibility increased the odds of interaction
at recovery by almost ten times compared to activity.

For adoption rate and success rate, no significant interaction ef-
fects were observed between touchpoints and nudges. This suggests
that while certain nudges gain particular strength at specific touch-
points for encouraging initial engagement, they do not differentially
affect adoption or completion once interaction has taken place.

Key Results: Nudge-Touchpoint Interactions (EQ3)

(1) Salience was particularly effective for driving interac-
tion at registration.

(2) Visibility was especially effective for interaction at
recovery.

(3) No differential patterns emerged for adoption or suc-
cess, indicating nudges mainly drive initial engagement.

6.5 Summary of Results

To summarize, our results show that the implemented nudges sig-
nificantly increased both interaction and adoption rates compared
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Table 3: Pairwise proportion tests of interaction, adoption, and success rates by touchpoint and nudge

Touchpoint Nudge Interaction Rate Adoption Rate Success Rate
Registration Control 0.462 0.185 0.400
Salience 0.902* 0.462* 0.512
Visibility 0.592 0.332 0.560
Choice Default - 0.554* 0.554
Login Control 0.348 0.141 0.406
Salience 0.734* 0.391* 0.533
Visibility 0.500 0.277 0.554
Choice Default - 0.522* 0.522
Recovery Control 0.538 0.212 0.394
Visibility 0.946" 0.527* 0.557
Choice Default - 0.543" 0.543
Effort 0.717 0.266 0.371
Settings Control 0.272 0.114 0.420
Salience 0.576* 0.277* 0.481
Visibility 0.380 0.217 0.571
Social Reference 0.511% 0.196 0.383
Activity Control 0.212 0.082 0.385
Salience 0.342 0.179 0.524
Visibility 0.288 0.168 0.585
Reminders 0.402* 0.130 0.324

Note. * p < .001. The choice default nudge was not considered for interaction rates as it was 100% interaction

rate by design.

to the control condition (EQ1). In contrast, no significant differ-
ences were observed for success rates. This indicates that higher
adoption rates were primarily driven by increases in interaction
rates. The key potential of nudges, therefore, lies in stimulating
initial engagement, as adoption tends to follow once users interact.
Looking more closely at interaction, the analyses of touchpoints
in isolation (EQ2) revealed that recovery and registration were the
most effective stages for engaging users with passkeys, suggesting
that users are particularly receptive at these points. The interac-
tion analyses (EQ3) further showed that, aside from choice default
(which by design initiates user interaction), registration particularly
benefited from the salience nudge, whereas recovery was especially
responsive to the visibility nudge. Together, these findings indi-
cate that recovery and registration are not only strong touchpoints
for interaction overall but also especially responsive to targeted
nudges, making them promising stages for interventions aimed at
increasing adoption.

7 Discussion

In this section, we discuss effective touchpoints for passkey adop-
tion (Section 7.1) and recommend nudges to promote adoption
(Section 7.2). We then address the ethical use of nudges in this con-
text (Section 7.3) and outline the study’s limitations (Section 7.4).

7.1 Effective Touchpoints for Passkey Adoption

The study results indicate that several touchpoints were suitable to
nudge users toward passkey usage, consistent with prior work [22].

We further show that registration, recovery, and login demonstrated
the highest interaction and adoption rates. This might be because
these touchpoints are naturally suited for behavior change, as users
are already engaged with authentication-related tasks. In particular,
recovery appears to be a promising moment for promoting passkeys,
as users are reminded of the drawbacks of passwords when facing a
failed login, making them more receptive to alternative options. For
these touchpoints, we could also observe the strongest effects of
the different nudges compared to the control condition. In contrast,
interaction rates at the activity touchpoint were relatively low across
all nudges. This result is consistent with expectations and prior
work [71], as the nudge disrupts the user’s journey, e.g., when
scheduling a doctor’s appointment. Its effectiveness likely depends
on the application context. In highly task-oriented use cases, such
as in the present study, users focus on a specific outcome and may
avoid deviations from their task. In contrast, applications with
higher engagement or longer session duration, such as messaging
or social media apps, may offer better conditions for introducing
nudges during user activity.

While nudges consistently increased interaction, they did not
significantly impact success rate. That is, users who engaged with
the prompt were similarly likely to adopt a passkey regardless of
the nudge condition. This indicates that nudges primarily influence
attention and initial engagement, but not the final adoption. We
argue that for this step, other factors such as usability or perceived
security likely play a role in actual adoption and may require ad-
ditional strategies beyond nudging. We suggest that future work
evaluate whether personalized assistance, potentially powered by
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Table 4: Logistic regression results for interaction, adoption, and success rates including odds ratios (OR).

Predictor Interaction Rate Adoption Rate Success Rate
B SE z OR B SE z OR B SE z OR
(Intercept) -1.313*  0.180 -7.28 0.269 -2.422" 0.269 -8.99 0.089 -0470 0329 -143 0.625
nudge
choice_default - - - - 1.703* 0.241 7.06 5488 0.624 0267 234 1.866
effort 0.779* 0.221 353 2179 0.300 0.246 1.22 1349 -0.096 0.273 -0.35 0.908
reminders 0.917* 0235 3.90 2.501 0.525 0.347  1.51 1690 -0.264 0.412 -0.64 0.768
salience 0.661 0.238  2.77 1936 0.901 0331 2.72 2462 0565 0415 136 1.760
social_ref 1.029°  0.222 4.64 2799 0.635 0.297 214 1888 -0.154 0.356 -0.43 0.857
visibility 0.408 0.243 1.68 1.504 0.825 0.334 247 2283 0813 0.431 189 2.255
touchpoint
login 0.685 0.238 2.88 1983 0.617 0.343 1.80 1854 0.090 0.416 0.22 1.095
recovery 1466 0.233 6.28 4330 1.109" 0324 342 3.030 0.039 0.388 0.10 1.040
registration 1.161° 0.233 498 3.192 0.938 0.330 2.84 2554 0.065 0.397 0.16 1.067
settings 0.327 0.245 134 1.387 0.373 0.355 1.05 1452 0.147 0436 034 1.159
nudge:touchpoint
choice_default:login - - - - 0.189 0353 0.54 1.208 -0.157 0397 -0.40 0.855
salience:login 0.982 0.329 298  2.669 0.462 0.421 1.10 1587 -0.052 0.516 -0.10 0.949
visibility:login 0.220 0324 0.68 1.247 0.021 0.428 0.05 1.021 -0.215 0.543 -0.40 0.806
choice_default:recovery - - - - -0.215  0.335 -0.64 0.807 -0.019 0.368 -0.05 0.982
visibility:recovery 2.296* 0432 531 9.932 0.597 0.407 147 1816 -0.151 0.502 -0.30 0.860
salience:registration 1.714* 0374 458 5549 0.431 0.409 1.05 1538 -0.112 0.495 -0.23 0.894
visibility:registration 0.118 0322 037 1125 -0.042 0.415 -0.10 0958 -0.168 0.522 -0.32 0.846
salience:settings 0.632 0.326 1.94 1.881 0.190 0.436 043 1209 -0.318 0.540 -0.59 0.728
visibility:settings 0.090 0331  0.27 1.094 -0.057 0.444 -0.13 0944 -0.202 0.571 -0.35 0.817

Note. * p < .001. Reference categories are control (nudge) and activity (touchpoint). The choice default nudge was not considered for interaction

rates as it was 100% by design.

large language models, delivered at the moment a user cancels
enrollment can address situational concerns (e.g., recovery impli-
cations, cross-device use, or guidance through a failed step) and
thereby convert engagement into adoption.

In the expert interviews, practitioners anticipated that registra-
tion, login, and especially recovery would be receptive moments,
whereas activity would be challenging. The user study largely con-
firmed these expectations. One divergence concerned settings: Ex-
perts expected stronger receptivity there, but our data did not show
a clear advantage over activity. Across touchpoints, both sources
concur that the effectiveness of passkey nudges hinges on timing
and context.

Recommendations for Touchpoints

(1) Use nudges to increase users’ initial interaction with
the option to set up a passkey.

(2) Prioritize authentication-related touchpoints (regis-
tration, login, recovery) when introducing nudges.

7.2 Selecting Nudges for Passkey Adoption

Nudges should preserve users’ autonomy and support free choice
in decision-making [90]. In the expert-proposed choice default de-
sign, passkey adoption is automatically initiated, and the option to
cancel adoption and choose a password is not made explicit, which
can limit perceived autonomy. Although choice default yielded the
highest overall adoption, salience achieved comparable adoption
rates at registration and login, and visibility did so at recovery, both
preserving users’ initial choice. This underscores a practical trade-
off: Maximize adoption via choice default or prioritize perceived
autonomy (and potentially user experience) via salience or visibility.

Given current passkey frictions (e.g., synchronization and shared-
device use [54, 100]), we advise caution in deploying choice default
universally. A risk-tiered approach appears suitable: Reserve choice
default for high-risk contexts (e.g., email accounts, PMs, or tax
accounts) where the consequences of authentication compromise
are greatest, and the security benefits of passkeys are most critical.
As these frictions diminish and user familiarity increases, choice
default may become a suitable general nudge.

Although prominently displaying information can raise aware-
ness [17] and is strongly recommended by the FIDO Alliance UX
guidelines [22], the visibility nudge alone did not drive interaction
as strongly as expected. In our data, the interaction rate of visibil-
ity was generally outperformed by salience and, depending on the
touchpoint, also by social reference and reminders. Pairing visibility
with one of these more attention-capturing nudges may therefore
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amplify impact. However, organizations should avoid “nudge over-
load”: Combining too many nudges can reduce perceived autonomy
and dampen motivation [78]. Future work should examine which
nudge combinations are most effective at specific touchpoints.

Interestingly, the quantitative results closely mirrored the ex-
perts’ assessments: Most nudges produced significant increases in
interaction, adoption, or both. Further, both sources converged on
the view that tailoring nudges to the touchpoint yields better out-
comes than one-size-fits-all deployments. We therefore recommend
a staged approach in future work: Begin with formative interviews
to surface practitioner knowledge and real-world constraints (e.g.,
avoiding negative password framing), use these insights to prior-
itize and refine nudge designs, and then proceed to quantitative
evaluation.

Recommendations for Nudges

(1) Choose the salience nudge over the choice default
nudge as it preserves user autonomy while providing
similar adoption rates.

(2) Providing more information alone (visibility nudge) is
not successful, but might be used to enhance the effect
of other nudges.

7.3 Ethical Application of Nudges for Passkey
Adoption

As nudges steer behavior [36], they can also be misapplied to
channel users toward outcomes they would not otherwise choose.
Such misuse overlaps with dark patterns, interface designs that
intentionally exploit cognitive biases to coerce, steer, or mislead
users [33]. Common examples include highlighting add-ons, count-
down timers that manufacture urgency, and default consent for
data sharing [33, 58]. These practices can increase conversion while
undermining user autonomy and welfare [56, 64].

The central ethical question is when the use of nudges is jus-
tified. We adopt the view that nudges are warranted when they
are transparent, reversible, proportionate, and sensitive to user
heterogeneity [76]. Applied to authentication, status-quo bias and
ambiguity aversion may steer some users toward familiar pass-
words and away from passkeys [26, 66, 79], yet password use could
also reflect considered preferences (e.g., due to shared-device work-
flows, or cross-ecosystem constraints) [35, 100]. Earlier compara-
tive analyses, conducted before passkeys were available, further
suggest that no single authentication scheme dominates across
usability, deployability, and security dimensions [8]. Limitations
remain for passkeys, including synchronization, shared-device use,
and recovery [54, 100]. Nevertheless, passkeys provide meaningful
gains relative to passwords in many contexts, such as memory-
less sign-in and phishing-resistant credentials [57, 66, 100]. Thus,
we advance the following position: Choice-preserving, preference-
sensitive nudges toward passkey adoption are ethically defensible
where welfare gains for the targeted user segment are reasonably
anticipated. Concretely, platforms may present passkeys as the rec-
ommended option with a brief rationale, while also providing a
password option or fallback and allowing users to opt out at any
point. We further recommend monitoring outcomes (e.g., adoption,
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lockouts, and recovery failures) and adjusting nudges in response
to observed adverse effects. In this form, nudging promotes user
welfare while respecting autonomy.

7.4 Limitations

As with any research, the results of our study need to be seen in
the light of certain limitations, which we address in the following.

7.4.1 Interviews. We conducted 15 interviews with industry ex-
perts spanning development, design, and cybersecurity decision-
making. While modest, this sample size is typical for qualitative
research with difficult-to-recruit expert populations, where depth
of specific knowledge is the primary aim [10]. Recruitment was
purposive rather than random, using professional networks and
referrals, which may introduce selection bias. For our objectives,
however, targeted sampling increased feasibility and ensured that
participants had direct, practice-grounded experience with authen-
tication and nudge design, enhancing the relevance of the insights
that informed the subsequent user study.

7.4.2  User Study. We ran a field study on a European healthcare
platform with active users. This setting increased ecological va-
lidity—participants made consequential, real-world authentication
decisions—but reduced experimental control over external influ-
ences. Although a large sample cannot completely account for such
confounds, it provides more precise effect estimates and supports
nudge- and touchpoint-specific analyses. Eligibility required active
platform use, which limits population-level randomness but en-
abled an in-depth assessment of this context. Finally, the healthcare
and European setting may heighten security salience relative to
other sectors or regions. We encourage replication in other contexts
and publish our source code and R syntax to support future work.

8 Conclusion

In this paper, we investigated how digital nudges affect passkey
adoption. We conducted expert interviews to identify candidate
nudges and specify their designs, then evaluated the most promising
ones in an RCT with 3,680 participants. Our results show that
nudges, when delivered at the right touchpoints in the user journey,
significantly increase passkey adoption. We conclude that well-
designed digital nudges can help users move beyond passwords.

Availability

We published the implementation of our study as open-source,
supporting future work to replicate this study in other contexts and
regions. While we cannot provide the raw data because of a data
protection agreement between the platform vendor and its users,
we published all R-based statistical analyses and the codebook.?

3Source code, analysis, and codebook: https://github.com/PasskeyNudges/Availability
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A Appendix

A.1 Guidelines of Expert Interviews
L. Passkeys

o [Explaining passkeys and touchpoints to the experts]

e Do you have experience using or deploying FIDO2 or passkeys
in your organization?

e You have implemented passkeys as a new feature. For each
touchpoint, how would you approach making both new and
existing users aware of the passkey feature, and how would
you encourage them to adopt passkeys?

II. Digital Nudges

o [Explaining digital nudges in general to the experts]

e Do you have experience designing or developing user inter-
faces (UI) or user experiences (UX)?

e Do you have experience with digital nudges in your organi-
zation?
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e For each of the 13 digital nudges [40] and five touchpoints [22]

(see Table 2):

— [Explaining the digital nudge to the experts]

— What impact do you expect the digital nudge to have on
users for the touchpoint?

— Would you consider using this nudge, and how would you
approach designing it to encourage passkey adoption for
the touchpoint?

— Do you anticipate a strongly negative (1), negative (2),
neutral (3), positive (4), strongly positive (5) effect of this
digital nudge on passkey adoption for the touchpoint?

III. Information about Participants
e What is your job position?
e How many years of experience do you have?
e In which sector does your organization operate?
e How many employees does your organization have?
e What is the country code of the location of your organization
where you are primarily employed?
VI. Incentive and Referral

e As a thank you for participating in the interview, we will
donate €20 to an NPO of your choice. Which of these verified
NPOs do you want to benefit from the donation?

e Do you know another person who would be suitable for such
an interview?

A.2 User Study Demographics per Touchpoint

Table 5 describes the user demographics per touchpoint.

Table 5: Participant demographics by touchpoint.

Reg. Login Recov. Settings Activity
Gender
Female 381 380 375 379 365
Male 355 356 361 357 370
Other - - - - 1
Age
18-19 17 14 14 14 17
20-29 110 117 119 123 113
30-39 159 167 164 153 146
40-49 161 153 144 166 165
50-59 153 138 145 137 156
60-69 101 106 105 109 106
70-79 34 39 44 33 33
80+ 1 2 1 1 =
Education
In school 15 15 13 10 15
Middle school 310 295 304 298 279
High school 214 230 234 236 256
Higher educ. 113 115 111 112 108
Other 84 81 74 80 78
Passkey exp.
Yes 427 428 426 432 406
No 309 308 310 304 330
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