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Abstract

The gap between operational process design and the security regulation requirements represents a critical and underexplored
source of cybersecurity risk. Business process models provide structured representations of system behavior but are routinely
abstracted from external knowledge, including industry standards, organizational policies, and domain constraints, which
are required to assess their security posture and verify regulatory compliance. To address this, we propose a Security by
Design framework that leverages Large Language Models (LLMs) to systematically integrate structured process models with
unstructured external knowledge for automated process explanation and compliance checking. Our approach combines BPMN
process models with external security standards (ISO 27001 [International Organization for Standardization and International
Electrotechnical Commission. [ISO/IEC 27001:2022] — Information security management systems — Requirements. ISO/IEC,
Geneva, Switzerland, 2022. Fourth edition. Available from www.iso.org] and IEC 62443-3-3 [International Electrotechnical
Commission. IEC 62443-3-3:2013 — Industrial communication networks — Network and system security — Part 3-3: System
security requirements and security levels. IEC, Geneva, Switzerland, 2013. First edition. Available from www.iec.ch]) using
a modular prompting architecture. We evaluate the framework using the LLM-as-a-Judge methodology on two real-world
Industrial Internet of Things (IIoT) use cases, demonstrating accurate, contextually grounded results. We further introduce a
four-part error typology to characterize model limitations in compliance-critical settings. While results are promising, human
expert validation remains essential for nuanced regulatory interpretation. This work provides a methodological foundation for
transparent, proactive cybersecurity by embedding context-aware compliance checks directly into the system design process.

Keywords Generative Process Intelligence - Large Language Models - Business Process Management - Process Models -
Prompt Engineering

1 Introduction

The increasing interconnection of digital infrastructures,
from smart cities and transportation networks to industrial
control systems, has created a landscape of unprecedented
complexity and vulnerability. As these systems expand,
their attack surface grows, rendering traditional, reactive
cybersecurity measures insufficient to counter sophisticated
threats and targeted ransomware attacks. In this dynamic
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environment, a paradigm shift is necessary, moving from
post-deployment security patching to a proactive approach
grounded in the principle of Security by Design [3]. This prin-
ciple mandates that security considerations be integral to the
entire system design lifecycle, not an afterthought applied to
a finished product [4].

A significant and often overlooked source of cyber-
security risk lies in the contextual gap between system
design and regulatory requirements [5, 6]. Business pro-
cess models, typically rendered in structured formats such
as Business Process Model and Notation (BPMN), provide a
clear description of the operational activities within a system.
However, they are frequently abstracted from the vast body
of external knowledge (including industry standards, regu-
latory frameworks, and organizational policies) that dictates
why and how specific tasks must be performed to ensure
security and compliance [7]. This challenge aligns with
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emerging research on context-aware process intelligence,
which emphasizes that effective process analysis requires not
only processes in isolation but also comprehensive contextual
information, including domain knowledge, event context,
and organizational constraints [8, 9]. For instance, stan-
dards like the General Data Protection Regulation (GDPR)
or the IEC 62443 [2] series for industrial cybersecurity spec-
ify detailed constraints, responsibilities, and conditions that
are rarely embedded directly into the process models them-
selves, while standards such as ISO 27001 [1] provide the
organizational and procedural foundation on which effec-
tive cybersecurity measures are built. This specific challenge
of developing a process-oriented approach to IloT secu-
rity management has been the subject of ongoing research,
highlighting the perspectives and challenges in this domain
[10, 11]. This disconnect is not just an administrative ineffi-
ciencys; it can be a direct source of vulnerability. The process
of manually interpreting complex, text-based standards and
applying them to operational models is a time-consuming,
knowledge-intensive task and is critically prone to human
misinterpretation or oversight. This gap between structured
logic and unstructured rules substantiates the integrity of
digital infrastructures and creates tangible weaknesses that
threat actors can target. Existing literature highlights various
applications of Natural Language Processing (NLP) to work
with structured and unstructured data, ranging from process
model construction and monitoring [ 12] to using NLP for vul-
nerability detection [13], as well as recent efforts to use Large
Language Models (LLMs) for general cybersecurity [14] or
across the Business Process Management (BPM) lifecycle
(e.g., [15, 16]).

To address this challenge, this paper introduces a novel
framework that operationalizes the Security by Design prin-
ciple. By employing LLMs, we systematically connect
structured process models with unstructured external knowl-
edge sources [17, 18]. To evaluate the effectiveness of our
approach, we apply the LLM-as-a-Judge methodology, a
recognized evaluation framework where LLMs assess the
quality and correctness of generated outputs, enabling sys-
tematic validation of compliance assessments [19, 20]. This
leads to the central research question:

How can Large Language Models be leveraged to inte-
grate external knowledge for the explanation and assessment
of process model compliance against security standards?

To address this, our work contributes a validated Secu-
rity by Design framework that operationalizes context-aware
compliance checking. Furthermore, we provide a rigorous
dual-evaluation of LLM efficacy in this domain, leading to a
diagnostic error typology that shifts the automated compli-
ance bottleneck from hallucination mitigation to the complex
logical mapping of structured process semantics against
unstructured regulatory rules.
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2 Theoretical background
2.1 Large language models (LLM)

Large Language Models (LLMs) are a significant develop-
ment in artificial intelligence, NLP, and the broader public.
Incorporating NLP methods for managing unstructured data
within BPM is already substantial [12], and the use of LLMs
falls into a similar category. Using LLMs and their func-
tionalities depends on their underlying architecture, which
enables the model to determine the contextual importance of
words, significantly enhancing language understanding [21].
Additionally, the combination of pre-training on vast text cor-
pora and subsequent fine-tuning for specific tasks enables
LLMs to generalize effectively across various domains [22].
Scaling up models by increasing the number of parameters
has been shown to improve their ability to capture linguis-
tic and semantic patterns from structured and unstructured
data [22], while LLM performance remains highly sensitive
to the choice of prompting strategies [23]. The absence of
interpretability and traceability makes it difficult to under-
stand the rationale behind outputs [23, 24]. Furthermore, they
can reproduce and exacerbate biases present in training data,
and their expressive capabilities remain limited for certain
applications [23, 24]. In addition, LLMs are prone to hal-
lucinations and produce information that appears plausible
but might be incorrect [23]. Our approach relies on using
LLMs as the black box they are, enriching them with exter-
nal context, and enhancing prompt results by leveraging both
implicit knowledge encoded within the LLM and external
context to simplify explanations and comparisons between
different parameters for the user.

2.2 Business process management (BPM)

Business Process Management (BPM) encompasses sys-
tematic approaches to enhance organizational efficiency
and effectiveness through process optimization, cost reduc-
tion, and operational acceleration [25]. Beyond operational
improvements, BPM provides comprehensive decision sup-
port mechanisms that enable organizations to maintain a
competitive advantage through enhanced process control and
strategic management capabilities [26, 27]. Contemporary
BPM frameworks integrate methodological, technical, and
analytical components to systematically identify, discover,
analyze, redesign, execute, and monitor business processes
while optimizing performance outcomes [26]. BPM oper-
ates through iterative lifecycle frameworks comprising dis-
tinct phases that facilitate continuous improvement through
cyclical execution [28]. The lifecycle’s architectural design
varies across theoretical frameworks, with different scholarly
approaches proposing alternative phase configurations and
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descriptive methodologies, reflecting the discipline’s evolv-
ing conceptual foundations and practical applications.

Business processes are defined as a collection of interre-
lated events, activities, and decision points involving several
actors and objects, which collectively lead to an outcome of
value to at least one customer [26]. A business process aims to
create value for customers or other stakeholders by efficiently
and transparently producing a desired result; as such, it struc-
tures and standardizes workflows within organizations. They
help to increase efficiency and consistency, assign responsi-
bilities, monitor the quality of products and services, meet
compliance requirements, and analyze and improve process
flows [26]. Visual representations of them are suitable for
understanding and modeling processes [29] and can be pro-
vided in a structured, machine-readable format for automated
execution by process engines. In addition to these structured
formats, various modeling languages provide mechanisms
for extending standard features with functionality tailored to
specific domains and needs, such as the Internet of Things
(IoT) [30], location [31], and healthcare [32]. Processes are
not always explicitly modeled in a structured way; they can
also exist as unstructured, textual descriptions. This con-
nection between textual descriptions and process modeling
is shown in [12] (see Section 4) and further motivates our
research.

3 Research methodology

This research employs the Design Science Research (DSR)
methodology [33] to systematically investigate the integra-
tion of LLMs with process models using external context.
DSR provides a scientifically rigorous framework for creat-
ing artifacts that address practical problems while generating
theoretical insights [34]. We follow the five-phase DSR
method [35]:

1. Problem Identification and Motivation: We identify the
need for a structured representation of process models that
can respond to external context queries and evaluate con-
formity against external conditions. Current research gaps
are analyzed through a comprehensive literature review.

2. Artifact Design and Development: Our approach inte-
grates appropriate technologies with a novel prompting
strategy that synthesizes process models and external con-
text information into comprehensive LLM prompts. The
artifact undergoes iterative refinement based on prelimi-
nary testing and literature insights. In the first iteration,
an initial framework was developed based on the col-
lected literature. The selection and formulation of the
prompt were then improved through several test runs. The
questionnaire used was also refined in several rounds to
improve the impact.

3. Demonstration: We demonstrate how we can collect rel-
evant information about compliance with the controls of
ISO 27001 using an information security process by con-
tributing specific contextual information. In a second use
case, we demonstrate the artifact using an existing BPMN
process model enriched with IEC 62443-3 security fea-
tures [36], highlighting compliance analysis capabilities
against this industrial standard.

4. Evaluation: The artifact’s performance is assessed through
a predefined catalog of questions and answers that cover
both model comprehension and compliance verification,
providing insights into its strengths and limitations. For
this, we adapted the previously mentioned LLM-as-a-
Judge paradigm and, for the second use case, an additional
layer of manual evaluation, including statistical measures,
and comparing the reliability of both approaches for use
with BPM.

5. Communication: Research findings, including design
processes and evaluation outcomes, are documented to
ensure transparency and reproducibility.

The iterative foundations of this framework provide a
structured approach for developing and improving the arti-
fact. They are directly visible in the two-part evaluation, split
into an initial phase for testing the functional correctness of
the approach and a second phase in which we check and
quantify our results based on previous versions (e.g., itera-
tive improvement of prompts and prompt combinations).

4 Related work
4.1 BPM and NLP

The authors of [12] have already shown that process mod-
els are closely related to their textual description. Within
the overall research endeavor to investigate how NLP can
improve BPM, they define three levels: multi-process man-
agement, single-process management, and process instance
management. Within this broad field, they also discuss the
challenges of NLP in BPM, including semantic variability
(process descriptions in natural language can be ambiguous,
and domain-specific terms may not always be interpreted
correctly by NLP) and the inherent complexity of integrating
NLP into existing BPM systems. Additionally, the applica-
tion of NLP in BPM enables automated process modeling
from textual process descriptions and enhances capabilities
for process analysis and real-time monitoring. All these func-
tionalities and approaches are closely related to the basic
idea behind LLMs and transformer-based models: discover-
ing latent (hidden) information in large, often unstructured
data within BPM.
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Similar appliances, as presented below, can be found in
[37], which investigate the efficacy of LLMs for process
information extraction from natural language texts, address-
ing inherent linguistic ambiguities and semantic processing
challenges, [38] which propose algorithmic frameworks
for automatically deriving business process models from
organizational documentation, employing advanced NLP
techniques to identify process elements and control flow
dependencies and the systematic literature review by [39] that
establishes foundational taxonomies for NLP-BPM conver-
gence, identifying critical research gaps in tool integration
and semantic model validation. Unlike the aforementioned
research fields, we do not use LLMs to translate textual
descriptions into process models; instead, we leverage NLP
via LLMs to combine structured and unstructured data (i.e.,
by leveraging process models and model-specific infor-
mation to generate textual descriptions, explanations, and
reviews of the models).

4.2 BPM and LLMs

This leads to the main focus of the related work, in which we
review the literature on the benefits of using LLMs in BPM
that incorporate external contextual information. To achieve
this, we conducted a systematic literature review, following
the proposed methodology by Okoli [40]. A detailed search
strategy was developed to ensure a comprehensive and sys-
tematic identification of relevant work. This process involved
formulating precise search terms and keywords aligned with
the research questions, constructing structured search strings,
selecting appropriate academic databases, and defining prac-
tical screening criteria to filter the results effectively. The
databases selected for the literature search include Springer-
Link, ScienceDirect, IEEE Xplore, and the ACM Digital
Library. These databases were selected for their strong focus
on computer science and information systems, providing
comprehensive coverage of the core literature on both BPM
and LLMs. Based on the research question and derived
keywords, we applied the following search string: (“Busi-
ness Process*” OR BPM OR “Business Process Model” OR
“Business Process Management”) AND (“Large Language
Model” OR LLM OR “Generative AI” OR “Generative Arti-
ficial Intelligence”).

To ensure the relevance and quality of the identified liter-
ature, a multi-stage screening process with a practical set of
inclusion and exclusion criteria was applied. These criteria
were developed to retain only studies that directly addressed
the formulated research questions concerning the application
of LLMs in BPM. Initially, all 3,308 identified records were
screened for their titles and abstracts. The primary inclusion
criterion for this stage was a clear, direct focus on the inter-
section of LLMs and BPM. Following this, the remaining
220 papers were assessed for full-text eligibility, where more
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specific criteria were applied: Inclusion Criteria (IC1) Direct
Application in BPM: The core of the research had to feature a
substantive application of an LLM for a specific task within
the BPM domain, (IC2) Mapping to BPM Lifecycle: The
study needed to apply an LLM in a way that could be clearly
attributed to at least one phase of the BPM lifecycle [26], such
as process identification, modeling, analysis, or redesign.
Exclusion Criteria (EC1) Content not Relevant: Papers that
do not address topics relevant to the presented work in terms
of content, but focus on a different scientific contribution.
(EC2) Marginal Topic: Papers were excluded if the connec-
tion between BPM and LLMs was treated as a peripheral
topic or only mentioned in passing, rather than being the
central focus of the research. This includes, for example,
the work of [41], which examines the potential advantages
of integrating generative artificial intelligence into Industry
4.0/5.0 and, while addressing industrial processes, only dis-
cusses the connection to LLMs and security in a rudimentary
way. (EC3) Lack of Direct Application: Studies that did not
demonstrate a concrete application or integration of LLMs
with BPM were discarded. This included theoretical papers
or those that suggested future possibilities without a proof of
concept or implementation. One example is the work of [42],
which discusses the potential integration of GenAlinto BPM,
focusing on process optimization, automation, and decision
support at a theoretical level, without implementation or exe-
cution.!

Applying these screening criteria resulted in the exclusion
of 220 reports, narrowing the initial findings to a thematically
relevant set of 20 studies. This methodical approach ensured
that the final literature review was grounded in a solid foun-
dation of papers that directly investigate the application of
LLMs across the BPM lifecycle. The PRISMA diagram in
Figure 1 illustrates the application of individual screening
to the results. The articles identified are shown in Table 1.
These were divided into the phases of the BPM lifecycle in
which LLM supports BPM.

Throughout the BPM lifecycle, we aim to focus on the
following selection of publications for further insights. In
the process identification phase, [44] proposes using LLMs
as co-pilots to classify unstructured documents in BPM.
They apply targeted prompting and iterative refinement to
enhance classification performance. While their approach
shows potential, initial results reveal limitations in precision
and recall. The authors suggest further work to address pre-
diction errors and improve accuracy, highlighting the need
for optimization before LLMs can be reliably used for doc-
ument classification in BPM. In [16], the authors integrate
LLMs into process modeling by developing an interactive
prototype that enables experts to describe processes using

1 A list of the intermediate and final publications identified in the SLR
can be found in the supplementary material.
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Fig.1 PRISMA diagram [43] of structured literature review

natural language. The system they developed translates these
descriptions into a domain-specific language and provides
immediate formal feedback. Unlike our work, an LLM is
used here to create a model rather than to explain it; the
authors also do not consider external context. In [45], the
authors examine how LLMs can be used to identify and
optimize waiting times in business processes during the pro-
cess analysis phase. They develop a prompting method that
enables an LLM to analyze the specific causes of wait-
ing times based on event logs, suggesting ways to reduce
them. The study compares minimalist prompting strategies
with an extended method that incorporates detailed redesign
patterns. Considering prompting methods is particularly rel-
evant to our work. For redesign and implementation, [46]
introduces a generative process orchestration approach that
utilizes pre-trained LLMs to analyze historical automation
data and generate optimized, adaptive process flows. Their
method dynamically integrates software components in line
with best practices. Despite promising results, the authors
note limitations related to data quality and stress the impor-
tance of human validation.

————— Records excluded (n =3 088)

e Records not retrieved (n = 0)

Reports excluded (n = 200):
+ No direct application of LLMs with BPM
+ Connection between BPM and LLM only peripheral
+ Content not relevant

4.3 Compliance checking in cybersecurity

Beyond process modeling and redesign, compliance check-
ing represents a critical area where LLMs are being applied
to automate risk assessment and policy verification. In cyber-
security, compliance checking presents unique challenges
due to the technical precision required, the rapidly evolv-
ing nature of security policies, and the need to integrate both
structured configurations and unstructured documentation.
Recent work demonstrates the growing use of LLMs for
compliance detection and verification. The authors of [47]
introduce a framework that leverages LLMs to interpret secu-
rity specifications and detect discrepancies between standard
and actual business processes. Their approach demonstrates
the efficacy in identifying compliance risk points by ana-
lyzing textual policy documents. In the context of GDPR
compliance, the approach of [48] integrates LLMs with
a Complex Event Processing engine to enable real-time
detection of security policy violations while providing expla-
nations for identified breaches. This work highlights the
potential of LLMs not only to detect violations but also
to generate human-readable justifications. Furthermore, in
the regulatory technologies domain, LLMs are employed
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for continuous compliance monitoring by comparing system
states against acceptable regulatory values [49].

While these approaches demonstrate the utility of LLMs
for compliance detection, checking, and verification, a criti-
cal gap remains in the systematic integration of structured
and unstructured data. Established methods for security
compliance checking, such as formal verification, model
checking, and policy-based frameworks like Security-by-
Contract, rely primarily on structured models and config-
urations [15]. Conversely, LLM-based compliance work has
focused predominantly on text-to-model generation or on
generic Retrieval-Augmented Generation (RAG) approaches
that operate on unstructured documentation. The challenge of
systematically combining structured security configurations
with unstructured contextual information, such as tech-
nical documentation, organizational policies, and domain
knowledge, remains largely unaddressed. This integration is
particularly crucial in cybersecurity compliance, where secu-
rity policies must be validated against both technical system
configurations and contextual business requirements.

Based on our systematic review, research has demon-
strated the extensive utility of LLMs across the BPM
lifecycle, with primary applications in process identification,
modeling, and analysis. Recent work has extended this to
compliance checking and verification, particularly in cyber-
security contexts, as discussed in the previous subsection.
However, despite these advances and the existence of estab-
lished, structured methods for security compliance verifica-
tion, such as formal methods, model checking, and Security-
by-Contract frameworks, a critical gap persists. Current
LLM-BPM research largely fails to systematically integrate
structured process models with complex, unstructured exter-
nal contexts, such as technical documentation, organizational
policies, and domain-specific knowledge bases. This lim-
itation is particularly problematic for modern compliance
audits, which require reasoning across heterogeneous data
sources to validate both technical configurations and con-
textual business requirements. This article directly addresses
this gap by developing a methodology that systematically
integrates structured process models with unstructured exter-
nal knowledge (e.g., regulatory documents, organizational
policies, and domain-specific standards) using LLMs and
advanced prompting strategies, enabling automated, context-
aware compliance verification and explanation of business
process models within cybersecurity and regulatory contexts.

5 Artifact design and development
5.1 Concept

Motivated by the research question of how external infor-
mation can be used to explain and contextualize process
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models, this section defines the concrete artifact developed. It
situates it within the broader research landscape encompass-
ing NLP, BPM, and the integration of LLMs. We describe
the following design objectives for DSR [34]: (i) The artifact
needs to be able to accept different types of process mod-
els and modeling languages in a structured representation,
(ii) contexts from various domains and dimensions must be
incorporable, and (iii) relying on best practices for the use of
LLMs, we apply different prompting strategies and compare
them against each other. The artifact shown in Figure 2 gives
an overview of our concept and the main features: With the
LLM in the center, it also contains the inputs, the outputs,
and settings for querying the LLM in the form of prompting
strategies.

5.1.1 Process

An essential part of process explanation and BPM is the
process itself, which is provided in a form that can be pro-
cessed by an LLM. To enable context-aware analysis, the
process model must support attaching references to external
information. For example, when assessing compliance with
a corporate policy, the process model must incorporate ele-
ments relevant to that policy; the design and structure of the
process model depend on the context in which it is applied.

5.1.2 Context

An external context, as applied in process modeling and
LLM-based reasoning, is a multi-dimensional construct that
provides essential background and situational information
for the comprehensive understanding, explanation, and veri-
fication of process models. This context is typically available
in a non-structured, often textual format and can be system-
atically categorized as follows:

Process Model Context. This dimension comprises infor-
mation directly derived from or descriptive of the process
itself. It includes defined process objectives, data objects
manipulated within the process, historical data from previous
executions, any BPMN extensions (e.g., for security or [oT),
and documented process variants. Such structured context is
crucial for process-aware information systems, as it supports
the comprehension and analysis of process models [26].
LLM Context Methods. This category encompasses the var-
ious techniques that enable LLMs to process and utilize
information from the process model and broader domain con-
text. These methods include prompt engineering, strategies
for integrating diverse context sources, the use of few-shot
examples, the generation and application of semantic embed-
dings, and techniques such as RAG to dynamically fetch and
incorporate relevant external knowledge. These approaches
are essential for tailoring the LLM’s reasoning and ensuring
responses are contextually grounded [62].
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Fig.2 Framework for using external knowledge with LLMs for process explanation
Domain Context. This dimension refers to the broader exter-  5.1.4 Prompting strategies
nal knowledge and situational information relevant to the
process’s operational environment. It encompasses organi-  To achieve the best possible results, a prompting strategy that
zational policies, business rules, stakeholder requirements, incorporates the process model, the external context, and a

regulatory frameworks (e.g., IEC 62443), market data, best  specific question must be used to pass this information to
practices, and established norms, as well as strictly formally ~ the LLM. The strategy for prompting is the setting in which
defined data in the form of ontologies. This broader contextis ~ the LLM formulates precise objectives. Based on a review
essential for ensuring that process models align with external ~ of existing literature and current best practices, we identified
requirements and constraints, as well as for supporting com-  suitable strategies, which lead to the following state-of-the-
pliance, stakeholder alignment, and adaptability in dynamic ~ art prompting strategies and baseline [63]> and can be found
environments. The wide array of possibilities provides an  in the linked repository:

initial set of domain context information, but is not limited

to these examples, leveraging the generalization capabilities

of transformer-based language models. — Zero-shot Prompting: This baseline strategy involves

posing a direct question to the model without provid-
ing any examples or supplementary context. It relies
entirely on the model’s pre-existing knowledge to gener-
ate a response.

5.1.3 LLM

The LLM needs to identify relevant information in the
process model and map it to the context. Explicit context — Example: “Answer the following question: [Ques-
that is transferred to the LLM is the basis. The LLM con- tion]”
tains implicit, trained additional context, which is also used
to understand and explain the process models concerning
context-related questions. LLMs match and connect process
descriptions and external context.

Various external contexts and process models can be

— Few-shot Prompting: This strategy includes one or
more illustrative examples within the prompt to guide
the model’s response. These examples demonstrate the
desired format, style, and logic for the answer.

selected as input and transferred to the chosen LLM using — Example: “Orient yourself with the following exam-
a suitable prompting strategy. The LLM acts as a black box ples: Question: [Question] Answers: [ExampleAn-
that outputs a structured or unstructured process description, swerl], [ExampleAnswer2] [...]”

considering the information requested in the prompt about
the external context. For the result, we differentiate between
structured and unstructured content: An unstructured process
description is a verbal explanation of the process model and
its elements, while a structured process description returns
binary or constrained responses on the process model’s com-
pliance.”

— Chain-of-Thought (CoT) Prompting: This approach
instructs the model to break down its reasoning process
into explicit, sequential steps before delivering the final
answer. By specifying a procedure in the prompt, this
strategy aims to improve logical coherence and complete-
ness, which is particularly useful for complex analysis
and evaluation tasks.

2 We explicitly list both options, as just going for a binary decision with

LLMs might not work, but trimming down numerous pages of process 3 A comprehensive list of identified literature is available from the
documentation and context into a concise description can also provide authors upon request. Examples are excerpts directly taken from both
aid to human actors. use cases below.
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— Example: “Analysis Approach: 1. Understand: Iden-
tify the key security aspects in the question; 2. Locate:
Find relevant elements in the BPMN model; 3. Ana-
lyze: Check for security controls and compliance
with IEC 62443-3-3; 4. Conclude: Provide a clear,
evidence-based response.”

— Role Assignment Prompting: This strategy directs the
model to adopt a specific persona or expertise, thereby
shaping the tone, scope, and depth of its response.
Answering from a predefined point of view enhances the
relevance of the output in specialized domains.

— Example: “You are an expert in Information Secu-
rity and ISO 27001 compliance. Analyze the provided
BPMN process model and answer questions about
its security aspects and compliance with 1SO 27001
requirements and Annex A controls.”

— Context Integration Prompting: This method involves
embedding additional background information, such
as standards, policies, or process-specific knowledge,
directly into the prompt. This enables the model to base its
reasoning on relevant, up-to-date, domain-specific con-
tent, thereby enhancing its performance on tasks that
require specialized knowledge.

— Example: “SIREN (Security IoT process Notation)
is a BPMN-based approach for modeling and mon-
itoring security-aware Industrial Internet of Things
(IloT) processes, aligning with the IEC62443 stan-
dard. [...] 7

— Format Prompting: This technique instructs the model
to structure its output in a specific machine-readable for-
mat, such as JSON. This is essential for ensuring the
response can be programmatically parsed and used in
downstream applications.

— Example: “Response Format Guidelines: 1. Role &
Tone: Act as a precise information security and com-
pliance analyst. Be direct, objective, and concise in
your response. 2. Scoping and Data Source: [...]”

5.2 Implementation

To operationalize our conceptual framework, we developed
a modular pipeline in Python, designed for extensibility and
reproducibility. The implementation’s architecture is cen-
tered around a main script that orchestrates data loading,
prompt generation, interaction with various LLMs*, and the

4 https://openrouter.ai/, https:/aistudio.google.com/, https:/Imstudio.
ai/, https://ollama.com/

@ Springer

following evaluation.” The complete source code, experi-
mental data, and Jupyter Notebooks used for analysis are
available in the project repository for transparency and repli-
cation purposes.

The general workflow of our implementation is imple-
mented generically and not tied to the evaluation use case. It
proceeds as follows:

1. Data Preparation: The process begins by loading and
preprocessing the necessary artifacts. The external con-
text (here: the IEC 62443-3-3 standard) is extracted from a
Markdown file that includes the complete standard, struc-
tured into a data frame by the document structure and
the different requirements and SLs. Similarly, the cata-
log of 71 evaluation questions is loaded from an Excel
file, which includes the questions, categories, and sample
answers for evaluation and few-shot prompting. For sin-
gle use, we can directly provide few-shot examples and
context to use for the prompt.

2. Prompt Generation: A core component is a dynamic
generate_prompt function that constructs the final
prompt string by selectively combining different compo-
nents based on a configuration object. It assembles the
prompt by integrating the question, the process model
(read from its annotated .bpmn XML file), and the rele-
vant segment of the external context, along with optional
elements like role instructions, few-shot examples, and
chain-of-thought steps. This modular design allowed us
to systematically test the various prompting strategies and
remains adaptable for future changes.

3. LLM Interaction: We implemented a generic
LLMWrapper class to handle communication with dif-
ferent LLM providers and models. This wrapper provides
a unified interface for sending prompts and receiving
responses from various endpoints, including Google’s
Gemini API, OpenRouter, and local models served via
LM-Studio. The execution of queries across the entire
question catalog for each prompt configuration was par-
allelized using a ThreadPoolExecutor to improve
efficiency.

4. Automated Evaluation (LLM-as-a-Judge [19, 20]): To
complement our manual analysis, we implemented an
automated assessment pipeline using an LLM-as-a-Judge
approach. This method uses a separate LLM to provide
a systematic evaluation of the primary model’s answers
against the ground-truth samples. The evaluator LLM is
guided by a detailed prompt that defines specific crite-
ria for a set of evaluation statuses (e.g., “Fully Correct,”
“Partially Correct”) and requires the output to be in a strict
JSON format containing an analysis, an evaluation status,

5 The repository for the implementation can be found at https://github.

com/LeoPoss/contextIsKey.
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and key findings. This structured process was designed
to enforce a consistent evaluation framework across all
355 model-generated answers. The final, comprehensive
results were compiled into a single data frame for analysis
and visualization.

6 Evaluation

Our evaluation framework adopts established DSR method-
ology, specifically incorporating the Framework for Evalua-
tion in Design Science Research (FEDS) [64]. This approach
provides methodological rigor through a balanced assess-
ment of both artificial and naturalistic evaluation contexts.
Following the recommendations for continuous evaluation
throughout the DSR process [65], we implemented an
evaluation strategy corresponding to the 'Human Risk &
Effectiveness’ evaluation pathway. The first use case comes
from a service company and addresses compliance with the
ISO 27001 standard based on the process for responding
to information security incidents. This process comes from
the company’s process map and is modeled in BPMN. The
process XML, its process description, a list of all company
policies, and the requirements of the ISO 27001 standard are
used as context to verify compliance with the ISO 27001 con-
trols. The second use case involves a production process of
a manufacturing company that must be verified for compli-
ance with the IEC 62443-3 requirements. For this purpose,
security-related information was added to the process model
using a suitable BPMN extension. This extended process
model is checked for compliance with the controls of IEC
62443-3-3, where the requirements of IEC 62443-3 and a
description of the extension notation were used as external
context. The functional evaluation assesses whether our con-
cept produces useful results as specified in [34], and includes
technical feasibility assessment [66] and correctness veri-
fication [67]. We first verify the technical correctness and
feasibility of the concept based on its implementation, and
then assess the results of the experiments based on the fac-
tual correctness of the questions for the exemplary process
models. Similar to [68], which verifies the compliance of
process models with the GDPR, we apply two distinct real-
world processes to evaluate the usability of our approach in
relation to two norms.

6.1 Using the ISO 27001 for security management
For our first use case, we utilize a real-world process model
employed by a software provider to address its security

issues.® To achieve this, we aim to verify the compliance of

6 As we will mention in the discussion, we anonymized and checked
all context information before we sent it to proprietary systems.

the incident response process, which outlines how security
should be managed within an organization, in accordance
with ISO 27001. To achieve compliance with this stan-
dard, we aim to determine whether the company’s incident
response process fulfills the controls outlined in ISO 27001.
Currently, this manual comparison of the requirements of a
standard with the information in a comprehensive, process-
dependent manual and process documentation, as well as
checking process conformance and compliance’, is a time-
consuming process that requires a deep understanding of both
the business processes and the corresponding standards (as
seen in an ongoing research project and the more general
problem of structuring, processing, and using large amounts
of unstructured data). Since standards, process models, and
questions used in our framework are interchangeable and
can be selected individually for each organization, according
to its needs, this reduces the amount of expert and domain
knowledge required, as well as the time needed to verify
compliance with standards. A recent research project showed
that manually comparing the requirements of a standard with
the information in a comprehensive, process-dependent man-
ual takes significantly longer. The developed framework is
intended to reduce this time investment.

6.1.1 Structure

As our first use case, we will utilize the incident response pro-
cess of a software provider company, as shown in Figure 3.
The Information Security Incident Management Process
begins with one of three triggers: anomaly detection, recog-
nition of a changed threat landscape, or the reporting of
a monitored threat. Regardless of the origin, these paths
lead to an employee creating a security ticket. This ticket
initiates the execution and documentation of a risk anal-
ysis, which involves assessing the incident’s scope and
performing a risk assessment to evaluate the security risk.
Completing the risk analysis sub-process (see 9 leads to
the decision point, “Action Required?” If the answer is
“No,” the incident is immediately closed as resolved. If
an escalation is necessary, the security firm is notified,
resulting in a separate end event. If measures are required
(““Yes”), the process branches into three independent, parallel
paths: defining measures, implementing immediate correc-
tive actions, and securing evidence. Implementing immediate
corrective actions involves determining if the risk is normal
or existential and executing a workaround or urgent system
shutdown accordingly. The defined measures and immediate
actions are then consolidated and fed into the Communicate
activity, which plans and executes both internal and external

7 Compliance is mandatory and refers to following external, legal, or
regulatory rules, while conformance is voluntary and refers to meeting
internal or industry standards, specifications, or expectations.
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Fig.3 Incident Response Process Model (expanded sub-processes in Section 9)

communication as needed, while evidence gathering contin-
ues in parallel. Following communication, the final measures
are implemented, a step that determines the measure’s scope
and executes either customer-related protection or internal
corrective actions. Finally, all parallel processes converge for
the concluding activity, Conduct Review, before the entire
process ends with the Incident Resolved status.

This process model is modeled on BPMN and does not
include any ISO 27001-specific notation extensions. To ver-
ify whether the companies’ incident response process fulfills
the controls of ISO 27001, we derive one question for each
of the 93 controls in the Annex of ISO 27001 within our
framework. ISO 27001 generally outlines the requirements
for information security management to ensure information
security within an organization. Because of this, the factual
(formal) compliance with the complete norm cannot fully
be proven by a single process. However, since this is the
incident response process we are examining, we can derive
a significant amount of information from it. The questions
for conformity assessment systematically refer to all con-
trols of ISO 27001, focusing on one security control per
question and pairing them as closely as possible with the
respective control. For example, we transferred control 7.1.
of the norm, which describes physical security perimeters, in
the context of the question “Are security perimeters defined

@ Springer

and used to protect areas that contain information and other
associated assets?” or 5.26, which describes the response
to information security incidents in the following question:
“Are information security incidents responded to in accor-
dance with documented procedures?”.

The next step was to apply the different contexts to the
questionnaire and focus on providing additional instructions
to the LLM in the form of prompting strategies, as presented
in Section 5.1.4. Initially, we set out to try all possible combi-
nations of prompting strategies and different state-of-the-art
models. Yet, we focus on five relevant combinations seen in
Table 2: nothing (no external context, no prompting strat-
egy, the base line performance of the model), context (only
providing necessary context, check if specific context itself
helps), contextFewShot (adding few-shot examples to the
prompt in addition to the context to streamline responses),
contextCoT (additionally including chain of thought instruc-
tions) and all (that additionally contains role assignment and
format instructions)®.

To conduct the overall evaluation, we used different
combinations of the prompting strategies mentioned above.
For the assessment of the results obtained by using these
prompts, we followed a two-fold approach: using

8 Approved results and plots are contained in the repository (see Sec-
tion 5.2).
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Table2 Overview of prompting

strategy combinations Strategy Context Few Shot Chain of Thought Format Role
nothing O O O O O
context [ ) O O O O
contextFewShot [ ) [ ) O O O
contextCoT [ ) O ( J O O
all o o o ( (

gemini-2.0-flash (cf. [69]) to evaluate the perfor-
mance of the model’s answer, and providing the sample
answer (LLM-as-a-Judge, cf. [20]), but also manually ran-
domly checking the correctness based solely on question,
model answer, sample answer and process model, without
further knowledge of the prompting strategy for a small sam-
ple. After initial testing and trials, we stayed at the default
parameters for the respective LLM models to not unnecessar-
ily scale up the evaluation even more” . Here, it is essential that
the generalizability and ongoing development and improve-
ment of LLM models will benefit our approach, as we utilize
them as tools that can be further configured. Compared to
locally runnable models, these proprietary models have larger
context lengths (here: one million) and better overall perfor-
mance. Gemini was selected as one of the top-performing
models, offering a competitive price-to-token ratio. After
that, for LLM-as-a-Judge we introduced four different possi-
ble answers: incorrect if the given answer is incorrect in terms
of content or does not relate to the question, partially correct
if the answer provided contains generally correct explana-
tions but draws incorrect conclusions, mostly correct if the
answer provided only explains minor details incorrectly or if
correct explanations are provided but a minimally incorrect
conclusion is drawn, and fully correct if the answer provided
gives a correct explanation and conclusion.

6.1.2 Findings

The results shown in Figure 4 demonstrate promising overall
outcomes. With increased complexity and additional con-
textual information, LLMs generally perform better. While
the first approach, without any additional information on the
norm, performed quite poorly with just 19.4% fully cor-
rect responses, adding additional information step by step
increases answer quality and accuracy to a maximum of
69.9%. As explained above, we allow the second LLM to
actively differentiate not just on a binary basis, but also to
include additional information in the responses that can be
used by a human afterwards to guide decision-making, even
when the result itself is ambiguous, unclear, or incomplete.

9 For Gemini the temperature defaults to 1.0 (€ [0; 2]) which is compa-
rable to 0.6 — 0.7 (€ [0; 1]) with other models (fop P = 0.95, topK =
64).

Current challenges with the use of LLMs are tied to the
context length of the process models: context lengths and
results are often limited due to computational resources and
model specifications, as well as current payment models
being fully based on token counts. For this, we also examined
the different token lengths of the complete LLM communi-
cation and provided an overview in Figure 5. As seen here,
the process model itself, which is contained in the ’noth-
ing’ strategy, takes up the largest part of the prompt. Adding
the ISO 27001 increases the token count by approximately
12,500, while all other specifications for the prompt have a
relatively negligible impact on the token count.

Looking directly at the results from the evaluation, the
overall usability of general-purpose models as a tool using
contextual information and process models provides a good
fit for compliance checking and process model explana-
tion. Using the “all” strategy, which includes all parts in
the prompt, for the question “Is information relating to
information security threats collected and analyzed to pro-
duce threat intelligence?”, the LLM correctly describes the
sub-process “Security-Issue” and answers both parts of the
question separately: first, the collection of information is
described, and then the task of analyzing threats is men-
tioned. Since both requirements of the question are fulfilled,
the LLM answers the question as “correct”. Another ques-
tion from the catalog, “Are information security policies and
topic-specific policies defined, approved, published, commu-
nicated, acknowledged, and reviewed at planned intervals
and upon significant changes?” was answered with “Yes”.
Justified by exemplary guidelines and policies for different
domains of the added context information, the LLM cor-
rectly concludes that these documents are relevant policies.
The question “Is equipment sited securely and protected?”
was answered with “Yes” by the LLM. Although it cannot be
answered, as no such information is provided based on the
process model or context information. The only justification
given is the text of ISO 27001 pertaining to Control 7.8.

6.2 Checking process compliance with the IEC 62443
The ISO 27001 evaluation demonstrated that our framework

can successfully integrate unstructured regulatory documen-
tation with process models to answer compliance-focused
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queries, achieving up to 69.9% accuracy with the all prompt-
ing strategy. However, this use case primarily validated the
framework’s ability to retrieve and reason over external stan-
dards provided as separate contextual documents, while the
process model itself contained minimal embedded secu-
rity information. To complement this evaluation and test
the versatility across different integration paradigms, we
conducted another use case using IEC 62443, a standard
specifically designed for Industrial Automation and Con-
trol Systems (IACS) security [36]. Unlike ISO 27001, which
addresses broad organizational information security manage-
ment applicable across diverse sectors, IEC 62443 provides
prescriptive, OT-specific security requirements for industrial
environments such as manufacturing and critical infras-
tructure. This focus on industrial systems presents unique,
process-oriented challenges that have been the subject of
ongoing research [10]. More critically for our evaluation pur-
poses, the IEC 62443 use case employs a BPMN process
model already enriched with structured security annota-
tions through the SIREN (Security IoT Process Notation)
BPMN extension [36], which represents security controls
directly within the process model rather than as separate
documentation. This architectural difference enables us to
assess whether our framework can handle structured-to-
structured integration (embedded BPMN security extensions
mapped to standard requirements) as effectively as the
unstructured-to-structured paradigm tested in the ISO 27001
case. Additionally, the IEC 62443 evaluation incorporates
more rigorous dual validation, with a comprehensive manual
expert assessment complementing the automated LLM-as-
a-Judge methodology. This enables us to systematically
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compare both evaluation approaches in terms of reliability
and identify their respective limitations in specialized com-
pliance domains.

6.2.1 Structure

The specific requirements modeled are derived from IEC
62443-3-3, which defines system-level security requirements
and security levels for industrial systems. It introduces seven
Fundamental Requirements (FRs) that address core security
aspects: Identification and Authentication Control, Use Con-
trol, System Integrity, Data Confidentiality, Restricted Data
Flow, Timely Response to Events, and Resource Availability.
Each FR is detailed through specific system requirements
that can be implemented to achieve different Security Levels
(SLs). These levels range from SL O (no specific require-
ments) to SL 4 (protection against attackers with sophisti-
cated means and high motivation). This structured approach
enables SIREN to use standard BPMN elements to explicitly
represent security controls (such as indicating whether a sent
message is encrypted) and to support the automated genera-
tion of monitorable rules for intrusion detection systems.
The modeled industrial process depicted in Figure 6 repre-
sents a real-world production workflow encompassing both
manufacturing and quality control activities. The process’s
objective is to ensure that only defect-free components pro-
ceed to subsequent stages, using annotated IEC 62443-3-3
requirements to be met during implementation to ensure
security. The process begins with the placement of a com-
ponent onto a conveyor belt, followed by transportation to
a preheating oven, where it is heated to 85°C and subse-
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quently cooled. After this step, the component is transferred
to the potting cell, where a specific mass is added, and a
height inspection verifies the correctness of the filling. Com-
ponents meeting the required quality criteria are placed onto
a goods carrier and reheated. The component is then cooled
for four hours before proceeding to the next stage. In contrast,
components with excessive filling are classified as defective.
These defective components trigger an automated message
containing the unique component ID and are routed to a
reject box, marking the end of the process. The process
involves interaction between humans and various machines
and integrates security requirements derived from the IEC
62443-3-3 standard. These requirements are explicitly mod-
eled using SIREN as text annotations within the process
model. For example, the functional requirement FR 1 —“Iden-
tification and Authentication Control” — is applied to the
task “Heat component in preheating oven (85°C)”, specify-
ing that only authorized employees are permitted to execute
this activity. To support this requirement, organization-
specific attributes such as i s_human,user_id_exists,
or 1d_is_unique are attached to the task along with
their respective values. These attributes are critical for ful-
filling FR 1 of IEC 62443-3-3. For instance,is_human:
true ensures verification that the logged-in user is a human
operator, while user_id_exists: true confirms the
presence of a valid user ID. Similar functional requirements,
also shown in Figure 6, define security constraints and cor-
responding attributes for other tasks and machines involved
in the process.

For the second use case, we went back to the drawing
board as the BPMN extension itself adds additional over-
head, and the specificity of the IEC 62443 would probably
lead to different results compared to the first use case. For
this, we began the evaluation of this use case specific SIREN
extension as required by IEC 62443-3. As a domain-specific
external context, add specific requirements of the standard to
the prompt as implemented above. For an initial approach,
we choose a naive prompting strategy by just providing
the external context with zero-shot prompting to a locally
running deepseek-r1-0528-gwen3-8b!? model and
asking two types of questions: One for model understand-
ing and analysis that concern the general understanding and
explanation of process models (“What is the basic procedure
of the process?”, “Which participants (pools) are defined
in the process and what roles do they take on?”), and one
specifically asking for the conformity of the modeled security
standards with the standard (“Which Security Level (SL) does
the system achieve for Security Requirement (SR) 1.1 Iden-
tification and authentication of human users in accordance
with IEC 62443-3-3?"). We chose this model as it is publicly

10 Using default parameters after initial testing: remp = 0.6 and
topP =0.95

available for self-hosting and was one of the top-performing
models with eight billion parameters at the time of running
the evaluations in Q3 2025'! The answers show promising
results and affirm that the context is explicitly taken into
account, providing the initial validation of our approach.

Based on these inputs and settings, we generated the fol-
lowing output, as presented in Figure 7. This demonstrates
that the question’s wording is considered and that context is
explicitly taken into account when answering, providing the
basis for validating our approach.

As seen above, the choice of a prompting strategy can
significantly impact the quality of the results, as mentioned
above. To achieve this, we created an additional question-
naire comprising 71 questions'?, along with sample answers
and brief examples for each question. In addition to the ques-
tions above, we divided these into 20 questions that assess
understanding and analysis of the process model itself as a
starting point, and the remaining questions verify conformity
with IEC 62443-3. We manually derived the sample answers
from the relevant sections of the standard and the associ-
ated process model. The questions vary in wording and the
aspects they address, covering various components of the
process model and specific aspects of the context. Some of
these questions focus on a general understanding of the pro-
cess model, while others are specific to certain parts and focus
on particular aspects of their content. The questions for con-
formity assessment systematically refer to all components
of IEC 62443-3, focusing on a separate security require-
ment per question. Initial tests identified some points where
the LLM-as-a-Judge approach might not work as expected
with more focused context information. For this, we addi-
tionally manually evaluated the LLM answers and compared
them against the fully automatic results. To quantitatively
measure the performance of each prompting strategy and
the level of agreement between the two evaluation methods,
we employ several statistical techniques. We use classifica-
tion metrics, such as precision and recall, to assess response
accuracy and calculate Cohen’s Kappa to evaluate inter-rater
reliability between manual and automated evaluations. We
kept the same LLLM models to avoid additional parameters
and kept the same parameter values.

6.2.2 Findings

Similar to the use case above, we also set out to use the
questionnaire and the LL.M-as-a-Judge approach, using the
same prompting strategies and models, but with the model

11 https://huggingface.co/deepseek-ai/DeepSeek-R1-0528-Qwen3-
8B.

12 The complete questionnaire and results are available in the reposi-
tory, linked above.
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Fig.6 The modeled IToT-process extended with the SIREN notation [36]

"Here's a breakdown of the process flow, focusing on the key activities and sequence of events:
1. =*xStart:*x The process begins with the 'Insert component' start event.
2. **Transport:** The component is transported to a preheating furnace via the 'Transport component to

— preheating furnace' task.

3. **Preheating:** The component is heated in the preheating oven at 85°C ('Heat component in preheating

— oven (85°C)').
4. [...]"

"Based on the provided BPMN model and the associated text annotations, here's an analysis of the system's
— security level regarding SR 1.1 (Identification and authentication of human users) according to IEC

— 62443-3-3.

**Relevant Text Annotations (Heating Oven): “is_human: true”, “user_id_exists: true’, ~id_is_unique: false”,
— “multifactor_auth: false”, “masked_password_entry: false”, “displays_usage_guidelines: true”

*xAnalysis Based on IEC 62443-3-3 SR 1.1 Requirements:** Here's how the described system stacks up against
— typical requirements for different Security Levels (SL) regarding user identification and

< authentication. [...]"

Fig.7 Exemplary answers of the LLM for model understanding and conformity verification

shown in Figure 6, which includes annotations concerning
IEC 62443-3-3.

Figure 8 shows the results of different prompting strate-
gies for the same model answers for manual and automatic
evaluation. While the initial results are promising, with
an average of 60% and 50% fully correct answers, the
difference between manual and LLM-based evaluation is
notable. Adding more and more contextual information,
either directly to the prompt or by enhancing it using the
strategies, does improve the overall results. Additionally,
there is a significant difference between model understand-
ing and analysis questions and verification of conformity.
Whereas the former is based on general knowledge, the latter
focuses specifically on the external context and is expected
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to perform worse initially. We will focus on the differences
between manual and LLM-based evaluation with Figure 10.

To provide arigorous quantitative analysis, we first present
the statistical measures of our evaluation in Table 3.

The data illustrates the effectiveness of our framework.
The baseline strategy, nothing, achieved accuracy of
only 49.3%. In contrast, simply adding context (context)
boosted accuracy to 70.4%, and the most effective strat-
egy, contextFewShot, reached 74.6%. Furthermore, the
metrics for the Fully Correct class are consistently
strong for all context-aware strategies. The context strat-
egy achieved precision of 0.95, indicating that its correct
answers are highly reliable. The consistently high F1-Scores
(~0.89) confirm a robust balance between precision and
recall.
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Fig.8 Comparison of different prompting strategy success for manual and LLM evaluation of question catalog
Table 3 Detailed pejrformance Strategy Acc. Prec. Rec. F1 »
and agreement metrics for
prompting strategies nothing 0.4930 0.8750 0.6829 0.7671 0.0805
context 0.7042 0.9500 0.8433 0.8941 0.1149
contextFewShot 0.7465 0.9184 0.8654 0.8911 0.2518
contextCoT 0.6344 0.8444 0.9268 0.8837 0.4561
all 0.6620 0.9302 0.8511 0.8889 0.0671

Note: Accuracy is based on manual evaluation.
Precision, Recall, and F1-Score refer to the ’Fully Correct’ class

An additional goal was to validate the LLM-as-a-Judge
method in the context of BPM, and our analysis reveals a
clear picture. The overall T-test over all included prompt-
ing strategies indicates a statistically significant difference
between manual and LLM evaluations (p = 0.0015), yet
the overall weighted Cohen’s Kappa of x = 0.3909 and a
phi coefficient [70] of ¢ = 0.3973 suggests a “fair” level of
inter-rater agreement (cf. [71]). However, this is moderated
by a crucial finding at the strategy-specific level. As shown
in Table 3, the T-test for every prompting strategy yielded a
p-value greater than 0.05. This suggests that, although there
is an overall discrepancy, the difference between human and
LLM evaluators is not statistically significant when a con-
sistent prompting methodology is used. This supports the
viability of using an LLM-as-a-Judge for scalable evalua-
tion, provided the prompting is well-engineered.

For a more detailed analysis, we can examine individual
question-level results for each evaluation type, as shown in
Figure 9. Here we can see a heatmap that contains all eval-

uation results for each question, the evaluation types, and
all selected prompting strategies. This figure reinforces the
previous results and demonstrates the overall improvement
and success of utilizing the additional provided context and
enhanced prompting strategies for our approach. In general,
here as well, the model understanding and analysis (encoded
within the general “LLM-knowledge”) are better than using
external context, but the results seem promising. Upon closer
examination of questions Q23 (“What security level does
the system achieve for SR 1.3 User account management in
accordance with IEC 62443-3-37”) and Q55 (“What secu-
rity level does the system achieve for SR 4.1 Confidentiality of
information in accordance with IEC 62443-3-32”"), where the
model answer was deemed incorrect by the evaluating LLM
but was mostly correct when manually evaluated, we observe
the following: The first question considers the user account
SL in accordance with the norm; the evaluation model cor-
rectly explains all requirements but then returns the wrong
level, which is deemed incorrect by the LLM evaluation but
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Fig.9 Overview of results for both evaluation types based on questions directly

factually provides accurate information for a human expert.
The other question focuses on the confidentiality of informa-
tion when sending the component ID. Similarly, the model
responses contain information not relevant to the step, which
hinders correct evaluation but is factually correct.

Finally, for a direct comparison of both evaluation
approaches, we can look at the differences shown in Fig-
ure 10: While many evaluation results (i.e., judging the
correctness of the contextualized model answer based on
the sample answer) are similar, especially for more complex
questions, the results differ significantly. One example of this
is Q24, where the knowledge and understanding of a human
evaluation exceeds automated evaluation: For the question,
“What SL does the system achieve for SR 1.4 Identifica-
tion Management according to IEC 62443-3-3?”, a detailed
explanation of the LLM correctly concludes that the model
achieves SL1 based on the given variables, which is classi-
fied as “Fully Correct” in the manual evaluation. However,
since the sample answer uses only a single variable to justify
the achieved SL1, the answer is classified as “Incorrect” in
an automated evaluation, even though it provides a correct
explanation and conclusion in terms of content.

To provide a deeper understanding of the model’s perfor-
mance limitations beyond simple accuracy metrics, a detailed
manual analysis was conducted on all responses not rated as
“Fully Correct” or “Mostly Correct.” This process involved
categorizing the specific type of error the LLM made in each
of the 86 instances classified as “Partially Correct” or “Incor-
rect,” thereby identifying the root causes of failure. For this
analysis, we established a four-part error typology:

— Reasoning Failure: The model successfully retrieves the
correct pieces of information from both the process model
and the standard, but fails to logically connect them to
arrive at the correct conclusion.

— Input Interpretation Failure: The model misunder-
stands a part of the input, for instance, misinterpreting
the function of a BPMN element or the meaning of a
security requirement in the prompt.
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— Context Retrieval Failure: The model fails to locate or
use relevant information explicitly available within the
provided context, such as a specific clause in the IEC
62443 standard or an attribute in the process model.

— Hallucination: The model invents information not present
in the provided context or its general knowledge base.

The results of this analysis, visualized in Figure 11, reveal
a clear and compelling distribution of these error types. Most
notably, outright hallucination was the least frequent error,
occurring in only two cases. In stark contrast, the most sig-
nificant source of failure was Reasoning Failure, accounting
for 49 instances, followed by Input Interpretation Failure (12)
and Context Retrieval Failure (23).

This detailed breakdown offers a critical interpretation
of the challenges inherent in using LLMs for process ver-
ification. The low incidence of hallucination suggests that
in a context-rich environment, the model is less prone to
inventing facts. Instead, the primary impediments are more
fundamental. The widespread presence of Reasoning Failure
indicates that the core difficulty is not a lack of information
but a deficiency in the complex cognitive task of mapping
the semantics of a structured BPMN model to the rules of an
unstructured external standard.

Furthermore, the significant number of Input Interpreta-
tion and Context Retrieval Failures underscores the challenge
of processing long, complex prompts. The model can either
misunderstand the input’s structure or fail to attend to the rel-
evant information within the large context window, a problem
consistent with the known “lost in the middle” limitation of
transformer architectures. These findings suggest that future
efforts to improve performance should shift the focus from
the common narrative of preventing hallucinations to the
more nuanced challenges of enhancing LLMs’ logical syn-
thesis, input parsing, and attention mechanisms for complex,
domain-specific tasks.

Similar to the above, we again take a look at token counts
for the different prompts. For this purpose, we first examined
the distribution of token consumption for the different lan-
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Fig. 12 Used tokens per prompting strategy for the evaluation

guage models in Figure 12. Thisillustrates the distribution
of token consumption for the language model’s responses
across five distinct prompting strategies. Baseline consump-
tion of approximately 15,000 tokens is visible across all
conditions, corresponding to the fixed size of the input pro-
cess model'3. The variation in distributions primarily reflects

13 Manually checking the token lengths for the used process model
results in around 15,000 tokens for the IEC62443 process model and
45,000 tokens for the ISO 27001 process model.
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the token cost of the generated answer, influenced by the
prompting strategy.

The nothing strategy, representing the simplest prompt,
establishes a baseline output distribution centered on 15,000
to 16,500 tokens. Progressively adding context (from context
to contextFewShot and contextCoT) systematically shifts the
distribution to the right, indicating an increase in the length
of the generated output. The all strategy, which combines
all contextual elements, yields the widest and most varied
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distribution, with token usage exceeding 17,500. Looking at
the peaks in the context distribution, we can see that dif-
ferent lengths of the context are added to the prompt. A
crucial finding is the apparent decoupling of output length
from output quality (longer added context does not seem to
influence result quality). The model’s ability to generate a
correct response appears to be independent of the verbosity
induced by the prompt strategy.

7 Discussion

LLMs can effectively integrate external knowledge for pro-
cess model compliance assessment, achieving accuracy up to
74.6% when properly contextualized with domain-specific
standards. Through dual validation across ISO 27001 infor-
mation security processes and IEC 62443-enriched Industrial
IoT workflows, we demonstrate that LLMs can bridge the
critical gap between structured process models and unstruc-
tured regulatory requirements. This capability represents a
practical step toward operationalizing Security by Design
principles in complex, regulation-heavy environments. Our
evaluation across 71 questions revealed substantial variation
in performance across prompting strategies. The contextFew-
Shot configuration achieved the highest accuracy (74.6%),
significantly outperforming baseline approaches and vali-
dating our hypothesis that systematic integration of external
context with exemplar-based guidance enhances LLM rea-
soning for compliance tasks. This finding extends previous
work on BPM-LLM integration [18, 45], demonstrating that
while prompting strategies are important, the combination of
structured process representations with unstructured domain
knowledge is crucial for specialized compliance verification.

The statistical analysis revealed moderate but significant
agreement between automated LLM-as-a-Judge evaluation
and human expert assessment (Cohen’s ¥« = 0.3909,
p < 0.001), alongside strong classification performance
(F1 = 0.89). These metrics indicate that while automated
evaluation shows promise for scalability, substantial dis-
crepancies remain that warrant careful interpretation and
human oversight—a finding with important implications for
the broader application of LLM-based evaluation frame-
works in BPM. Importantly, our framework successfully
handled real-world process complexity: the IEC 62443 use
case involved the BPMN model with security-specific exten-
sions (SIREN notation [36]), while the ISO 27001 case
required reasoning across 93 Annex A controls. The ability to
maintain contextual coherence across such varied regulatory
landscapes demonstrates the framework’s generalizability
beyond single-standard applications.

A central contribution of this work is our systematic error
typology, derived from analyzing 78 incorrect responses from
the IEC 62443 use case. We identified four distinct failure
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modes: Reasoning Failure (n = 49), Context Retrieval Fail-
ure (n = 23), Input Interpretation Failure (n = 4), and
Hallucination (n = 2). This distribution reveals a critical
insight: contrary to prevalent concerns about LLM hallucina-
tion [23], the dominant challenges in compliance verification
are logical synthesis and attention mechanisms for retrieving
relevant contextual segments. Reasoning Failures occurred
when the model retrieved correct information but failed to
apply appropriate logical operations or draw valid inferences
required for compliance assessment. This pattern suggests
that current LLMs, while excellent at pattern recognition and
retrieval, struggle with the multi-step deductive reasoning
chains characteristic of regulatory compliance verification.
Context Retrieval Failures, meanwhile, manifested when
models either overlooked relevant passages in the provided
standards or fixated on irrelevant sections—highlighting lim-
itations in attention mechanisms when processing lengthy,
structured documents, such as ISO 27001 (spanning 93 con-
trols) or IEC 62443-3-3.

The relative rarity of direct hallucinations (n = 2) in
our study contrasts with the general behavior of LLMs
on open-domain tasks, likely attributable to our Context
Integration Prompting strategy, which explicitly grounds
model responses in the provided documentation. This finding
reframes the challenge from one of preventing fabrication
to one of enhancing structured reasoning. These error pat-
terns align with observations from related BPM-LLM work.
Similar to [44], who reported precision and recall limi-
tations in document classification despite targeted prompt-
ing, our findings suggest that document-to-reasoning tasks
require architectural advances beyond prompt engineering
alone. However, our F1 score of 0.89 substantially exceeds
reported performance on comparable classification tasks,
likely because our structured BPMN input reduces ambiguity
compared to free-text organizational documents.

Our dual-evaluation approach revealed a critical limita-
tion of automated assessment frameworks that has important
implications for the broader adoption of LL.M-as-a-Judge
methodologies in specialized domains. While Cohen’s k =
0.3909 indicates fair agreement between LLM-as-a-Judge
and human experts, qualitative analysis uncovered a fun-
damental flaw: the evaluator model exhibited rigidity in
recognizing valid alternate reasoning paths. The most illus-
trative case occurred in Q24, where the LLM-as-a-Judge
incorrectly classified a detailed, manually verified correct
response as “Incorrect” because the reasoning path differed
from the sample answer, even though it reached the same
valid conclusion through sound logic. This failure mode, in
which automated evaluation penalizes valid methodological
diversity, has serious implications for unsupervised com-
pliance verification. In regulatory contexts, where multiple
valid interpretations of standards coexist (particularly across
IEC 62443’s four SLs), such inflexibility renders fully auto-
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mated evaluation unsuitable without human validation of
the evaluation framework itself. The results from both use
cases confirm our hypothesis on the general applicability of
enriching process models with external context in combina-
tion with LLMs and support the reliability of the presented
framework and the approach. The classification performance
is strong, although limitations arising from LLM-as-a-Judge
became apparent in isolated cases during manual review, as
discussed above. Nevertheless, human review remains useful
and but also underlines the general reliability of the generated
responses.

This finding contributes to ongoing debates in the LLM
evaluation literature [19, 20] by demonstrating that evalua-
tion model performance cannot be assumed from benchmark
tasks—domain-specific validation remains essential. For the
BPM community, this suggests that while LLM-as-a-Judge
approaches offer scalability advantages over manual assess-
ment, they require careful calibration and periodic human
auditing, particularly for nuanced compliance tasks where
reasoning diversity is inherent. Although this dual-validation
requirement increases deployment complexity, it enhances
reliability, making it a necessary trade-off for high-stakes
cybersecurity applications.

A critical challenge emerged during implementation:
achieving necessary performance required large-context pro-
prietary APIs (e.g., Google Gemini), necessitating transmis-
sion of sensitive process models to third-party cloud services.
For enterprises operating under strict data confidentiality
requirements, this external dependency often proves infea-
sible under existing security policies (particularly in critical
infrastructure sectors governed by IEC 62443). This con-
straint motivated our exploration of local model alternatives,
though performance degradation was observed with smaller
open-source models.

Our work advances the state of knowledge established
in our systematic literature review (Table 1) in several key
dimensions. Unlike document classification approaches as
shown in [44], which reported suboptimal performance
with generic prompting, our framework achieved F1 =
0.89 by systematically integrating structured process mod-
els with external contextual standards. This performance
difference underscores the value of structured-unstructured
data fusion over purely text-based approaches. Compared
to [45], which propose a prompting method for process
redesign from event logs, which noted significant output
quality variation based on prompt specificity, our mod-
ular prompting architecture (combining role assignment,
chain-of-thought, and context integration) provides more sta-
ble performance across diverse question types. Where the
authors of [18] and [15] explored RAG-based approaches for
BPM decision support, our framework extends this paradigm
specifically to compliance verification. Our error typol-
ogy further reveals that while RAG successfully addresses

retrieval (Context Retrieval Failures represent only 29%
of errors), reasoning architecture remains the primary bot-
tleneck. Crucially, our work addresses the research gap
identified in Section 4.3: existing methods for security
compliance checking (formal verification, model checking,
Security-by-Contract frameworks) rely solely on structured
data, whereas LLM-based approaches primarily operate on
unstructured text. Furthermore, by demonstrating a viable
LLM-based framework for integrating standards like IEC
62443-3, our work provides a novel, automated approach
to addressing the “perspectives and challenges” of process-
oriented IIoT security management, as articulated in [10,
11].

While our findings demonstrate the viability of LLM-
based compliance verification, several limitations warrant
consideration. The computational requirements of our
approach pose practical barriers. Token consumption of
50,000-65,000 per query for comprehensive standards such
as ISO 27001 requires state-of-the-art models with extended
context windows, thereby excluding smaller or older archi-
tectures. Additionally, the verbosity of XML-formatted
BPMN models contributes to token consumption and may
hinder input interpretation, as evidenced by Input Interpre-
tation Failures in our error analysis. Our dual-evaluation
design, although rigorous, primarily concentrated manual
validation on the IEC 62443 use case due to resource con-
straints. Although the ISO 27001 case relied more heavily
on LLM-as-a-Judge evaluation, our identification of system-
atic biases in automated assessment (Q24 alternate reasoning
path issue) suggests manual validation across both cases
would strengthen generalizability claims. It should be noted
that uncertainty due to incomplete or overly abstract pro-
cess models and information, as well as the vagueness and
ambiguity of annotations, can deeply impact the results. In
addition to subjective modeling decisions, changing require-
ments and human error can also negatively affect the quality
of the results, but are not directly connected to the approach
at hand.

Returning to our research question (How can Large Lan-
guage Models be leveraged to integrate external knowledge
for the explanation and assessment of process model compli-
ance against security standards?) our findings demonstrate
this is achievable with accuracy up to 74.6% through system-
atic integration of structured BPMN models, unstructured
regulatory documentation, and carefully designed prompting
strategies. However, success requires awareness of spe-
cific failure modes (particularly limitations in Reasoning
and Context Retrieval), of human validation infrastruc-
ture (especially for calibrating the evaluation framework),
and of computational resource considerations (such as
token costs and context window requirements). The novel
error typology we introduce provides a diagnostic frame-
work for improving LLM-based compliance systems and
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reveals that reasoning architecture, rather than hallucina-
tion prevention, constitutes the primary technical chal-
lenge.

While our results demonstrate the practical viability of
augmented compliance workflows, they also underscore that
human experts remain crucial, not only for validating model
outputs but also for validating evaluation methodologies,
interpreting edge cases, and providing organizational con-
text that transcends documented standards. This finding
aligns with broader themes in Al-augmented professional
work: automation excels at scaling routine analysis, but
human judgment remains essential for nuanced interpre-
tation and accountability. Furthermore such compliance
checking assessments enable early-stage risk prevention
and provide the necessary framework to establish robust
preventive security measures which is central for cyberse-
curity.

Ultimately, this work provides a methodological founda-
tion and practical demonstration that context-aware LLM
integration can support more transparent and proactive Secu-
rity by Design practices, thereby bridging the critical gap
between operational process models and the complex regu-
latory landscapes they must navigate.

8 Conclusion and future work

In this study, we have designed and validated a generic
framework for enriching business process models with exter-
nal, unstructured context to enhance their explanation and
verification. To evaluate the practical applicability of this
framework, we instantiated and tested it with a specific use
case from the domain of Industrial Internet of Things (IIoT)
security, using the IEC 62443-3 standard as the external
contextual information. Our results demonstrate that this
approach is effective, showing that integrating external con-
text, especially when combined with multiple prompting
strategies, significantly enhances the quality and accuracy
of LLM-generated responses.

@ Springer

Building on the success of this framework, future research
could focus on creating more powerful human-Al collabo-
rative systems for process management by addressing two
interconnected dimensions: error mitigation and confidence
quantification. The error typology established in this work
provides a foundation for developing targeted correction
strategies. For reasoning errors, multi-step prompting tech-
niques could be implemented that require LLMs to explicitly
cite standard references before formulating compliance judg-
ments, thereby enforcing traceable logical chains. To address
input interpretation errors arising from complex BPMN
paths, preprocessing techniques that decompose intricate
process structures into manageable segments merit explo-
ration for more reliable analysis (see above).

Beyond error correction, an equally critical avenue is the
development of methods to quantify model output confi-
dence, enabling systems to automatically flag uncertain or
ambiguous assessments. This confidence-aware approach
would enable process analysts to strategically focus their
expert validation efforts on the most complex or question-
able compliance checks, rather than reviewing all outputs
uniformly.

The long-term vision for this research is a system that
operates with even greater autonomy. Future work will focus
on developing a framework where the LLM can actively
query a corporate knowledge base to find and retrieve rel-
evant external context, such as standards, regulations, or
policies, for any given process model, rather than relying
on manually provided information. This autonomous capa-
bility, potentially incorporating dynamic or real-time data,
would revolutionize how organizations manage compliance
and understand their process landscape. As developments in
LLM research continue (model size, context windows, and
multi-modal capabilities, or thinking models that further gen-
erally improve LLM results), the potential of this approach
grows. Seeing LLMs as a new tool for NLP tasks within
BPM offers a fresh perspective on structuring complex envi-
ronments, helping to automate and support currently manual
tasks that are critical to successful value creation.
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9 Subprocesses of Figure 6

See Figs. 13, 14, 15 and 16.
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