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1 Introduction

1 Introduction

In this chapter, the motivation for the dissertation is presented. In this context, a theoretical
framework in which the contributions of the dissertation are situated is introduced. Thereafter,
the focal topics of the dissertation are discussed, along with the research questions that are ex-
amined. Finally, the structure of the dissertation is outlined, and an overview of the included
papers is provided.

1.1 Motivation

In recent years, rapid technological progress has fundamentally reshaped societies and trans-
formed the way businesses and organizations operate. Advances in digital technologies have al-
tered competitive dynamics and complex decision-making processes across industries and do-
mains. Within this ongoing transformation, artificial intelligence (AI) has emerged as a key
driver, enabling new forms of automation, analysis, and decision-making that were previously
unattainable. Importantly, this development is far from complete. In fact, there is no sign that the
pace of Al-driven innovation will slow down in the foreseeable future. However, as Al systems
are increasingly deployed in complex and high-stakes application settings, uncertainty becomes
a central and ubiquitous challenge. Uncertainty can arise from multiple sources and can funda-
mentally affect the validity and transparency of Al-based decisions. Against this background, the
aim of this dissertation is to enable the validity and transparency of Al in society and organiza-
tions alike by explicitly modeling and addressing uncertainty. In the following, the relevance of
Al in the context of the ongoing digital transformation is discussed. Subsequently, a theoretical
framework for uncertainty is introduced, before its role as a central challenge for deploying Al
in a valid and transparent manner is outlined. Concluding the motivation, the aims and contribu-

tions of the dissertation are summarized.

1.1.1 The Era of Artificial Intelligence

Al is a broad and interdisciplinary field that seeks to enable machines to analyze, simulate, ex-
plore, and exploit aspects of human cognition and behavior to solve complex tasks (Lu, 2019;
Russell & Norvig, 2021; Zha et al., 2025). Due to its groundbreaking successes and the ongoing
innovation, Al has become a central focus of research across various disciplines even beyond
computer science, such as, e.g., philosophy, economics, mathematics, neuroscience, psychology,
information systems, cybernetics, and linguistics (Berente et al., 2021; Russell & Norvig, 2021).
Moreover, it is widely adopted across organizational and societal contexts as well as domains in
practice such as retail, supply chain, logistics, agriculture, manufacturing, finance, healthcare,
the public sector, and many more (Kronblad et al., 2024; Li et al., 2024a; Milana & Ashta, 2021;
Razzaq & Shah, 2025). In particular, machine learning (ML), which focuses on algorithms that
learn patterns from data, has emerged as a central methodological paradigm of many modern Al
systems and provides the foundation of many highly influential and still constantly evolving
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fields such as deep learning, natural language processing, and computer vision (Razzaq & Shah,
2025; Russell & Norvig, 2021).

Many tasks that are characterized by large-scale data availability and clearly definable objec-
tives, such as, e.g., information extraction from text, material quality control in production, med-
ical diagnostics, or credit scoring, are highly amenable to automation, and contemporary Al sys-
tems have reached or even surpassed human-level performance in such tasks (Cardellicchio et
al., 2024; Grauslund, 2022; Jehangir et al., 2023; Li et al., 2024a). These advances offer seminal
opportunities but also exert increasing pressure on organizations and businesses to adopt and
integrate Al-based technologies in order to remain economically competitive by realizing effi-
ciency gains, cost reductions, and new sources of value creation. Many businesses already lev-
erage Al to enhance their decision-making by extracting insights from large, complex datasets,
enabling faster and evidence-based decisions (Jansen et al., 2025; Nuthalapati, 2024; Senoner et
al., 2022). Consequently, a profound transformation of the business landscape is already under-
way, in which Al systems are progressively augmenting or replacing human labor across a wide
range of sectors and tasks, with far-reaching implications not only for the organizations them-
selves with their work practices and employment patterns, but also for society as a whole (Sav-
olainen et al., 2026; Shen & Zhang, 2024).

This development is further reflected by the following recent figures. According to the 2025
Stanford Al index report, Al adoption in business is accelerating rapidly: 78% of surveyed or-
ganizations worldwide reported using Al in 2024, a substantial increase from 55% in the previous
year (Maslej et al., 2025). Beyond its widespread adoption, empirical evidence also suggests
substantial productivity gains associated with the use of Al across various domains. For example,
reported improvements include productivity increases of between 21-40% in software engineer-
ing (Cui et al., 2024), more than 30% in customer support (Brynjolfsson et al., 2025), and up to
43% in consulting (Dell’ Acqua et al., 2023). With already unprecedented investments of roughly
$370 billion in 2025, Alphabet, Amazon, Meta, and Microsoft project a further rise of combined
capital expenditures to over $650 billion in 2026 (MLQ, 2026). Much of this spending is allo-
cated to Al infrastructure such as data centers, GPUs, servers, and power systems highlighting
the central role of computational capacity as a key strategic resource. Alongside the growing
attention in businesses, governments also invest at scale. For example, Taiwan has committed
approximately $3.2 billion to its “Al Island” initiative, aiming to develop advanced Al hardware,
data centers, and computing capabilities to position the country as a global hub for AI (James,
2025). Saudi Arabia announced ‘“Project Transcendence”, a $100 billion Al initiative that in-
cludes a $5-10 billion partnership with Alphabet to develop Arabic-language Al models (Maslej
et al., 2025). Further, the European Commission launched “InvestAl”, aiming to mobilize
€200 billion in Al investments to strengthen European Al infrastructure and support the devel-
opment and deployment of advanced Al technologies across the EU (European Commission,
2025).

Overall, this discussion demonstrates that Al has evolved from an experimental technology into
a central component of organizational and societal infrastructures. In particular, ML models are

2
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increasingly relied upon in high-stakes decision-making, such as law enforcement (Brayne,
2017; Haley & Burrell, 2025; Raaijmakers, 2019), medical diagnosis (Jussupow et al., 2022;
Kim et al., 2023; Wang et al., 2025), or credit scoring (Hurlin et al., 2024; Li et al., 2024a; Visani
et al., 2022) where their predictions often have direct consequences on human lives. As a result,
the validity and transparency of Al systems have emerged as vital desiderata in such contexts.
Among other factors, the validity of ML models and their predictions heavily depends on the
quality and (un)certainty of the underlying data used for both training and inference (e.g., Gong
et al., 2023; Padmanabhan et al., 2022). On the other hand, transparency is required for ML
models and their predictions to be understandable and interpretable, which has critically driven
the rise of explainable AI (XAI) in recent years (e.g., Barredo Arrieta et al., 2020; Brasse et al.,
2023). Importantly however, XAl methods themselves can be affected by uncertainty, hampering
their effectiveness in enhancing transparency. The focal topics of this dissertation directly corre-
spond to the desiderata of validity and transparency in the context of uncertainty and will be
examined in detail in Section 1.2. The following section discusses the sources of uncertainty in
ML and presents a theoretical framework within which the contributions of this dissertation are
situated.

1.1.2 Uncertainty in Machine Learning

In typical ML-based data analyses, an input data instance x € X is mapped by an ML model
fiX =Y to a target value f(x) = y € Y which may subsequently be complemented by an ex-
planation e(x, f) generated by an XAl method e. In the context of ML, the term uncertainty
commonly refers to a “lack of knowledge about some outcome of interest” (Bhatt et al., 2021,
p. 402). Uncertainty can arise from multiple sources and manifest at different stages of the ML-
based data analysis pipeline. Accordingly, multiple possible categorizations of uncertainty are
considered in literature.

Literature often distinguishes between aleatoric and epistemic uncertainty, which are typically
characterized as irreducible and reducible, respectively (Der Kiureghian & Ditlevsen, 2009; Gal,
2016; Hora, 1996; Hiillermeier & Waegeman, 2021). More specifically, aleatoric uncertainty
arises from the non-deterministic nature of the dependency between input and output, as well as
random noise in the available data (e.g., as a result of measurement imprecision) and cannot be
reduced by additional data or observations (Gal, 2016; Hiillermeier & Waegeman, 2021). In con-
trast, epistemic uncertainty in ML arises from limited knowledge about which model or function
best describes the observed data. Importantly, epistemic uncertainty can be reduced, e.g., by col-
lecting additional data or observations, or by using a different ML model type (Bhatt et al., 2021;
Gal, 2016). Crucially however, it has been recognized that aleatoric and epistemic uncertainty
cannot always be clearly separated as (ir)reducibility is often context-dependent, rendering their
boundary inherently blurred (Der Kiureghian & Ditlevsen, 2009; Hiillermeier & Waegeman,
2021).

Therefore, in this dissertation, uncertainty is primarily categorized according to the stage of the
ML-based data analysis pipeline at which it manifests (cf., e.g., Forster et al., 2025; Forster et

3
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al., 2026; Klds & Vollmer, 2018). Chiaburu et al. (2024) propose a framework based on a three-
stage ML-based data analysis pipeline where uncertainty can arise at each stage. Forster et al.
(2026) suggest a similar framework which additionally incorporates human uncertainty stem-
ming from individual cognitive reasoning, judgment processes, or incomplete domain
knowledge by users as a fourth stage. Although human uncertainty is recognized, it is outside
the scope of this dissertation which particularly focuses on the first three pipeline stages. In the
first stage (input stage), an input data instance x € X is observed or selected from the given
dataset and presented to the ML model f. In the second stage (model stage), the ML model f
generates a prediction f (x) for the given input instance x. In the third stage (explanation stage),
an XAl method e provides an explanation e(f, x) for the prediction, which can subsequently be
presented to a user. Figure 1-1 summarizes and illustrates this three-stage ML-based data analysis

pipeline.
4 ) 4 ) 4 )
XAl method e
Input data ML model f . -
instance x :1/'\ predicts f(x) :l> explaggsegeg)lctlon
N J/ N J/ N J/
INPUT STAGE MODEL STAGE EXPLANATION STAGE

Figure I-1. Three-Stage ML-based Data Analysis Pipeline (based on Chiaburu et al. (2024))

As uncertainty reflects a lack of knowledge about specific quantities of interest, it is commonly
modeled in probabilistic terms (Bhatt et al., 2021; Heinrich & Klier, 2015; Hiillermeier & Wae-
geman, 2021). Therefore, the deterministic, pointwise formulation of the ML-based data analysis
pipeline in Figure 1-1 needs be extended to a probabilistic framework in order to adequately
discuss uncertainty in this context. This framework comprises three main sources of uncer-
tainty—data uncertainty, model uncertainty, and explanation uncertainty—which are described
in the subsequent sections. Note that although each source of uncertainty is discussed separately
in the following, they commonly occur simultaneously and jointly affect the outcomes of the
data analysis pipeline.

1.1.2.1 Data Quality and Data Uncertainty

Data uncertainty describes the indefiniteness of data stemming from potential data quality (DQ)
defects. Conceptually, DQ characterizes the agreement between the true state of the world and
the representing data, and DQ defects arise from disagreements between them (Heinrich et al.,
2025; Parssian et al., 2004). On this basis, data uncertainty refers to the lack of knowledge about
the true data values resulting from such defects and is subsequently modeled in probabilistic
terms. In literature, DQ is commonly understood as a multidimensional concept entailing multi-
ple dimensions that reflect different perspectives on DQ (Batini et al., 2009; Redman, 1996;
Wand & Wang, 1996; Wang & Strong, 1996). Among the various DQ dimensions, accuracy,
currency, and completeness are frequently examined and are generally regarded as particularly

4
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important (Batini et al., 2009; Cichy & Rass, 2019; Wang & Strong, 1996). In this sense, DQ
defects can occur in different forms and thus induce uncertainty through different underlying
mechanisms. For example, a potentially outdated data value that indeed was once current intro-
duces temporal uncertainty, as the true value may have drifted over time. The associated proba-
bility distribution can therefore be modeled based on the previously observed value and a decline
rate that depends on its shelf life or other metadata (e.g. Heinrich & Klier, 2015; Zak & Even,
2017). Similarly, inaccurate (or noisy) data, such as imprecise measurements, are often modeled
by Gaussian distributions around the observed value, with the variance reflecting the degree of
uncertainty (e.g., Gast & Roth, 2018; Kendall & Gal, 2017). In contrast, regarding the DQ di-
mension of completeness, missing values introduce uncertainty about the unknown true value
and are commonly modeled by a probability distribution estimated from the observed dataset,
e.g., based on likelihood-based modeling or multiple imputation (Little & Rubin, 2020).

This discussion highlights how different DQ defects can lead to different forms and modeling of
data uncertainty. Instead of a deterministic feature vector, an uncertain instance x is therefore
represented by a probability distribution Py over the input space X, i.e., x~Px. For N, € N ran-
dom samples x4, ..., xy, drawn from Py representing possible realizations of x and a fixed (i.e.,
already trained) ML model f, Figure 1-2 illustrates how data uncertainty affects the inference
process in ML-based data analyses.

f(x1) e(f,x1)

1
2 f(xz2) e(f,x2)

= | B

f (xNx

EHES
HiH

]

Uncertain

data instance
x~PX

X
X

7
=
N

e(f xn,)

xNx

(5]
)
B
B

Possible ML model f XAl method e
realizations of x predicts explains

Figure 1-2. Data Uncertainty in ML-based Data Analysis (based on Chiaburu et al. (2024))
Importantly, Figure 1-2 shows how data uncertainty propagates through the subsequent stages of
the data analysis pipeline, inducing a variety of possible predictions f(x;), ..., f (xy,) and ex-
planations e(f, x;), ...,e(f , xNx) for the same uncertain instance x~Py. In particular, this can
result in incorrect and contradicting model predictions and explanations, which significantly un-
dermines the validity and trustworthiness of the results (Alasalmi et al., 2015; Alvarez-Melis &
Jaakkola, 2018; Mohammed et al., 2025). Notably, DQ defects and data uncertainty not only
affect inference but also impact model training. Indeed, models trained on noisy, incomplete, or

N
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imputed data can exhibit systematic bias, poor generalizability, and reduced predictive accuracy
(Gong et al., 2023; Shadbahr et al., 2023; Song et al., 2023). For these reasons, data uncertainty
is a critical factor that must be considered in ML-based data analysis. Hence, addressing data
uncertainty in this context constitutes a focal topic of this dissertation, which is further motivated
in Section 1.1.3, and the associated research questions are presented in Section 1.2.1.

1.1.2.2 Model Uncertainty

Typically, ML models can only approximate the unknown ground truth relationship between
inputs and outputs based on finite training data and may therefore fail to fully capture the true
underlying data-generating process. Model uncertainty arises from this lack of knowledge about
the perfect prediction model, including uncertainty regarding the appropriate model type, struc-
ture, and parameters (Gal, 2016; Hiillermeier & Waegeman, 2021). In principle, this source of
uncertainty is often considered reducible through more representative training data or by select-
ing a model type and capacity that match the complexity of the underlying task, e.g., by selecting
a deep convolutional neural network with a high number of learnable parameters for difficult
computer vision tasks (Chiaburu et al., 2024; Hiillermeier & Waegeman, 2021; Kendall & Gal,
2017). Nevertheless, some aspects of model uncertainty often remain irreducible in reality: In
particular, ML models of all types are subject to inductive biases and structural assumptions that
constrain the relationships they can represent (e.g., Goodfellow et al., 2016). Moreover, stochas-
tic elements in the training process, such as parameter initialization or data shuftling can lead to
different models with different parameter configurations, even when trained under otherwise

identical conditions (Lakshminarayanan et al., 2017).

Consequently, in many ML application scenarios, multiple models can achieve comparable pre-
dictive performance on a given dataset while still exhibiting substantially different decision be-
haviors and predictions on individual instances (Breiman, 2001; D’ Amour et al., 2022; Laberge
et al., 2023). This widely observed phenomenon is referred to as the Rashomon effect in ML and
suggests the existence of a variety of plausible but different models. Formally, this can be repre-
sented by a set of (plausible) models {f, ..., fx f} c F with Ny € N and F denoting the set of all

possible models f: X — Y that can be learned from a given dataset D € X X Y. As a result, for a
deterministic (i.e., no data uncertainty is present) data instance x € X, model uncertainty induces
a variety of possible model predictions f; (x), ..., fw,(x) and explanations e(fy, x), ..., e(fx ., X).

Critically, these predictions and explanations can be inconsistent or even contradictory, raising
fundamental questions about which model, prediction, or explanation to select and trust, thereby
posing a serious challenge to valid ML-based decision making (D’ Amour et al., 2022; Fisher et
al., 2019; Jaki et al., 2025; Laberge et al., 2023). Figure 1-3 illustrates this impact of model
uncertainty within the ML-based data analysis pipeline for a deterministic data instance.
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f1(x) e(f1,x)

f2(x)
Deterministic
data instance x

fivy @) e(fuypr )

e(fz2,x)

B
e

N

/

H

ML models XAl method e
fi, ...,fo predict explains

Figure 1-3. Model Uncertainty in ML-based Data Analysis (based on Chiaburu et al. (2024))

1.1.2.3 Explanation Uncertainty

In the ML-based data analysis pipeline, uncertainty can arise not only at the data and model
stages but also at the explanation stage when XAI methods are applied (Laugel et al., 2018; Marx
et al., 2023; Slack et al., 2021). Explanation uncertainty manifests itself as a variety of possible
explanations for the same data instance with respect to the same underlying ML model. It
emerges because XAl methods aim to approximate the behavior of complex ML models to con-
vey their predictions in a form that is understandable and interpretable for human users. As a
result, the true model behavior is represented only in a simplified form and in many cases cannot
be reflected in its full complexity (Jia et al., 2019; Laugel et al., 2018; Petch et al., 2022). Since
different XAl methods rely on different approximation strategies, heuristics, and assumptions,
they often produce different explanations for the same instance and model (Decker et al., 2024;
Krishna et al., 2022; Pirie et al., 2023). For example, the XAl method LIME (Ribeiro et al., 2016)
approximates the behavior of the underlying ML model locally by fitting a linear regression as
surrogate model, whereas SHAP (Lundberg & Lee, 2017) is grounded in cooperative game the-
ory and assigns each feature an importance value intended to quantify its contribution to the
model’s prediction relative to a baseline. Hence, different XAl methods ey, ..., ey, (N, € N) in-
duce a variety of possible explanations e; (f, x), ..., ey, (f, x). Furthermore, even the same XAl
method can yield different explanations across repeated runs due to stochastic elements within
the explanation generation process (Visani et al., 2022; Zhou et al., 2021). This particularly con-
cerns surrogate-based XAI methods such as LIME or ROLEX (Kim et al., 2023) which often
rely on randomly drawn samples to train their surrogate models. Formally, such a non-determin-
istic XAI method e; may yield multiple explanations e;1(f,x), ..., en,,(f,x) when applied
N, ; € N times to the same instance x and model f. This discussion of explanation uncertainty is

summarized and illustrated in Figure 1-4. In this figure, the e; exemplarily represents a non-
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deterministic XAI method that produces multiple explanations e;q(f,x),e;,(f,x),...,

1N, , (f, x) for the same instance and model.

e1(f,x)

e2(f,x)

Deterministic Deterministic
data instance x prediction f(x)

€2 (f' x)

/1\\
088

eNe (f! x)

ML model f XAl methods
predicts e, .-, ey, explain

Figure 1-4. Explanation Uncertainty in ML-based Data Analysis (based on Chiaburu et al.
(2024))

As a result, explanation uncertainty undermines the ability of explanations to support decision-
makers in evaluating ML models and assessing whether individual predictions should be fol-
lowed or disregarded (Miller, 2019; Saarela & Geogieva, 2022; Visani et al., 2022). Ideally, XAl
methods should thus provide robust explanations that correctly reflect the true behavior of the
underlying ML model, thereby making them transparent and avoiding ambiguous and misleading
information. Against this background, the second focal topic of this dissertation examines the
impact of uncertainty across different stages on the explanations provided by XAl methods. The
motivation of this focal topic is further elaborated in Section 1.1.4, and the associated research
questions are presented in Section 1.2.2.

1.1.3 The Prevalence and Risks of Data Uncertainty

Data uncertainty is a pervasive issue that refers to the indefiniteness of data arising from potential
DQ defects. As Al is increasingly employed in data-driven decision-making in various contexts,
DQ has been widely recognized as a central determinant for their success. Indeed, poor DQ is a
widespread issue which can substantially limit the performance and practical utility of Al sys-
tems (e.g., Geiger et al., 2021; Mohammed et al., 2025; Padmanabhan et al., 2022). As a result,
data uncertainty and DQ must be considered and addressed in this context. For example, accord-
ing to a recent report across multiple industries, more than 80% of Al projects fail to move be-
yond the pilot stage with poor DQ being cited as a primary factor in 68% of the failed cases
(Pertama Partners, 2026). However, even when Al systems overcome this initial hurdle—either
because they are genuinely valid or because the evaluation process was insufficient and failed to
detect issues—and are in active use, they can still suffer from DQ-related problems potentially
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leading to severe detrimental consequences. For example, in early 2022, Unity Technologies
reported that corrupted datasets used to train advertising-related ML models led to underper-
forming predictive targeting and bidding algorithms, resulting in an estimated $110 million in
lost revenue (Krantz & Jonker, 2026). Importantly however, the consequences of poor DQ can
extend beyond mere financial losses but severely impact human lives, particularly when Al is
employed in high-stakes domains. For example, a self-driving car failed to recognize a truck due
to inaccurately labeled training data in Florida in 2017, resulting in a fatal collision (Sama, 2024).

Aiming to mitigate the negative impact of data uncertainty and poor DQ on Al-driven decision
support, and a plethora of methods have been proposed to account for them and address them in
ML applications (Gudivada et al., 2017; L’Heureux et al., 2017; Li et al., 2024b). As a result, a
broad yet fragmented research landscape has emerged in recent years, encompassing various
methods that follow diverse methodological strategies and often even originate from different
research strands, each with its own concepts and terminologies. This variety of methods largely
reflects the multitude of factors that determine how data uncertainty must be addressed in a given
ML application setting, including the ML model used, the type of underlying data, and the spe-
cific DQ defects that occur. For example, a method that successfully addresses measurement
imprecisions in sensor data, which is analyzed by a random forest for production quality control,
is typically not suitable for addressing missing pixel data in the automated assessment of medical
scan images by a convolutional neural network. Overall, effectively addressing data uncertainty
and DQ defects in ML is highly relevant, but it requires selecting and applying suitable methods
for the specific given context to achieve valid ML predictions and reliable decision support de-
spite imperfect data.

As discussed, different DQ defects induce different forms of data uncertainty, which must be
modeled and addressed accordingly. For this, a solid theoretical understanding of DQ is essential,
providing the foundation for precise definitions and meaningful discussions of DQ defects and
other DQ-related phenomena (Haug, 2021; Lee, 2003). Since the early 1990s, multiple efforts
for providing theoretical foundations of DQ have been proposed (Aebi & Perrochon, 1993; Kon
et al., 1993; Price & Shanks, 2005; Wand & Wang, 1996) and have shaped the trajectory of DQ
research. In literature, DQ is often viewed as a multi-dimensional concept comprising a variety
of DQ dimensions such as accuracy, currency, completeness, or consistency (Lee et al., 2002;
Wang & Strong, 1996). Despite these existing works, research has consistently pointed out that
theoretical foundations of DQ and DQ dimensions are still defined in an incoherent or sometimes
even inconsistent way (Batini et al., 2009; Guillen-Aguinaga et al., 2025; Haug, 2021; Jayawar-
dene et al., 2013; Miller et al., 2025; Shamala et al., 2017). For example, regarding the DQ
dimension currency, Redman (1996, p. 258) defines currency as the “degree to which a datum in
question is up to date”, Sicari et al. (2016, p. 47) refer to currency as “the interval from the time
when the value was sampled to the time instant at which data are received”, and Wang and Strong
(1996) view currency as a subdimension of timeliness, defining it as the passed time until an
information system is updated after a change in the real world. However, without clearly defined
DQ fundamentals and dimensions, any efforts to assess and improve, and thus address specific
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DQ defects and data uncertainty risk remaining conceptually vague and practically ineffective.
Therefore, a coherent and well-founded theoretical grounding of DQ is an indispensable prereq-
uisite for any rigorous discussion of DQ defects and other DQ-related phenomena. In particular,
this enables the appropriate modeling of data uncertainty induced by specific DQ defects, and
the development of effective methods to address DQ defects and data uncertainty in complex
application settings driven by ML.

Another central challenge when addressing data uncertainty in ML is the heterogeneity and in-
creasingly high complexity of ML models, which often necessitate more elaborate and model-
specific methods. For instance, due to their groundbreaking success in recent years, neural net-
works in particular have established themselves as central and indispensable tools for ML-based
data analysis across a wide range of domains, including high-stakes areas such as, e.g., healthcare
(Kim et al., 2023; Mehbodniya et al., 2022), finance (Hurlin et al., 2024; Mintarya et al., 2023),
industrial processes (Jiang et al., 2024; Zhang et al., 2021a), or cybersecurity (Pawlicki et al.,
2022; Vigneswaran et al., 2018). As discussed in the previous section, data uncertainty induced
by DQ defects translates to uncertainty in the predictions of the model (Gal, 2016; Gast & Roth,
2018; Gawlikowski et al., 2023). Importantly, this predictive uncertainty significantly shapes the
information conveyed by model predictions, particularly with respect to their confidence and the
probabilities of each possible outcome (Abdelaziz et al., 2015; Gawlikowski et al., 2023; Hiiller-
meier & Waegeman, 2021). However, due to the complex and opaque nature of neural networks,
it is very challenging to determine exactly how data uncertainty propagates through a neural
network model and thus, to correctly capture and effectively address it. Therefore, methods that
address data uncertainty by exactly examining its propagation through complex ML models such
as neural networks are of high interest, as they make it possible to obtain a well-founded decision
basis that is required for valid reasoning and decision-making under uncertainty (Berger, 1985;
Kochenderfer, 2015).

In addition to the model employed, effectively addressing data uncertainty also depends strongly
on the type of data in which it occurs. Notably, data uncertainty and DQ defects are not confined
to structured, tabular datasets. Likewise, they frequently arise in unstructured data, which has
become a topic of significantly increasing importance in recent years (Hiniduma et al., 2025;
Taleb et al., 2018). On the one hand, this is due to the explosive growth of data such as images,
videos, audio clips, or textual content driven by, e.g., the proliferation of social media and user-
generated content, rich multimedia and sensor data from IoT and autonomous systems, or the
digitization of enterprise documentation (Taha, 2025). In fact, the total volume of global data in
2025 is estimated to amount 181 zettabytes of which 80-90% are unstructured (Bartley, 2025;
Buller, 2025). On the other hand, the importance of DQ in unstructured data has also been am-
plified by the rapid development and widespread deployment of Al techniques for analyzing
such data, including automated image and video analysis as used in autonomous driving, and in
particular the recent breakthroughs in large language models and generative Al. Indeed, espe-
cially within organizations, large amounts of information are increasingly maintained and man-
aged as natural language text which, e.g., is increasingly used as the foundation for Al-driven
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retrieval-augmented generation (RAG) systems supporting employees and customers alike
(Karakurt & Akbulut, 2026; Lewis et al., 2020; Liu & Li, 2026). However, the effectiveness of
such systems fundamentally again decisively depends on the quality of the underlying data and—
particularly in fast-changing organizational settings—its currency plays a critical role in ensuring
valid and up-to-date responses (Miiller et al., 2025). Given that (especially organizational) text
corpora are often too large for manual maintenance, automated methods to assess and improve
the quality of textual data are particularly valuable.

1.1.4 The Opacity of Al and the Need for Explanations

As Al achieves ever greater performance across a wide range of tasks, their growing complexity
has made many models increasingly opaque and difficult for human users to interpret (Barredo
Arrieta et al., 2020; Brasse et al., 2023; Zschech et al., 2025). This lack of transparency is par-
ticularly problematic in high-stakes and safety-critical applications, where trustworthiness and
responsible decision-making are essential (Guo et al., 2025; Hurlin et al., 2024; Sunyaev et al.,
2025). A well-known incident where the opacity of Al severely affected humans is the Dutch
childcare benefit scandal, where thousands of parents were wrongly accused of fraud by the
Dutch tax authorities due to discriminative algorithms, raising demands for more transparency
of Al in tax-related tasks and for the authorities to be able to explain their decisions (University
of Amsterdam, 2023). Another striking example involves a non-transparent Al system used to
generate investigative leads from open-source data in US criminal cases. Its unexplainable out-
puts led prosecutors to withdraw evidence, thus undermining legal proceedings and consuming
investigative resources (Stelloh, 2024). Such incidents prompted increased governmental efforts
to establish regulatory frameworks and governance mechanisms aimed at ensuring transparency,
accountability, and thus the responsible and ethical use of Al In fact, two major legally binding
Al governance frameworks have already been established in Europe: the EU Al Act adopted by
the European Union, and the Council of Europe Framework Convention on Al and Human
Rights, Democracy and the Rule of Law! (Maslej et al., 2025). In particular, both frameworks
introduce binding obligations to foster the responsible and trustworthy deployment of Al by im-
posing transparency requirements, especially in high-risk contexts (Council of Europe, 2024;
European Parliament, 2025). Further, although not legally binding, initial agreed-upon frame-
works for global Al governance have been proposed through the updated UN Governing Al for
Humanity report and the OECD Al Principles—which explicitly include “Transparency and Ex-
plainability” as a principle (OECD, 2024)—both providing recommendations and guiding prin-
ciples for the responsible and trustworthy use of Al worldwide (Maslej et al., 2025).

This growing demand for transparency and explainability has given rise to XAl, a rapidly devel-
oping field focused on making Al predictions more interpretable for decision-makers and

! The Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democracy and the
Rule of Law is open for signatures by both Council of Europe member and non-member states. The treaty becomes
legally binding for countries only after ratification, which is currently ongoing for most signatories (Council of
Europe, 2026).
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enabling them to effectively understand, trust, and act upon Al outputs (Brasse et al., 2023; Sen-
oner et al., 2022; Zschech et al., 2025). As discussed, this is particularly important in high-stakes
or high-risk applications. For example, when a physician relies on Al support for a critical med-
ical diagnosis, it is essential not to blindly accept and apply the results from black-box Al sys-
tems. Instead, explaining the underlying reasons for the prediction not only enhances the patient’s
trust, but it also allows the physician to critically evaluate, verify, and appropriately act upon the
recommendation (Kim et al., 2023). As another example, when an Al system for credit scoring
recommends denying a credit application, providing the applicant with an explanation is crucial
because it can clarify the reasons behind the recommendation and highlight actionable steps for
improvement (Visani et al., 2022). Moreover, such an analysis can also reveal potential discrim-
ination or fairness violations if the prediction relies on sensitive features such as race or sex
(Hurlin et al., 2024).

Consequently, a variety of XAl methods have been proposed to explain individual predictions
of black-box ML models, aiming to make them more transparent. Recognized examples for such
local XAI methods (i.e., methods that aim to explain individual data instances and the corre-
sponding ML model predictions) are LIME (Ribeiro et al., 2016), SHAP (Lundberg & Lee,
2017), ROLEX (Kim et al., 2023), and Integrated Gradients (Sundararajan et al., 2017). How-
ever, they and many other existing local XAI methods methodologically rely on simplifying
assumptions and heuristics such as random sampling, perturbations, or surrogate models to ex-
plain ML predictions.

As a result, it has been recognized that applying different XAl methods, each with its own as-
sumptions and heuristics, can lead to multiple, different explanations for the same data instance
(Laberge et al., 2023; Marx et al., 2023; Pirie et al., 2023; Slack et al., 2021). This raises not only
uncertainty but fundamental concerns about the correctness of XAl methods, which again is
critical in high-stakes applications (Huang & Marques-Silva, 2024; Zhou et al., 2022). Indeed,
at most one explanation can correctly reflect the actual, true explanation of an instance. Mean-
while, alternative explanations arise from different sources of uncertainty such as explanation
uncertainty introduced by the XAI method’s inherent explanation generation process, or model
uncertainty stemming from the training and selection of the ML model being explained. Existing
work addresses such uncertainty either by aggregating multiple explanations (Neuhof & Benja-
mini, 2024; Pirie et al., 2023; Schulz et al., 2022) or by extracting consistent patterns from them
(e.g., Laberge et al., 2023). Therefore, the (in)consistency of explanations rather than their actual
correctness is primarily focused. In particular, it remains unclear whether consistent explanations
are truly correct or merely converge on a stable yet incorrect explanation. However, this is critical
since in many applications explanations are often deemed trustworthy solely because they appear
consistent. It is therefore highly relevant to rigorously assess and understand the sources of un-
certainty affecting XAl explanations and, on this basis, to examine whether or not explanation
consistency can serve as a reliable indicator for explanatory correctness.

Due to their reliance on simplifying assumptions and heuristics, existing XAl methods are in-
herently subject to explanation uncertainty as they provide only approximations and often cannot
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correctly reflect the true behavior of the underlying ML model (Fernandez-Loria et al., 2022;
Huang & Marques-Silva, 2024; Petch et al., 2022; Salih et al., 2025), thus exhibiting limited
fidelity and faithfulness? (Agarwal et al., 2022; Nauta et al., 2023; Pawlicki et al., 2024). More
precisely, the actual decision boundaries of the ML model are typically not captured by these
methods, even though they ultimately determine the model’s behavior around a given instance
and thus, should decisively shape its explanation (Jia et al., 2019; Ross et al., 2017; Wang et al.,
2022). On the one hand, the reliance on heuristics and approximations leads to incorrect expla-
nations (i.e., with limited fidelity or faithfulness) by the XAl methods (Kim et al., 2023; Laugel
et al., 2018). On the other hand, the dependence on stochastic elements, such as random samples
and perturbations, also compromises their robustness, leading to the non-reproducibility of out-
comes for very similar or even the same instances (Alvarez-Melis & Jaakkola, 2018; Saarela &
Geogieva, 2022; Visani et al., 2022). Crucially, explanations that suffer from limited fidelity,
faithfulness, or robustness not only introduce uncertainty but undermine the main objective of
making ML models transparent: They impede a meaningful assessment of model predictions and
behavior, especially the correct identification of undesired or detrimental effects, which in turn
hinders effective user intervention and ultimately erodes trust in ML-assisted decision-making
(Guo et al., 2025; Petch et al., 2022). Therefore, a method that addresses these shortcomings and
explicitly incorporates the model’s true decision boundaries would substantially advance the
field. In particular, such a method would completely eliminate the explanation uncertainty intro-
duced by the XAI method itself, as it would not rely on simplifying assumptions or heuristics

but directly on the true behavior of the model.

1.1.5 Aims of the Dissertation of Synthesis of Contributions

The rapid and widespread adoption of Al gives rise to significant challenges, especially regarding
uncertainty which impairs the validity and transparency of Al. Against this backdrop, this dis-
sertation aims to advance its two focal topics by modeling and addressing uncertainty in the
context of Al. It contributes concepts and methods that address research gaps in existing litera-
ture, thereby supporting the valid and transparent use of Al in organizational and societal deci-
sion-making contexts. Regarding the first focal topic focusing on addressing data uncertainty,
this dissertation initially develops a taxonomy that systematizes and classifies existing methods
that address DQ defects in the context of ML. Subsequently, theoretical foundations for DQ are
provided to establish a well-grounded conceptual basis for a rigorous discussion of DQ defects
and data uncertainty. Finally, a method for the exact propagation of data uncertainty through
neural networks, as well as a language model-based method for assessing and improving cur-
rency of textual data are proposed, contributing to this research field. With respect to the second
focal topic on explaining ML model predictions, the sources of uncertainty affecting explanations

2 In literature, both fidelity and faithfulness are commonly used criteria for the correctness of explanations. In this
dissertation, fidelity is used for the correctness of surrogate models provided by XAI methods and expresses the
extent to which the predictions of the surrogate model agree with the predictions of the ML model being explained.
Faithfulness is used for the correctness of feature attributions and counterfactual examples and aims at the correct

determination of the relevant features and their respective attributions/changes.
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are identified, conceptually distinguished, and decomposed. In particular, this allows for a more
detailed understanding and assessment of the correctness of explanations. Thereafter, a method
for the exact reconstruction of the decision boundaries of ML models is introduced, which ena-
bles faithful and robust explanations while eliminating uncertainty in the explanation generation
process. All contributions and the corresponding research gaps addressed are discussed in more
detail in the following Section 1.2. Figure 1-5 summarizes and illustrates the research endeavor

in this dissertation.
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Figure 1-5. Overview of Motivation and Research Endeavor of the Dissertation

1.2 Focal Topics and Research Questions

In this section, the two focal topics of this dissertation are outlined and the research questions
addressed by the individual papers are presented.

1.2.1 Focal Topic 1: Addressing Data Uncertainty

The importance of data uncertainty and DQ defects has been recognized in literature and various
methods have been proposed to account for them and mitigate their negative effect on ML-based
data analysis and decision-making (Coté et al., 2024; Gudivada et al., 2017; L’Heureux et al.,
2017; Paleyes et al., 2022). A key consideration for such methods is that different forms of data
uncertainty (typically induced by different DQ defects) often need to be treated accordingly. For
example, methods addressing data uncertainty resulting from missing values in tabular datasets
usually differ substantially from methods that aim to improve the currency of textual data. More-
over, data uncertainty and DQ defects can be addressed at multiple different stages of the ML-
based data analysis pipeline. While this is often performed at the input stage through data pre-
processing and cleaning techniques (Coté et al., 2024), such as the imputation of missing values
(e.g., Little & Rubin, 2020; Peng et al., 2023), it can also be conducted at the model stage, for
example through adapted training procedures or uncertainty-aware inference (Abdelaziz et al.,
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2015; Kendall & Gal, 2017). Furthermore, data uncertainty may also be addressed at the expla-
nation stage by examining how explanations vary under different realizations of the uncertain
input data instance (explanations e(f, x1), ..., e(f, xy,) in Figure 1-2), allowing decision-makers
to explicitly consider this variability in subsequent decisions. This dissertation aims to make
several contributions to this research field of addressing data uncertainty. The corresponding
research questions investigated in this dissertation that contribute to this focal topic are presented
in the following.

As already established, mitigating the negative impact of data uncertainty and poor DQ in the
context of ML-based data analysis is of utmost importance and a plethora of methods have thus
been proposed in literature address them (Coté et al., 2024; Gudivada et al., 2017; L’Heureux et
al., 2017; Li et al., 2024b). As the range of ML models, data types, possible DQ defects, and
strategies to address them (e.g., at different stages of the ML-based data analysis pipeline) is very
broad, research on ML on data with DQ defects has developed into a fragmented landscape. It
comprises methods that follow diverse methodological strategies and often even originate from
different research strands, each with its own concepts and terminologies. Since accounting for
data uncertainty and DQ defects, as well as selecting appropriate methods for addressing them
is vital in the context of ML (Gupta et al., 2021; Priestley et al., 2023), this fragmentation poses
a significant challenge not only for researchers but also for practitioners seeking to apply ML
models to data affected by uncertainty and DQ defects in organizational or other high-stakes
contexts. While researchers may struggle to identify research gaps or to clearly position their
own methodical contributions to advance this important field, practitioners may face difficulties
in searching and identifying suitable existing methods that fit their specific situation and needs.
Importantly however, this fragmentation is not limited to methodological differences but also
extends to other aspects of the works. For example, it is also difficult to systematically assess
and compare the performance of different proposed methods, e.g., on common benchmark da-
tasets. These challenges highlight the need for a taxonomy that systematically classifies and or-
ganizes existing research and methods on ML on data with DQ defects according to relevant
aspects (i.e., taxonomy dimensions). Therefore, the first research question in this focal topic is:

RQI1: How can existing works dealing with ML on data with DQ defects be systematized and

classified with respect to relevant dimensions of a taxonomy?

In this context, well-founded definitions of DQ and DQ defects are essential, as they provide the
basis for meaningful modeling of data uncertainty and for the development of methods that ad-
dress specific DQ defects, which might otherwise remain vaguely defined. Over the last decades,
a large body of research on DQ has emerged, including efforts to establish theoretical founda-
tions for DQ (Aebi & Perrochon, 1993; Kon et al., 1993; Price & Shanks, 2005; Wand & Wang,
1996). However, research still points out that fundamental concepts of DQ are still defined in an
incoherent way (Haug, 2021; Shamala et al., 2017; Zhang et al., 2019a). Crucially, this also
concerns central DQ dimensions such as accuracy and currency. The latter is particularly notable
because, as discussed in Section 1.1.3, several incompatible definitions of currency coexist in
literature. A major source of ambiguity in this regard is the absence of formal definitions that
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precisely capture what is meant by the dimensions themselves (in contrast to their measurement,
which may be done by a DQ metric is a subsequent step). Importantly, this issue does not only
affect individual DQ dimensions in isolation; accuracy and currency are often recognized as en-
tangled and are similarly perceived (Scannapieco et al., 2005; Zak & Even, 2017). Thus, precise
formal specifications of these dimensions would also enable a rigorous examination of this fre-
quently discussed relationship. Overall, such theoretical foundations and specifications of DQ
dimensions are necessary to understand how specific DQ defects and forms of data uncertainty
arise and to examine their impact, particularly in ML-based decision-making. This lays the basis
to assess, improve, and thus address them systematically, especially given that different forms of
DQ defects and data uncertainty often require tailored approaches. For the theoretical founda-
tions proposed in this dissertation, an intrinsic perspective, i.e., an “internal view” (Haug, 2025,
p. 240, cf. also Lee et al., 2002) on DQ is adopted, that is independent of subjective interpreta-
tions of data and the particular context or task at hand (which is focused by extrinsic or contextual
DQ, cf., e.g., Strong et al., 1997). Hence, the second research question examined in this focal
topic is as follows:

RQ2: How can the central DQ dimensions accuracy and currency be specified in a precise man-

ner based on formal and coherent theoretical foundations for intrinsic DQ?

Due to their remarkable predictive performance and flexibility, neural networks have become a
particularly powerful and central model type in ML-based data analysis across a wide range of
applications and domains (Tian et al., 2025; Verma et al., 2024a). As discussed, data uncertainty
modeled by a probability distribution Py propagates through a neural network f and induces
predictive uncertainty f(Pyx) (illustrated by a set of possible realizations f(x;), ..., f (xy,) in
Figure 1-2). In classification tasks, f(Pyx) contains information about the probability of each
class and thus provides insight into the prediction confidence under data uncertainty. Conse-
quently, it is essential to determine this predictive uncertainty f (Py) with high exactness because
only then it constitutes a valid basis for subsequent decision-making (Berger, 1985; Kochender-
fer, 2015). However, this is very challenging due to the complex nature of neural networks. Ex-
isting methods for propagating data uncertainty through neural networks generally follow either
a sampling-based approach or make simplifying assumptions about the probability distribution
or the layer-wise propagation. Sampling-based methods (e.g., Abdelaziz et al., 2015; Truong,
2021) provide a conceptually straightforward way to propagate arbitrary forms of data uncer-
tainty by pointwise inference but are associated with very high computational cost. In contrast,
other methods require the data uncertainty to follow a specific type of probability distribution
(often a Gaussian) and use approximations during propagation to reduce computational effort,
which however comes at the expense of exactness (Gast & Roth, 2018; Jin et al., 2015; Titensky
et al., 2018; Zhang & Shin, 2021). These trade-offs highlight the challenge of propagating un-
certainty with high exactness while maintaining computational feasibility and flexibility with
respect to the form of data uncertainty. Flexibility is particularly important as it allows the
method to address diverse forms of data uncertainty induced by different DQ defects. Against
this background, a method is needed that enables the exact and feasible propagation of arbitrary

16



1 Introduction

probability distributions through neural networks, which is the focus of the third research ques-
tion in this focal topic.

RQ3: How can probability distributions representing uncertainty in input data be propagated
through neural networks regarding exactness?

As discussed, currency constitutes a central and widely studied dimension of DQ. Importantly,
it is also highly relevant for unstructured data such as natural language text, which is increasingly
used in ML-driven applications such as RAG systems, serving as a basis from which large lan-
guage models can flexibly retrieve relevant information (Karakurt & Akbulut, 2026; Lewis et
al., 2020; Saha Roy et al., 2025). However, natural language text data often occur in vast
amounts, which makes maintaining currency and high DQ in general particularly difficult and
costly, especially when relying on manual curation. This is critical, as data and information qual-
ity has been shown to significantly influence user satisfaction and the continued use of infor-
mation systems (Bhatti et al., 2018; Laumer et al., 2017). A particularly relevant example for
such large and dynamic textual corpora are wikis. Wikis provide collaborative, web-based plat-
forms where multiple users can create, edit, and organize information in a shared space, enabling
efficient information sharing, version tracking, and collective content development (Beck et al.,
2015; Roxburgh et al., 2022). Their flexibility and ease of use have led to widespread adoption
across various domains (Bhatti et al., 2018; He & Yang, 2016; Karakurt & Akbulut, 2026). Crit-
ically however, wiki data regularly become outdated especially in dynamic organizational set-
tings or rapidly evolving topics in general (Klier et al., 2021). As a result, even large and well-
established wikis with many voluntary contributors such as Wikipedia often struggle to keep
their information up to date, which highlights the need for automated methods to monitor and
maintain the currency of their textual data (Broughton, 2008; Klier et al., 2021; Krempl, 2025).
Existing methods addressing the currency of wiki articles are often limited to structured elements
of the wiki articles, such as information boxes, and therefore neglect the textual information
constituting the majority of wiki data (Lewoniewski, 2017, 2019; Tran & Cao, 2013). Other
methods assess the currency of wiki articles as a whole but do not identify which specific (tex-
tual) parts of the article have become outdated (Klier et al., 2021; Moestue, 2024). Moreover,
these methods do not provide concrete suggestions for improving the currency of the affected
data. Therefore, the fourth research question discussed in this focal topic is as follows:

RQ4: How can the assessment and improvement of the currency of textual wiki data be supported

in an automated manner?

1.2.2 Focal Topic 2: Explaining Machine Learning Model Predictions

The complexity and opacity of many ML models necessitate explanations to make their predic-
tions transparent and interpretable, especially in high-stakes applications. To this end, existing
local XAI methods pursue different strategies, not only in terms of their methodology but also
regarding the type of explanations they provide. Literature commonly distinguishes several main
types of explanations, including counterfactual explanations, feature attributions, and surrogate
models (e.g., Barredo Arrieta et al., 2020; Ferndndez-Loria et al., 2022). Counterfactual
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explanation methods aim to explain model predictions by showing how changes in specific fea-
ture values of an instance would alter the prediction outcome of the model. Feature attribution
methods assign an importance value to each feature, indicating its respective contribution to the
model’s prediction. Finally, surrogate model-based methods aim to explain predictions by ap-
proximating the complex ML model locally around the considered instance with a simpler, in-
terpretable surrogate model (e.g., a linear regression). Overall, the existing body of XAl research
provides a rich set of methods for explaining model predictions from different perspectives.

However, it has been recognized that explanations obtained by XAl methods are inherently sub-
ject to uncertainty stemming from different sources (Chiaburu et al., 2024; Forster et al., 2025).
Following the theoretical framework introduced in Section 1.1.2, uncertainty can arise at each
stage of the ML-based data analysis pipeline, namely data uncertainty, model uncertainty, and
explanation uncertainty which also can occur simultaneously and interact. While a few studies
in literature adopt a simultaneous perspective on multiple sources of uncertainty (e.g., Forster et
al., 2025; Forster et al., 2026; Gosiewska & Biecek, 2019), the majority of works considers one
source in isolation, examining its respective effect on explanations (e.g., Alvarez-Melis & Jaak-
kola, 2018; Fisher et al., 2019; Laberge et al., 2023; Pirie et al., 2023; Schulz et al., 2022). In its
second focal topic, this dissertation contributes to explaining ML model predictions, with each
contribution focusing on one or multiple sources of uncertainty established in the theoretical
framework. While no single contribution addresses all sources simultaneously, this dissertation
discusses them within this broader context to provide a more comprehensive perspective on un-
certainty in ML-based data analyses (cf. Section 4).

A central question in XAl concerns the identification of the correct explanation for a given data
instance (Agarwal et al., 2022; Nauta et al., 2023; Zhou et al., 2022). The notion of a correct
explanation is often defined with respect to the given ML model being explained, as XAl meth-
ods often are designed to reflect the model’s behavior (Jia et al., 2019; Nauta et al., 2023; Ross
et al., 2017). In this setting, with a fixed (i.e., certain) data instance x and ML model f, the
question of explanation correctness depends entirely on the explanation uncertainty introduced
by the applied XAI method(s) (illustrated by the explanations e;(f, x) in Figure 1-4). However,
due to model uncertainty, ML models are typically only approximations of the true underlying
data-generating process, i.e., the ground truth, which is thus imperfectly captured. It therefore
remains unclear if an explanation e(f;, x) for a particular model f; correctly reflects the under-
lying ground truth, regardless of the applied XAl method e (cf. Figure 1-3). Overall, both model
uncertainty and explanation uncertainty contribute to the emergence of multiple, potentially dif-
fering explanations. For the important and widely employed explanation type of feature attribu-
tions, existing work addresses explanation uncertainty by aggregating multiple explanations for
a particular data instance and model (Decker et al., 2024; Neuhof & Benjamini, 2024; Pirie et
al., 2023; Schulz et al., 2022). Other works specifically address model uncertainty in feature
attribution explanations by extracting consistent patterns (Laberge et al., 2023) or by construct-
ing confidence intervals (Fisher et al., 2019; Marx et al., 2023) from the explanations obtained
from different possible ML models. Therefore, prior work primarily focuses on the
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(in)consistency of feature attribution explanations rather than their actual correctness with re-
spect to the ground truth. Further, it remains unclear whether consistent explanations are truly
correct or merely converge on a structurally biased yet incorrect explanation. In particular, this
leaves the underlying reasons (attributable to either model or explanation uncertainty) and their
effects on the explanation error largely unexamined. Hence, the first two research questions ad-
dressed in this focal topic are as follows:

RQ5: Does consistency across feature attribution explanations serve as a reliable indicator for
correctness, or does it mask structural bias regarding the ground truth?

RQ6: How can the error of feature attributions explanations be formally decomposed to isolate
the specific effects of explanation and model uncertainty?

Based on this discussion, a key challenge in XAl is to reduce or ideally even eliminate explana-
tion uncertainty (Kim et al., 2023; Zhang et al., 2019b; Zhou et al., 2021). This would be highly
valuable, as it would not only reduce explanation errors but also make it possible to analyze the
true behavior of opaque black-box ML models, thus making them transparent. However, as ar-
gued above, existing XAl methods (e.g., LIME or ROLEX) are inherently subject to explanation
uncertainty as they rely on simplifying assumptions, heuristics, and stochastic elements (Jia et
al., 2019; Kim et al., 2023; Slack et al., 2020; Visani et al., 2022). In particular, these methods
only approximate but do not fully capture the true behavior of the model as defined by its deci-
sion boundaries and class subspaces. Given these limitations, explicitly reconstructing the deci-
sion boundaries and class subspaces of a ML model in a functional and definite manner® paves
the way for a variety of rigorous model-related analyses. For instance, one central challenge
regarding complex ML models is assessing the sensitivity of their predictions to small input
perturbations* (Konig et al., 2024; van Stein et al., 2022; Wang et al., 2021). The goal of sensi-
tivity analyses in this context is to determine whether a model’s class prediction for a given
instance changes under specific perturbations, thereby revealing whether the instance is vulner-
able to malicious changes or data uncertainty, and should thus be treated with caution. Im-
portantly, if all decision boundaries of a model near a given instance are functionally known, the
sensitivity of that instance can be rigorously assessed.

Moreover, the transparency obtained by a functional and definite representation of the decision
boundaries and class subspaces also enables the functional generation of faithful feature attribu-
tion explanations or counterfactual examples which are essentially determined by the decision
boundaries of a model (Asrzad et al., 2025; Ross et al., 2017; Verma et al., 2024b; Wang et al.,
2022). These explanations do not rely on simplifying assumptions, heuristics, or stochastic ele-
ments, and are therefore not subject to the shortcomings of existing XAl methods. Further, they

3 In this context, the term “functional” is used in the sense that the decision boundaries and class subspaces can be
represented based on mathematical formulas which are made explicit and can be directly computed. The term “def-
inite” denotes that this representation is unique, meaning it is the one correct and complete characterization of the
decision boundaries and class subspaces for the given ML model.

4 In the context of neural networks, this task is also referred to as neural network verification in literature.
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are not affected by explanation uncertainty, as they definitely and completely reflect the true
behavior of the underlying ML model. Taken together, this leads to the following research ques-

tions:

RQ7: How can the decision boundaries and class subspaces of a ML model be locally recon-
structed in a functional and definite manner, thus making them fully transparent?

RQS8: Based on RQ7, how can the sensitivity of a classification decision be rigorously analyzed?

RQY: Based on RQ7, how can feature attributions and counterfactual examples be functionally
determined to provide local explanations for individual ML model predictions?

1.3 Structure of the Dissertation

This dissertation contains seven research papers which address the research questions raised in
Section 1.2. Table 1-1 presents an overview of these papers and groups them regarding the focal
topic (FT in Table 1-1) they belong to. Moreover, for each paper, the research questions it ad-
dresses, its title, its authors, its outlet, and its current status regarding submission or acceptance

are provided.

The remainder of this dissertation is structured as follows. Section 2 presents the first focal topic,
Addressing Data Uncertainty, comprising four papers. Section 3 focuses on the second focal
topic, Explaining Machine Learning Model Predictions, and includes three papers. Together,
these sections constitute the main contributions of the dissertation. Finally, Section 4 concludes
this work by summarizing the main findings and outlining directions for future research.
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FT | RQ | Chapter and Title Authors Outlet Current Status
Chapter 2.1:
Handling Imperfec- Michael Hagn This paper is accepted and
RQI tion: A Taxonomy for | Bernd Heinrich Decision Support published in Volume 196
Machine Learning on | Thomas Krapf Systems (DSS) in the journal Decision
Data with Data Qual- | Alexander Schiller Support Systems (2025).
ity Defects
2 : ) :
.g Chapter 2.2: Bernd Heinrich ACM Transactions | This paper is under re-
= Theoretical Founda- . . on Management view for publication in the
O Mathias Klier : . ]
2 RQ2 | tions for Data Quality Thomas Krapf Information Sys- | journal ACM Transactions
2 — Disentangling Accu- ) tems (ACM on Management Infor-
Ets racy and Currency Alexander Schiller TMIS) mation Systems.
en Chapter 2.3 Thomas Krapf
£ P o . . This paper is accepted and
] Piecewise Linear Michael Hagn Proceedings of the . i
O . published in the Proceed-
- Transformation — Paul Miethaner AAAI Conference | .
e RQ3 . . . . ings of the 38th AAAI Con-
< Propagating Aleatoric | Alexander Schiller | on Artificial Intel- o
- e i ference on Artificial Intel-
— Uncertainty in Neural | 1 ycas Luttner ligence (AAAI) .
— ligence (2024).
P~ Networks Bernd Heinrich
Chapter 2.4: Bernd Heinrich Proceedings of the | This paper is accepted and
ki o I ional - lished in the P -
The Currency of Wiki Maximilian Huber nternational Con- | published in the Proceed
RQ4 | Articles — A Language ference on Infor- | ings of the 44th Interna-
Thomas Krapf . .
Model-based Ap- . mation Systems tional Conference on In-
proach Alexander Schiller (ICIS) formation Systems (2023).
Chapter 3.1: Proceedings of the | This paper is under re-
Are Consistent Expla- | Jens Dinisch ACM SIGKDD view for publication in the
RQ5 | nations Also Correct? | Bernd Heinrich Conference on Proceedings of the 2026
@ RQ6 | The Impact of Expla- | Thomas Krapf Knowledge Dis- ACM SIGKDD Conference
k=) nation and Model Un- | Paul Miethaner covery and Data on Knowledge Discovery
;_‘5’ certainty Mining (KDD) and Data Mining.
E This paper is accepted and
> published in the Proceed-
Fzg Chapter 3.2: . Proceed'ings of the ii.1gs of the 45th Interna-
RO7 Bernd Heinrich International Con- | tional Conference on In-
= Q EXPLORE: A Novel .
S Thomas Krapf ference on Infor- formation Systems (2024);
RQ8 | Method for Local Ex- . . .
%0 lanati Paul Miethaner mation Systems winner of the Best Paper
k= pranatons (ICIS) in Track Award and Best
% Design Science Award 1%
ﬁj Runner-Up.
S Chapter 3.3:
A~ j B Bernd Heinrich This paper is under re-
RQ7 Overcommg t.he lack MIS Quarterly : pap under r
RQY Box: Explaining Ma- | Thomas Krapf (MISQ) view for publication in the
chine Learning Mod- | Paul Miethaner journal MIS Quarterly.
els with EXPLORE

Table 1-1. Overview of the Papers contained in this Dissertation.

21




2 Addressing Data Uncertainty

2 Addressing Data Uncertainty

This section contains four research papers concerning the first focal topic on addressing data
uncertainty. Section 2.1 presents a taxonomy that systematizes and classifies existing methods
that address DQ defects and data uncertainty in the context of ML (RQ1). In Section 2.2, formal
and coherent theoretical foundations of DQ are provided that enable a well-grounded and rigor-
ous discussion of DQ defects and data uncertainty related to the DQ dimension accuracy and
currency (RQ2). Section 2.3 introduces a novel method that propagates data uncertainty through
neural networks regarding exactness (RQ3). Finally, in Section 2.4, a language model-based
method for addressing currency-related DQ defects in textual data in wiki articles is proposed

(RQ4).
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2.1 Paper 1: Handling Imperfection: A Taxonomy for Machine
Learning on Data with Data Quality Defects

Current Status Full Citation

This paper is accepted and pub- Hagn, M., Heinrich, B., Krapf, T., & Schiller, A. (2025).
lished in Volume 196 in the journal Handling imperfection: A taxonomy for machine learning
Decision Support Systems (09/2025) | on data with data quality defects. Decision Support Systems,
196, 114493, https://doi.org/10.1016/j.dss.2025.114493

Abstract:

In recent years, machine learning (ML) has become ubiquitous in sectors including transporta-
tion, security, health, and finance to analyze large amounts of data and support decision-making.
However, real-world datasets used in ML often exhibit various data quality (DQ) defects that can
significantly impair the performance and validity of ML models and thus also the decisions de-
rived from them. Therefore, a plethora of methods across various research strands have been
proposed to address DQ defects and mitigate their negative impact on ML-based data analysis
and decision support. This has resulted in a fragmented research landscape, where comparisons
and classifications of methods dealing with ML on data with DQ defects are very challenging
for both researchers and practitioners. Thus, based on a structured design process, we develop
and present a taxonomy for this research field. The taxonomy serves as a systematic framework
to classify and organize existing research and methods according to relevant dimensions and
facilitates future work in this area. Its reliability, understandability, completeness, and usefulness
are supported by an evaluation with external researchers and practitioners. Finally, we identify
current trends and research gaps and derive challenges and directions for future research.

Keywords: Taxonomy, machine learning, data quality, data uncertainty

Please note that the overall formatting of the paper has been adjusted to the remainder of the
dissertation.

This is an open access article under the CC BY 4.0 license. The paper as published by Elsevier
is available at: https.//doi.org/10.1016/j.dss.2025.114493
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1 Introduction

In recent years, machine learning (ML) has been adopted in various sectors such as transporta-
tion, security, health, and finance to analyze large amounts of data and support decision-making.
As an important example, ML is used to assist physicians in critical tasks such as the diagnostic
classification of medical images for cancer screenings [1]. In finance, ML facilitates tasks such
as algorithmic trading, credit scoring, and fraud detection [2]. In addition, transportation compa-
nies such as Uber use ML algorithms to allocate rides, set fares, and recruit drivers [3].

However, the performance and validity of ML models heavily depend on the quality of the data
that is used for both training and use [4,5]. In many studies and applications, data quality (DQ)
is assumed to be near-perfect; however, real-world datasets often exhibit various DQ defects [6]
which can significantly affect the performance and validity of ML models, and thus the decisions
derived from them when applied in practice [7]. Several incidents have been traced back to this
issue in recent years, some with severe consequences such as the collision between a self-driving
car and a truck in Florida in 2017. As a result of inaccurate data labeling during its training
process, the ML model failed to recognize the truck as an obstacle, resulting in a fatal accident

[8].

DQ defects can arise from various causes: For example, measurement errors lead to noisy or
inaccurate data [9], defect sensors [10] or incomplete survey responses [11] can cause missing
data, previously accurate data values can become outdated over time [12,13], or privacy concerns
may result in distributed, incomplete data [14]. Furthermore, the same data may be affected by
multiple causes simultaneously. Importantly, such data is not only defect in the sense that, e.g.,
certain data values are inaccurate or missing, but it is also uncertain since the true underlying
values are unknown and can, e.g., be modeled using probability distributions. As a result of such
uncertain data values or instances, the predictions of ML models trained on or applied to these
data instances with DQ defects are also subject to predictive uncertainty. Predictive uncertainty
describes the uncertainty of the model prediction itself. For example, when a classification model
is used to classify an uncertain data instance, the resulting class prediction is not deterministic,
but, e.g., a probability distribution over the set of possible classes [15]. Therefore, when ML
models are trained on or applied to defect data, the impact of the defect data must be considered
when supporting decisions based on their uncertain predictions.

Such issues have been recognized in literature and various methods have been proposed to ac-
count for DQ defects and mitigate their negative impact on ML-based data analysis and decision
support. The range of possible strategies for such methods is very broad as, e.g., DQ defects
could already be targeted before the ML model is trained or applied (e.g., by an imputation
method in the case of missing data values), or the training procedure of an ML model could be
adjusted to handle a specific DQ defect (e.g., by data label correction during model training).
Due to this abundance of proposed methods across various research strands, a fragmented re-
search landscape has emerged in which comparisons and classifications of the methods tackling
ML on data with DQ defects are very challenging. Furthermore, this is not only the case from a
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methodological point of view; a valid assessment and comparison of the performance of the
different proposed methods is also hardly possible, since the methods are often evaluated on
(very) customized datasets (due to a lack of benchmark datasets with labeled DQ defects) [16].
A further complicating factor is the terminology and concepts used across papers, which—alt-
hough describing the same or similar ideas—vary depending on the research strand. These chal-
lenges underscore the need for a framework to classify and organize existing research and meth-
ods according to relevant dimensions describing the field of ML on data with DQ defects.

Related studies [17,18] have already reviewed specific subsets of DQ defect types and associated
DQ handling methods (see Section 2.2 on Related Work) and thus address selected parts and
aspects of DQ and its role in ML applications. However, to the best of our knowledge, there is
no comprehensive taxonomy comprising relevant dimensions of ML on data with DQ defects.
Therefore, we aim to close this gap by addressing the research question: How can existing works
dealing with ML on data with DQ defects be systematized and classified with respect to relevant

dimensions of a taxonomy?

We present a comprehensive taxonomy for the research field of ML on data with DQ defects.
Our aim is not to provide an exhaustive, fully comprehensive overview or survey on all existing
literature in the field or to detail specific methods, but rather to provide a structured framework
for this important area of research. Our main contributions can be summarized as follows:

= Following an established taxonomy design methodology, we develop a comprehensive
taxonomy for the field of ML on data with DQ defects, enabling the classification of DQ
defects and strategies for addressing these DQ defects in ML-based data analysis with
respect to relevant dimensions.

= Based on this taxonomy and the literature we analyzed during the taxonomy building
process, we identify current trends and research gaps in this ever-evolving research field
and deduce challenges and directions for future research.

The remainder of the paper is structured as follows: Section 2 provides background on DQ and
its manifold influence on ML before reviewing related studies on the role of DQ defects in ML
in detail. Section 3 outlines the general taxonomy design process proposed by Kundisch et al.
[19] which we follow to develop our taxonomy. In Section 4, the final taxonomy for the field of
ML on data with DQ defects is presented in detail. In Section 5, we evaluate our taxonomy and
present the results. We conclude with a discussion of our contributions to research and practice,
and potential starting points for future research.

2 Background and Related Work
2.1 Background

DQ has been the subject of extensive research, yielding important theoretical and practical in-
sights. Various works have established theoretical foundations for DQ and DQ dimensions
[20,21]. Building on these works, general frameworks and methodologies for DQ have been
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introduced [22,23]. It has been established that DQ can be characterized and analyzed with re-
spect to multiple DQ dimensions [21] such as completeness, accuracy, consistency and currency.
Based on this, research has proposed methods to identify and measure DQ defects of various DQ
dimensions with the aim of managing DQ and supporting decision-making, e.g., by designing
metrics for the consistency [24] and currency [12,13] of data in order to identify data of poor
quality before their further use. Going beyond both the identification of DQ defects and the
measurement of DQ, multiple works have introduced data cleaning methods and frameworks to
address and resolve DQ defects [25]. Others have examined the causes of DQ defects in the data
collection process and have proposed ideas for curating DQ by improving this process, e.g., by
adding incentives for higher DQ [26,27]. In addition to DQ defects in data values, research has
also addressed DQ defects in data labels by providing methods for handling inaccurate or missing
labels, for example by a confident learning methodology [28].

Literature has also discussed the variety of ways in which DQ influences ML models trained on
or applied to data with DQ defects. It has been established that DQ defects usually negatively
affect model performance and validity [4,5] and induce predictive uncertainty [15]. In contrast,
addressing DQ defects may have negative effects as well, e.g., if the imputation of missing values
introduces bias into the data which then affects ML model training or use. In addition, model
fairness, i.e., the absence of bias regarding, e.g., discrimination or social inequalities [29] can
also be influenced by DQ [30]. Indeed, research has shown that, depending on how DQ defects
are addressed, improving DQ can actually be detrimental to fairness. For example, Guha et al.
[31] demonstrate that automated data cleaning techniques may negatively impact fairness in ML
models and are even more likely to worsen fairness than to improve it. Another aspect related to
DQ is the explainability of ML models, with DQ defects potentially influencing not only the ML
model itself, but also the validity of explanations generated for it [32]. Moreover, DQ also is
relevant for privacy-enhancing techniques in ML such as federated learning, where data with
poor DQ needs to be identified to improve performance [33]. Given these various ways in which
DQ influences ML models, we focus on the training and use of ML models on data with DQ
defects in our work. In this setting, we analyzed research works proposing methods which aim
to address, and thus resolve or mitigate problems caused by DQ defects in ML-based data anal-
ysis in an application context such as finance or health (see Section 3.2 for further details on our
focus). In particular, we do not consider stages before data preprocessing (e.g., the data collec-
tion) or stages beyond the output of the ML model (e.g., the interpretation and adoption of the
model predictions by humans). We also do not consider cases in which new DQ defects may
influence ML models after the training process of the model is completed, e.g., when previously
used data is reclaimed due to privacy concerns, resulting in the need for machine unlearning [14].

2.2 Related Work

In this section, we present related studies aiming to organize the field of ML on data with DQ
defects. Importantly, we do not focus on works that just provide an overview of DQ without ML
context.
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A first category of works discusses DQ and its role in ML-based data analysis at a more general
level as one of several important challenges in the field of ML. L’Heureux et al. [34] outline ML
challenges arising from big data properties such as the volume, velocity, variety, and veracity of
big data, which inherently include a number of DQ defects resulting from these properties.
Paleyes et al. [35] examine DQ issues appearing during the process of data collection and data
(pre)processing for ML- based analysis. Other works [36,37] provide an overview of ML meth-
ods for learning from class-imbalanced data, which is partly the result of DQ defects such as
inaccurate or missing data. None of these works, however, aim to provide a comprehensive over-
view of ML on data with DQ defects. Moreover, they do not focus on addressing these DQ de-
fects in ML-based data analysis in the application context such as health, especially in the train-
ing, use, and output of the ML model.

A second category of works specifically focuses on overviews of DQ defects and their influence
on ML training and use. Gong et al. [4] discuss DQ and its impact on ML models and give an
overview of DQ dimensions and DQ metrics. Mohammed et al. [7] empirically examine how a
variety of DQ defects affect ML model performance. Priestley et al. [38] also analyze DQ in
different stages of an ML-based data analysis process and list relevant DQ issues in each stage
of the process. Gudivada et al. [39] discuss a selection of DQ defects such as missing, heteroge-
neous, and duplicate data in the context of ML and present a selection of available DQ manage-
ment tools. Similarly, Li et al. [18] review common DQ issues before focusing on the potential
of Active Learning-based approaches for handling DQ defects. However, all of these works only
discuss specific aspects of DQ defects and their handling in ML applications. They in particular
ignore the possibility of addressing DQ defects by modifications of the ML model itself. Fur-
thermore, they do not aim to organize and systematize the relevant dimensions of the research
field of ML on data with DQ defects.

A third category of works includes studies that incorporate the possibility of addressing DQ de-
fects by modifying the ML model. Das et al. [17] present an overview of various distribution-
based and feature- based data irregularities and discuss selected approaches to improve classifier
robustness against such irregularities. However, they limit their scope to four types of data irreg-
ularities, excluding DQ defects such as inaccurate or outdated data. Gawlikowski et al. [40] re-
view methods to handle DQ defects by incorporating DQ-related (data) uncertainty into different
types of neural network (NN) models. Similarly, Wang et al. [41] discuss techniques for dealing
with various forms of uncertainty, including data uncertainty caused by DQ defects in graph
NNs. Yet, none of them examine DQ defects in detail or cover ML models beyond NNs and
graph NN, respectively. Therefore, these works also do not provide a comprehensive systema-
tization of the field of ML on data with DQ defects.

In summary, while some studies and overviews address selected aspects of DQ defects in ML-
based data analysis, a thorough systemization of this research field is still missing. In particular,
there is no comprehensive taxonomy of ML on data with DQ defects that allows researchers and
practitioners to organize and systematize approaches and methods in the field. As a result,

27



2.1 Paper 1: Handling Imperfection: A Taxonomy for Machine Learning on Data with Data
Quality Defects

previous discussions of future research agendas are also limited to the selected DQ aspects cov-
ered in existing works. We aim to close these gaps by addressing our research question.

3 Methodology
3.1 Research Method

Step Description
1 The observed phenomenon is defined.
2 The target user group(s) are specified.
3 The intended purposes of the taxonomy are specified.
The meta-characteristic of the taxonomy is formulated. It determines the perspective on the
4 observed phenomenon (delimiting non-considered phenomena). All dimensions and char-
acteristics of the taxonomy must relate to the meta-characteristic.
5 Ending conditions for the (iterative) taxonomy building process and evaluation goals are
defined.
While ending conditions are not satisfied
The approach for the development step of the

6 Empirical-to- taxonomy is chosen Conceptual-to-

conceptual empirical

Real-life objects (e.g., papers addressing Taxonomy dimensions and characteristics
7 methods for ML on data with DQ defects) are conceptualized by the authors.

are identified.

Taxonomy dimensions and characteristics | Real-life objects are examined regarding

8 are recognized based on the identified real- | the conceptualized dimensions and charac-
life objects. teristics.
9 Taxonomy dimensions and characteristics [This step is skipped for
are grouped by the authors. conceptual-to-empirical iterations.]

The state of the taxonomy is created (in the first iteration) or revised (in later iterations)
10 by applying taxonomy operations such as adding, updating, or deleting (sub)dimensions
and characteristics.

It is tested whether the taxonomy satisfies the defined
ending conditions

11-14

Yes No
The process continues with Step 15. A new iteration starting at Step 6 is
performed.

15 The taxonomy evaluation is conceptualized and operationalized.

16 The taxonomy evaluation is executed.

17 Based on the evaluation, it is assessed how well the taxonomy fulfills its intended goals for

the identified target user group(s) (cf. Step 2).
18 The taxonomy building process and the final taxonomy are reported in an appropriate man-

ner.

Table 1. Extended Taxonomy Design Process (ETDP)

We now describe the extended taxonomy design process (ETDP) by Kundisch et al. [19] which
we follow for the development of our taxonomy. A taxonomy is a classification system that helps
with the conceptualization of objects (i.e., in our case, papers) [19]. It comprises a number of
dimensions and a set of characteristics for each dimension. It is also possible for a dimension to
contain multiple subdimensions, each with a set of characteristics, and the dimension can then

28




2.1 Paper 1: Handling Imperfection: A Taxonomy for Machine Learning on Data with Data
Quality Defects

be seen as a group of subdimensions. When an object is classified according to the taxonomy,
one or multiple characteristics are selected for each dimension or subdimension respectively. The
ETDP is based on the well- established taxonomy design process by Nickerson et al. [42] that is
widely used in research fields such as computer science, information systems, and finance. Its
iterative nature enables taxonomy designers to update, extend and refine taxonomies without the
need to repeat the entire taxonomy design process from scratch. We also follow the 26 taxonomy
design recommendations of Kundisch et al. [19] (in addition to the ETDP) with operational sup-
port and examples of good practice. The 18 steps of the ETDP for designing and evaluating the
taxonomy are summarized in Table 1.

Kundisch et al. [19] recommend that at least one empirical-to- conceptual step and at least one
conceptual-to-empirical step should be conducted. In the following Section 3.2, we describe the
first 14 steps of the ETDP for our taxonomy for the field of ML on data with DQ defects. In
Section 4, the final taxonomy is presented and communicated (Step 18). Finally, we discuss the
conceptualization and execution of the taxonomy evaluation (Steps 15—-17) in Section 5.

3.2 Taxonomy Design Approach

Following the ETDP as described in the previous section, we began by defining the observed
phenomenon (Step 1). We focused on the training and use of ML models on data with DQ defects.
In this setting, we analyzed research works proposing methods which aim to address, and thus
resolve or mitigate problems caused by DQ defects in ML-based data analysis in an application
context such as finance or health. To define and clarify which works are relevant to us, we con-
sidered a simplified process of ML-based data analysis that comprises three general stages and
is shown in Figure 1.

STAGE 1: INPUT STAGE 2: MODEL STAGE 3: OUTPUT
Data Preparation and N Model Training | Analysis of Model Output/
Preprocessing and Use Model Predictions

Figure 1. Three-stage Pipeline of ML-based Data Analysis

In Stage 1, the data is assessed and, in most cases, preprocessed and prepared. The DQ defects
may already be identified and potentially addressed in this stage, e.g., by imputing missing data
values. In Stage 2, the preprocessed data from Stage 1 is analyzed by an ML model in the context
of an application, e.g., a diagnostic classification of healthcare data or a decision to grant or
refuse a credit based on finance data. Typically, an ML model performs a regression, classifica-
tion, clustering, or similar task in this second stage. In Stage 3, the ML model and its outputs
(predictions) are analyzed and potential information about performance, validity and predictive
uncertainty can be examined, e.g., by applying confidence measurements. Papers are relevant to
our work if and only if they include an ML-based data analysis (Stage 2) in an application context
as described above, i.e., if they comprise at least two consecutive stages of this three-stage pipe-
line. In particular, we exclude cases in which a method (e.g., an ML method) is only used to
correct or address DQ defects (e.g., by ML-based imputation of missing values) without a further
analysis of the preprocessed data in an application context. Furthermore, we consider the already
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existing raw data that contains DQ defects, but do not explicitly focus on the real-world causes
of these DQ defects prior to Stage 1 (e.g., malfunctioning sensors during data collection), as this
constitutes a broad own field of research. Note that some existing methods for addressing DQ
defects can also change the type of DQ defects in the data. For example, imputing missing values
can turn a problem of missing data into a problem of inaccurate data as the imputed values are
potentially incorrect. In such cases, we only analyze the DQ defects initially addressed by the
method and consider any further changes to the data and its DQ defects to be an inherent part of
the method.

In the next steps (2—4) of the ETDP, we defined the target user groups and intended purpose of
our taxonomy and formulated its meta characteristic. The target groups of the taxonomy are re-
searchers and practitioners working with ML on data with DQ defects. The purpose of the tax-
onomy is to provide a comprehensive structure for classifying and systematizing various meth-
ods on ML on data with DQ defects in both theoretical contexts and practical applications. We
further aim to use our taxonomy to identify different research strands, foci, and research gaps in
this area. We define the meta-characteristic of the taxonomy to be dimensions of ML on data with
DQ defects. Step 5 includes determining the ending criteria for the iterative taxonomy building
process and specifying the evaluation goals. For the ending criteria, we chose the criteria pre-
sented in [19,42]. They postulate that no new dimensions must be added or removed during the
last iteration. After these conditions were met, we conducted a rigorous evaluation with external
researchers and practitioners to assess whether the taxonomy is reliable, understandable, com-
plete, and useful (cf. Section 5 and Supplement 2'). For this evaluation, we randomly selected
16 of 150 identified relevant papers as ‘unseen’ test papers and used the remaining 134 papers
for the literature analysis in the taxonomy building process.

For our taxonomy, we conducted four iterations (Steps 6-10) as shown in Figure 2. More pre-
cisely, we alternately traversed two conceptual-to-empirical and two empirical-to-conceptual it-
erations, incorporating expertise from the authors and external researchers, as well as additional
insights obtained from the identified works on ML on data with DQ defects. In Iteration 4, no
further changes were proposed. Therefore, the ending conditions defined in Step 5 were met and
the iterative taxonomy building process was completed. Each iteration and the development of
the taxonomy throughout the iterations are described in detail in Supplement 1. The subsequent
evaluation showed that the evaluation goals were fulfilled, and no further adjustments of the
taxonomy dimensions and characteristics were necessary.

! The Supplement is available at https://zenodo.org/records/15631630.
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Figure 2. Steps of the Taxonomy Building Process
4 Taxonomy for ML on Data with DQ Defects

In the following, we present the dimensions and characteristics of our proposed taxonomy (cf.
Figure 3). In general, the characteristics of each dimension and subdimension are non-exclusive,
as papers may address different data with different DQ defects as well as different tasks or mod-
els. The only exceptions are characteristics of the form no use that are obviously exclusive to the
other characteristics of that dimension.

The first dimension is the DQ-related Problem Setting which explicates how the paper de-
scribes the DQ problem it addresses. This dimension encompasses three subdimensions, the first
of which is DQ Dimension. Its characteristics are the established data value-based DQ dimen-
sions accuracy, currency, completeness, consistency, a characteristic other (dimension) contain-
ing rarely used DQ dimensions (e.g., uniqueness) as well as not specified. The last characteristic
is only selected if the DQ dimension cannot be extracted or inferred from the paper, i.e., if the
paper simply describes the data as defect or deficient (as opposed to using words such as “miss-
ing”, indicating the characteristic completeness).

The second subdimension is the DQ-related Task, i.e., the objective with respect to handling
DQ defects. This subdimension has eight characteristics. The first characteristic is outlier cor-
rection, 1.e., the detection, removal and/or correction of outliers (outlier instances) in the data.
The second characteristic is noise correction, i.e., the detection, removal and/or correction of
inaccurate data instances, features or feature values. In literature, such inaccurate instances are
often referred to as noisy instances, where for example both the feature values and the labels of
the instances may be corrupted. The third characteristic is inconsistency correction, i.e., the de-
tection, correction and/or removal of inconsistencies, e.g., by violations of consistency rules in
the data. Such violations of consistency may comprise, e.g., domain value violations where a
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feature value is outside the feasible domain of the feature, violations of rules describing relations
between different instances or violations of syntactic or semantic rules in the data. The fourth
characteristic is imputation, i.e., the imputation or removal of missing data which includes not
only, e.g., the completion of missing data values but also missing data handling such as the list-
wise deletion of incomplete instances or the deletion of incomplete features from the dataset.
While the first four characteristics are associated to DQ-related tasks typically performed during
the input stage, the fifth characteristic defect data in training/use refers to the handling of defect
data during training or use of an ML model, i.e., by modifying an existing or designing a new
ML model, DQ defects are directly handled without addressing them during the input stage of
the pipeline. Examples for this characteristic include modifications of ML models to handle
missing data or methods to make the training and use of ML models more robust against noisy
data. The sixth characteristic is data augmentation, i.e., the creation of new data instances which
are assumed to be free of DQ defects. Note that this differs from imputation as data augmentation
typically creates new instances whereas imputation aims to fill in missing values in existing data
instances [43]. The seventh characteristic is duplicate detection, i.e., the detection and removal
of data duplicates. The final characteristic other DQ-related task comprises rare DQ-related tasks
that do not fit into the other characteristics, such as knowledge transfer between domains or
automated error detection.

The third subdimension is Uncertainty Modeling/Quantification, that is, if and how the paper
formalizes and models the uncertainty resulting from DQ defects. More precisely, since the true
data usually is not known (otherwise the DQ defects could be directly resolved), data affected
by DQ defects is often referred to as uncertain data. By uncertainty modeling, we refer to quan-
titative, formal descriptions of data uncertainty based on a theoretical foundation. The character-
istics of this dimension are, first, probabilistic, i.e., the modeling of uncertainty using probability
theory, second, belief-based, i.e., the modeling of uncertainty using belief theory, third, fuzzy
theory, i.e., the modeling of uncertainty using fuzzy (set) theory, and fourth, other theories/meth-
ods of uncertainty modeling. Moreover, if no such treatment of uncertainty is employed, the
characteristic no uncertainty modeling is chosen. Since we require theoretical foundations for
uncertainty modeling, the use of measures which may be interpreted as quantifications of uncer-
tainty but lack theoretical foundations — such as noise scores or Softmax scores which are nor-
malized on the interval [0,1] but must not be interpreted as probabilities [44] — is not considered
as uncertainty modeling and thus belongs to this last characteristic.

The second dimension is the Pipeline Position in which the DQ defects are addressed. The
characteristics of this dimension comprise the three pipeline stages of ML-based data analysis
input, model, and/or output (ct. Figure 1). Note that while we require the paper to consider at
least two consecutive stages to be relevant for our taxonomy, addressing the DQ defects does not
necessarily take place in all of the stages considered. For example, a paper may include the first
two steps (i.e., input and model), but only address DQ in the input stage, e.g., by imputing miss-
ing values without further consideration of the DQ defects in the subsequent use and evaluation
of the model.
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Figure 3. Taxonomy of ML on Data with DQ Defects
1s the Structure of the data, i.e., whether the data are structured, semi-structured, and/or

The third dimension focuses on the data and encompasses multiple subdimensions describing
the Properties of the Data and the DQ defects considered in the paper. The first subdimension
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unstructured. The second subdimension is the Bias Type of the data. In literature, the bias type
or missingness mechanism of the data is a common notion when discussing the DQ dimension
of completeness [45,46] where data can be missing not at random, missing at random or missing
completely at random (cf. Supplement 1). However, we argue that these different bias types may
also be defined and analyzed for other DQ dimensions such as accuracy (e.g., systematic versus
random measurement errors). Therefore, we propose the notions of data being defect completely
at random (DCAR), defect at random (DAR), or defect not at random (DNAR). In addition, the
bias type may also be not specified in case it cannot be extracted or inferred from the paper.
Another subdimension is the Availability of the data, i.e., whether the data/dataset used in the
paper is publicly available or not publicly available. The third characteristic for this subdimen-
sion is that the availability of the data is not specified. A fourth subdimension is the Extent of
uncertainty/DQ defects in the data, that is, whether the DQ defects are contained in training,
validation, and/or test/use data. A fifth subdimension is Object of uncertainty/DQ defects, that
is, whether the DQ defects appear in feature values, labels, instances, and/or other data objects
such as graphs, networks, or unstructured data (e.g., textual data). The characteristic feature value
is selected if any feature values in the data are defect. The characteristic instance is selected in
addition to feature value if and only if all feature values of instances are affected by DQ defects.
Examples of such a case are papers where entire instances are randomly deleted—so that the
values of all features are missing—to test the robustness of the ML model to this defect. Thus,
instance can never be an exclusive characteristic of this subdimension but poses a useful char-
acteristic by indicating whether the entire instance is affected instead of just some of its feature
values. Note that the characteristics of all subdimensions of this dimension are generally non-
exclusive, as any paper may not only address data with multiple defects, but also different types
of data (e.g., structured and unstructured data).

The fourth dimension is Identification/Assessment of DQ Defects. This dimension has two
characteristics based on why the data is known to be defect. On the one hand, DQ defects may
be naturally present in the data. In this case, information about the presence of DQ defects must
be obtained or made available externally. On the other hand, DQ defects can be obtained by
definition or assumption, e.g., by assuming measurement data as uncertain/noisy (by definition),
or by manually deleting feature values or instances to create incomplete data. The third charac-
teristic is that the identification of DQ defects is not specified in the paper. Note that while the
identification and assessment of DQ defects usually takes place in the input stage of the data
analysis pipeline, DQ defects may also be identified in later stages, i.e., during the model use
itself or even in the model output.

The fifth dimension is the DQ Defect Resolution Method, i.e., the method used in the paper to
address or resolve the DQ defects. This dimension has a total of four subdimensions. The first
subdimension is Human Involvement to address DQ defects. Its characteristics are active learn-
ing methods, other human-in-the-loop methods, and none. The second subdimension is the use
of Statistical Methods to address DQ Defects. Its characteristics are use of statistical methods
and no use of statistical methods. The third subdimension is the use of ML Methods to address
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DQ Defects. The characteristics of this subdimension are various well-known standard ML mod-
els that can be used to address DQ defects as well as characteristics describing more specialized
models for addressing DQ defects. The characteristics describing the use of standard ML models
are use of neural networks (NNs), tree-based models such as decision trees (DTs) or random
forests (RFs), support vector machines (SVMs), Naive Bayes (NB), k-means, k-nearest neighbors
(kNN), and regression models. Another characteristic is the use of ensemble and/or federated
learning models, e.g., training multiple models on different imputed datasets and using ensemble
learning to minimize the influence of inaccurately imputed data. The use of uncertainty-aware
models is a characteristic which not only includes the use of existing, uncertainty-aware model
architectures such as Bayesian NNs (BNNs) whose weights are probability distributions to ac-
count for uncertainty in the weights trained on potentially defect data, but also methods which
modify or extend deterministic ML models to account for uncertainty. An example of the latter
would be modifications of ML models to take probability distributions as input data and propa-
gate the uncertainty information given by the distribution to the output. A further characteristic
is the modification of optimization targets to address DQ defects. For ML models, different types
of optimization targets exist and can be modified in various ways to account for DQ defects.
Examples of such modifications are NNs with modified loss functions to account for DQ defects
in the training data (e.g., by adding regularization) or DTs with modified entropy criteria in the
tree building process. The final characteristics of this subdimension are other use of ML methods
(e.g., Expectation Maximization or genetic programming) and no use of ML methods to address
DQ defects. The fourth subdimension Other Method signals whether another method of DQ
defect resolution, e.g., a fuzzy approach not using ML or statistical methods, is employed.

The sixth dimension is the Type of ML Task for the data analysis in the application context
(and not for the handling of DQ defects as considered by the previous dimension). This dimen-
sion has two subdimensions, the first of which focuses on the main Purpose of the ML model
and encompasses the characteristics classification, clustering, regression, or other type of task
(e.g., segmentation). The second subdimension is the more detailed Type of ML Model used for
the task, that is, whether an NN (or one of its variants, such as a CNN), a tree-based model (e.g.,
DT or RF), SVM, k-means, kNN, NB, a regression model (e.g., linear or logistic regression), or
other ML model is employed. To obtain a reasonable number of characteristics for this subdi-
mension, we propose to distinguish only the types of ML models listed above. Unlike other di-
mensions, this dimension strictly relates to the ML model but not to the DQ defects (yet it is very
informative for users of the taxonomy). We therefore marked it in hatched style in Figure 3.

The seventh and final dimension is the Evaluation of the method that is conducted in the paper.
This dimension comprises three subdimensions. The first subdimension is Evaluation Type, that
is, whether the evaluation of the method is quantitative (i.e., by providing measures such as
accuracy, precision, F1-measure, mean average error etc.), theoretical (i.e., by providing theo-
retical proofs and/or a deeper theoretical analysis for the method) and/or qualitative/descriptive
(i.e., the evaluation discusses a wider range of purposes provided by the new method or its ability
to handle special types of input data or DQ defects). The second subdimension is whether the
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evaluation contains a comparison to Competing Methods from existing literature or not. The
third subdimension is the Pipeline Stage of Evaluation, i.e., the stage (s) of the ML-based data
analysis pipeline that the evaluation focuses on. The characteristics of this subdimension are the
evaluation of the method in the input stage, the model stage, and/or the output stage. An example
for an evaluation at the input stage is a performance assessment of the method addressing DQ
defects only in the preprocessing, e.g., by measuring imputation errors, regardless of the resulting
performance of the ML model. An example for an evaluation at the model stage would be the
assessment of the performance of the ML model in terms of, e.g., accuracy, without versus with
addressing the DQ defects. An example of an evaluation at the output stage would be when ad-
ditional confidence levels for all model outputs are provided and their validity is analyzed.

S Evaluation

Following the ETDP, we evaluate our taxonomy in terms of reliability, understandability, com-
pleteness, and usefulness. More precisely, since the taxonomy is designed for researchers and
practitioners working with ML on data with DQ defects, it is a key requirement that the taxonomy
is reliable and understandable to both target groups. Reliability constitutes the proportion of joint
judgment in which there is an agreement [47]. Understandability describes whether the taxon-
omy can be understood and employed by its target groups and can be measured by task perfor-
mance [48]. Furthermore, the taxonomy should be complete und useful [42,49]. To assess these
four criteria for our taxonomy, we performed a two-part evaluation with external experts, which
is described in the following. A detailed evaluation protocol is provided in Supplement 2.

5.1 Evaluation Methodology

For the evaluation, we used 16 papers which had been randomly selected from the 150 papers
identified in Iteration 2 of the taxonomy building process (cf. Section 3). We were able to recruit
at panel of eight external experts (called external raters), each with expertise in the fields of DQ
and ML and between 3 and 13 years of experience in both academic research and industry. Each
external rater received six randomly assigned papers and classified them according to the taxon-
omy. Thus, in total, each of the 16 papers was classified by three external raters (for details cf.
Supplement 2). We first evaluated the reliability and understandability of the taxonomy based on
these results. Subsequently, all eight external raters were asked to fill out a questionnaire on the
completeness and usefulness of the taxonomy.

To evaluate the reliability of the taxonomy, we measured the agreements between the external
raters and a gold standard (in line with [50]) for the classification of the 16 papers for each
dimension and over all dimensions on average. To create the gold standard, each test paper was
also classified by the four authors of the taxonomy (internal raters). The authors then discussed
their classifications to reach a consensus on the classification of all 16 papers (cf. Supplement
2). The agreements between each internal rater and the gold standard were measured as well. In
addition, we measured the agreements of the groups of researchers and practitioners respectively
(both as parts of external raters). This allowed us to assess whether the description of the
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taxonomy together with its dimensions and characteristics is understandable for experts with
different backgrounds, as substantial agreement is only possible if the taxonomy is well under-
stood.

A primary concern for any evaluation is that it should be designed in a such a way that high-
quality answers can be expected. Well- established research on the appropriate length and com-
plexity of evaluations suggests that survey quality suffers when respondents have difficulty com-
pleting complex tasks [51]. Similarly, in evaluations that require high effort, loss of interest
among participants may lead to ill- considered and unreliable answers or high non-response to
questions, potentially invalidating the entire results of the study [52]. Such concerns also apply
for our evaluation as each external rater would have to read, understand, and classify six full
research papers describing complex ML methods and applications and, in most cases, containing
a number of mathematical formulas. Thus, we concluded that the volume and complexity of the
task should be reduced to allow for complete and reliable answers by each rater, which was
supported by discussions between the authors and other practitioners prior to the evaluation.
Therefore, the raters did not receive the full papers, but automatically generated summaries with
a length of no more than two pages per paper. These summaries could not be created by the
authors, as the authors’ knowledge about the taxonomy could certainly bias the paper summaries
in a way that could lead the external raters to classify the papers in the same way as the authors.
To avoid this, we used GPT-40 to create a summary of each paper based on a pre-defined prompt
which contains a brief description of the taxonomy’s objectives, but not its explicit dimensions
and characteristics. For a post-hoc evaluation of the quality of these paper summaries, we con-
ducted a taxonomy classification using four randomly selected test papers. This classification
was independently performed by the authors once based on the full papers and once based on the
respective summaries generated by GPT-40. A comparison of both taxonomy classifications for
each paper revealed a near-perfect agreement (cf. Supplement 2.9 for details). Furthermore, these
summaries serve as a consistent and comprehensible basis for all internal and external raters,
regardless of time constraints or individual knowledge. Thus, both internal and external raters
only read the summaries, but not the full papers for their classifications. In particular, the gold
standard is also based on the summaries to ensure the comparability between the gold standard
and the test persons’ classifications (cf. Supplement 2).

To measure and analyze the agreement between groups of raters, we used the concept of inter-
rater reliabilities. This approach has proven to be appropriate for taxonomy evaluations as it
measures the consensus between multiple classification results of the same papers [49,53]. There
are several metrics for measuring inter-rater reliability. In our evaluation, we use two well-estab-
lished metrics, the “joint probability of agreement” and a Kappa statistic [54,55], namely the
Prevalence and Bias adjusted Kappa (PABAK) [55]. Both metrics are discussed in detail in Sup-
plement 2. Completeness and usefulness were evaluated by the average questionnaire results on
a 5-point Likert scale.
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5.2 Results

We first discuss the results of the evaluation of reliability and understandability based on the
classifications by the test persons. To measure inter-rater reliability among the (internal) raters,
we calculated inter-rater reliability between rater and gold standard for each internal rater and
aggregated the results across the four raters. Across all characteristics, we received an average
joint probability of agreement of 0.909 and an average PABAK of 0.840, showing almost perfect
agreement between (internal) raters according to established guidelines [56]. Similarly, we re-
ceived a joint probability of agreement between external raters and the gold standard of 0.821
and a PABAK value of 0.691, indicating substantial agreement [56]. Moreover, we also com-
pared the average results between the group of four researchers and the group of four practition-
ers among the eight external raters to assess whether the taxonomy could be equally understood
and applied by both user groups. The group of researchers achieved an average PABAK of 0.708
with respect to the gold standard whereas the group of practitioners achieved 0.674, showing
comparable performance of both groups (cf. Table 2).

Internal raters External raters
Authors All external raters Practitioners Researchers
Joint probability of agree-
0.909 0.821 0.816 0.825
ment
PABAK 0.840 0.691 0.674 0.708

Table 2. Aggregated Inter-rater Reliability between Gold Standard and Raters

The results show that the criterion of reliability is supported and that the descriptions of the
taxonomy are understandable not only to the authors, but also for external persons not involved
in the taxonomy building process. Naturally, the authors achieved higher agreement with the
gold standard (which emerged as the result of the authors’ classifications and discussion) in every
dimension. For a more detailed analysis of the results, we now discuss the results for each
(sub)dimension separately. For this analysis, we refer to the joint probability of agreement be-
tween raters and gold standard as these values are very intuitive and easy to interpret. The results
for each (sub)dimension are shown in Table 3.

Dimension Average joint probability of Average joint probability of
agreement with external raters agreement with authors
DQ Dimension 0.920 0.995
DQ-related Task 0.880 0.938
Uncertainty Modeling/
Quantiyﬁcation : 0867 0.938
Pipeline Position 0.736 0.906
Structure 0.938 0.948
Bias Type 0.854 0.934
Availability 0.847 0.896
Extent 0.667 0.828
Object 0.880 0.910
Identification/Assessment

of DQ Defects 0.653 0.724
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Human Involvement 0.931 0.969
Statistical Methods 0.708 0.773

ML Methods 0.861 0.908

Other Method 0.604 0.836
Purpose 0.901 0.969

Type of ML Model 0.927 0.953
Evaluation Type 0.965 0.969
Competing Methods 0.917 0.969
Pipeline Stage of Evaluation 0.541 0.901

Table 3. Detailed Inter-rater Reliability between Raters and Gold Standard

Agreement was high for all subdimensions of the dimension DQ- related Problem Setting, espe-
cially for the subdimension DQ Dimension with a strong agreement of 0.920 from the external
raters and near- perfect agreement of 0.995 from the authors. For the dimension Pipeline Posi-
tion, the agreement between external raters and the gold standard was relatively low at 0.736,
which was due to some differences in the assessment of whether DQ defects were addressed in
the output stage. More precisely, only mentioning the addressed DQ defects as the cause for
improved model performances was sufficient for some raters to tag the output stage, while for
others it was not. These differences did not exist among the authors, which explains their higher
agreement. The subdimensions of the dimension Properties of the Data generally showed strong
agreement across raters, particularly the first subdimension Structure and the last subdimension
Object. For the subdimension Bias Type, the agreement was also generally high. Disagreements
occurred in a few cases where the bias type of the used dataset was only implicit or the paper
discussed all three possible bias types in general, although the data in the evaluation did not
exhibit all three types. For the third subdimension Availability the average agreement was 0.847,
with disagreements arising mostly because some raters knew whether specific datasets are pub-
licly available and classified the paper accordingly, while others classified the availability as not
specified because they had no further knowledge about the availability of the mentioned datasets.
For Extent, the lower agreement of 0.667 was due to the fact that the presence of DQ defects in
the test data was only implicit in some papers. In the gold standard, the characteristic 7est/Use
was selected in all of these cases, whereas some external raters only selected it when defects of
the test data were explicitly mentioned. A dimension with lower agreement was Identifica-
tion/Assessment of DQ Defects, with results of 0.653 among external raters and 0.724 among
authors. In many papers, this information was only implicit or mentioned very briefly which may
have led to oversights and subsequent classifications as not specified. Furthermore, in some cases
it was not entirely clear to the raters whether the DQ defects described in a paper were existing
defects identified by measurements, or whether the defects were simply assumed. The subdi-
mensions of DQ Defect Resolution Method showed varying levels of agreement. The agreement
on the subdimension Human Involvement was very high while the subdimension Statistical
Methods showed a lower value of 0.708 as methods such as linear regression or k-means were
considered statistical by some raters and ML methods by others. The agreement on ML Methods
was generally high, especially considering that this subdimension encompassed several non-ex-
clusive characteristics, with many proposed methods belonging to multiple characteristics.
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Disagreements occurred in cases where some raters found the distinction between ML methods
used for DQ defect improvement and ML methods used for the ML-based data analysis in the
application context to be not entirely clear. For Other Method, the external raters achieved a
lower agreement of 0.604 compared to the authors’ agreement of 0.836, because individual ex-
ternal raters sometimes classified uncommon approaches (e.g., graph learning techniques) they
were unfamiliar with as Other Method whereas other raters with more knowledge of these par-
ticular approaches recognized them as statistical or ML methods. Both subdimensions of the
dimension Type of ML Task showed high agreement between the external raters. Agreement on
Evaluation Type and Competing Methods was also high, with almost all raters agreeing that the
majority of papers featured a quantitative evaluation. The lowest agreement between external
raters and the gold standard was recorded in the final subdimension Pipeline Stage of Evaluation.
In the taxonomy, an evaluation of the ML model performance in Stage 2 was defined as an eval-
uation in the model stage. An evaluation in the output stage was defined as an evaluation that
explicitly used DQ or uncertainty/confidence measures for the model output, or an evaluation of
an output-based method of addressing the DQ defects. However, this definition partly differs
from the also intuitive understanding that any evaluation of model performance is an evaluation
in the output stage. Therefore, four external raters classified the evaluation of ML model perfor-
mance as an output stage evaluation, contrary to the definition used by the authors, leading to a
lower agreement. This difference of interpretation did not occur among the authors, resulting in
a much higher agreement of 0.901 with the gold standard. In summary, the reliability and under-
standability of the taxonomy was supported for both internal and external raters across all di-
mensions. Lower agreement between raters on certain dimensions could be attributed to the
raters’ differing background knowledge about particular aspects and methods discussed in some
of the more specialized papers.

We now discuss the results of the questionnaire-based evaluation of the taxonomy regarding
completeness und usefulness. Each external rater received a questionnaire with four questions,
where answers on a 5-point Likert scale (1 =strongly agree, 5 =strongly disagree) were possible
(cf. Supplement 2). In addition, the external raters were asked to make suggestions for taxonomy
updates, especially if they did not agree that the taxonomy fulfilled one of the criteria. The results
are shown in Table 4.

Almost all of the external raters agreed that the taxonomy is complete (cf. Questions 1 and 2),
with the exception of one of the practitioners. However, this practitioner suggested that the di-
mensions Reason for DQ Defect and Goal of Real-World ML Application were missing from the
taxonomy. The first suggested dimension is out of scope by the definition of our taxonomy (cf.
Section 2.1 and Section 3) as it relates to the data collection process before the input stage. The
latter dimension is also out of scope, as it relates to the application of the results beyond the
output stage (cf. Section 2.1 and Section 3). Importantly, all external raters consistently agreed
that the taxonomy is useful (cf. Question 3). The external raters also agreed that all dimensions
and characteristics were necessary (cf. Question 4), with one practitioner being neutral on this
question, reasoning that he was only able to assess this for the six reviewed papers but not in
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general. Since the practitioner did not suggest removing any dimensions or characteristics and
agreed that other papers may indeed discuss and require all dimensions, we decided not to update
the taxonomy based on this response. Finally, we note that both researchers and practitioners
agree that the taxonomy satisfies the evaluated criteria of completeness and usefulness.

. All test oo
Question Researchers Practitioners
persons

Q1: Does the taxonomy include all relevant dimensions

and characteristics to classify the six papers and is the tax- 2.17 2.00 2.25
onomy in your opinion complete in general?

Q2: Are the dimensions and characteristics detailed

enough to allow differentiation between similar objects in 1.67 1.50 1.75

the six papers and in general?

Q3: Is the taxonomy useful for the structuring and classi-
fication of the ML methods in the six papers and for ML 1.17 1.50 1.00
methods on data with DQ defects in general?

Q4: Are all dimensions and characteristics necessary to
classify the six papers and to classify ML methods on data 1.50 1.00 1.75
with DQ defects in general?

Table 4. Average Questionnaire Results on Likert Scale (Lower is Better)
6 Discussion

In this section, we discuss the results and contributions of our work and provide guidance for
future research in the field of ML on data with DQ defects. We proceed as follows: We first
discuss our evaluation results. Then, we outline the contributions of our taxonomy to both re-
search and practice by discussing potential applications of the taxonomy in both areas. We also
reflect how future research in the field of ML on data with DQ defects could potentially influence
our taxonomy. Finally, we identify research gaps and potential for future research based on our
taxonomy and its building process.

The evaluation results support the reliability, understandability, completeness, and usefulness of
our taxonomy. Both researchers and practitioners were able to apply the taxonomy to various
papers and achieve substantial inter-rater agreement. While most taxonomy dimensions showed
very strong agreement between raters, a few characteristics of certain dimensions were more
difficult to distinguish, especially for external raters, resulting in slightly lower inter-rater agree-
ment for these dimensions. The dimension Identification/Assessment of DQ Defects proved to be
particularly challenging, as raters were asked to decide whether DQ defects in a paper were
artificially introduced or assumed, or whether defects were naturally present. Often, the identifi-
cation of such (natural) DQ defects poses a challenge in itself, for which DQ metrics [57] (ini-
tially mentioned in the description of Natural Presence) potentially offer a solution. However,
using DQ metrics to indicate potential DQ defects is often part of the method addressing the
defects itself. Thus, mentioning DQ metrics in this description could lead raters to incorrectly
classify a paper without natural presence of DQ defects into this characteristic simply because
DQ metrics are used for addressing the defects. Therefore, we updated the taxonomy by slightly
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revising the initial description of this characteristic for our final description of the taxonomy in
this work. While the subdimensions Other Method and Pipeline Stage of Evaluation also proved
to be challenging for some external raters, we found that the lower agreement among external
raters was due to different knowledge about the methods used in the papers and the subdimen-
sions are thus generally comprehensible. All other dimensions and characteristics, especially the
central dimensions DQ-related Problem Setting, DQ Defect Resolution Method (particularly ML
Methods), and Type of ML Task satistied the criterion of very high reliability. Overall, the taxon-
omy has shown to be reliable and understandable to users from both research and practice. In
addition, both researchers and practitioners agreed that the taxonomy is complete and useful. We
therefore propose to not further adapt its dimensions, characteristics, and their descriptions.

Our taxonomy provides a clear and intuitive framework for ML on data with DQ defects, which
is a highly relevant area in both research and practice. Researchers developing new methods in
this field can use our taxonomy to position their work within existing literature and can exactly
define the research gaps they aim to address. Moreover, the dimensions and characteristics of
our taxonomy allow researchers to identify additional relevant information that should be pro-
vided in their work, for example, clear and comprehensive descriptions of the analyzed data and
its DQ defects. Similarly, the dimensions of our taxonomy support researchers in describing the
DQ-related problem that they aim to address with their method (e.g., the extent of DQ defects
from training to test data which must be considered in the design of any method), thereby provid-
ing guidance to improve their work. Moreover, possible adaptations of methods to related prob-
lems can be identified in this manner, thus broadening their contribution to research. For in-
stance, a method for addressing DQ defects by modifying the optimization criterion in NNs may
also be suited for other types of ML models in which similar optimization criteria are used. For
practitioners, the taxonomy allows them to structure, search, and filter existing methods dealing
with ML on data with DQ defects according to their individual needs and preferences. In partic-
ular, an overview of available methods for specific use cases can be provided and the most suit-
able option can be selected, considering the exact DQ defect(s), the data properties, and require-
ments for the ML-based analysis. The taxonomy dimensions can also help practitioners to iden-
tify all relevant dimensions that need to be considered when working with ML on data with DQ
defects.

In the future, research in the field of ML on data with DQ defects may result in new ML models
and new methods for addressing DQ defects. Our taxonomy will remain implicitly valid without
adjustments as any new models and methods can be classified into the characteristics “other”.
However, it may be more informative for users of the taxonomy to add new characteristics for
models and techniques becoming more relevant in the future, thus making them explicit. Such
updates will be possible iteratively without the need for major changes or a new taxonomy build-
ing process. Therefore, we argue that our taxonomy can not only support researchers and practi-
tioners in their current work but can also be iteratively adapted, ensuring continued support as
the research field advances.
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Furthermore, while we do not aim to present an exhaustive, fully comprehensive overview or
survey that describes all existing literature in the field of ML on data with DQ defects in detail,
the taxonomy and the literature that was researched and classified during the taxonomy building
process (cf. Supplement 1) has shed light on current research foci and research gaps. In the fol-
lowing, we will discuss six key findings which we identified as underrepresented and offer po-
tential for future research directions.

First, the taxonomy building process demonstrated that many papers in the field of ML on data
with DQ defects lack a conceptional analysis of the DQ defects and provide little detail on them.
The DQ defects are often discussed very briefly, and relevant dimensions such as the Extent and
the Bias Type are not mentioned at all and ignored, despite being essential for the functionality
of a method. Of the 150 analyzed papers (cf. Iteration 2 and Evaluation), only 36 explicitly in-
clude the bias type of the analyzed data. Furthermore, the identification of DQ defects is often
not discussed in detail, even though it is highly relevant to practical applicability whether the
defects occur naturally or whether they are artificially introduced. Of the 150 analyzed papers,
48 do not specify how the DQ defects were identified. For datasets with natural presence of DQ
defects, it is also relevant how they are identified and what criteria (e.g., the value of a DQ metric
exceeding a certain threshold) are used to decide whether a DQ defect is present. When DQ
defects are introduced artificially, the specific mechanism is critical as it can introduce different
biases and patterns, thus making some methods unsuitable. For example, if data uncertainty is
introduced by imputation of randomly deleted values [58], biases of the imputation method (e.g.,
using predictions of an ML model for imputation that is biased towards the majority class in its
training data) can change the distribution of feature values (compared to the original, deleted
values), thereby adding significant bias to the data. The taxonomy building process also showed
that the DQ defects and the resulting data uncertainty are rarely measured or quantified for a
more detailed analysis, e.g., by explicitly modeling uncertain values probabilistically and ana-
lyzing the properties of the probability distribution.

Second, DQ defects and uncertainty in the training or test data of an ML model may lead to
significant uncertainty in its predictions. Not only initial data uncertainty, but also the resulting
predictive uncertainty is often not analyzed in detail. Quantifying and analyzing predictive un-
certainty are crucial for the responsible use of ML models and valid risk assessment in ML-
assisted decision-making. Otherwise, a user may become overconfident in an ML model’s deci-
sions and blindly trust them, ignoring any potential risks which could be accurately assessed by
quantifying predictive uncertainty. However, most papers studied during the taxonomy building
process address DQ defects either at the input or the model stage, but rarely in the output stage
where predictive uncertainty is typically analyzed. Of the 150 analyzed papers, only five address
DQ defects and the resulting uncertainty in the output stage. Only some papers on BNNs do
discuss predictive uncertainty, but they usually focus on model uncertainty—i.e., the uncertainty
of the trained model weights—as its primary cause, while mostly ignoring data uncertainty (with
the exception of a few selected papers, e.g., [59]).

43



2.1 Paper 1: Handling Imperfection: A Taxonomy for Machine Learning on Data with Data
Quality Defects

The taxonomy building process also revealed that research in ML on data with DQ defects often
focuses on certain types of data and DQ defects, while others are underrepresented. For DQ
defects, the majority of papers addresses the DQ dimensions completeness and accuracy,
whereas other important dimensions such as consistency and currency are rarely discussed, even
though their relevance is highlighted in a few studies [38]. Addressing DQ defects from these
dimensions in the training and use of ML methods should thus be studied carefully in future
research. It may also be promising to analyze if methods developed for incomplete or inaccurate
data can be adapted for data suffering from defects related to other DQ dimensions. Regarding
the type of the analyzed data, the most commonly addressed type is structured data (121 of the
150 papers). With respect to unstructured data, image data is focused on most often, whereas
other types are rarely studied in the context of ML analysis with DQ defects. However, it can be
expected that the widespread use and rapid progress of large language models will lead to a
significantly greater focus on investigating DQ defects in textual data in the future.

Another finding is that existing research focuses on specific types of methods to address DQ
defects. While addressing DQ defects using statistical methods or ML methods is very common,
methods based on human involvement such as active learning are discussed in only seven of the
150 identified papers. Active learning methods have been recognized in literature as useful ap-
proaches to improve DQ by including human decisions on strategically selected data instances
(to avoid exhaustive workloads for human users), thereby improving model performance com-
pared to fully automated models [38]. Another type of method which is discussed in 16 of the
150 papers is the modification of ML models for data with explicitly modeled data uncertainty,
e.g., by probability distributions. While most research focuses on addressing DQ defects or data
uncertainty at the input stage, it has also proved promising to adapt ML models to handle prob-
ability distributions representing uncertain data instances (e.g., [15]). Such methods require
changes to the ML model design but allow explicit quantification of the predictive uncertainty
in the model output by probability distributions. Therefore, they enable mathematically sound
confidence estimations, making them a promising focus of future research.

The taxonomy building process also revealed several issues regarding the evaluation of the pro-
posed methods. Firstly, evaluations often do not address the (sub)dimension Extent of the data
with DQ defects and its potential impact on the evaluation. In particular, when methods are
trained on data with DQ defects, we observed many papers in which it is not discussed explicitly
whether the test data are actually affected by the same or similar DQ defects. In some cases, test
data is even assumed to be free of DQ defects even though the training data suffer from them.
The existence of test data without DQ defects in such cases is either an unrealistic setting or the
result of non-random test data selection (e.g., only data without missing values is selected as test
data), which often introduces biases into the test data. Therefore, the extent of the uncertain data
and its potential impact on the evaluation should be determined and analyzed. Secondly, evalu-
ations are often restricted to an evaluation of the ML model performance. However, if DQ defects
are addressed in the input stage, the respective results should also be directly evaluated before
training and using the ML model, as the performance of the DQ defect improvement method is
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only evaluated implicitly by measuring the ML model performance. While 98 of the 150 identi-
fied papers address DQ defects in the input stage, only 14 of these 98 papers also perform an
evaluation in the input stage. For such an evaluation in the input stage, suitable metrics for meas-
uring whether the DQ defects were successfully addressed are required. For some types of DQ
defects such metrics already exist, for example, imputation performance on artificially intro-
duced missing data can be measured by comparing the imputed values with the known original
values. However, depending on the aspects of the DQ defects being addressed in the input stage,
suitable metrics still need to be developed by future research.

Finally, to perform thorough, representative, and reproducible evaluations of proposed methods
for ML on data with DQ defects, it is essential to have benchmark datasets containing specific
and known DQ defects. For example, such datasets could contain erroneous feature values to-
gether with the information of which feature values are erroneous, or they could represent known
data uncertainty by probability distributions. With such benchmark datasets available, authors
do not have to resort to assuming or artificially introducing DQ defects into datasets without
known defects. Furthermore, benchmark datasets allow different researchers to evaluate their
proposed methods on a common basis, thus enabling standardized evaluations and improving
comparability between the performances of different methods. In addition, the existence of
benchmark datasets could also encourage the study of underrepresented data types or DQ defect
types. As a positive example for the task of duplicate detection, Naumann [60] created such
benchmark datasets that include ground truth information about the actual duplicates in the data,
providing a valuable contribution to duplicate detection research. However, for most types of
data and DQ defects, such benchmark datasets including information about DQ defects/data un-
certainty are hardly available. Although platforms such as the UCI ML Repository? or Kaggle?
do provide benchmark datasets with DQ defects (e.g., missing or inaccurate values), those da-
tasets neither include a ground truth for DQ defects nor quantify resulting data uncertainty, e.g.,
through probability distributions for inaccurate values. This leads researchers to use their own
methods to impute missing values or to generate probability distributions representing data un-
certainty rather than relying on standardized benchmarks. Creating and providing benchmark
datasets for ML on data with DQ defects should therefore be a primary goal for future research
in this field.

7 Conclusion

DQ defects pose a critical challenge that must be addressed in ML- based data analysis as they
can severely affect the validity and performance of ML models and the (human) decisions based
on them, as recent examples highlight (cf. Introduction). To structure and systematize this field
for both researchers and practitioners, we created a taxonomy for the field of ML on data with
DQ defects covering relevant dimensions of both DQ defects and methods that aim to address
these defects in both training and use of ML models. Based on this taxonomy, we identified

2 https://archive.ics.uci.edu/datasets
3 https://www.kaggle.com/datasets
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existing gaps and challenges in this research field. Despite the fact that we developed and eval-
uated the taxonomy according to the ETDP [19], the resulting taxonomy is not without limita-
tions. First of all, not all characteristics of each dimension can be arbitrarily combined with all
characteristics of the other dimensions, i.e., the dimensions are not perfectly orthogonal. For
example, the use of uncertainty-aware ML models such as BNNs to address DQ defects already
implies that probabilistic uncertainty modeling was employed. Although this represents a typical
limitation of taxonomies, we have taken careful measures to ensure that most characteristics
across different dimensions are independent and can be combined in papers. A further limitation
to acknowledge is that we only considered the process of ML-based data analysis from the input
data to the model output stage, and hence deliberately excluded the human user who receives the
model output and derives decisions based on it. Similarly, we do not address details of the data
collection process that may initially cause the DQ defects in the input data. Examinations and
systematizations of these stages may be subjects of future research.
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Abstract:

Data quality is a field of ever-increasing relevance in research and practice, especially in fields
such as Al-driven decision-making. Despite several seminal works, discussions in data quality
research are still hampered by a lack of coherent theoretical foundations and data quality funda-
mentals, e.g., definite definitions for pivotal data quality dimensions such as the currency of data.
To address these issues, we contribute to both formal theoretical foundations for data quality and
precise specifications of the central data quality dimensions accuracy and currency. On this basis,
a rigorous examination of the relation between accuracy and currency becomes possible. We
show that our foundations do not only cover data quality defects discussed in literature but can
also be used to identify additional relevant data quality defects not yet recognized by previous
works. Further, our approach reveals causes and patterns of data quality defects, supporting fu-
ture work such as the development and evaluation of data quality metrics and the detection of
data quality defects. This is particularly important in Al-driven decision-making.

Keywords: Data quality, data quality defects, theoretical foundations, accuracy, currency

Please note that the overall formatting of the paper has been adjusted to the remainder of the
dissertation.
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1 Introduction

In recent years, the importance of data has increased significantly, both as a research subject for
scholars and as an asset for organizations [32, 95]. In companies, for instance, large amounts of
data play an ever more crucial role in decision-making, ideally helping them to gain a competi-
tive advantage [23, 47, 73, 86]. However, poor data quality (DQ) still prevents companies from
generating the best possible value from their data [7, 39, 42]. This is particularly true for the
growing field of Al-driven decision-making [15, 30, 93]. According to a recent study, only a
minority of Al projects make it into production, with “data quality and readiness” being cited as
the primary obstacle [46]. Consequently, companies spend most of their data analytics efforts for
assuring DQ, often about 80% of the working time [36]. Indeed, DQ has long been identified as
a crucial success factor for decision support systems and a particularly relevant field for research
and practice [1, 28, 42, 44, 63, 64, 69, 74, 78, 91].

Literature has yielded many renowned contributions to the field of DQ, delivering important
theoretical and practical insights. For instance, first works aiming to establish theoretical foun-
dations for DQ and DQ dimensions have been proposed [2, 56, 82, 90]. Based on and extending
these works, a multitude of general frameworks and methodologies have shaped DQ research
[13, 24]. Besides these contributions establishing a broader view on DQ, further works have
focused on particular DQ issues: For instance, Parssian et al. [76, 77] analyzed the effect of
database operators on DQ, in particular accuracy, Heinrich et al. [42] proposed an approach for
duplicate detection based on duplicate-related events, Cappiello et al. [20] shed light on the as-
sessment and management of accuracy, currency, and completeness, and Peng et al. [78] re-
viewed methods and assumptions regarding the handling of incomplete data. Similarly, Bai et al.
[8] and Krishnan et al. [57] focused on assessing and managing DQ in the context of accounting
IS and Liu et al. [65] in the context of cooperative IS. Nelson et al. [71] identified accuracy,
currency, completeness, and format as key DQ dimensions and analyzed their impact on task-
dependent information and system satisfaction, which has frequently been taken up since then

(e.g., [3]).

Despite these remarkable works in the field of DQ, research also points out that fundamentals
are still defined in an incoherent way [40, 87, 98] and the prominent call by Lee [59] that “data
quality researchers need to build a deeper and broader theoretical foundation” may still not be
answered sufficiently. Probably, this is because of the fact that DQ is understood as multidimen-
sional [90], with central dimensions such as accuracy and currency being defined and used in
different ways [13, 22, 49]. The underlying reasons may even lie deeper, as many theoretical
foundations are informal, making precise definitions of DQ dimensions as a central research
subject difficult. This problem is particularly evident in the case of currency, one of the most
central DQ dimensions [41, 49, 97]. Indeed, existing definitions of currency are even incompat-
ible. For example, while Redman [83] defines currency as the “degree to which a datum in ques-
tion is up to date”, Sicari et al. [88] refer to currency as “the interval from the time when the
value was sampled to the time instant at which data are received”, and Wand and Wang [90] view
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currency as a subdimension of timeliness, defining it as the passed time until an IS is updated
after a real-world change. At the same time, several terms such as currency [83], timeliness [81],
and data staleness/freshness [22] are used to express a similar intent (cf. also [40]). Hereby, based
on existing theoretical foundations, it is difficult to rigorously assess different definitions of time-
related DQ dimensions regarding similarities and differences in their meaning. The advantages
of formal and coherent DQ fundamentals as envisioned by the paper at hand also become appar-
ent when considering the relation between DQ dimensions such as accuracy and currency. For
example, Zak and Even [96] point out that “as data becomes less current it is also likely to be-
come less accurate” and Scannapieco et al. [85] state that “accuracy and currency are very sim-
ilarly perceived”. Precise formal definitions of accuracy and currency would enable a rigorous
examination of this frequently discussed relation.

By introducing such precise formal definitions, our work provides the foundation for explanatory
and predictive theories of DQ (in the sense of [34]) and thus contributes to cumulative theory-
building in IS. Indeed, these definitions are necessary to explain why DQ degrades, and to predict
the impact of poor DQ. This is of particular relevance for real-world applications, for example
in Al-driven decision-making and machine learning (ML) [37]. In this regard, the quality of an-
alyzed data and improving inaccurate and outdated data by systematically addressing DQ defects
are of overwhelming relevance. For example, as discussed below, addressing currency defects
based on our theoretical foundations can substantially improve ML performance. This is demon-
strated by a small example application involving a well-known challenging and high-stakes
healthcare task.

Thus, we aim at formal and coherent theoretical foundations for DQ comprising definitions
which enable a precise specification of DQ dimensions. Thereby, we focus on accuracy and cur-
rency and take the intrinsic perspective of DQ (i.e., “quality in its own right” ([60], cf. also [92]))
to allow a deeper discussion of the provided theoretical foundations. We focus on the following
research question:

How can the central DQ dimensions accuracy and currency be specified in a precise manner

based on formal and coherent theoretical foundations for intrinsic DQ?

By addressing this research question, we do not aim to propose another framework comprising
a list of DQ dimensions to address the multidimensionality of DQ (e.g., [14, 16, 19]). Rather, our
work aims to make the following contributions: (1) We propose formal and coherent theoretical
foundations for DQ); (2) on this basis, we define precise specifications for accuracy und currency;
(3) we present a rigorous examination of the relation between accuracy and currency; and (4) we
map DQ defects related to accuracy and currency, which are discussed in existing literature, to
our specifications and additionally identify novel DQ defects which have not yet been examined
in literature.

The remainder of the paper is structured as follows: First, we position our work in literature and
discuss existing contributions on DQ fundamentals ending up in the research gap to be addressed.
Next, we introduce our theoretical foundations for DQ and specify the DQ dimensions accuracy
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and currency. Then, we conduct both a literature-based analysis and a mathematical analysis
regarding our specified DQ dimensions. In the penultimate section, we discuss the results of our
work and outline implications for research and practice. Finally, we summarize, reflect on limi-
tations and present an outlook on future research.

2 Background and Related Work

In literature, a basic distinction is made between a subjective perspective on DQ (i.e., interpre-
tations and evaluations of individuals) and an objective perspective on DQ (i.e., reflecting factual
states of the real world) [31, 81, 90]. This distinction widely corresponds to general epistemo-
logical theories, where (subjective, individual) interpretations and beliefs are contrasted to facts
and knowledge, which are seen as “truth—that is, it is certain, congruent with reality and accu-
rate” ([75], cf. also [17]). The latter implies a grounding on the “objectivist approach” [17],
which “assumes the existence of an objective reality” [25] and facts [25, 45]. In this regard, data
itself can be seen as a) a representation of subjective interpretations and beliefs of individuals
which require context and further processing, or b) a representation of objective, reproducible
facts [11, 12, 61]. Thereby, data representing both, subjective interpretations or objective facts
can be perfect or exhibit defects [18]. The quality of this data corresponds to DQ, and defects in
the data are DQ defects.

Following this general distinction, DQ is often differentiated into intrinsic DQ and extrinsic DQ
(e.g., contextual DQ), as introduced by Wang and Strong [92] and frequently referenced since
then [cf., e.g. 13, 31, 60]. Intrinsic DQ follows the perspective that data has “quality in its own
right” [60]. In this respect, DQ focuses on the quality of the data representing objective, repro-
ducible facts. For example, if the last name of a real person is stored in a database, this data can
either be accurate or inaccurate (accuracy as intrinsic DQ, cf., e.g., [60]). This is independent
from subjective interpretations and evaluations of individuals and the context or task the stored
last name is used for. Thereby, the facts in the real or digital world constitute a ground truth,
regardless of whether the data representing these facts is known under certainty or uncertainty.
In contrast, an extrinsic perspective on DQ, such as contextual DQ, mainly puts the users’ inter-
pretations in the center of view [60]. Here, DQ is determined regarding certain tasks, data’s prep-
aration and understandability for individuals or its availability for these tasks. Extrinsic DQ is
thus task- and context-dependent. For instance, if customers are contacted only via email, the
DQ defect that their postal code is stored as inaccurate data in an IS (accuracy as intrinsic DQ)
does not seem to be relevant for this specific task (relevance as contextual DQ, cf., e.g., [60]).
There are several seminal works focusing on the extrinsic perspective and the impact of per-
ceived DQ, for instance on the success of IS [80, 94] and different aspects of extrinsic DQ of
user-generated content [5, 6, 66, 67].

Literature already provides first works aiming to establish theoretical foundations for DQ and
DQ dimensions. Apart from works concentrating, for instance, on contextual DQ (e.g., [51]),
four major contributions include intrinsic DQ, and are the focus of the following discussion:
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Kon et al. [56] aim to lay foundations for analyzing data and DQ via the examination of DQ
defects related to data acquisition and production. By analyzing and modeling both data and DQ
in an IS, they share a data-oriented view. However, their understanding of DQ does not refer to
the representation of entities by data (cf. Definition 1) and thus differs substantially. Indeed, their
foundations are based on the process of a structured and quality-oriented data production. More
precisely, their specifications of DQ dimensions refer to the agreement of the “actual” process
of data production to an “ideal” process but not to the representation of entities by data. Moreo-
ver, as this “ideal” process is described as task-dependent, a clear distinction between intrinsic
DQ and extrinsic DQ is not emphasized.

Aebi and Perrochon [2] aim to specify DQ in a formal manner to serve as a sound starting point
for their research on data improvement. Similar to our perspective, they define foundations for
elaborating the agreement between data in an IS and a model of the real world, called “reality-
view” [2]. However, as the scope of this “reality-view” is described as task-dependent, a clear
distinction between intrinsic DQ and extrinsic DQ is not in focus. Moreover, incorporating the
data schema view in their foundations, Aebi and Perrochon [2] do not adopt a detailed data-
oriented view. Thus, the data in their model are not structured in more detail. In particular, the
structural characteristics of data (comprising entities, features and feature values), which play a
crucial role in our data-oriented view, are not focused.

In their seminal work, Wand and Wang [90] establish ontological foundations for DQ, focusing
on intrinsic DQ. Their central notion of “proper representation” [90] establishes a relation be-
tween possible states of the real world and states of the IS as a blueprint for data production. This
notion is independent from the actual data presented by the IS but refers to IS design, thus not
taking a detailed data-oriented perspective. Indeed, three of the four DQ dimensions specified
by Wand and Wang [90] arise from an analysis of IS “design deficiencies” [90]. As a conse-
quence, these dimensions only cover DQ defects during data production that result from a defi-
cient IS. For example, based on the foundations by Wand and Wang [90], meaningless states of
an IS only contribute to poor DQ if they occur during data production.

Price and Shanks [82] use semiotic theory as foundation to derive a framework comprising DQ
categories and respective DQ dimensions. Based on the syntactic, semantic and pragmatic levels
distinguished in semiotics, they address both the intrinsic (including syntactic and semantic
level) and the extrinsic (pragmatic level) perspective on DQ. They aim at an extensive framework
where “the set of criteria should be comprehensive” [82]. Given this broad and ambitious ap-
proach, they neither strive for nor provide formal and coherent definitions of theoretical founda-
tions, as we do. Moreover, while discussing real-world phenomena and data in IS and acknowl-
edging a data-oriented view, their approach does not deal with structural characteristics of data.

To sum up, literature provides valuable and important theoretical foundations for DQ. Indeed,
while these papers are two or more decades old, they are still frequently cited and highly relevant
for current DQ research. At the same time, several works call for further fundamentals for DQ
[40, 49, 50, 87, 98]. To contribute to this research gap, we aim at theoretical foundations which
(a) are coherent and formally defined and are based on an intrinsic perspective on DQ, (b) take
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a data-oriented view, and (c) include detailed structural characteristics (i.e., comprising entities,
features and feature values) of the considered data. These theoretical foundations for DQ (cf.
Contribution (1)) enable to define precise specifications for accuracy und currency (cf. (2)), rig-
orously examine the relation between accuracy and currency (cf. (3)), map DQ defects related to
accuracy and currency, which are discussed in existing literature, to our specifications, and iden-
tify novel DQ defects related to accuracy and currency which have not yet been examined in
literature (cf. (4)).

3 Theoretical Foundations for Data Quality and Data
Quality Dimensions

In this section, we introduce our theoretical foundations based on which we specify the DQ di-
mensions accuracy and currency. To motivate our theoretical foundations and demonstrate their
benefits, we introduce a real-world healthcare case. We use this healthcare example throughout
the paper to illustrate the concepts and definitions from our theoretical foundations.

3.1 Motivation and Running Example

In healthcare, a difficult but at the same time high-stakes challenge in hospitals is assessing the
severity of illnesses and injuries to properly prioritize, react, and treat (triage). This challenge is
of particular importance in intensive care unit (ICU) settings, where the quality of decision-mak-
ing often means the difference between life and death. Nowadays, this challenge is increasingly
supported by the application of ML (e.g., [35, 44, 52]). Specifically, the task of mortality predic-
tion as described by Harutyunyan et al. [38] based on the MIMIC dataset [53] has received great
attention. Here, mortality predictions are made based on data collected during the first 48 hours
of a patient’s ICU stay. Data collected include Glasgow coma scale data, typically used to assess
the level of consciousness of patients, as well as the values of clinical features such as tempera-
ture and glucose levels. We consider an excerpt of the MIMIC dataset (cf. Table 1) to serve as
running example, representing data from a hospital’s medical healthcare database. The excerpt
shows data referring to ICU patients.'

Patient Patient Clinical L .
First Name | Last Name | Diagnosis Medication | Temperature Glucose Weight
Mary Smith Diabetes | Insulin 36.5 202 60
John Stones RF Propofol 37.7 145 80

Table 1. Data Excerpt Medical Healthcare Database

The collected data in the MIMIC dataset, which forms the basis for ML training, is subject to
substantial DQ defects as already discussed by e.g. Cross et al. [26], Harutyunyan et al. [38], and
Sauer et al. [84]. For example, the capturing of patient data is usually intermittent rather than

! To enhance readability in the paper, we only consider a simplified set of selected features and use aliases as first
and last names of patients instead of the anonymous identifiers provided in the MIMIC dataset.
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continuous, occurring at specific points in time, such as when a care person enters the room,
leading to outdated data values. In particular, if drugs are administered that strongly alter the
values of clinical features, the recorded (outdated) values may differ strongly from the feature
values in the real world; however, this aspect is usually not considered in existing works (cf.,
e.g., [38]). As an illustrative application of our insights, we have modeled a few examples of
such drug administration effects based on our theoretical foundations and our definition of cur-
rency. As our results in the Section Discussion and Implications show, addressing currency de-
fects in this small example has already improved ML performance in the mortality prediction
task. This is evidenced by a recall improvement of 5.4 percentage points (~15% relative increase)
and a precision improvement of 7.2 percentage points (~12% relative increase). Both indicate
not only a positive effect enabled by thorough consideration and systematic addressing of DQ
defects but also a relevant effect on decision-making in ICU settings.

3.2 Theoretical Foundations

The paper at hand focuses on intrinsic DQ (objective perspective) and can serve as a basis for
extensions to extrinsic DQ in the future. In this regard, we define data as a representation of
entities constituting objective, reproducible facts (cf. [11, 12, 61]) and adopt the following defi-
nition of DQ [42, 76, 77].

Definition 1 (Data Quality). Both real-world entities (e.g., persons) and digital entities (e.g.,
virtual concepts) can be represented by data (e.g., by a data record, storing the person’s name
and address). This data representation can be perfect or imperfect, i.e., exhibit defects [ 18], which
corresponds to DQ [76, 77].2

Regarding Definition 1, we are interested in representations of entities by data and, in particular,
whether these representations contain specific DQ defects such as a “Data entry error” which
can be attributed to a certain DQ dimension like accuracy. We will define these terms and con-
cepts more closely, starting to introduce the entities and data considered in Definition 1.

Definition 2 (Entity, Entity Space, Data Space). A real-world or digital entity e; (with i €
{1,2, ..., I}) exhibits features f;, and respective feature values f;, (e;) (with j; € {1,2,...,J;}). The
set of all entities constitutes the entity space E = {ey, ..., €;}. Analogously, the set of all data
representations of entities forms the data space D = {d;, ..., dg}. A data representation dj, also
exhibits features and respective feature values, which we denote by flg and flg (dy).

In our running example, the objective fact “The clinical diagnosis for the ICU patient Mary Smith
is pneumonia” is constituted by the entity e; ="Mary Smith", the feature f; =

"Clinical diagnosis” and its feature value f;,(¢;) = "Pneumonia”. However, this entity is actu-
ally represented by data d; € D (e.g., a digital patient record) referring to Mary Smith, the clin-
ical diagnosis fjg and the data value fjl}: (dy) = "Diabetes" (cf. Figure 1). This means that at least

2 Our understanding of the relation between data, entity and fact is grounded on an “objectualist” view of facts
where entities and their features and feature values (objects) can be “constituents of facts” (Fine 1982, p.65).
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one DQ defect is present, as the feature value is imperfectly represented by the respective data.
A comprehensive systematization of such (types of) DQ defects related to the DQ dimensions
accuracy and currency is the central objective of our specifications of these dimensions. This, in
turn, requires the underlying theoretical foundations.

INTRINSIC DQ /

WP EXTRINSIC D
DQ VIE OINT OBJECTIVE PERSPECTIVE Q
THEORETICAL Mary, Smith, o

Pneumonia, - > .rmt ) DQ
FOUNDATIONS Diabetes, B 1y R OT

John,
Stones,
RF,

John, Stones,
Respiratory « >
failure, ...

........... S

REPRESENTATION IS CHARACTERIZED AND DETAILED
DQ DIMENSIONS WITH RESPECT TO DIMENSIONS SUCH AS ACCURACY,
CURRENCY, COMPLETENESS, CONSISTENCY, ETC.

THE SPECIFICATION OF A DQ DIMENSION
REQUIRES A PRECISE DEFINITION OF WHAT IS
SPECIFICATION MEANT BY THE DIMENSION, 1.E, WHICH DQ
DEFECTS IT ENTAILS

Figure 1. Nexus of Data Quality Fundamentals (Focus of this Paper Shaded in Gray)

Figure 1 further serves to illustrate our understanding of DQ and position our work within the
nexus of DQ fundamentals (focus shaded in gray). Our theoretical foundations model the entities
and data as well as their structural characteristics (cf. Definition 2) focusing on an intrinsic per-
spective on DQ. A perfect or imperfect representation of entities by data defines the core of our
understanding of DQ (Definition 1), and thus whether DQ defects are present, which in turn can
be assigned to specific DQ dimensions. Theoretically, the set of all DQ defects corresponds to
all imperfect representations of entities by data. For instance, a data transmission error can cause
an inaccurate capturing of a person’s clinical diagnosis as data in an IS (cf. “Diabetes” instead
of “Pneumonia” regarding the entity “Mary Smith” in Figure 1). Thereby, specifications of the
DQ dimensions accuracy and currency make this definition of DQ and DQ defects tangible.

In literature, the definition of DQ and DQ dimensions is often closely related to the measurement
of DQ. Yet, there is a vital distinction between the specification of different DQ dimensions and
the way these specifications are measured. Specifying a DQ dimension based on Definition 1
requires a precise definition of what is meant by the dimension, i.e., which (types of) DQ defects
are contained by the dimension. In contrast, the measurement of a specified DQ dimension de-
mands a precise definition of how it is assessed (e.g., by means of a DQ metric) referring to the
underlying specification and in particular, the (types of) DQ defects it aims to measure.
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Our understanding of DQ is grounded in the representation of an entity e by data d, e.g., within
an IS.3 In order to rigorously examine such representations, we next introduce a representation
function. For this definition, we closely follow Heinrich et al. [42] who focus on duplicate de-
tection and therefore extensively address the relationship between entities and data.

Definition 3 (Representation Function). The function y: D = E U {0} describes how each data
representation d € D is mapped to the corresponding entity it represents or to O (as an arbitrary
placeholder, with 0 & E) if d does not represent any entity in E.* Analogously,’ the function
YF: FP - F U {0} describes how each data representation feature f° is mapped to the feature it
represents or to 0 (as an arbitrary placeholder, with 0 & F) if f? does not represent any feature
inF.

When specifying currency as DQ dimension, we have to reflect that entities and data can change
over time.

Definition 4 (Time). We consider a time interval [0, T] with T > 0 and a discretization in H €
N intervals with time step h = % This leads to a finite number of considered points in time 0 =
To <T;y <+ <Ty_q <Ty =TwithT; =i * h. For reasons of simplicity, we also write t €
[0,T] instead of t € {T,, T, ..., T3} and t € [h,T] instead of t € {Ty, T, ... , T3} in the follow-
ing. When explicitly considering a certain point in time t € [0,T], we add an index t to the
notation of an entity e, a data representation d, a feature f, etc. (i.e., we write e;, d;, f; etc.).

Naturally, data can represent the same entity at different points in time t, which is vital for the
DQ dimension currency. To clarify what is meant by “represent the same entity”, we introduce a
definition for identity. In this definition, we expand the understanding of Heinrich et al. [42] by
additionally considering time and the identity of features.

Definition 5 (Identity). For a pair of a data representation d,  at the point in time t, and an
entity e;, at the point in time t;, (with t,, t, € [0, T], where t, = ¢, is the standard case, but not
required), identity holds if and only if for the representation function i (cf. Definition 3) it holds:
l/)(dta) = e;,. Analogously, identity holds for a pair of a feature ftz € FP at t, and a feature
ft, € F atty, if and only if it holds z,bF(ftZ) = fty-

The definition of identity for features enables the identification of which data represents a certain
feature, which is important both for the specification of a DQ dimension as well as for its subse-
quent measurement (e.g., to estimate the probability that a stored data representation corresponds
to a particular real-world entity and is accurate with respect to it). In our running example, ¥

3 A further breakdown of entities (e.g., an entity can consist of subentities) is possible but would only introduce
additional complexity to the notation. Instead, in our definitions, relational aspects (e.g., specializations or aggrega-
tions such as an entity being part of another entity) appear implicitly.

4 A data representation d € D does not represent any entity in E and maps to 0 (as an arbitrary placeholder), if a
corresponding entity (e.g., a person) in E does not exist (anymore).

> Similarly to E and D, we make the following definitions: By F = {fl 1 fh, fa 1 fh}, we denote the feature

space (comprising all features across all entities in E) and by FP, we denote the data representation feature space.
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maps the feature “Temperature” to the body temperature of the patient and not, e.g., to the tem-
perature of the hospital room or the outside temperature. An additional definition of identity for
pairs of feature values, however, is not required, as it is covered by the definition of identity for
their respective features.

While the representation function ) establishes the fundamental concept of identity by linking
data to what it represents (cf. [42]), it does not establish how exactly this representation is (syn-
tactically and semantically) realized, and in particular, whether it is perfect or imperfect. In other
words, 1 ensures that given data actually represents a considered entity or feature, but it does
not determine the syntax and semantics of that representation.

For this purpose, we extend the representation function v and introduce the relation &, be-
tween entities, their features and feature values, and the data representing them, enabling a
matching on the level of syntax or semantics. Grounded on the objectivist approach, the (testable)
relation &, formalizes the data representation in a syntactical and/or semantical manner. This is
similar to other research fields such as ontology matching, where data has to be matched regard-
ing syntax and semantics [27]. The relation §4 links entities, features, and feature values, thus
making their matching tangible.

We characterize 84 as a syntactical mapping if 6, operates on a structural and/or character level.
For instance, §, as a syntactical mapping can consider data types and assess string-based data
representations of the entity state space S° in terms of the used characters or other linguistic rules
such as grammar [21]. For example, if §, refers to capitalization rules used for data (e.g., “A”
instead of “a” at the beginning of proper names), §, is regarded a syntactical mapping. We char-
acterize &, as a semantical mapping if §, factors in the meaning of the elements of entity state
space and data state space (according to [33]), for instance, equivalence in meaning (e.g., syno-
nyms), regardless of the syntax. For example, §, as a semantical mapping incorporates the equiv-
alence in meaning of a feature value “Respiratory failure” and data “RF” as a convention/abbre-
viation, or the measurement of “100 degrees Fahrenheit” as “37.7 degrees Celsius” (cf. running
example). Further examples are presented in Table 2.

¢ Analogously to E and F. by FV = {fll(el), s fh(e,)} we denote the feature value space (across all entities in E
and their respective features), and by FV?, the data representation feature value space. On this basis, we introduce
the entity state space S = E U F U FV as union of the entity space, feature space, and feature value space. Analo-
gously, we define the data state space as S = D U FP U FV?,
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Representation Represen.tatlon Relation Example
Type Function
Entity e by A patient (the person) is per-

data d Y(d)=e 65(e,d) = true fectly represented in a syntacti-
cal and semantical manner
An inpatient is semantically im-
perfectly represented as already
discharged by being stored in

Enélgaiiby Yd) =e 65(e,d) = false the wrong database relation,

since the DQ defect “Coded

wrongly or not conform to real

entity” occurs

The feature “ZIP code” in the
address data of the patients cap-
Feature f by Y(d) =e, st Dy _ tures their postal code, thus per-
data fP YY) =f A(f.f7) = true fectly representing the feature in

a syntactical and semantical

manner

The feature “Name” lacks se-
_ mantically clear information that

Feg‘;lge f];by lpl/;:E?)D)_ 26' f 8£ (f.fP) = false it refers to the last name of the

patient, thus the DQ defect
“Ambiguous data” occurs
The respiratory failure of a pa-

Feature value

_ v tient is syntactically and seman-

f(e) by data l‘l,i(d% —_e, 6/1; (@), fP(@) tically accurately stored by the
P VI =1 = true value “RF” as conventional ab-

breviation
The actual temperature of a pa-
Feature value _ v tient is 39 degrees, but is seman-
f(e) by data l/;(d)D —_e, Sf]; (@), f () tically imperfectly stored as 38
P VU =7 = false degrees, since the DQ defect

“Data entry error” occurs
Table 2. Interplay Between Representation Function and Syntactical/Semantical Mapping

Figure 2 illustrates entities and data representations that hold identity (cf. arrows drawn between
entities e; ; and data representations d; ; with ¢(di_t) = e; ) for two points in time t, < t; and
t € {to, t1}. Note that the data at t, illustrate the records in Table 1. The data at ¢, is to be under-
stood as a later version of the hospital’s database.

For the point in time ¢,, the actual value of the feature “Glucose” for Mary Smith in the entity
state space is 152. However, because of a measurement error, an erroneous value of 202 was
captured and stored (cf. data state space). This violates & I Y to provide a semantically accurate
mapping, meaning that these values constitute an accuracy defect. As a result, Mary Smith is
erroneously diagnosed as suffering from Diabetes, leading to the feature value of the feature
“Clinical diagnosis” for “Mary Smith” being “Diabetes” in the data state space (DQ defect: er-
roneous value). This does not accurately represent the entity’s feature value, as Mary is in fact
ill with a pneumonia at t,, again leading to a violation of § { ¥ to provide a semantically accurate
mapping. Consequently, this constitutes a DQ defect related to accuracy for the entity “Mary
Smith” (at ty). Between the points in time t; and t;, an event occurs: The pneumonia of “Mary
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Smith”—which was not accurately captured at ty—progresses severely, resulting in a critical
increase of her temperature from 36.5 to 39.2 in the entity state space. The other feature values
of “Mary Smith” remain unchanged. Thus, at the later point in time t;, the representation of the
temperature of “Mary Smith” has become outdated: Although the value for her temperature was
captured accurately at t,, this no longer holds at t; (violation of § { Y to provide a semantically
accurate mapping). Indeed, the event of the pneumonia progression caused a change in the entity
state space and specifically the temperature’s feature value, but the feature value in the data state
space was not updated accordingly, rendering it outdated.

ENTITY STATE SPACE DATA STATE SPACE

Mary, Smith, Pneumonia, Mary, Smith, Diabetes,

Insulin, 36.5, 152, 60,... Insulin, 36.5, 202, 60
t,
John, Stones, Respiratory
failure, Propofol, 37.7, > L;Ohn’ fStlones, RF, 8
145, 73,... ropotol, 37.7, 145, 5O
Mary, Smith, Pneumonia, Mary, Smith, Diabetes,

Insulin, 39.2, 152, 60,... Insulin, 36.5, 152, 60

John, Stones, Respiratory
failure, Propofol, 37.7,
140, 70,...

) » |John, Stones, RF,
Propofol, 37.7, 183, 70

Figure 2. Illustration of Entities and Data Representations (Example)’

To identify and systematize such DQ defects, we introduce DQ-related events in our theoretical
foundations (e.g., the severe progression of the diagnosed pneumonia) that induce changes in the
entity state space and/or the data state space, potentially leading to DQ defects.

Definition 6 (Event Space, Event). The event space for the time interval [0, T'] is denoted by Q,
describing the set of all DQ-related events w € Q in [0, T].

Definition 7 focuses on event-based state transitions pivotal for studying time-related DQ de-
fects.

Definition 7 (Event-based State Transition). At each point in time t € [h, T] a DQ-related
event w € () can lead to a change of the entity state space S; and/or the data state space SP (e.g.,
it leads to S,_j, # S; and/or SP_,, # SP). This change is called an event-based state transition.
Each event w € Q induces the (possibly empty) sets s; € S;_, ,sf € S;, sf’_ c SP, and

sf’*’ c SP. An element of S,_j or SP_,, at the point in time t — h is element of the subsets s; or

sf "~ if it does not exist anymore at the point in time t. An element of S; or SP at the point in time

t is element of the subsets s; or sf " if it did not yet exist at the point in time t — h. Each event-

based state transition can be described using three basic transition types:

7 For reasons of readability, feature values are listed without denoting the associated features.
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i.  Addnew states: S, = (S;_pUs;|3w) and/or S? = (S2,UsP*|3w)
ii. Delete existing states: S; = (Se_p \ 57 |3w) and/or S2 = (S2.,, \ s&~ |3w)
iii.  Change existing states: S; = (((Se—p \ s7) U s{) | 3w) and/or
P = (((SZr \ st U s | 3w)
For simplicity of notation, we abstain from introducing a time index when denoting events. It is
sufficient to consider the points in time of the sets s and s; as well as sf * and S,fl'_ induced by
the event. Moreover, this definition may easily be generalized to include state transitions caused

by multiple events. Since state transitions are always induced by events, if no event occurs in the
time period [t — h, t], the state spaces at t — h and t coincide.

To illustrate Definition 7, we use our running example. The event w, € () of the severe progres-
sion of the pneumonia of “Mary Smith” could lead to another event w, € (), the change of her
medication from “Insulin” to “Levofloxacin”, which changes the feature value of the feature
“Medication”, where s; = {"Insulin"} and s; = {"Levofloxacin"} (cf. Definition 7 iii.). If the
event w, € (1 is not captured by the hospital staff and the database is not updated as a result (i.e.,
S,fl’+ = s~ = @), this could dramatically impede further treatment of Mary Smith, since the
current medication is not stored in the database. Critically, this outdated state of the data could
lead to a delayed or even forgotten administration of Levofloxacin to “Mary Smith”, potentially
with severe health-related consequences for the patient. Moreover, many other (types of) events
and state transitions can be modeled as elements of the event space () and the entity and/or data
state spaces S; and SP respectively, such as, e.g., the change of the clinical diagnosis of “Mary
Smith” from Diabetes, which is erroneously updated as Influenza (instead of Pneumonia) in the
IS, ie., sf'_ = {"Diabetes"} and S,fi’+ = {"Influenza"} holds. Again, this inaccurate state of the
data can have serious consequences, ranging from an ineffective distribution of medications in
the ICU to no recuperation of “Mary Smith” from the pneumonia because of inadequate treat-
ment.

3.3 Specification of the Data Quality Dimensions Accuracy and
Currency

In DQ literature and our understanding, accuracy is not regarded as a time-related DQ dimension
[13, 97]. Thus, when discussing accuracy, we do not explicitly deal with time (cf. Definition 4)
and temporal elements such as event-based state transitions (cf. Definition 7) which will play a
vital role when specifying the DQ dimension currency afterwards. Consequently, and following
Definition 1, accuracy refers to the representation by data at one single point in time. On the
basis of the relation §4 discussed above, the DQ dimension accuracy is defined as follows:

Definition 8 (Accuracy). A data representation of an entity/feature/feature value is accurate
if identity holds (cf. Definition 5) and the relation §, is obtained to be true.
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In the following, we define the corresponding accuracy specifications for data referring to enti-
ties, features, and feature values in a formal and precise manner. These apply to any but fixed
point in time t € [0, T].
Regarding entities, the specification of accuracy is defined as

S5 E X Dy — {true, false},

true ,ify(d;) =e; N 65(e;, d;) = true (D
Sf(et; dt) = {false l/) ¢ ¢ elslz( t t)

where 8¢: E, x D, — {true, false} is a mapping as discussed above.?
To specify accuracy for data representation features, the accuracy of the corresponding data rep-
resentations exhibiting the feature in the sense of Specification (I) is an obviously necessary

precondition. Hence, the set (F; X FP) 4 = {(f, f°) € F; X FP | §{(e;, d;) = true} serves as
a basis to extend the accuracy specification to features as follows:

S{: (F; X FP) 4 — {true, false},
1 (fu f2) = { true Y (FP) = f A8 (f ) = true (I

false ,else

Finally, to specify accuracy for data representation feature values, the accuracy of the underlying
data representation features in the sense of Specification (II) is again an obviously necessary

precondition. Hence, the set (FV, X FVP), = {(fi(ey), f2(dy)) € FV, x FVP | SI(f., f2) =
true} serves as a basis to extend the accuracy specification to feature values as follows:
S/(U: (FV, X FVP?), - {true, false},
SI7(fileo), £ (dD) = 857 (fi(e), fP (dy))

To highlight the diversity of accuracy defects, we continue with the example of the “Data entry

(I11)

error” from Table 2. Here, the actual temperature of 39 degrees of a patient was semantically
imperfectly stored as 38 degrees. This is an accuracy defect according to Specification (III). If a
nurse recognizes this accuracy defect and attempts to correct it but accidentally stores an addi-
tional patient record with the corrected temperature, a duplicate is created. This constitutes an
additional DQ issue. In addition, there is still an accuracy defect, now in the form of contradicting
values of the two records. More precisely, for both records, the data representing the temperature

value can be assessed with Specification (III), but only one value is true with respect to 8£v and
thus does not exhibit an accuracy defect.

In contrast to accuracy, the DQ dimension currency is understood as time-related in DQ literature
[13, 49, 90]. Hence, for the respective specification, the definitions for time and time-related

8 Note that Specification (I) (and the following) can serve as a basis for both measuring accuracy in a world under
certainty and a world under uncertainty. Grounded on Specification (I) different DQ metrics can be defined, where
entities and data representations are known by certainty (i.e., e, d are known) or parts of e and d are unknown (e.g.,
e has to be indicated by probabilities). In this way, Specification (I) defines what is meant by accuracy, and not how
it can be measured.
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aspects (cf. Definitions 4, 6 and 7) have to be taken into account. The DQ dimension currency is
defined as follows:

Definition 9 (Currency). For two points in time t, < t;, a data representation of an entity/fea-
ture/feature value is current at t; if the data representation —which was indeed accurate at ty—

is still accurate at t;.

In this sense, the currency specifications for entities, features, and feature values defined in the
following are generally based on the respective accuracy specifications (cf. Specifications (I),
(IT) and (I1D)).

The set of entities and data representations for which currency is considered is given by
(Er, X D) = (v, d¢,) € E, X Dy, | 8£(er,,dy,) = true} (cf. Definition 9). On this basis,

the currency specification regarding entities is defined as follows:

S&ty: (Be, X D)@ = {true, false}, Sy, (er,, de,) = S5 (g, de,) Iv)

To specify currency for data representation features, the currency of the corresponding data rep-
resentations in the sense of Specification (IV) is an obviously necessary precondition. Hence,

the set of pairs of features for which currency is considered is given by (F X F}Z)Z‘) =
{(for, f2) € Foy x FP | SE, (er,,dr,) = true AS) (fi,, f2) = true} (cf. Definition 9). On

this basis, the currency specification for features is defined as follows:

St (Fey X FRYQ - {true, false}, S, (fi,, f2) = 8] (i, £2) V)

Finally, to specify currency for data representation feature values, the currency of the underlying
data representation features in the sense of Specification (V) is an obviously necessary precon-
dition. Hence, the set of pairs of feature values for which currency is considered is given by

S { v ( fto (eto), ftf)’ (dto)) = true} (cf. Definition 9). On this basis, the currency specification for
feature values is defined as follows:

ng,_fo: (FV,, X FVP 2" - {true, false},

SEy (fua(ee) f2(de) = 817 (fry (ee), £2(dy))

To illustrate the specifications of currency, we again refer to our running example and consider

(VD

the feature “Temperature” concerning “Mary Smith” (cf. Figure 2). Since the data “36.5” agrees
with the actual feature value at t, in the sense of accuracy (cf. Specification (III)) and the cur-
rency of the underlying data representation feature is given (cf. Specification (V)), the pair of
feature values at t; is part of the set (FV;, X FV )20. Thus, we can consider its currency at t;.
Accuracy of the data at t; in the sense of Specification (III) is not given, as the actual temperature
changed from “36.5” to “39.2” while the data did not change. Thus, the data is regarded as not
current with respect to t,. While previous literature has focused on this case of changes in the
entity state space, our specifications highlight that currency defects may also be caused by
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changes in the data state space. For instance, currency also does not hold for the value of the
feature “Glucose” of “John Stones”, as the value was (wrongly) changed from “145” to “183” in
the database (e.g., caused by a measurement error), while the actual feature value changed from
“145” to “140”. In both cases, regardless of the underlying type of event-based state transition
(i.e., in the entity state space, data state space, or both), noncurrent data would impede an optimal
treatment for the ICU patients.

4 Literature-based Analysis

In a first step, we analyze the proposed specifications for the DQ dimensions accuracy and cur-
rency in terms of scope. More precisely, we examine whether the provided specifications indeed
cover all DQ defects from literature that are related to accuracy and currency. As illustrated in
Figure 1, DQ defects disrupt the representation of entities by data. DQ dimensions characterize
this representation and thus, disruptions of the representation related to the respective dimension
should be covered by the corresponding specification. Hence, the proposed specifications of ac-
curacy and currency should be able to cover a large variety of DQ defects to exhibit a broad
scope of our contribution.

DQ defects have been recognized and discussed intensively in literature [54, 55]. Therefore, we
systematically searched the literature for relevant works describing DQ defects in a first step. On
this basis, we identified DQ defects related to the DQ dimensions accuracy and currency. Then,
we proceeded by evaluating which of these DQ defects are indeed covered by the proposed spec-
ifications. In the following, these steps are presented in detail.

4.1 Search for Relevant Papers Describing Data Quality De-
fects

Without posing a temporal restriction, we searched the databases ACM Digital Library, AIS Li-
brary, Google Scholar, IEEE Xplore, ScienceDirect, Springer Link and Wiley for search terms
such as (“data defects” AND “data quality”) or (“data problems” AND “data quality”). For search
terms where the number of results was exceedingly large, we restricted the search to the first 300
results per database. The resulting 2,711 works were manually screened based on title, abstract
and, if necessary, full text, to determine whether or not they describe concrete DQ defects. Over-
all, we identified 98 relevant works. These works discuss DQ defects not only with respect to
the domain of IS, but also in various other fields such as computer science (including sensor
technology), business, finance, biomedicine, and medicine. A list of all works (referred to as 1-
98 in Table 3) is provided in Appendix A.1.

4.2 Identification of Data Quality Defects Related to Accuracy
and Currency

We extracted descriptions of DQ defects from the identified 98 papers, summarizing equivalent
descriptions from different papers. This led to a list of 94 descriptions of different DQ defects.
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Four researchers independently from each other classified these descriptions as being related to
either “accuracy”, “currency” or “not relevant”. To analyze intercoder reliability we consider
Krippendorft’s Alpha and Fleiss’ Kappa as well-known and commonly used measures which
factor out agreements by chance [72]. The results of 0.687 for Krippendorff’s Alpha and 0.686
for Fleiss’ Kappa are evidence of “substantial” agreement [58]. Disagreements were discussed
by the raters to reach consent. In total, 52 relevant DQ defects were identified. These are pre-
sented in Table 3 together with the related DQ dimension (“A” for accuracy and “C” for cur-

rency).

4.3 Assessment of our Specifications of Accuracy and Currency

We further assessed which of the 52 identified DQ defects from literature are indeed covered by
our specifications. An in-depth examination of these DQ defects revealed that it is possible to
categorize them into seven Groups i-vii) to allow a group-based, more efficient assessment com-

pared to an assessment of each single DQ defect. These are shown in the column “Groups” in
Table 3.

DQ defect [Paper number(s) without the prefix “A” (cf. Appendix A.1)] gl?n Groups
Attributes containing attribute values or vice versa [39, 81] A i

Circularity in a self-relationship [62, 69-71] A
Coded wrongly or not conform to real entity [25, 36, 42, 64, 89-90, 92] A i
Data entry errors [4-5, 7-8, 16, 23, 34, 38, 41, 46-47, 51, 55-58, 64, 67-68, 75-76, 78, 80, 83, A

85, 88, 97]

Different data for the same entity across multiple databases [20, 38, 41, 47, 55, 57, 67, 75-76, A i
78, 87-89]

Distillation errors [41] A i
Domain violation / Values outside domain range / Set violation / Interval violation [4-5, 8, 14, A i
16-17, 26-27, 33-34, 36, 50, 53-55, 57, 60-62, 65-66, 69-71, 73, 79-81, 89-90, 95-96, 98]

Illegal / Implausible values [25, 34, 36, 39, 53-54, 59, 65, 74, 86, 94, 96] A i
Inconsistent duplicate tuples / Inconsistent data / Contradicting records or values [5, 9, 16-20, A i

23,26-27, 30, 32, 35-36, 38, 44-45, 47, 50, 52-55, 61-62, 64, 66, 69-71, 74, 77-81, 83, 85-90,
95]

Inconsistent spatial data” [5, 8, 55, 57, 79] A i

Incorrect / Erroneous / Manipulated values / attributes [6, 8, 10-13, 15-20, 22-23, 25-29,34- A i
35, 37-39, 44-45, 49-50, 52-53, 55-56, 58-60, 62, 64-65, 67-70, 72-74, 79-80, 82, 84-88, 90-
91, 93, 96]

Incorrect (temporal) reference [5, 16, 26-27, 36, 39, 44, 48-50, 59-62, 65, 69-70, 72, 74, 83, A 1
87,90]

Inference rule violation / Factual error / Denial constraint violation [45-46, 50, 89, 98] A 1
Key dependency violation [27, 46, 50-51, 62, 89] A i
Measurement errors [2, 11-12, 20, 25, 34-35, 38, 41, 43, 46, 59, 63, 67, 79-80, 86, 89] A i

* These DQ defects are not precisely defined by the listed works. Thus, the defects can be caused by inaccurate data
(defect related to the DQ dimension accuracy) or missing data (defect related to the DQ dimension completeness).
As the DQ dimension completeness is out of scope for this analysis, the focus is on the respective part of the DQ
defects related to accuracy.
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Misfielded values / Entry into wrong fields [3, 5, 8, 27, 30, 36, 46, 51, 54-55, 60, 62, 71, 74, A i
79-80, 85, 90, 94, 96-97]

Misspellings / Grammar errors / Invalid characters / Character alignment violation [1, 4-6, 8, A i
15-16, 21, 27-28, 30, 36, 51, 53, 55, 60, 62, 65-66, 69-71, 74-80, 83, 90, 96-98]

Referential integrity violation [4-5, 8, 10, 16, 26-27, 36, 47, 53, 55, 60, 62, 64, 66, 69-71, 73-
74, 78-81, 89-90]

Semantic (temporal) integrity violation [48, 50, 54, 61, 88, 96]

>

(Temporal) conditional inclusion dependency violation [48, 50]
(Temporal) inclusion dependency violation” [45, 48, 50]
Temporal notion constraint [48]

(Temporal) transition constraint violation [47-48, 50, 54, 65]

Unique value violation [1, 5, 8, 16, 26-27, 29, 36, 53, 55, 60, 62, 69-71, 74, 78-81, 85, 89-90,
96]

Violation of business domain constraint [8, 16, 26, 48, 62, 66, 69-71, 96, 98]
Violation of (temporal) conditional functional dependency [39, 45, 48, 50, 84, 90, 95]

Violation of (temporal) functional dependency / attribute dependencies [4, 5, 8, 16,26-29,45, A i
48, 50, 53, 60-62, 65-66, 69-71, 74, 78, 80, 84-85, 96-97]

Wrong data due to lack of concurrency control / proper crash recovery [4, 38, 55, 80, 86] A i

> > >

> | >

Wrong data type [1, 5-6, 8-9, 17, 29, 34, 36, 51, 53, 55-56, 58, 60-62, 65-66, 69, 71, 74,76, A i
79-80, 83, 85, 89-90, 95-98]

Wrong derived-field / Wrong data among related attributes, information quality contamination A i

[7, 16, 18, 33, 36,47, 55, 62, 64, 73, 80, 87, 96-97]

Wrong categorical data [5, 8, 55, 69, 80] A i/iii®
Sequence constraint violation [48, 72] A i/iv!0
Cardinality constraint violation® [27, 48, 50] A ifvh
Cardinality ratio violation” [48, 50] A ifv!!
Integrity constraint violation” [66, 94] A i
Invalid tuples [66] A ifvi?
Meaningless / Undocumented / Empty sense data [17, 19, 27, 32, 62, 71-73, 75-76, 91, 98] A ivh
Abbreviations / Truncated values [5, 8, 17, 34, 36, 53, 55, 57, 62, 65-66, 73-74, 79-80, 83,97] A ii
Imprecise / Cryptic data [4-5, 11, 13, 27, 33, 36, 50, 52-53, 62-63, 65-67, 70-71, 73-74, 80, A il
89]

Incomplete context [5, 8, 43, 55, 73, 79, 96] A ii

9 If this DQ defect is caused by inaccurate data (e.g., “out of category range data” [55]) it is categorized into Group i);
otherwise (i.e., if it is caused by the misuse of a feature, e.g., “wrong abstraction level” of categorical data [55]),
it is categorized into Group iii).

10 This DQ defect occurs if identity seems to hold for two data representations with respect to the same entity and
data representing the feature values of this entity is the same but a given rule claims it should be different or vice
versa. If this violation occurs because identity with respect to the entity does not actually hold for one of the data
representations, the DQ defect is categorized into Group iv); otherwise (i.e., if the violation of the rule is caused
by inaccurate feature values), it is categorized into Group 1).

' These DQ defects refer to the violation of integrity rules. If the violation is caused by inaccurate data, the DQ
defect is categorized into Group 1); otherwise (i.e., if the data should not exist at all), it is categorized into Group v).

12 This DQ defect refers to data that “do not represent valid entities” [70]. If this is the case because there is no entity

for which identity holds, the DQ defect is categorized into Group v); otherwise (i.e., if there exists an entity for
which identity holds, but the data is not “valid”), it is categorized into Group 1).

13 If this DQ defect occurs with respect to features or feature values, it is categorized into Group i); otherwise (i.e.,
if it occurs with respect to entities), it is categorized into Group v).
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Ambiguous data [7, 16, 23, 26, 53, 57, 60, 62, 69, 79, 90-91, 96] ii/iii/iv4
Disjoint subdomains [50] il

Domain schizophrenia [18] il

> > >

Heterogeneity of aggregation / abstraction / granularity / Different scaling [4, 9, 22-23, 27, 31, iii
33-34, 36, 48-50, 53, 55-56, 60, 62, 66, 71, 74, 78-79, 90, 95]

Heterogeneous reference calendar [48]

>

iii

>

Heterogeneous representation of intervals [48] il

Approximate duplicate tuples [5, 9, 16, 19, 26-27, 30, 36, 46, 48, 52, 55, 62, 66, 69-71, 74, A iv
77, 80-81, 89, 96]

Heterogeneity in time reference [11, 20, 27, 36, 55, 57, 60, 66-67, 74, 78, 80] C vi

Outdated (temporal) data [2-5, 8, 10, 15, 23-24, 27-29, 33, 35-36, 40, 43-46, 52, 55-56, 60- C vi
64, 71-72,75-77,79, 83, 85, 87, 90, 93, 95, 98]

Outdated reference [4-5, 27, 35, 44, 71, 87, 90] C vi
Coalesced tuples [48] C vii
False state tuple [48] C vii

Table 3. Data Quality Defects Discussed in Literature

For illustration purposes, we present two frequently mentioned DQ defects in the context of our
running example. First, the DQ defect “Data entry errors” has been mentioned in 27 of the 98
analyzed papers and is related to accuracy. For instance, this DQ defect occurs when a patient’s
body weight is not captured accurately in an IS because of a typo. Second, the DQ defect “Out-
dated (temporal) data” has been mentioned in 41 of the 98 analyzed papers and is related to
currency. When the clinical diagnosis of a patient changes and this change is not accurately gath-
ered in the database, the stored data on the patient’s clinical diagnosis becomes outdated.

An analysis of the 52 DQ defects identified in literature and their categorization into the seven
Groups i-vii) shows that they are indeed covered by our specifications of accuracy and currency.
Detailed, formal proofs for each group are provided in Appendix A.2. For example, all DQ de-
fects in Group 1), which comprises DQ defects where data representations of feature and feature
values do not agree with the feature/feature value in the entity state space, are proven to yield
false in Specifications (II) or (III), respectively, and thus are covered by our specifications.

Linking DQ defects to specifications of DQ dimensions in this way provides a deeper under-
standing of DQ defects in literature that are partly described in an imprecise or ambiguous way
(cf. * in Table 3). The specifications of accuracy and currency enable a systematic analysis of
DQ defects discussed in existing work and provide a clear delineation of what constitutes a DQ
dimension—that is, which types of DQ defects fall within a given dimension and which do not.
Moreover, our specifications allow to identify additional DQ defects which have not yet been
considered by existing literature (cf. Section “Discussion and Implications”).

14 If this DQ defect occurs with respect to feature values, it is categorized into Group ii), if it occurs with respect to
features, it is categorized into Group iii) and if it occurs with respect to entities, it is categorized into Group iv).
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S5 Mathematical Analysis

In this section, we provide a mathematical analysis of our theoretical foundations and specifica-
tions of DQ dimensions. This mathematical analysis establishes a provable foundation that sup-
ports and generalizes the empirical systematization of DQ defects outlined above. It is structured
as follows: First, for a given time interval we provide a systematical analysis of possible cases
of changes in the entity state space and the digital state space and their respective effects on
accuracy over time. Clarifying which of these cases are addressed by currency, we delve into the
relation of accuracy and currency. Second, by splitting the considered time interval into smaller
parts, we examine these cases in greater detail, providing a combinatorial view on sequences of
multiple consecutive changes over time. In particular, we analyze the interplay between accu-
racy, currency and event-based state transitions.

In order to examine the relation between accuracy and currency, we fix two points in time t, <
t, and consider data f, (d,) representing f;(e;) such that (f;(e.), f(d;)) € (FV; X FV®) , for
each t € [t,, t;]. To systematically analyze state changes from t to t;, we consider all possible
cases regarding how the feature values f; (e;,), f, (e;,) and data ftlg (dto), ft? (d¢,) could differ.
Note that focusing on the level of feature values here is without loss of generality, given that
identity holds (cf. Definition 4) for respective pairs of entities or features (the results are analo-
gous).

Table 4 shows a list of all cases of state changes from t; to t;. Each of these cases is given a

label from L1 to L14, which indicates whether there is a change in the entity state space (i.e.,
ft,(er,) # ft,(er,)) and/or a change in the data state space (i.e., ftlg (de,) # ftll) (d¢,)) as well as

whether accuracy is given at t, (i.e., S{v (fto(eto),ftg(dto))=true) and/or t; (ie.,

S 1{ v ( ft, (et 1), ftﬁ’ (dt 1)) = true), respectively. The table covers all 16 cases potentially leading
to an accuracy and/or currency defect, as every combination of change in the entity state space,
change in the data state space, accuracy at t, and accuracy at t, is considered. However, the two
combinations with no change in the entity state space and no change in the data state space but
different accuracy at t; and at t, cannot occur (the mapping 8£”: FV, x FVP - {true, false}
yields the same result for the same pair of feature values over time). Thus, the 14 cases listed in

Table 4 form a complete basis for the systematic identification of all possible types of accuracy
and currency defects.

As a first result, for each of these cases, we are able to derive whether currency of the pair of
data (f, (et 1), ftll) (dt 1)) is defined at all and whether it holds (cf. last column of Table 4).
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Change in | Change in
. Currency at t;
Label | the entity the data Accuracy at t Accuracy at t; ]
with respect to ¢,
state space | state space
L1
L2 X X ,
Given Holds
L3 X
L4 X Given
L5 X X
L6 X Not given Does not hold
L7 X
L8 X X
L9 X Given
L10 X
L11 Not given Not defined
L12 X X )
Not given
L13 X
L14 X

Table 4. Schematical Consideration of State Changes over Time

As a direct consequence from the definition of (FV,, X F thz )20, currency is defined if and only

if accuracy at t; is given (cf. cases L1 to L7). With respect to these cases, currency holds if and
only if accuracy at t; is given (cf. cases L1 to L4). On this basis, we can examine the relation
between the DQ dimensions currency and accuracy in a rigorous way: One immediate insight
illustrated in Table 4, which follows from Specifications (III) and (VI), is that currency implies
accuracy. What distinguishes the two dimensions is the fact that currency is only defined for
cases where accuracy at t is given (cf. Specification (VI) and Table 4). This establishes currency
as an extension of accuracy subject to a temporal condition.

Table 4 can also serve as a basis to systematically identify types of DQ defects, in particular with
respect to the cases L5, L6 or L7. However, if DQ defects result from (patterns of) multiple state
changes over time, their identification requires a more elaborate analysis.

Hence, we proceed with a combinatorial view of state changes over time to analyze situations
where one state change succeeds another. We consider three points in time t, < t;, < t.in [tq, t1]
and define the intervals I; := [tq, tp], I == [tp, t.] and the combined interval I3 = [t,, t.]. Ap-
plying the schema of Table 4 to these three intervals yields the labels [, [}, and [, from L1 to L14
for the respective cases (cf. Table 4). Further, we write [. = [, * [, to denote that [ is the com-
position of [, and [,. Knowing only [, and [, might not be sufficient to fully determine [., we
are however able to determine the set of all possible values for [. based on the combinatorics of
changes given in Table 5.
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l
] “ | No Change Change
b
No Change | No Change Change
Change Change | No Change/Change

Table 5. Combinatorics of Changes in the Event State Space or Data State Space

For example, in a first scenario, a change in the event state space in the interval I; is reverted by
a second change in the interval I, such that there is no change in the event state space for the
interval I5. In a different scenario, the second change in the event state space does not revert the
first one, which leads to a change in the event state space in I3 and thus to a different label [..
These kinds of considerations yield a partial multivalued mapping, which is shown as a linkage
table in Table 6. Here, the entry of the row [, and the column [, in the array lists all possible
values for [, = [, * ;. For example, L8 * L6 might be L12 or L14, which means that a state
change with label L8 followed by a state change with label L6 can yield a state change of type
L12 or L14, depending on the two scenarios described above. Note that half of the compositions

are not feasible, because they would imply different values for accuracy at t,,.

Ly

l L1 | L2 L3 L4 L5 L6 L7 L8 L9 | L10 | L11 | LI2 | LI13 | L4
a
L1 L1 L2 L3 L4 L5 L6 L7 - - - - ; ; -
L1/L2/ L5/ L6/
L2 | L2 |(3qs|L2L4|LyL3| 07 | LS/LT [ LS/L6 | - - - . ; ; .
3 | L3 |LoL4|LyLa| L2 [Ls/L7| L6 L5 - - - - ; ; -
Lsa | L4 [L2/L3| L2 [LUL4|L5/L6 | LS L7 - - - - } : -
L8/ L9/ L11/L12/
L8 | L8 | ;o |L&/LIO|L&/LY |/ o LI LI4LIYLI3 - - - - ; ; -
Lo | L9 [L&/Lio] Lo L8 [L12/L14[L11/L13[ LI12 - - - - ; } -

L10 L10 | L8/ L9 L8 L10 |L12/L13| L12 |[L11/L14 - - - - - - -

Ls ] ] ; ) ] ; - ]ig//]ii/ L2/L4 | L2/13 | LS L5£7L6/ L5/L7 | L5/ L6
P - - 5 N - : T (L4 |L/3| 12 | 16 |7 | L6 | Ls
e - - N - - 5 T 3| L2 |t/ 17 | e | Ls | L7
| - - 5 N - : - 8 | 19 | Lo | Lil | L2 | L3 | L4
s |- ] ] ; i ; - LBL/I%W L8/L10| L8/L9 | LI2 LLIIE//LL]&/le/letm/Lls
sl - - N - - 5 T [L8/L10] 19 | L8 | L13 |LIZLI4LIULI3| Li2
s | - - N - - : T |L8/19| L8 | L0 | L4 [LiZ/LI3] L2 [LI/LI4

Table 6. Composition of State Changes

Assessing these time intervals also enables to apply the analysis to event-based state transitions
(cf. Definition 6). We can apply the mapping (cf. Table 6) iteratively for more than two intervals
whereby the composition is associative. In particular, the composition of state changes yields a
recipe of how to affiliate a state change between ¢, and t; to the event-based state transitions at
points in time between t, and t;. More precisely, for every state change [ between t, and t, the
event-based state transitions between t, and t; correspond to state changes with labels [, ..., I3
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such that [ = [, * ... x l3;. This higher level of granularity allows for a careful identification of
causes of DQ defects which involve certain patterns of multiple state changes over time.

The above considerations enable a precise description regarding the interplay of accuracy, cur-
rency and event-based state transitions: Let [ € {L5, L6, L7} be the label of a state change from
to to t; and consider the sequence of event-based state transitions with corresponding labels
lg -, lzr such that I = [, * ... * l3. We call the last index value I (in the ordered index sequence
(a,b,c,...,1,..., 7)) such that I, € {L5,L6, L7} the actuator of l. In other words, the actuator
affiliates a state change from ¢t to t; where currency does not hold at t; to the event-based state-
transition at the last point in time t € [t, + h, t;], where the accuracy at t — h was given, but the
accuracy at t is not. Table 6 can be used to verify that the actuator is well-defined: If L5, L6 or
L7 is written as a product of two labels, one of these labels has to be an element of {L5, L6, L7}
as well. Applying this observation iteratively yields the same result for the sequence [, * ... * [4.

Note that the label of the actuator does not have to agree with [. For example, Table 6 shows that
there could exist a state transition of type L2 followed by a state transition of type L7 such that
the resulting state change is of type L6. In this case, we would get [ = L6, but the actuator would
be I, = L7. For example, this case occurs when the temporary transfer of a patient to another
ward for an examination (affecting the entity state space) is recorded accurately in the data at
first (this yields label L2, cf. Table 4), but the ward transfer is reverted in the data before the
examination and the stay in the other hospital ward actually end (this yields label L7, cf. Table
4). In combination, there is a change in the entity state space but no change in the data state space
(this yields label L6, cf. Table 4). This example highlights how our mathematical analysis enables
the formal systematization of DQ defects, expanding upon the empirical systematization pro-
vided by our literature-based analysis.

6 Discussion and Implications

Theoretical foundations for DQ are crucial to cope with DQ dimensions and DQ defects in re-
search and practice. The coherent foundations introduced in this paper to specify the DQ dimen-
sions accuracy and currency allow for a rigorous analysis and discussion of the DQ dimensions
themselves, their relation and associated DQ defects. As a result, a systematic understanding of
DQ dimensions and DQ defects is provided. In the following, we will elaborate on four aspects
in more detail:

First, our theoretical foundations serve as a valuable basis for both the discussion of DQ in
research and the precise specification of DQ dimensions.

Our theoretical foundations for DQ are based on recognized literature and provide formal and
coherent definitions. They substantially extend existing foundations in three important aspects:
(a) The theoretical foundations expose in depth what is meant by both, the intrinsic perspective
on DQ grounding on facts and the representation of entities by data characterized by different
DQ dimensions; (b) by aiming attention at data representations, they take a data-oriented view
being the core of DQ; (c) they include a detailed structure of the considered data (referring to
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entities, features and feature values), allowing a detailed specification of DQ dimensions. Thus,
the theoretical foundations not only enable the proposed specifications of accuracy and currency
but also provide a valuable grounding for further DQ dimensions such as consistency. For in-
stance, if (semantic) consistency is defined as the absence of contradictions between considered
data based on a rule set [43], the relation between consistency and accuracy can be analyzed
formally (e.g., is consistent data always accurate and vice versa).

Second, we establish precise specifications of the DQ dimensions accuracy and currency also
covering the levels of entities and features.

Literature provides many definitions for accuracy. For instance, Wang and Strong [92] define
accuracy as “the extent to which data are correct, reliable and certified”; Ballou and Pazer [9]
state that data is accurate when the data values stored in a database correspond to real-world
values; further, Sicari et al. [88] define accuracy as the degree of the similarity of a measured
value to some other value that is considered true. At their core, many existing definitions of
accuracy focus on a juxtaposition of a data value and an ideal value that usually is seen as its
real-world counterpart. However, it is not precisely specified when this juxtaposition is regarded
as an agreement (i.e., under which formal condition the data value is regarded as accurate; cf.
also [40]). Yet, a rigorous understanding of this agreement and when it is broken by DQ defects
is a crucial foundation for the scientific discourse about accuracy and other DQ dimensions. In
addition, existing specifications of accuracy do not reveal the concept of identity. Thus, DQ de-
fects from literature which stem from a lack of identity (e.g., DQ defect “Meaningless / Undoc-
umented / Empty Sense Data” in Table 3) are not covered by existing specifications. Moreover,
our theoretical foundations comprise structural characteristics regarding entities, features, and
feature values. This allows to precisely specify accuracy not only with respect to feature values
(as common in existing definitions), but also with respect to entities and features. This way, all
DQ defects from literature related to accuracy are covered (cf. Groups i-v) in the Section “Liter-
ature-Based Analysis™).

While definitions of accuracy in literature coincide to some extent, many definitions of time-
related dimensions agree neither in terms of terminology nor in terms of notion. As Batini et al.
[13] recognize, major time-related dimensions are referred to as currency, timeliness and vola-
tility [22, 49]. For instance, Jarke et al. [48] and Bovee et al. [16] define currency as the age of
data (i.e., the time since its last update) and volatility as the frequency of changes to the repre-
sented feature values. Indeed, information about the time since the last update of data and the
frequency of changes to feature values can support the measurement of currency but should not
be part of a definition / specification of currency (i.e., what is meant by currency and not how it
is measured). The definitions by Wang and Strong [92], Liu and Chi [62], and Sicari et al. [88]
are also based on the age of data, and thus, the same argument applies. Moreover, the definition
of timeliness by Wand and Wang [90] refers to the delay between the change of feature values
and the resulting modification of the corresponding data. However, being able to specify cur-
rency is all the more important if there is no such resulting modification. The specifications of
currency proposed in this paper avoid such issues and are generally applicable, because they do
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not depend on the existence of any change to the data state space or the entity state space. More-
over, they do not only cover currency of feature values but also define currency of features and

entities.

Besides, our work also supports researchers by enabling to compare and potentially harmonize
existing definitions in the literature. Indeed, based on our foundations and specifications, existing
(groups of) DQ definitions can be compared and it can be assessed whether they cover different
DQ defects and state changes, and which context they address. To demonstrate this, a first ex-
ample analysis in Table 7 shows how our work allows to scrutinize existing definitions of cur-

rency.
Group of Group of
. Ballou et al. [10], Pernici | Heinrich and Klier
Data Quality Defect Context .
and Scannapieco [79], [41], Zak and Even
Pipino et al. [81] [97]

Heterogeneity in time | Feature values with fixed shelf life X X
reference Feature values without fixed shelf B X

life
Outdated (temporal) | Features - -
data Unchanged  with fixed shelf life X X

feature values without fixed shelf

life -

Updated feature values - -
Outdated reference | Feature values with fixed shelf life X X

Feature values without fixed shelf 3 X

life
Coalesced tuples - -
False state tuple - -
Entity change not re-
flected - -
Inaccurate update - -

Table 7. Exemplary Analysis of Existing Currency Definitions

Our analysis shows that in their seminal work, Ballou et al. [10] cover the currency defects “Het-
erogeneity in time reference”, “Outdated (temporal) data” and “Outdated reference” when de-
fining currency (in their terms, timeliness). More precisely, they focus on the currency of feature
values for cases where the (maximum) timespan for which the feature value remains accurate
(“shelf life”) is fixed and the stored data remains unchanged. Similar definitions are proposed
by, for instance, Pipino et al. [81] and Pernici and Scannapieco [79]. Further, our analysis yields
that the definition of Heinrich and Klier [41] covers the same three currency defects, but in ad-
ditional contexts (feature values without fixed shelf life). Their view is taken up by, for instance,
Zak and Even [2017]. Further currency defects such as “Coalesced tuples” and “Entity change
not reflected” are not covered by these definitions.

Moreover, even though our specifications of DQ dimensions are clearly separated from the as-
sessment of DQ, our work supports the evaluation of DQ metrics. Given the analysis of defini-
tions in Table 7, existing currency metrics based on these definitions can be scrutinized revealing
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the opportunity for benchmarking (groups of) DQ metrics. For instance, the metrics by Heinrich
and Klier [2015] and Zak and Even [97] can be applied in the same contexts regarding Table 7.
This allows a comparative evaluation based on public datasets comprising different currency
defects (e.g., the National Long-Term Care Survey datasets [68] or the MIMIC dataset [53]) to
reveal their performance (e.g., true positives, false positives etc.) for each of these currency de-
fects. Thus, benchmarking of DQ definitions and metrics and replicability of results using public
datasets is enabled, which is important to document the progress of DQ research in IS. Further
and from a practical perspective, the assessment and selection of DQ metrics for concrete appli-
cations is supported, since the metric that is most suitable for the application context at hand can
be chosen.

Finally, based on our mathematical analysis and the discussed state changes, it can be shown that
all currency metrics based on definitions presented in Table 7 focus on case L6 (changes in the
entity state space) only, thus disregarding the cases L5 (changes in the entity state space and the
data state space) and L7 (changes in the data state space), which leads to currency defects not
covered by these metrics. In fact, extending the analysis presented in Table 7 to further currency
metrics exposes that there are several currency defects which are not covered by any existing
metric (e.g., “False state tuple”, “Inaccurate update™). Thus, a further result of our work is the
need for the future design of novel currency metrics or the extension of existing metrics which
provide sound assessment of DQ and decision support in contexts where these currency defects
occur.

Third, the relation between accuracy and currency including the interplay between accuracy,
currency, and event-based state transitions is rigorously examined.

The relation between accuracy and currency has already been discussed in literature. For in-
stance, Scannapieco et al. [85] mention that “noncurrent data are often perceived as not accurate”
and Zak and Even [96] point out that “as data becomes less current it is also likely to become
less accurate”. Other works indicate a similar relation [e.g., 89]. Our formal specifications enable
a well-founded examination (cf. Section “Mathematical Analysis”) yielding clear results: Cur-
rency is only defined for cases where accuracy at a former point in time is given and currency
implies accuracy (i.e., if currency holds at a point in time, so does accuracy). Regarding the
interplay between accuracy, currency and event-based state transitions, our examination further
reveals that each currency defect is caused by an event-based state transition (the actuator) re-
sulting in inaccurate data. This event-based state transition can be associated to a change in the
entity state space (case L6), a change in the data state space (case L7), or a combination of both
(case L5) which is not obvious from the currency defect itself. This result sheds light upon the
interplay between accuracy, currency, and event-based state transitions. Overall, our insights
constitute a first but important step to disentangle the relation between accuracy and currency
and contribute to an improved understanding of both DQ dimensions.

As an example of how event-based state transitions can serve as a basis to address currency
defects, we analyzed the mortality prediction task outlined above. We built on the data and ML
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pipeline proposed by Harutyunyan et al. [38] and published in the respective benchmark reposi-
tory.!> Our main idea was to use our specifications to model drug administration as a DQ-related
event that induces state transitions (cf. Definition 7) by changing the values of the clinical fea-
tures affected by the respective drug. Note that, with regard to the dataset, this event is only one
of many DQ-related events but it is one we analyzed systematically and in depth on the basis of
the proposed specifications and state transitions. To incorporate the impact of this DQ-related
event, we additionally extracted data son drug administrations from the raw data of the MIMIC
dataset [53]. As examples, we selected the drugs Insulin, Acetaminophen, and Hydralazine be-
cause of their frequent administration and their clear effect on glucose, temperature, and diastolic
blood pressure, respectively, but other drugs could be used analogously. Based on the training
data (as provided by the benchmark) and the drug administration event data, we used automated
rule extraction to model event-based state transitions (details provided in Appendix A.3). For the
challenging and high-stakes task of mortality prediction, this way of modeling only one DQ-
related event resulted in a recall of 41.8% for patients receiving at least one of these drugs. In
contrast, not considering event-based state transitions for addressing currency defects (i.e., just
“filling forward” old data) led to a recall of just 36.4% for these patients, meaning that proper
addressing of currency defects based on our theoretical foundations improved recall by 5.4 per-
centage points (~15% relative increase). At the same time, precision rose to 69.7% (from 62.5%),
F1-score increased to 0.523 (from 0.460), and overall accuracy improved to 89.9% (from 88.7%)).

Thus, in practical use as well, our examination of state changes in Tables 4, 5, and 6 may serve
as a promising basis for analyzing patterns of DQ defects. For instance, if a large amount of data
in an IS is found to not hold currency, it can be analyzed which patterns referring to the cases
L5, L6, and L7 mainly occur, and what the actuator is. This supports to pinpoint causes of cur-
rency defects and to enact goal-oriented DQ improvement measures. In case the analyzed actu-
ator is of type L6 (i.e., the entity state space changes, but data is not updated accordingly in the
database), for instance, customers can be motivated and incentivized to check and update their
data when they login to the customer portal. In case the actuator is of type L5 (i.e., changes in
the entity state space are updated in the database but not accurately, for instance, because of
typos), processes to capture and gather data have to be examined. In case the actuator is of type
L7 (e.g., the primary cause of currency defects is database integration), the related procedures
such as schema matching may be revised. Indeed, currency defects are not caused in a univariate
way. But the presented systematic of state changes and actuators can support organizations to
identify their major causes for poor accuracy and currency. Further along this thought, patterns
of state changes and actuators can also be used in a forward-looking way. For instance, such a
pattern may reveal that in a customer database the feature value “teacher” of the feature “working
status” regularly becomes noncurrent at the age of 65 in a certain country, as these teachers retire.
Based on such a pattern, automatically generated proposals to update data can be generated sup-
porting to ease poor DQ in databases.

13 https://github.com/Y erevaNN/mimic3-benchmarks
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Literature
Gap

Novel Group of DQ
Defects (Descrip-
tion)

Example (Healthcare Database)

Example (Customer Database)

Existing lit-
erature does
not cover
currency de-
fects on the
entity level

Changes due to
event-based state
transitions which af-
fect an entity and/or
its data representa-
tion result in inaccu-
rate data.

This group of DQ
defects on the entity
level covers not re-
flected entity
changes (missing up-
dates), inaccurate
record data integra-
tion, false updates
over time and so on.

Data representing the entity “Mary
Smith” has been accurate at t, as
the entity “Mary Smith” is an in-
patient of the hospital and the data
representing “Mary Smith” is con-
tained in the relation “inpatients”
of the hospital’s database. In case
Mary Smith leaves the hospital
later on while the respective data
representation ‘“Mary Smith” is
not removed from the relation “in-
patients”, currency at the entity
level does not hold anymore at a
later point in time t;. For the hos-
pital, this could result in Mary
Smith being wrongly scheduled
for medical procedures in the hos-
pital — whereas she is also
wrongly not considered for crucial
outpatient follow-up care.

Data representing the entity “Anna
Williams™ has been accurate at t,
as the entity “Anna Williams” is a
prospective customer (lead) of the
company and the data representing
“Anna Williams” is contained in
the relation “leads” of the com-
pany’s database. In case Anna
Williams buys her first products
later on while the respective data
representation “Anna Williams™ is
not moved from the relation
“leads” to “customers”, currency
at the entity level does not hold
anymore at a later point in time t;.
For the company, this could result
in Anna Williams being wrongly
selected for specific acquisition
campaigns for leads instead of in-
tensifying her customer relation-
ship.

Existing lit-
erature does
not cover
currency de-
fects involv-
ing changes
of both en-
tity state
space and
data state
space

After changes of
both the entity state
space and the data
state space, the data
representing an en-
tity/feature/feature
value is not accurate
anymore.

This group of DQ
defects covers inac-
curate updates such
as cascades of fea-
ture value updates,
inaccurately updated
feature values due to
data integration, (de-
liberate) manipula-
tion of the data over
time and so on.

The data “14” for the feature
“Respiratory Rate” has been accu-
rate for the entity “John Stones” at
t,. In case John Stones has trouble
breathing later on and his respira-
tory rate drops to 7 while the re-
spective data is (erroneously)
changed to 17, currency at the fea-
ture value level does not hold any-
more at a later point in time ¢;.
The need to initiate countermeas-
ures such as mechanical ventila-
tion would thus go unnoticed.

The data “Kansas City” for the
feature “Place of Residence” has
been accurate for the entity “Anna
Williams™ at t,, as Anna Williams
in fact lives in Kansas City. In
case Anna Williams relocates to
Seattle later on while the respec-
tive data is (erroneously) changed
to “Syracuse”, currency at the fea-
ture value level does not hold any-
more at a later point in time t;.
Product campaigns would there-
fore no longer reach Anna Wil-
liams and other customers show-
ing such an DQ defect.

Table 8. Groups of DQ Defects not yet Discussed in Literature

Fourth, our specifications do not only cover all accuracy and currency defects described in
extant works but allow to identify further relevant groups of DQ defects not yet discussed in

literature.

As shown in the Section “Literature-based Analysis”, our specifications cover all related DQ
defects from existing literature, thus substantiating these specifications. Further, based on the
specifications and our analysis, we identify two additional groups of DQ defects, which have
neither been identified nor discussed in literature yet. Table 8 illustrates the novel DQ defects in
the context of two different domains.
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First, the currency of data representing entities can change over time as a result of event-based
state transitions. Specification (IV) covers such currency defects on the entity level. Second,
there are also relevant currency defects where changes with respect to both entity state space and
data state space occur (cf. also case L5 in Table 4). For instance, this group of currency defects
exists if a change occurs in the entity state space and is recorded inaccurately in the data state
space. While existing definitions and specifications of currency focus on data quality defects
tracing back to changes in exactly one space—entity state space or data state space—but staying
the same in the other (cf. Groups vi) and vii)), our specifications cover such defects.

Besides novel groups of DQ defects, the “Literature-based Analysis” does not only yield a list
of DQ defects in literature, but also provides insights regarding their prevalence based on the
number of works in which they are discussed. In practice, these results can support the analysis
of (poor) DQ in concrete applications, as they offer hints and recommendations of major DQ
defects to consider, such as “Approximate duplicate tuples” and “Heterogeneity in time refer-
ence” (cf. Table 3). Further along this thought, the provided list and groups of DQ defects can
also be used to support the assessment of DQ tools in practice. A first analysis shows that the
two DQ tools Apache Griffin and DataCleaner address partly different DQ defects and contexts.
For instance, DataCleaner explicitly addresses DQ defects such as “Abbreviations/Truncated
values” based on a synonym dictionary, whereas Apache Griffin can be used to address “Incor-
rect/Erroneous values” based on a suitable reference dataset. This allows to extend existing as-
sessments of DQ tools functionalities [4] and supports tool selection in practice depending on
which DQ defects occur in a concrete application.

Our contributions and implications for research and practice are summarized in Figure 3.

IMPLICATIONS

CONTRIBUTIONS

FOR RESEARCH

FOR PRACTICE

(Ct) Definition of coherent theoretical
DQ foundations

(IR1) Deeper understanding of intrinsic DQ and
valuable grounding for further DQ dimensions
such as consistency

(1P1) Support of the selection of appropriate DQ speci-
Sfications and metrics for concrete applications

(Cz2) Precise specifications of accuracy
and currency

(C3) Rigorous examinaiion of the rela-
tion between accuracy and currency

(IR2) Stimulution of the scientific discourse
(a) Comparability and harmonization of
specifications of accuracy and currency
(h) Replicability and benchinarking of DQ
definitions and metrics using public datasets

(1P2) Identified patterns of DQ defects provide the
basis to develop/adopt improvement measures

(IP3) Enablement of tracking data base transactions
to identify state transitions/changes for
uncovering DQ defects in concrete applications

(C4) Mapping of DQ defects to our
specifications and tdentification of
novel DQ defects

(IR3) Design of new and extension of existing metrics
Sfor accuracy and currency covering so far
unaddressed groups of DQ) defects

(IP4) Identified DQ defects provide hints and
recomunendations when analyzing DQ in
concrete applications

(IR4) Analysis of event-based state transitions to
uncover causes of inaccurate/outdated data

(IP5) Support of the assessment of the power of DQ
tools

Figure 3. Contributions and Implications for Research and Practice
7 Conclusion, Limitations and Further Research

In this paper, we introduce theoretical foundations for intrinsic DQ, provide specifications of the
DQ dimensions accuracy and currency, and conduct a literature-based as well as a mathematical
analysis. Our contributions are as follows: First, our theoretical foundations can serve as a valu-
able basis for both the discussion of DQ and the specification of DQ dimensions in research and
practice. Second, we establish precise specifications also covering the levels of entities and
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features. Third, the proposed theoretical foundations and specifications allow for a rigorous ex-
amination of the relation between accuracy and currency. Fourth, our specifications do not only
cover all accuracy and currency defects described in extant works but allow the identification of
further relevant groups of DQ defects not yet discussed in literature.

Besides these contributions, there are also limitations that may constitute starting points for fu-
ture research. First, we focused on intrinsic DQ, which means that our theoretical foundations
rely on an objective perspective on DQ grounding on facts. Future works should extend these
theoretical foundations to an extrinsic view including, for instance, context as well as user inter-
pretations. In addition, we concentrated on the DQ dimensions accuracy and currency. Based on
our theoretical foundations, future research should precisely specify further important DQ di-
mensions such as completeness and consistency, allowing for a broader discussion. Moreover,
our foundations focus on structured data. However, DQ of unstructured data is also of major
interest, e.g. in Al-driven decision-making. For example, the specification and assessment of
currency of textual data yields challenging problems. Future works may thus extend our theoret-
ical foundations to unstructured data to foster well-founded research in this area. Finally, another
important direction for future research is the development of DQ metrics based on the presented
theoretical foundations and specifications. In particular, our work revealed the urgent need for
novel or extended currency metrics, since existing metrics mainly focus on feature values and
are only applicable in certain contexts. Despite these limitations and directions for future re-
search, we hope that our work will open doors for further discussions in this exciting area.
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9.2 Appendix A.2: Coverage of DQ Defects by our Specifica-
tions

Based on seven Groups i)-vii) we show that all 52 DQ defects from literature (as presented in
Table 2) are indeed covered by our specifications (for sake of clarity only, we drop the time index
in the Groups 1)-v)):

i): This group comprises basic DQ defects where data f° representing a feature f or data f2(d)
representing a feature value f(e) do not agree. This could, for example, be caused by mis-
spelling. The Specifications (I1) and (IIT) of accuracy cover this group by means of the (syntac-

true iff=f°" SV (f(e), fP(d)) =

tical/semantical) mappings Sj(f,fD) = {false if f % fP

{true ,if f(e) = fP(d)
false ,if f(e) = fP(d)
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ii): This group comprises DQ defects where the meaning of data f°(d) representing a feature
value is not precisely given. For example, abbreviations can be unclear. This means that two
potential values (f(e)); and (f(e)), € FV seem to be accurately represented by fP(d), but

indeed this is the case for only one of them (say, ( f (e))l). Our proposed specification of accu-

racy covers this group of DQ defects as follows: Let & /{ Y. (FV, x FVP) 4 - {true, false} be a
mapping—as introduced in the Theoretical Foundations and used in Specification (III)—which,
as a semantical mapping, factors in the meaning of the elements of entity state space and data
state space. Since {(f(e))1, f2(d)), (f(e))2, f2(d))} € (FV x FVP), holds and Specification

() yields 8, ((f (), f7(@) = 8,"(f ()1, f° (@) = true and §;"((f())a, fP(d)) =
8;;”(( f(e)),, fP(d)) = false, this Specification shows that (f(e)), is not accurately expressed

by fP(d) in a semantical manner.

iii): This group comprises DQ defects where the meaning of data f? representing a feature f is
not precisely given. For example, the data “last purchase” referring to the feature “timestamp of
the last purchase” could also refer to the feature “item that was last purchased”. This means that
there is a feature f such that it seems that this feature is represented by f?, but this is actually
not the case. Our proposed specification of accuracy on feature level (cf. Specification (II)) co-
vers this group of DQ defects. Precisely, if f2 does not represent ', then F (fP) # f’ and hence

also S (f', f°) = false.

iv): This group comprises DQ defects where there is data d € D such that it seems that an entity
e € E is represented by d, but actually does not. This could, for example, be the case if there are
two similar persons and the considered data d represents one of the persons but not the other.
Our proposed specification of accuracy on entity level (cf. Specification (I)) covers this group of
DQ defects. Precisely, if e is not represented by d, then Y (d) # e and hence also Sf(e,d) =
false.

v): This group comprises DQ defects where for data d € D there is no entity e € E at all that is
represented by d. This could, for example, be the case if a user account control of a company
was manipulated by inserting a user account with access rights even though the fabricated user
does not exist at all in the real world. Our proposed specification of accuracy for entities (cf.
Specification (I)) covers this group of DQ defects. Precisely, if such a DQ defect occurs, then
Y (d) = 0 (cf. Definition 3) and hence Y (d) # e holds for all e € E. As a direct result, Specifi-
cation (I) yields S5 (e,d) = false foreach e € E.

vi): This group comprises DQ defects caused by a change of a feature or a feature value in the
entity state space (because of an event-based state transition, cf. Definition 7) while the corre-
sponding data in the data state space has not been updated accordingly. In particular, for f; € F
or f;(e;) € FV and the representing data f;? € FP or fP(d;) € FVP respectively, accuracy holds
at t = t,, but does not hold anymore at t = t;. Thus, DQ defects in this group are covered by
the proposed specifications of currency on feature level (cf. Specification (V)) and feature value

level (cf. Specification (VI)). More precisely, if the DQ defect occurs, (f7,, ftll) ) € (F, X Fg )Z"
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or  (fo,(ee)), f2(de,)) € (FVi, X FVP)®  holds, since 8] ((fi, f2)) = true or
S{v((fto(eto), f2(d:,))) = true, and the respective specifications yield Sg to(ftl' o) =

SI(fi £2) = fatse or 8L (f,(ee,) f2(de,)) = SJ¥ (fuu ee,) £2(dy,)) = False, respec-

tively.

vii): This group comprises DQ defects caused by a change of the data representing a feature or a
feature value (because of an event-based state transition, cf. Definition 7) while the correspond-
ing feature or feature value still is the same as before. This could be, for example, the case if the
data representing the marital status of a person is falsely updated in a database while the corre-
sponding person in the real world does not change their marital status. In particular, for f; € F
or f,(e;) € FV and the representing data f;° € F? or f;’(d,) € FV?, respectively, accuracy
holds at t = t,, but does not hold any more at t = t;. Thus, DQ defects in this group are covered
by the proposed specifications of currency on feature level (cf. Specification (V)) and feature
value level (cf. Specification (VI)). More precisely, if the DQ defect occurs, (ft,, ft’f ) €

(Fr, X FD)Q or (fr,(ec,), f2(de,)) € (FV, X FVE)2 holds, since S) ((fi,, f2)) = true or
st "((fe, Cety), f2(de))) = true, and the respective specifications yield Sg’ o (fe, f2) =

Sf(ftl'ftlf) = false or 530 (ftl(etl)'ftlf(dtl)) =s)" (ft1 (etl)'ft?(dtl)) = false, respec-

tively.
9.3 Appendix A.3: Details on Application in Mortality Predic-
tion Task

In our analysis, we focused on the task of mortality prediction as described by [1] based on the
MIMIC dataset [2]. Here, mortality predictions are made based on data collected during the first
48 hours of a patient’s ICU stay. Data collected include Glasgow coma scale data, typically used
to assess the level of consciousness of patients, as well as the values of clinical features such as
temperature and glucose levels, which are subject to substantial DQ defects such as feature val-
ues not being updated, especially after drug administrations (i.e., currency defects). To illustra-
tively apply our insights in this setting, we proceeded as follows:

We built on the data and ML pipeline proposed by [1] and published in the respective benchmark
repository. Our main idea was to use our specifications to model drug administration as a DQ-
related event that induce state transitions (cf. Definition 7) by changing the values of the clinical
features affected by the respective drug. Note that, with regard to the dataset, this event is only
one of many DQ-related events but it is one we analyzed systematically and in depth on the basis
of the proposed specifications and state transitions. To incorporate the impact of this DQ-related
event, we additionally extracted data on drug administrations from the raw data of the MIMIC
dataset [2]. Specifically, we focused on ICU stays (table: ICUSTAYS) where the data was col-
lected from the Metavision health information system due to the details provided regarding drug
administration. Using the D_ITEMS and INPUTEVENTS_MV tables, we extracted start times,
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dosages and related data of drug administration events, focusing on drug push administrations
because of the more pronounced and straightforward effects on clinical features. As examples,
we selected the drugs Insulin, Acetaminophen, and Hydralazine because of their frequent admin-
istration and their clear effect on glucose, temperature, and diastolic blood pressure, respectively,
but other drugs could be used analogously. Based on the training data (as provided by the bench-
mark) and the drug administration event data, we automatically generated rules for the effects of
the drug administration event on the respective clinical features, thus modeling event-based state
transitions. For instance, one of the rules suggested that the administration of 1,000 mg of Acet-
aminophen reduced temperature by around 1.3 degrees Celsius after 1-2 hours if temperature
had been strongly elevated beforehand (>38.5 degrees Celsius). These rules were used to give
estimations of current values of clinical features in the benchmark data according to our specifi-
cation of currency.

To evaluate the effect on ML performance for the mortality prediction task, we followed the
pipeline for logistic regression classification (as provided by the benchmark) and restricted the
analyses to those patients receiving at least one of the drugs Insulin, Acetaminophen, and Hy-
dralazine (resulting in 2,084 instances in the training data and 416 instances in the test data). As
a baseline, we evaluated the performance of classifying based on the Glasgow coma scale data
(eye opening, motor response, verbal response) as well as the clinical features (glucose, temper-
ature, diastolic blood pressure) when continuing the use of previously recorded data (i.e., just
“filling forward” old data). Against this baseline, we evaluated the performance of classifying
based on the same data but including the addressing of currency defects by event-based state
transitions as outlined above. The results are presented in Table 9.

Recall Precision F1-Score Accuracy

Baseline 0.364 0.625 0.460 0.887
Addressing Cur-

Fesng S 0.418 0.697 0.523 0.899
rency Defects

Table 9. Results in the Mortality Prediction Task

Addressing currency defects led to improved ML performance in the challenging and high-stakes
mortality prediction task, in particular evidenced by a recall improvement of 5.4 percentage
points (~15% relative increase) and a precision improvement of 7.2 percentage points (~12%
relative increase), which serves as a testimony for positive effects enabled by thorough consid-
eration and systematic addressing of DQ defects based on solid foundations.
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1 Introduction

Neural networks (NNs) have been deployed in data-driven decision-making in many tasks and
fields, such as autonomous driving (Chen et al. 2021; Huang et al. 2021), medical diagnostics
(Takenaka et al. 2020; Yu et al. 2021), cyber security (Pawlicki, Kozik, and Choras 2022;
Vigneswaran et al. 2018), industrial processes (Nunez et al. 2020; Zhang et al. 2021), and many
more. However, despite being applied in high-risk and safety-critical domains, traditional NNs
only yield deterministic point estimates without further valid information about the confidence
or uncertainty of their predictions (Gal 2016; Ayhan and Berens 2018). For example, this is par-
ticularly relevant for cyber threat intelligence data, which typically suffer from a high number of
missing or uncertain values and extreme class imbalance (because actual cyber-attacks are rather
scarce). Indeed, inherent scores such as the softmax output of a NN have been shown to be no
valid measure for the confidence of the prediction (Hendrycks and Gimpel 2017; Nguyen, Yo-
sinski, and Clune 2015). Exacerbating this issue, NNs are prone to overconfident predictions
(Guo et al. 2017; Wilson and Izmailov 2020) and opaque due to their ‘black-box’ nature (Roy et
al. 2019). Hence, the uncertainty of a prediction needs to be incorporated and accurately assessed
in NN-based decision-making. Predictive uncertainty in the NN output can be induced by the
ubiquitous noise in the data analyzed (aleatoric uncertainty), by uncertainty in the model and its
parameters (epistemic uncertainty), or a combination of both (Gal 2016).

In recent years, many works on uncertainty in NNs have emerged, in which uncertainty is typi-
cally represented in probabilistic terms such as probability distributions (PDs). Most of these
works focus on epistemic uncertainty, e.g., by incorporating uncertainty in the weights of the NN
in a probabilistic setting (e.g., Gal 2016; Kendall and Gal 2017; Goulet, Nguyen, and Amiri
2021). In such Bayesian NNs, each weight parameter is treated as a PD, thus representing uncer-
tainty in the NN itself. In addition, due to the high presence of noise and data quality defects in
real-world data, other works focusing on aleatoric uncertainty and its effect on the NN output
have been published, which aim to propagate aleatoric uncertainty (represented by PDs) through
NNs (e.g., Abdelaziz et al. 2015; Gast and Roth 2018; Jin, Dundar, and Culurciello 2015). How-
ever, regarding exactness, these methods suffer from significant approximation errors and are
unable to accurately quantify predictive uncertainty in the NN output. This is mainly due to re-
strictive and approximative assumptions about the PDs in the input, hidden, or output layer (e.g.,
the assumption of any post-activation PD being a Gaussian). Therefore, the following research
question arises:

How can PDs representing aleatoric uncertainty in input data be propagated through NNs re-

garding exactness?

To address this research question, we propose Piecewise Linear Transformation (PLT) in this
paper, a novel method for propagating aleatoric uncertainty. Our main idea is to harness the lo-
cally simple piecewise linear structure of NNs with piecewise linear activation functions, such
as ReLU or Leaky ReLU NNs (cf. e.g., Hanin and Rolnick 2019; Sattelberg et al. 2020). Note
that our method is still generally applicable, since any activation function can be approximated
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by piecewise linear functions (Hu et al. 2020; Liao et al. 2023). Our main contributions can be
summarized as follows:

e First, we propose PLT, a method for propagating PDs representing aleatoric uncertainty
in the input data of a NN with piecewise linear activation functions. PLT makes no re-
strictive assumptions about the characteristics or type of the input PDs (e.g., an assump-
tion about the input PD being Gaussian) and is thus able to propagate arbitrary PDs.

e Second, PLT supports the accurate quantification of predictive uncertainty based on the
criterion exactness of the propagated PD in the output.

e Third, we show the exactness of PLT in theory by proving error bounds for our propa-
gated PDs. We evaluate our method on several real-world datasets induced with aleatoric
uncertainty represented by PDs, and validate exactness of our propagation compared to
results of competing methods from literature.

2 Related Work

Literature already provides several works aiming to propagate PDs through NNs. These works
can be structured in two groups: function approximation-based approaches and sample-based
approaches.

The core idea of the first group is to approximate (possibly arbitrary) PDs in the input layer or
the hidden layers of a NN with well-known, parametrical PDs to facilitate their propagation:
Astudillo and Neto (2011) and Abdelaziz et al. (2015) assume the PDs in each layer to be Gauss-
ian and focus on their propagation through sigmoid NNs. To this end, they approximate the sig-
moid activation function with two piecewise exponential functions and derive closed-form for-
mulas for the mean and variance of a post-activation Gaussian on this basis. Considering Leaky
ReLU and ReLLU NN, Gast and Roth (2018) use Gaussians to approximate the post-activation
PD of each neuron in each layer. To this end, they propose closed-form analytical formulas to
obtain the optimal (with respect to the Kullback-Leibler divergence) means and variances for the
approximating Gaussians. Jin, Dundar, and Culurciello (2015) follow a similar approach in the
context of Convolutional NNs and propose formulas for the mean and variance of a Gaussian
after a max-pooling layer. Titensky, Jananthan, and Kepner (2018) also assume the PDs in the
hidden layers to be Gaussian. To estimate their mean and covariance matrix, the Extended Kal-
man Filter technique (cf. Julier and Uhlmann 1997) is applied. Zhang and Shin (2021) approxi-
mate input PDs with Gaussian Mixture Models (GMMs) and demonstrate their propagation
through one activation layer. Their main idea is that GMMs with a sufficiently high number of
components can approximate arbitrary PDs well. Then, the propagation of the whole PD is split
up into simpler propagations of individual Gaussian components based on the Unscented Trans-
form technique (cf. Julier and Uhlmann 2004).

In summary, the parametrical form of the approximating (or assumed) PD often enables a closed-
form representation, leading to a straightforward propagation of PDs. However, since not all
input and post-activation PD can be approximated well by a parametrical PD, propagation via
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existing function approximation-based approaches results in substantial errors. This holds even
for generic NNs when Gaussians are used to approximate post-activation PDs (for a theoretical
analysis of the approximation error cf. Theorem 7 and 8 in Appendix D). Moreover, these sub-
stantial approximation errors are also evident in our experimental findings (cf. Section ‘Evalua-
tion’), providing empirical evidence. Hence, these approaches are not able to perform an exact
or near exact propagation of arbitrary input PDs.

The second group of sample-based approaches aims to propagate PDs by mapping a set of sam-
ples through the NN based on which either characteristics of the output PD or the output PD
itself should be derived. A very well-known sample-based approach is the Monte Carlo simula-
tion which utilizes a high number of random samples drawn from the input PD (e.g., Abdelaziz
et al. 2015; Truong 2021). After propagation through the NN, the output samples are used to
aggregate an output PD. However, because drawing a very large number of random samples is
associated with high computational cost, lightweight sample-based approaches are necessary and
have been proposed in literature: Abdelaziz et al. (2015) suggest using the Unscented Transform
(UT) technique to estimate the first two statistical moments of the output PD based on a set of
specific, systematically chosen samples. Ji, Ren, and Law (2019) aim to find a lower-dimensional
‘active’ subspace (AS) of the input space which is designed to describe most of the variation of
the NN as an input-to-output function. Then, as an approximation of the NN, a less complex
response surface defined on the lower-dimensional subspace is estimated. Finally, Monte Carlo
samples are propagated through the response surface to approximate the output PD. Smieja et al.
(2018) use GMMs to model aleatoric uncertainty in the context of missing data. An analytical
formula is derived for the first statistical moment (i.e., the mean) of the activated GMM after a
first ReLU hidden layer. In this sense, the uncertainty is discarded after the first layer and the
mean (as a single sample) is propagated through the NN, thus yielding a deterministic output
only. Finally, Jia et al. (2019) propose an approach for uncertainty propagation through non-
linear systems which aims to compute the first statistical moments of the output PD based on
their integral-based definitions. To solve the integrals efficiently, a sparse grid-based technique
which identifies a small representative set of grid point samples is chosen.

These lightweight sample-based approaches share the drawback that the whole output PD has to
be estimated based on very limited information. More precisely, this information about the output
PD is either given by a small set of samples or a small number of statistical moments. However,
because equality of a finite set of statistical moments of two PDs does not imply equality of the
PDs themselves, this leads to substantial errors. For instance, a Gaussian and a uniform distribu-
tion with the same mean and variance still differ substantially due to their different shape. Indeed,
we obtain significant errors in our experimental results for lightweight sample-based approaches
for this reason (cf. Section ‘Evaluation’).
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3 Uncertainty Propagation via Piecewise Linear Trans-
formation

In this section, we present our method — Piecewise Linear Transformation (PLT) — for propagat-
ing PDs through NNs with piecewise linear activation functions (e.g., ReLU activation). To this
end, we first establish the fact that such NNs can be represented by a piecewise linear function.
Thus, we begin by deriving an exact formula for the propagation of an arbitrary PD through a
single, affine linear mapping. Crucially for our method, we further extend this formula for NNs
with piecewise linear activation functions utilizing their piecewise linear form. Finally, we show
how PLT can be used to 1) exactly evaluate the propagated PD in arbitrary output space points
and 2) obtain a piecewise constant form of the propagated PD on the whole output space.

We first elaborate on the mathematical structure of NNs with piecewise linear activation func-
tions. Without loss of generality, we exclusively focus on NNs of such structure for the remainder
of this paper. Following Sattelberg et al. (2020), we recall definitions of the necessary mathe-
matical concepts of polytopes and piecewise linear functions. The piecewise linear structure of
NNs has been recognized in literature and is key in the discussion of expressiveness and com-
plexity of NNs (e.g., Hanin and Rolnick 2019).

Definition 1 (Polytope, polytopic subdivision). Let m = 0 be an integer. A bounded convex pol-
vhedron A € R™ is called a polytope. A polytopic subdivision of a bounded set D € R™ is a set
of finitely many polytopes A = {A4, A, ..., Ay} such that D = U;A;. A polytopic subdivision is
called disjoint if for every i # j such that dim(4;) = dim(Aj) the intersection of A; and A; is
either empty or a polytope of lower dimension dim(Al- N Aj) < dim(4;).

Definition 2 (Piecewise linear function, linear regions). A function f: D — R" is called piece-
wise linear with respect to a polytopic subdivision A = {A4, A,, ..., A} of D if the restriction
fi = fla, is an affine linear function for all A; € A. In this case, we call Ay, Ay, ..., Ay linear

regions of f.
Definition 3 (NNs as piecewise linear functions). Let D € R™ and f: D — R" be the function
representing a NN (with n-dimensional output space). Then the function f has the form

Wix + by, if Mix < ¢4,

W,x + by, if Myx < ¢y,
fay={Wxthe YMx=c ()
Wex + by, if Mex < ¢

with W; € R™™, M; € R**™, b, € R",¢c; e R¥ fort e Nyu; EN,1 <i <t

The inequalities M;x < c; in Eq. 1 divide D into polytopes A; = {x € D | M;x < c;}, which are
disjoint (in the sense of Definition 1) and satisfy D = U_, A;. On each polytope 4;, f is given
by an affine linear function defined by W; and b;. Thus, f is a piecewise linear function with
respect to the linear regions A;, which in particular also define a polytopic subdivision of D. In
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order to rigorously define probability density functions (PDFs) on such subdivisions in the input,
hidden, and output layers of NNs, we now introduce our notion of piecewise PDFs.

Definition 4 (Piccewise PDF). Let A = B(D) be the Borel a-Algebra of D € R™. We call a
function P: A — R piecewise with respect to a set of subsets A = {A1, A,, ..., Ax|A; € D} if there
exists a set of functions {p;: A; = R}, such that P(X) = ¥¥, .oy Pila; holds for all X € A.

Hereby 4, denotes the dim(A;)-dimensional Lebesgue measure. If P is additionally a PD on D,

P is called a piecewise PD (PPD) on D with respect to A, and the set of underlying functions p;
is called the piecewise PDF (PPDF).

An example for a PPD and its associated PPDF is provided in Appendix A. In other words, a PD
on D is piecewise with respect to a set A = {A;,A4,, ..., Ay} if it is described by parts of PDFs
with each part being restricted to a subset A; € A. In particular, any PD defined by a PDF p: D —
R satisfies this condition if dim(A4;) = m for all i. Crucially however, our notation of a PPDF
allows to describe PDs which are (partially) defined by PDFs on degenerate polytopes. This case
of a polytopic subdivision containing degenerate polytopes occurs regularly, especially in the
output space of NNs as a consequence of degenerate linear matrices W; (cf. Eq. 1). Hence, prop-
agated PDs in general cannot be described by traditional PDFs (with respect to the Lebesgue
measure of the output space), but a more general notion of PDFs as in Definition 4 is needed.

For the following discussions, we fix the notation of an arbitrary bounded subset D < R™ to-
gether with a disjoint polytopic subdivision A = {4, 4,, ..., A }. If D itself is a polytope, we
may assume without loss of generality that D is not degenerate itself (i.e., that dim(D) = m).
Moreover, let f: D = R™ be a function representing a NN such that f is piecewise linear with
respect to A. Further, let P be a PPD on D with a PPDF p with respect to A and functions p; on
A;. In this setting, we refer to D as the input space and to P as the input PD.

Crucial for the exactness of our method, we next address dependencies between neurons in the
same layer. Thus, we first model the input layer of a NN with m € N real-valued input neurons
as a multivariate random variable (RV) X: (Q, F, u) - R™ for a probability space (Q, F, ). Fol-
lowing common notation, we denote the pushforward measure on R™ induced by the measure u
via the RV X by X, u.

As the RVs representing neurons in subsequent layers emanate from the same RV representing
the neurons in the input layer, they obviously exhibit substantial dependencies (for a deeper anal-
ysis, cf. Appendix D). However, these dependencies are often disregarded in literature and inde-
pendence between the univariate RVs representing single neurons in the same layer of a NN is
typically assumed (Gast and Roth 2018; Wang, Shi, and Yeung 2016; Wu et al. 2018; Jin, Dundar,
and Culurciello 2015). Even for the input layer, this assumption of independence severely re-
stricts the set of input PD that can be considered for propagation. In Theorem 8 (Appendix D)
we prove that even in the simple case of Gaussians, disregarding dependency substantially im-
pairs the exactness of the propagation. Therefore, instead of considering univariate PDFs of each
neuron in a layer individually, we utilize their joint PPDF as a whole. Hence, we preserve
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dependencies between the neurons in all layers of the NN (including the input layer) because the
information of dependency is contained in the joint PPDF. Note that the PPDFs of single neurons
can easily be deduced from the joint PPDF by aggregating their respective marginal PPDF.

For the propagation of a PPDF through a NN via PLT, we first determine the linear regions that
the input PPDF lies in, and then aggregate the desired output PPDF based on the formulas for
PDFs on single linear regions. Therefore, let W: R™ — R" be a surjective linear map and py be
a (traditional) PDF describing the input PD P on a linear region. As any linear map W is surjec-
tive onto its image, we may replace W by W: R™ — Im(W) without loss of generality. By the
Radon-Nikodym Theorem the pushforward measure W,P admits a PDF with respect to the n-
dimensional Lebesgue measure. We denote this PDF by W,py, i.e., W,.P = W,pxdx. In other
words, the pushforward of the PD P admits the pushforward of the PDF py as a PDF again.

Theorem 1 (Propagation of PDFs through linear operators). Let W: R™ — R"™ be a surjective
linear map and px be a PDF as above. Then py = W, py follows the formula

py(y) = j px (x)|det W=|dx
w=1(y)

almost everywhere. Hereby W is given by the restriction of W to ker W*. If W is bijective, this

formula simplifies to

py () = px(W~ty)|det W ~1].
Proof. Let Y € R" be a measurable subset and m: R™ — ker W+ the orthogonal projection. By
transformation of variables, we get

f py(y)dy = f px(x)dx = f px (x)dx
Y w-1ly ker W+n(W-1Y)

= j j px(x +y)dxdy = f f px(x + Wy)|det W= |dxdy .
nt(Ww~1y) /ker W Y Jker w

Since a measurable preimage under W exists for any measurable subset Y < R", this yields the
desired identity almost everywhere. O

Theorem 1 presents an exact formula for the propagation of PDFs through affine linear operators
representing the NN on its linear regions. By utilizing joint PDFs in this formula, we preserve
the dependencies between the neurons and thus retain crucial information for exact propagation.
Next, we extend this result to piecewise linear functions and PPDFs.

Theorem 2 (Propagation of PPDFs through piecewise linear functions). Forall 1 <i < k let f;
denote the affine linear map such that |4, = f;. Then the (propagated) PPD f.P is represented
by the PPDF f.,p defined by

k

1
f*P()’) = Z detﬁL:_l(y)nAipi (x)dx. (2)

i=1
yefi(Ap)

In this formula, f, denotes the restriction of f; to ker(f;)*. Moreover, the integrals are defined

with respect to the dim(A;)-dimensional Lebesgue measure.
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Proof. First consider a single polytope A; € A together with p;: A; = R and the function
fi: R™ — R™. The function p; defines a measure M on A; and we aim to find f,p; on R™ which
defines the pushforward measure f,M. This problem can be traced back to the formula for linear
operators by extending p; to a function p; on R™ by

The pushforward measure associated to p; is also given by f,M, and from Theorem 1 (with

(fl)*pl = py) we obtain
1 f . 1
= pi(x)dx = — f p;(x)dx.
det(ﬁ) ) l det(ﬁ) F1na; '

Note that (f;).p;(y) only attains nonzero values if y € f(4;). Hence, it is fully described by its

(fDpi(y) =

restriction to f(4;) = f;(4;), which also is a polytope. As the intersection of images of different
polytopes under f can be non-empty, the formula for the pushforward of a PPD along f has to
be obtained by taking the sum over all polytopes in the subdivision A. Moreover, the PD f,P on
f(D)is also piecewise and can be described by a PPDF with respect to f(A) :=
{f(A1), ..., f(Ar)} and the functions (f;).p;: f(4;) = R. In summary, the statement given by
Eq. 2 follows. O

The formula in Eq. 2 for input PD propagation is now applicable to NNs, which poses a vital
step of our PLT method proposed in this paper. However, it involves computing integrals of the
form as in Eq. 2, which is not possible in closed form for arbitrary PPDFs, e.g., PPDFs without
a closed analytical formula. In order to cope with this problem, we next introduce a grid-based
approximation technique. We simplify the above formula in Eq. 2 for such approximate PPDFs,
enabling a tractable propagation. In particular, by approximating the PPDF on a fine-grained
grid, the shape of the input PD can be preserved all the way through the propagation process.

In a first step, we approximate p with another piecewise constant PPDF p’. We construct this
approximate PPDF to be piecewise with respect to a very fine-grained grid of polytopes to min-
imize the approximation error. A discussion of this theoretical error is part of the following sec-
tion and is deepened further in Appendix C. More precisely, the initial polytopic subdivision
A ={A,A,, .., A} of D is refined as follows: First, each polytope A; is subdivided into
dim(A4;)-dimensional simplices by applying Delaunay triangulation (Delaunay 1934). As a re-
sult, we obtain a (more fine-grained) polytopic subdivision of D solely consisting of simplices.
Moreover, any subdivision of this form can be subdivided further using the edgewise subdivision
technique (cf. Edelsbrunner and Grayson 2000) satisfying the property that for any b € N, each
simplex of dimension d can be subdivided into b sub-simplices of dimension d and equal vol-
ume. In this way, an arbitrarily, evenly fine-grained grid can be obtained (Edelsbrunner and
Grayson 2000, also cf. Appendix B for more details).

To control the granularity of the grid, we fix a small threshold & > 0. We require that for each
(simplicial) polytope A in the final subdivision, every edge of A is shorter than ¢ (i.e.,
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dist(cq,c;) < €,Vcq, ¢, € C(A) with C(A) denoting the set of all vertices of A). This can either
be achieved by choosing the subdivision parameter b large enough or by iteratively applying the
edgewise subdivision. The result is a fine-grained polytopic subdivision

€ ige = A Ay e AS 1, A1, s A ) 3)
where [; . denotes the number of edgewise simplices of the polytope A;, and the length of any

edge of any simplex Af ; © A; is smaller than e. We then define the approximative PPDF p’ by

p':D - Rp'(x) = ¢

1
e = S o,
with ¢;; dim(A) + 1 pi(c) 4)
cec(4g))
ifx € Af; € Aggge-

€.
i,j>

evaluated in the vertices of Af j- Applying Theorem 2 to p’ now yields the following result:

By this definition, p’ is constant on each edgewise simplex Af ;, attaining the average value of p

Theorem 3. [f the PPDF p is approximated using the piecewise constant PPDF p' given by Eq.
4, the formula from Theorem 2 simplifies to:

k li
! Cij -1
" = = vol( f; NA; ;).
fr' @) z Z qec7 T OINA) (5)
i=1 j=1,
vefi(Ayj)
Proof. Follows directly from Theorem 2 and the definition of piecewise constant PPDFs in Eq.
4. O

With Eq. 5, we have derived a formula based on PLT to evaluate the propagated PPDF at any
point y € R™ in the output space. Hence, we can obtain the propagated PPD as a whole by iter-
atively applying Eq. 5 on the points of a grid over the output space (e.g., the grid induced by the
edgewise subdivision on the output space as described above).

Moreover — instead of evaluating a set of grid points in the output space — PLT can also be used
to infer the whole propagated PPDF from an input grid (for which again the edgewise subdivision
is a natural choice). More precisely, the core idea is to map the input grid points together with
their closely adjacent probability mass into the output space via the simple linear operator of the
respective linear region. Finally, the probability mass is assigned to a cuboid bin in the output
space. By defining a fine-grained grid of such cuboid bins on the output space, we also obtain
the output PPDF in a piecewise constant form, similar to a (multidimensional) histogram. In
Theorem 5 (cf. Appendix C) we show that this piecewise constant form also can be rendered
arbitrarily exact for bins with increasingly small volume.

Formally, let A 44, be the edgewise subdivision of the input space as in Eq. 3. Then, the function
f representing the NN is also affine linear on each A; ; € A.q4.. Moreover, let S be a bin grid of
disjoint bins of equal size on the output space. For a n-dimensional output space we can choose

cuboid bins with side lengths [;, ..., [, for each dimension, ensuring equal size of bins and easier
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computation. Since on each polytope A; ; with center ¢;; the input PPDF is given by a constant
value ¢;; € R (cf. Eq. 4), the probability mass of 4; ; (equal to ¢;; - Vol(Al- j)) can be propagated
and assigned to the bin B € S containing f (ti j). Thus, the estimated constant PPDF on a bin B

is given by

=

1
fip(y) =+—— z vol(4; ;) - cij ©6)
J

L+ Ly o
f(tij)eB
forall y € B. While the formula in Eq. 5 is particularly advantageous when evaluating the output
PPDF in a certain set of points, propagation via Eq. 6 yields the output PPDF as a whole, since
all probability mass in the input is propagated and assigned to the respective bin in the output

space. In Theorem 5 (cf. Appendix C) we prove that for increasingly fine subdivision A4, and

bin grid S this PPDF described in Eq. 6 becomes arbitrarily exact.

4 Evaluation

We first provide a theoretical evaluation by establishing the mathematical exactness of PLT. We
discuss rigorous bounds for possible approximation errors made by PLT for which detailed
proofs are provided in Appendix C. In Lemma 3 (cf. Appendix C) we show that for piecewise
constant approximations of arbitrary input PDs as defined in Eq. 4, the approximation error con-
verges to zero for increasingly small diameters (i.e., the maximum distance of two vertices) of

edgewise simplices AY j- As € can be chosen arbitrarily small and the diameter of any Af ;s

smaller than € by construction of the edgewise subdivision, the approximation error also be-
comes arbitrarily small. As a direct consequence of the simple piecewise linear form of NNs, we
further show in Theorem 4 (cf. Appendix C) that the error after propagation through the NN in
the output space is always bounded by the approximation error in the input space. From the
combination of these results the theoretical exactness of our method and our formula of the prop-
agated PD as in Eq. 6 follows: Since we obtain an approximative piecewise constant output
PPDF with respect to a cuboid bin grid, the approximation error in the output again becomes
arbitrarily small for an increasingly fine-grained bin grid. Hence, the PPDF in Eq. 6 indeed con-
verges towards the true output PD (for details cf. Theorem 5, Appendix C).

In the following, we aim to substantiate our theoretical results with empirical evidence. To this
end, we evaluate our method on a broad range of publicly available real-world datasets from
various domains for both classification and regression tasks. Details about the datasets are pro-
vided in Table 2 (cf. Appendix E). We randomly split each dataset into training and test dataset
and train a standard ReLU NN for classification or regression depending on the task associated
to the dataset.

Since the datasets do not exhibit aleatoric uncertainty represented by PDs, we induce uncertainty
according to the following procedure: In a first step, we analyze each dataset regarding feature
importance. On this basis, we select a set of features with high feature importance. Each feature
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value of these selected features is labeled as uncertain with a fixed probability (e.g., 50 percent,
cf. “%unc’ in Table 1). By focusing on features with high importance for the output result, we
make sure that the induced aleatoric uncertainty indeed affects the NN prediction and non-trivial
predictive uncertainty can be observed. For each data instance containing uncertain feature val-
ues, the multiple imputation method MICE (van Buuren and Groothuis-Oudshoorn 2011) is de-
ployed (as if the values were missing), leading to a set of multiple values suggested for imputa-
tion. Finally, for each instance we apply a Gaussian kernel density estimation on this set of im-
putation values, thus obtaining a (potentially multivariate) continuous PD! over its uncertain
features.

To evaluate our method with respect to the criterion exactness, the deviation of the propagated

PD obtained by our method from an exact ground truth has to be quantified. We generate this
ground truth output PD by utilizing a Monte Carlo simulation with a very high sample count. To
ensure a high quality of this ground truth, we start with a fixed number of samples that are prop-
agated through the NN and compare the resulting output PD to a more refined PD obtained anal-
ogously but with twice the number of samples. This process is iterated until this increasingly
exact sequence of PDs converges, i.e., until the L1-distance between two consecutive PDs falls
under a fixed, small threshold. The generation of a high-quality ground truth via Monte Carlo
simulation comes with enormous computational effort, which we undertook once for each data
instance in the datasets analyzed.

The PDs propagated by PLT and the other existing and applicable methods from literature? (cf.

Related Work) are then evaluated against this ground truth. More precisely, we calculate L1-,
L2-, and Hellinger distance between the ground truth and the PD obtained by each method as
these are well-known and meaningful standard metrics for PDFs (for definitions and more de-
tails, cf. Appendix C). Evaluating deterministic performance metrics such as accuracy or mean
squared error 1s not desirable in this context because of two reasons: First, the output PDs would
be condensed into single, deterministic values, resulting in a significant loss of information. Sec-
ond, the uncertainty-based ground truth often induces ‘true’ labels different to the ones given by
the certain dataset. By quantifying PDF-based distances between the PD and the ground truth,
more general metrics accounting for both of these points are considered.

The experimental results presented in Table 1 substantiate that PLT significantly outperforms
existing methods regarding exactness across all metrics, thus confirming our theoretical results
and validating the ability of our method for accurate uncertainty propagation with respect to
exactness.

! The uncertain datasets resulting from this procedure are provided in the supplementary material.
2 Code for the approach of Zhang and Shin (2021) was requested, but not provided by the authors. Therefore, this
method could not be considered in the evaluation.
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Data- %

sefs une PLT (ours) ADF (Gast and Roth) AS (Ji, Ren, and Law) UT (Abdelaziz et al.)

L1 L2 H L1 L2 H L1 L2 H L1 L2 H
Appen- 25 0.029 1.048  0.040 1.623 27490  0.813  0.333 8.129 0.198  0.889 25.615 0.539
dicitis 50  0.045  3.381 0.052 1.293 68.298  0.669 0969 20239 0497  0.983 67.555 0.556
25 0114  0.694  0.104 1.332 1.995 0.759  1.198 2.167 0.609 1.018 1.985 0.656

Banana o) 0079 0316 0072 1346 1434 0761 1313 1780 0657 1037 1433  0.669
Balnce 25 0038 1375 0047 0793 40805 0405 0502 19539 0264 0654 3893 0321
50 0.044 1222 0.042 0776 27221 0383 0560 18718 0298  0.625  27.439  0.289

Bands 25 0430 22331 0078 1738 134118 0875 0422 2556 0249 14978 426529 1067

50 0220 15676 0021 1.695 76088 0861 0452 18525 0270 8602 221450 1238

Bosion 25 0431 0.661 0097 085 1734 0429 0368 1078 0193 0565 1330 0301
50 0083 056 0065 0782 1170 0380 0300 0578  0.162 0516 0750  0.259

Breast | 25 0451 5301 0099 1628 64911 0827 0281 18933 0161 9204 151424 1052

50 0.230 5.857 0.131 1.632 50.158 0.826  0.281 9.110 0.173 22927  486.339  1.431

Califor- 25  0.147 11925 0.074 0.987 97.197 0.617 0335 29.937 0.193 0.898 73.451 0.458
nia 50 0304 19.492 0.140 0.836 64.378 0435 0415 30.829 0.242 0.750 54.400 0.387
Diabe- 25 0.014 0.078  0.009 0.534 3.057 0.266  0.259 1.588 0.136  0.420 2.235 0.219
tes 50 0.012  0.059  0.008 0.522 2.556 0.250  0.235 1.284 0.121 0.415 1.943 0.210
25 0.023 0.330 0.037 1.854 11.643 0.920 0.564 6.082 0.333 0.999 11.710 0.695

50  0.029 0.153 0.035 1.856 4.204 0.907  0.380 1.368 0.259  0.999 4.257 0.701

Ma- 25 0.031 5.032  0.027 0.873 121.193 0422 0.180 20.733 0.099  0.736 95.224 0.345
chine 50 0.034  4.652 0.032  0.820 88.004  0.392  0.186 16.689 0.103 0.661 67.060 0.305
Real 25 0.021 2.381 0.011  0.596 77.677 0294  0.133 12.939 0.076  0.399 46.363 0.191
estate 50  0.015 1.752  0.009 0.613 70.441 0296  0.148 13.043 0.083 0.430 44.167 0.207
Vehicle 25 0.035 26123 0.029 0.887 460.033 0471 0.103 60.106 0.059  0.681 275497  0.340
50 0.045 25491 0.038 0.888 396.444  0.467  0.100 52.507 0.049  0.718 268.618  0.358

25 0.042 7.587  0.043 1.742 159.540  0.882  0.592 61.310 0.326 1.036 160.301  0.704

50  0.043  41.778 0.046  1.736  902.390 0.870  0.801  115.544  0.422 1.696 910.188  0.778

Table 1: Experimental Results (cf- Table 2 in Appendix E for details on the datasets)

Iris

Wine

5 Discussion and Conclusion

In this paper, we proposed PLT, a novel method for the propagation of aleatoric uncertainty
through NNss that is applicable to arbitrary PDs in the input space. To this end, we introduced the
notion of PPDFs, which allows to generalize the concept of PDFs to the polytopic subdivisions
occurring in NNs. By propagating a joint PD across all uncertain features, our method is able to
preserve vital dependencies between neurons in each NN layer. We provided mathematical
proofs that neuron dependencies must be considered as the simplifying assumption of independ-
ence leads to large approximation errors (cf. ADF in Table 1). Further, we showed that our
method is able to approximate the true propagated PD up to an arbitrarily small error, allowing
us to accurately quantify predictive uncertainty. We evaluated our method on a broad range of
real-world datasets for both classification and regression tasks, where it achieved higher exact-
ness than competing methods from literature. In particular, our evaluation shows that methods
making restrictive assumptions (ADF and UT), such as independence of neurons in NN layers
or Gaussian form of PDs, exhibit high errors regarding exactness, thus confirming our theoretical
findings. Similarly, a competing sample-based method (AS) suffered from the drawback that
complex PDs have to be estimated from limited information and yielded a worse exactness than
PLT.

Moving forward, our method has broad application potential across various domains, particularly
in areas where uncertainty and its quantification play a pivotal role, such as medicine, finance,
and high-risk environments (e.g., self-driving cars). One limitation to acknowledge is that PLT
requires an already trained NN to propagate aleatoric uncertainty. Hence, the quality of our
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propagated PD is subject to the quality of the given NN model. Moreover, despite posing a po-
tential starting point, uncertainty during the training phase of a NN is not yet addressed by PLT.
Additionally, our results only hold for NNs with piecewise linear activation functions, thus PLT
cannot be directly applied to NNs with other activation functions. However, as mentioned earlier,
any activation function can be approximated by a piecewise linear function in order to apply
PLT. Another intriguing direction to explore is the integration of PLT into different NN architec-
tures (e.g., CNNs). These challenges represent interesting avenues for future research.
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7 Appendix
7.1 Appendix A: Propagation of Densities

In this section, some additional information about PPDs and their propagation through linear
operators is provided. We show a simple example of a PD on a union of polytopes of different
dimensions which does not admit a PDF with respect to the Lebesgue measure in the traditional
sense but does admit a PPDF in our sense with respect to Lebesgue measures of different dimen-
sions. Additionally, we give a Corollary to Theorem 1 which shows that the dimension of the
output PD is bounded by that of the input PD.

Example 1 (Piecewise probability distribution). First, we provide a simple 2-dimensional exam-
ple of a PD given by a PPDF on a polytopic subdivision consisting of I-dimensional and 2-
dimensional polytopes. Consider the 1-dimensional polytopes Ay, and A, defined by the closed
intervals [0,0.5] X [2] and [0.5, 1] X [2], respectively, and the 2-dimensional polytope A, given
by the rectangle [0,0.5375] X [0,1].Let D = Ay UA; UA,. The functions py:Ay —
R, (x1,%3) = 3x1, p1: A1 = R, (x1, %) = 0.3x2 and p,: A, > R, (x1,x,) = 1 define a piece-
wise function P: B(D) = R as in Definition 4. Additionally, the function Pis o-additive and sat-
isfies P(D) = P(Ay) + P(A,) + P(A,) = 1. Note the first two summands are given by integrals
with respect to the I-dimensional Lebesgue measure whereas the third summand is given by an
integral with respect to the 2-dimensional Lebesgue measure. It follows that P defines a PPD
and the set (pgy, P1, D2) is the associated PPDF.

Corollary 1 (Dimensionality is bounded). We define the dimensionality of a PPDF to be the
dimension of its support, i.e., the dimension of the highest-dimensional polytope on which the
PPDF is defined. In the situation of Theorem 1, let d € N,d < m, be the dimensionality of px.
Then the dimensionality d' of py = W,py is bounded by d, i.e., d' < d.

Proof. The support supp(px) € R™ is a d-dimensional manifold (withd < m). If W is injective,
the support supp(py) € R™ again is a d-dimensional manifold. If W is non-injective (i.e.
ker(W) is a k-dimensional subspace of R™, k > 1), the dimensionality of supp(py) is d — i
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with 0 < i < k, depending on the number of basis vectors of the kernel that generate supp(py).
O

7.2 Appendix B: Edgewise Subdivision

In PLT, we use edgewise subdivision to obtain a fine-grained grid of simplices in the input space
on which the input PD is approximated by a piecewise constant PPDF. We now elaborate on
edgewise subdivision by first explaining the construction of the subdivision and then discussing
some useful properties.

Definition 5 (Corners and dimensions of a polytope). Let m = 0 be an integer and A € R™ a
polytope. There is a unique minimal set of points C(A) in R™ such that A is the convex hull of
these points. We call an element of C(A) a corner of A. The dimension dim(A) is given by the
dimension of the affine hyperplane spanned by C(A).

We call

h(A) = ai,gjlea(,)‘((A) |ai - aj

the diameter of A and set
p(A) = 2sup{R > 0: Bg(x,) C€ A, x, € A}
as the diameter of the biggest inner ball contained in A.

We now follow Edelsbrunner & Grayson (2000) to construct the edgewise subdivision of a sim-
plex. Let A be a simplex of dimension d. For a natural number k € N, each 1-dimensional facet
between exactly two corners of the simplex is divided into k € N pieces of equal length creating
a grid of points. The edgewise subdivision of A comprises the k¢ (sub-)simplices spanned by
adjacent (in direction of the vectors spanning the simplex) points of the grid. The edgewise sub-
division for k = 2 on a 2-simplex and a 3-simplex is illustrated in Figure 1.

Figure 1: Edgewise Subdivision of a 2-simplex (left) and a 3-simplex (right) for k = 2 (Edels-
brunner & Grayson, 2000)

The subdivision of A obtained by this method is denoted by A’e‘dge (A). It follows immediately
from the definition of edgewise subdivision that for sufficiently large k € N the distance between

any two corners of any simplex in A’e‘dge (A) becomes arbitrarily small. Thus, for every € > 0
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there exists a k, € N such that d(c;,c;) < € for all ¢;,¢c, € C(4;) and every simplex A; €
Alecfi g . (4). The minimal choice of k., € N depends on A.

Lemma 1. Let k,l € N. Then edgewise subdivision with respect to kl is equivalent to first sub-
dividing with respect to | and then further subdividing each simplex in Aédge (A) with respect to
k, ie.,

AIe{fdge (A) = AIecdge( Aleolge (A))
Proof. Edelsbrunner & Grayson (2000). O
The simplices in A’e‘dge (A) can be assigned to congruence classes, i.e., two simplices belong to
the same congruence class if and only if they are congruent. We denote the set of congruence
classes of A¥, ge(A) by Cong (Al’gdge (A)). It can be shown that there exists an upper bound for
the number of congruence classes which does not depend on k:

Lemma 2. For any simplex A of dimension d, the set A]gdge (A) has at most d!/2 congruence

classes.

Proof. Edelsbrunner & Grayson (2000). O

7.3 Appendix C: Error Estimation

In this subsection we study the error made when approximating the PPDF p with a piecewise
polynomial density p’ of degree k. In particular, choosing constant polynomials yields an error
estimation for the method described in the main chapter. We measure the error by means of p-
norms and the Hellinger distance, which we will define in the following. We will then provide
upper bounds for the approximation error both in the input (Lemma 3) and output space (Theo-
rem 4) and show that if the input subdivision and the output bin grid are fine enough, our method
PLT is able to approximate the true propagated PD arbitrarily closely (Theorem 5).

Definition 6 (p-Norm). Let (0, A, i) be a measure space and f: 2 — R a measurable function.
The p-norm of f is defined as

1
1Fllp = oy = ( | Iflpdu>p
forp € [1,0) and ’
1l = I llay = es5 supreal f)]
forp = oo, Wesay f € P(@) if Ifl, < o

In our case, we always consider a measure space 2 € R™ together with the Borel o-Algebra
A = B(#2) and the Lebesgue measure 4 .
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Definition 7 (o-finite measure). Let (2, A, 1) be a measure space. The measure U is called o-
finite if 2 can be covered by countably many measurable sets By, By, ... € A such that u(B;) <
oo for all i.

Definition 8 (Absolutely continuous measure). Let yq, U, be two measures on a measureable
space X. The measure |4 is absolutely continuous with respect to U, if every measurable set B C
X with u,(B) = 0 also satisfies u;(B) = 0.

Definition 9 (Hellinger distance). Let Py, P, be PDs on a measurable space X. Choose a a-finite
measure U with respect to which Py and P, are absolutely continuous. Note that such a measure
always exists (for example, u = Py + P, is a possible choice). Then by the Radon-Nikodym The-
orem Py and P, have PDFs p, and p,, respectively, on X with respect to u. The Hellinger distance
between P; and P, is defined as

1 2
H(Py, P,) = ji f (Vp1 = Vp2) du.

By Pollard (2001), H(P;, P;) does not depend on the choice of u. Hence, the Hellinger distance
is well-defined. The Hellinger distance defines a metric on the set of measures on the measurable
space X. The maximum value of the Hellinger distance between P; and P, is 1, which is attained
ifand only if P; and P, are mutually singular (Pollard 2001), i.e., there exists a measurable subset
S of X such that P;(S) = 0 = P,(X\S).

For a symmetric semi-positive definite (s.s.p.d.) n X n-matrix X, we set supp(Z): = Im(Z). This
is the unique linear subspace V of R™ such that the normal distribution N(0,X) admits a PDF
with respect to the Lebesgue measure on V.

To denote the Hellinger distance between normal distributions, we will use the abbreviation
H(er 22) = H(N(Or El)l N(O, Z2))

We will now provide error estimations for our approximation of the true PPDF. While we only
use a constant approximation of the PPDF on each polytope in Agq4¢(A4;), we give an upper
bound for the approximation error in a more general case where for each polytope, the PPDF
values on C(A) are interpolated by a polynomial of degree k such that for any polynomial PPDF
of degree < k the interpolation polynomial agrees with the PPDF. Note that our constant approx-
imation fulfills this condition for k = 0. We start by estimating the approximation error of the
polynomial approximation by means of the 2-norm. We consider the case where the PPDF p on
a polytope 4; is (k + 1)-times differentiable in a weak sense and its weak derivatives have finite
2-norm. In particular, every function p for which the first k + 1 (classic) derivatives exist and
have finite 2-norm, is an element of W**12(4,).

Lemma 3 (Approximation error, 2-norm). Let p € W**t1Y2(A}) (i.e., p is (k + 1)-times differen-

tiable in a weak sense and the weak derivatives have finite 2-norm). Let p' be the polynomial
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approximation of degree k on an edgewise subdivision Af,q,.(A;) of A;. Then there exist
Co, C; > 0 such that

llp — p’”LZ(Ai) S COhk+1”Dk+1p”L2(Ai)'
VD — Vp'll 2(a < CLoh*[ID** D]l 24,
where

h= max h(4),

AEA\L’,edge

h(A

o= max %and
A€AY 50 P
2
k+1 R .2
1D pllzeai= | | IDp|?dx
i |g|=k+1

where a € N7 is the associated multi-index vector with Y,; a; = k + 1. The constants Cy and
C; depend on both k and A;.

Moreover, we have
Lim lp —2'll2¢ap =0,
Lim Vo — VD'l 204 = 0
Note that p" is dependent on € > 0 as it is defined based on the subdivision A 44 ..

Proof. The first two inequalities are derived in Ciarlet (2002). To show the claims about the limit
of the errors for € — 0, it suffices to show that ¢ and ||D**1p|| 12(a,) are bounded and that h < e.

For two congruent simplices A;, A; € ¢ (where ¢ denotes the associated congruence class) it is

clear that

h(A)/p(A) = h(4;)/p(4;) =:0,

&

holds and o, is finite. By Lemma 2 Aj .4,

comprises at most d!/2 congruence classes. Hence,

0 = max g, < oo can be chosen as the maximum of the finite set {o. |c € Cong(Afedge)} and
S .

is independent of &. Moreover, ||[D**p|| 2 4, < o holds by definition as p € WkL2(4). It
follows immediately from the construction of edgewise subdivision that for any [ € N we have
h(A;;) < 1/1- h(A,;) for all simplices 4; j € A} .45, (A;). By definition of Af 45, | € N is cho-
sen large enough such that h(4; ;) < e holds forall 4; ; € Aﬁ,ed ge(4;) which yields the claim. O

Dk+1

The constants || Pll 24, and o can be interpreted as follows: If the (k + 1)-th derivatives

of p attain large values or variations on major parts of A4;, it is difficult to approximate p in these
regions by polynomial interpolation. In this case, the value of ||D¥*1pl| 12(4;) (and hence, the

. . TR h(4) .
right-hand side of the error estimation) is rather large. The value 0 = max ) S a measure

AEA e p(4)
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of how geometrically “flat” the simplices in A ;. are. For a flat simplex the longest 1-dimen-
sional facet of the simplex is relatively large when compared to the diameter of its largest inner
circle. Thus, a polynomial interpolation of a function defined on this simplex is prone to error
due to the relatively large distances of the points used for interpolation. A large value of ¢ ac-
counts for this condition.

The approximation error on Af,44.(A;) with respect to the 2-norm is of order 0(e**1) for
lp — Il 24;) and 0(&"®) for ||Vp — Vp'|| 12(a,)» Tespectively. Thus, for a higher-degree interpo-
lation, the approximation error in the input space decreases faster. However, for any degree k >
0, the propagation of p’ through a NN can no longer be done in an exact manner as it involves

calculating integrals of p’ over polytopes. Therefore, we only use constant approximations of the
true PDF for our method PLT.

Theorem 4 (Error propagation, p-norm). Let py, p, be PDFs on a polytope A, let p € [1, ) and
f:A = R™ a linear function on A. Then there exists C > 0 such that

If.(p1) = £ @I}, < C - llpy = p2II7»

Proof. Let f be the restriction of f to ker f*and c := |det (f~1)|. Using Holder inequality and

triangle inequality for integrals, we get

Ifps — fipal?,

o
J;‘ 4

sq‘j p2) — Py (IP dy dx
A f1(x)nA

p
dx

f um@@—j ¢ pa()dy
f~1(x)nA f~(x)nA

p
dx

f ¢ (P —p2(»)dy
f~1(x)nA

=ijﬂ@—Pﬂ@PdZ=CMH—PN$
A

for some constant C which depends on 4 and £. O

Finally, we prove that our propagated piecewise constant PPDF given by formula (6) can ap-
proximate the true output PD P, arbitrarily closely if the bin grid in the output space and the

edgewise subdivision of the input polytopes are chosen fine enough.

Theorem 5. Let P be a PPD in the input space of a neural network f. Then the output distribution
obtained by PLT can approximate the propagated PPD P, = f,P up to an arbitrarily small error.

Proof. We first claim that for a given bin grid S in the output space, our method can approximate
the true probability mass of P, in each bin b € § up to an arbitrarily small error. Consider a
subdivision A,44. of the input space D such that f is linear and the input PD is approximated

by a piecewise constant PD P’ given by a constant PDF ¢; € R on each A; € A4, as defined
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in Eq. 3. We denote the pushforward of P’ with respect to f by P, = f,P". Let b € S and £ > 0.
The entire probability mass of P’ in each A; is assigned to the output bin containing the image
f(t;) of the center t; of A;. We first show that the probability mass of P," in B can be approxi-
mated up to an error € by PLT. Denote the output PD obtained by PLT by Pp;r. For any A; €
A¢qge, the fraction of the probability mass P’(A;) that is propagated into B is correct if f(4;) ©
Bor f(A;) N B = @.1If f(A;) is only partially contained in B, then a fraction of the probability
mass P(4;) is either incorrectly propagated into B (if f(t;) € B) or incorrectly not propagated
into B (if f(t;) € B). By the construction of the edgewise subdivision, the total volume (and,
therefore, the total probability mass with respect to P’) of all polytopes A; with images f (4;) not
contained in a single bin becomes arbitrarily small if the subdivision is chosen fine enough. In
particular, there is a K € N such that |P3§ (B) — PPLT(B)| <eg/2forall B€ Sandall k >K if
A’e‘dge is chosen as the input subdivision. Furthermore, the difference between P and P’ becomes

arbitrarily small for fine enough subdivision by Lemma 3. Hence, the difference between their
respective pushforwards also becomes arbitrarily small. Therefore, there exists a K’ € N such
that |Py(B) - P (B)| < ¢g/2forall b € S and forall k = K' if A’e‘dge is chosen as input subdivi-

sion. It follows immediately that |Py (B) — Ppyr (B)| < ¢ for all bins B € S if k is chosen large

enough which proves our first claim.

It is well-known that the true output distribution can be approximated arbitrarily closely by a
piecewise constant PD if the underlying bin grid S is chosen fine-granular enough. Together with
the first claim, this yields that for fine enough bin grid and input subdivision, the piecewise
constant output PD obtained by PLT can approximate the true output PPDF up to an arbitrarily

small error. O

Thus, we have shown that for increasingly fine-grained subdivision in the input and bin grid in
the output, the result of PLT converges to the true propagated distribution.

7.4 Appendix D: Dependencies of Neurons

In this section, we will show that in general neurons in the same layer of a NN are dependent
and that the assumption of independence between neurons can lead to large errors in the propa-
gated PD. To achieve this, we consider a setting where the input neurons are given by independ-
ent Gaussian distributions, i.e., the input PD is a Gaussian with diagonal covariance matrix. We
proof that even in this case, the neurons in the first hidden layer are only independent if the
weight matrix satisfies specific requirements (Lemma 5). We then analyze the difference between
the true distribution in a NN layer and the distribution resulting from assuming independent
neurons, measured by the Hellinger distance introduced in Appendix C. We give a maximality
criterion to determine when the Hellinger distance between two normal distributions assumes
the maximal value of 1 (Lemma 6). We then use this maximality criterion to proof theorems
yielding a wide range of examples of covariance matrices and weight matrices where the as-
sumption of independent neurons in the hidden layer results in a maximal Hellinger distance of
1 between the true PD in the hidden layer and the PD obtained by assuming independence
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(Theorems 7 and 8). Finally, we show some formulas for the Hellinger distance between a Gauss-
ian distribution with non-diagonal covariance matrix and the Gaussian distribution resulting
from restricting the covariance matrix to its diagonal (Theorem 9). These allow quantifying the
error that would be made even in the input space if the input neurons are dependent and normally
distributed but are modelled as independent. The formula depends on a set of eigenvalues, and
it can be seen that it may result in large errors, measured by the Hellinger distance, as well.

Let k be a positive integer,  be an element of R and 5 be a symmetric positive definite (s.p.d.)
k X k-matrix. We denote the PDF of the Gaussian distribution with mean u and covariance ma-
trix X by N(u, 2 ) and the identity matrix of dimension n by E,,.

Lemma 4 (Propagation of Gaussian distributions). Let W be a non-singular k X k-matrix. Then
W.N(u, ) = NWu, WEwT).

Proof. By the bijective case of Theorem 1, we can directly compute
W.N@ 2) () = N, )W y)|w
e

1
(— > Wty — )Tz t(wty - u))

p (— % (W —ww) = (Wi(y — W/D))

1
= ex
(WY (2m)k| 2]
1

1
= exp (— —(y=wp)w T tw(y - W,u)) = N(wu, wzwT)
JEmKWIWT| 2

which proves the claim. O

Definition 10. We call a k X k-matrix W permutation diagonal if W is diagonal up to a permu-

tation of its columns.

Lemma 5. Let W be a non-singular k X k-matrix such that for all diagonal s.p.d. matrices X the
matrix WEW T is diagonal. Then W is permutation diagonal.

Proof. By replacing W with WT we can assume that WTXW is diagonal for each diagonal s.p.d.
matrix 2. Denote the columns of W by (w;);=1_x. For any i # j, we obtain

0=(WiIw),  =e/WEWe = w/Zw;.

In other words, w; is orthogonal to Xw; for all i # j. As W is non-singular and X = EJ is a valid
choice, (w;); is an orthogonal basis. Now fix an index j. Because Zwj is orthogonal to w; for all
i # J, it follows that Yw; is a multiple of w;. Since this holds for all diagonal s.p.d. matrices 2,
we can conclude that the vector w; has a single non-zero entry. Since W is non-singular, this

proves the claim. O

Theorem 6. We denote by pr; the projection to the i-th component. For a non-singular k X k-

matrix W the following are equivalent:
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1. For each probability measure u on R¥ such that the family of random variables

(pri)i=1,...,k is independent, (priW)iszk is independent as well.

2. The matrix W is permutation-diagonal.
Proof. We first show that 2 implies 1. Let W be permutation-diagonal. Then (prl.W)i =

(aipra(i))i for a permutation ¢ and a; in R. The independence of (pri) . implies the inde-

i=1,..,

pendence of (aipro ( i)) . To prove the converse, specializing condition 1 to non-degenerate
i=1,..k

normal distributions and applying Lemma 4 yields that for each s.p.d. diagonal matrix X the
matrix WEXW?T is diagonal. By Lemma 5, this implies that W is permutation-diagonal. O

Lemma 6 (Maximality criterion). Let Xy, X, be s.s.p.d. n X n matrices. Then H(X{,2;) = 1 if
and only if supp(2,) # supp(Z,).

Proof. As stated in Appendix C, H(Z,Z,) = 1ifand only if N(0, £,) and N (0, £,) are mutually
singular. This is equivalent to supp(Z,) # supp(Z,).O

For the following discussion, we fix a kK X n matrix W and a s.s.p.d. matrix . The matrix X
defines a scalar product {-,-)s on R™ by {(a, b)s = a’Zb for a, b € R™. We denote by w' the i-th
row of W viewed as a column vector. Further let (e;);=1 ._j denote the standard basis of R¥. For
any matrix M, we denote by M, the diagonal matrix containing only the diagonal entries of M,
ie.,(My)ij = M;; fori = jand M;; = 0 for i # j.

Lemma 7. The Hellinger distance HWXIWT, (WEWT),) is maximal if and only if
supp(WEWT) # (e;|(w!, Zw') # 0).
Proof. By the maximality criterion, it suffices to show (e; |(Wi, Iwi) # 0) = supp((WEWT)y).

The support of (WEWT), is given by (e;|((WEWT),);; # 0). By definition the i-th diagonal
entry of (WEWT), is given by (W', Zw') and the claim follows immediately. O

Theorem 7. If W is not surjective and does not have a zero row and X is non-singular, then
HWIwWT,wiwT),) = 1.

Proof. Since W is not surjective, we have dim supp(WEWT) # k. As each row of W is non-

zero the dimension of <ei|(wi,wi)E * O> = R¥ is k. Thus, it follows from Lemma 7 that

HwzwT, (wzwT),) =1.0

For s in {1, ..., n}, we denote by D the n X n matrix satisfying (D;);s = 1 where every other

matrix entry is 0.
Lemma 8. If the s-th column of W has 2 non-zero entries, then HWDWT,(WD,WT),) = 1.

Proof. Since Dg has rank 1, it follows that WD,WT has rank at most 1. In other words,
supp(WD,WT) has dimension at most 1. We can compute
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(WDWT)y = diag(WEs, ..., W2,).

Therefore, the dimension of supp(WD,;WT),) is given by the number of non-zero entries of
the s-th column of the matrix W, which is greater than 1. This implies supp(WD,WT) #
supp((WDsWT) ). O

Using the maximality criterion from Lemma 6, we characterize the matrices W for which there
exists some s.s.p.d. matrix ¥ with the property that HWEIWT, (WzwT),) = 1.

Theorem 8. The following are equivalent:

1. There exists a diagonal s.s.p.d. matrix X such that HWXEWT, (WZWT),) = 1.

2. The matrix W has a column with at least 2 non-zero entries.

Proof. The fact that 2 implies 1 follows from Lemma 8 as the matrix Dy is s.s.p.d for all s =
1, ...,n. We show that 2 implies 1 via contradiction. Assume that W does not have a column with
at least 2 non-zero entries and let X be a diagonal s.s.p.d matrix. Then a direct computation shows
WEIWT = WEIWT),, which implies HWEIWT, (WEWT),) =0+ 1.0

From Theorems 7 and 8, we get a large set of diagonal s.s.p.d matrices ¥ and matrices W for
which the Hellinger distance H(WEWT, (WEWT),) is maximal. In particular, this means that if
the input distribution is given by a normal distribution with covariance matrix ¥ and the weight
matrix of the first layer of a NN is given by a matrix W such that W and X fulfill the conditions
discussed in Theorem 7 or Theorem 8, the assumption of independent neurons in the first hidden
layer of the neural network results in a distribution N(0, (WEWT),) with maximal Hellinger
distance HWEIWT, (WEWT),) = 1 to the true distribution N(0, WEWT) in the first hidden
layer. Note that a mean of 0 can be assumed here without loss of generality.

In the remainder of this section, we want to give a formula for the distance
HWzIWT, (WEWT),) — under appropriate assumptions on W and X — if it is not maximal. More
precisely, we will consider the case supp(WEWT) = supp((WEWT),) = R*.

Lemma 9. Let X1, 2, be s.p.d. matrices, then
1
4
det(X,) det(X,)

21;22 )2

Hz(zlﬁZZ) =1-
det(

Proof. Pardo (2005). O

For a s.p.d. matrix X, we define the correlation matrix associated to X by

Leor: = \/E—d_lx\/z_d_l-
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Here, \/Z_d is computed by applying the square root to each entry of X;. Further, \/Z_d ' exists as
each entry of X is positive. By the multiplicativity of the determinant, it follows that H(Z, Z,;) =
H(Zcor, D.

Theorem 9. Denote by (14;)i=1,.n the eigenvalues of X.,,. Then the equation

1

4
n
H.
H*(Z,Zq) = H?(Zeor En) = 1 - H—z
i=1 (ﬂ)
2
holds.
Proof. We compute
1
d 3 det(E,)? - 4
et(Zor )4 det(E,)4 )
H2(5,Zg) = H2 (Lo By) = 1 — So0Zeor) T Yoo #
eort1)2 =1 :
o (2511 =)

Here we used that the eigenvalues of % (Zeor + Ep) are (% (u; + 1)) .0

i
Note that if X is diagonal, X_,, is equal to E,, and the above formula yields a Hellinger distance
of 0. Applying Theorem 9 to WEWT we obtain:

Corollary 2. If W is surjective and X' s.p.d, then

n

H*(WEWT,(WEWT),) =1— n—z
i1 (1 + ai)
2

where (0;);=1,..x denotes the family of eigenvalues of  WEZWT) .

Oj

Proof. By assumption X is s.p.d., which means that WEWT is s.p.d. as well. Hence, we can apply
Theorem 9 which proves the claim. O

Based on Theorem 9, we see that if the true input PD contains dependencies between neurons,
the assumption of independence can lead to large errors depending on the eigenvalues of X,
Corollary 2 can be used to find more examples of covariance matrices and weight matrices where
the assumption of independence in the propagated distribution can lead to large values of the
Hellinger distance. In Theorems 7 and 8, we have already seen that even the maximal value of 1
can be attained depending on the weight matrix of the NN layer. Thus, we have shown that even
under the restrictive assumption that the input neurons are independent and normally distributed,
neglecting potential dependencies between neurons in subsequent layers generally results in
large errors between the propagated PD and the true PD.
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7.5 Appendix E: Datasets and Models

In this section, we provide additional information about the datasets on which our method was
evaluated. The evaluation was performed on datasets widely used for classification and regres-

sion tasks which are shown in Table 2. All datasets are publicly available, and sources are pro-
vided.

Dataset Features Instances Reference
Appen- 7 106 Wang, Zhang and
dicitis Min 2019
Banana 2 5300 Jaichandaran
2023
Balance 4 625 Siegler 1976
Bands 35 541 Evans 1994
Boston 13 506 Harrison and Ru-
binfeld 1978
Breast 30 569 Wolberg 1990
Califor- 8§ 20640 Kelley Pace and
nia Barry 1997
Diabetes 10 442 Efron et al. 2004
Iris 4 150 Fisher 1936
Machine 9 209 Feldmesser 1987
Real Es- 7 414 Unknown 2018
tate
Vehicle 18 847 Mowforth and
Shepherd 1987
Wine 13 178 Aeberhard and

Forani 1992

Table 2: Datasets

For each dataset, instances with naturally missing attribute values were excluded before deleting
values and applying MICE imputation as described in the evaluation. We provide the code used
for our experiments in a publicly available repository”.
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1 Introduction

Wikis provide an easy and efficient way to share, store, reuse, adapt, mobilize, and aggregate
information (Beck et al. 2015; Yates et al. 2009). Their popularity, availability, and scope have
increased over time, to the point where they are now widely applied across all areas and indus-
tries (Bhatti et al. 2018). Beyond organizational application, wikis have also become common-
place in private use (Algahtani 2017). For instance, Wikipedia can not only be seen as the most
comprehensive information repository in human history (Dang and Ignat 2017), but it also is one
of the world’s most popular websites, with close to 2 billion page visits per month (Wikimedia
2023). The English Wikipedia alone contains more than 6 million articles providing data about
a variety of topics such as politics, science, culture, and sports as well as a large number of
biographies (Wikipedia 2023).

Such a wealth of data, however, also comes with a drawback: It makes maintaining high data
quality (DQ) in wikis, especially in a manual manner, very difficult and costly. This issue is
further exacerbated by the fact that large parts of wiki articles consist of natural language text,
which DQ maintenance methods have to cope with. DQ can be defined as “the measure of the
agreement between the data views presented by an information system and that same data in the
real world” (Orr 1998, p. 67; cf. also Heinrich et al. 2009). It is a multidimensional construct
(Cichy and Rass 2019; Wang and Strong 1996) comprising several DQ dimensions such as cur-
rency, completeness, accuracy, and consistency (Nelson et al. 2005). In accordance with DQ
literature (Heinrich and Klier 2015; Nelson et al. 2005; Zak and Even 2017), we refer to currency
in this paper, expressing whether a data view presented by an information system, which was
originally accurately captured, still is an accurate representation at the time of assessment. It is
related to, but different from other time-related dimensions such as timeliness, which in DQ
literature has mainly been defined as being directly dependent on the age of a data value and the
maximum length of time the value of the considered attribute remains up-to-date (Ballou et al.
1998; Heinrich et al. 2018). Timeliness in this sense is not applicable to wikis, as there is no
fixed and known maximum length of time for which certain data in a wiki can remain up-to-date
(for a detailed discussion cf. Heinrich and Klier 2015, pp. 83-84). In contrast, currency is of
particular importance for wikis as outdated data makes the wiki less helpful, less credible and
leads to detrimental effects such as misinformation and less efficient use (Bhatti et al. 2018; He
and Yang 2016; Shah et al. 2015). Moreover, there is a strong correlation between the currency
of data contained within a wiki and the frequency of its use, as well as the satisfaction of its users
(Bhatti et al. 2018). Thus, we focus on the currency of wikis in this paper. In the context of wikis,
currency expresses whether a wiki article (and especially the textual wiki data) still describes the
current state of the corresponding entity in the real world at the time of assessment (Klier et al.
2021; Lewoniewski 2019).

As already pointed out, wiki articles usually mainly consist of (unstructured) textual data, some-
times paired with data in structured form (e.g., information boxes) or other unstructured data
(e.g., pictures or short videos). While for structured data, many approaches to assess and improve
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currency have been proposed (e.g., Heinrich and Klier 2015; Zak and Even 2017), there are only
a few initial contributions regarding the currency of textual data (e.g., Batini and Scannapieco
2016; Hao et al. 2020). Yet, textual data is the main component of wiki articles and frequently
becomes outdated due to events in the real world (Klier et al. 2021). Due to the sheer number of
articles and the velocity of required updates, keeping textual wiki data current is highly chal-
lenging. Indeed, it has been noted that even Wikipedia, a highly popular wiki with a very large
number of voluntary authors, has difficulties keeping articles current (Hatcher-Gallop et al.
2009). Consequently, it is crucial to assess and improve the currency of textual wiki data with
automated support (Seibert et al. 2011). Thus, the research question we aim to address in this
paper is as follows:

How can the assessment and improvement of the currency of textual wiki data be supported in

an automated manner?

The remainder of the paper is organized as follows. In the next section, we discuss the problem
context and present a running example. Subsequently, we provide an overview of related prior
work. We then develop a novel language model-based approach to assess and improve the cur-
rency of textual wiki data. Thereafter, we instantiate our approach using a dataset from Wikipedia
and evaluate and discuss its performance. Finally, we conclude, reflect on limitations, and pro-
vide an outlook on future research.

2 Problem Context and Running Example

Textual wiki data usually contains a large amount of factual data which may become outdated
over time due to changes in the real world. To illustrate this idea, we consider a sentence about
the political position of the prime minister (PM) of the United Kingdom currently held by Rishi
Sunak, and use it as a running example throughout this paper (any fact-based sentences from
other Wikipedia domains can be used analogously). This is typical data which may be provided
by Wikipedia or other wikis containing general information. Sunak’s predecessor Liz Truss took
office in early September 2022 (point in time t; in Figure 1), and this data may have been stored
correctly in a wiki shortly after (point in time t, in Figure 1). At this time, the data provided by
the wiki is current. However, in late October 2022, Sunak succeeded Truss as PM (point in time
t3 in Figure 1). This is a change in the real world, which renders the data previously stored in the
wiki outdated. The data provided by the wiki remains outdated until it is correctly updated (point
in time t, in Figure 1), which restores its currency. The same sequence takes place for all previ-
ous changes of office (e.g., May succeeding Cameron, Johnson succeeding May, etc.). Ideally,
only a short amount of time elapses between the real-world change and the corresponding wiki
update (e.g., between t5 and t,). However, there are cases where articles remain outdated for
weeks before the respective data is (manually) updated.
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Figure 1. lllustration of Textual Wiki Data becoming Outdated
3 Related Work

The literature offers a large body of work for the assessment and improvement of currency for
structured data (e.g., Heinrich and Klier 2015; Zak and Even 2017) as well as some initial con-
tributions on unstructured data (e.g., Batini and Scannapieco 2016; Hao et al. 2020). Moreover,
there are works discussing the assessment and improvement of DQ with a focus on wiki articles
(e.g., Klier et al. 2021; Wang and Li 2020). This section is thus structured as follows. First, we
briefly summarize existing work on currency in structured data and whether this work can be
transferred to unstructured data. We then provide an overview of contributions on (textual) un-
structured data. Subsequently, we review works focusing on the DQ of wiki articles in general,
and works dealing with the currency of wiki articles in particular.

3.1 Currency of Structured Data

One of the earliest and most influential contributions to the assessment of time-related DQ di-
mensions of structured data was made by Ballou et al. (1998). They use parameters such as at-
tribute value’s age at the time of assessment, the (fixed and given) maximum lifespan of the
attribute, and a sensitivity parameter to adjust the assessment based on the context. However, not
all attributes have a predetermined lifespan, which led other authors to bring forward probability-
based metrics (Heinrich et al. 2009; Heinrich and Klier 2011, 2015; Wechsler and Even 2012).
Heinrich et al. (2009) propose a general procedure for developing probability-based metrics for
the currency of structured data. Heinrich and Klier (2011) and Wechsler and Even (2012) both
suggest metrics for the assessment of currency assuming an exponential distribution of attribute
value lifespan. Heinrich and Klier (2015) relax this assumption, introduce additional metadata
and provide a metric based on conditional probabilities, resulting in an interval-scaled and inter-
pretable metric value. Taking up ideas from Heinrich and Hristova (2014) and Wechsler and
Even (2012), Zak and Even (2017) suggest a continuous-time Markov chain model for detecting
and handling currency declines. These approaches form important contributions and can be ap-
plied in an automated manner to assess the currency of structured data. Yet, being developed for
structured data, they crucially rely on values of given, defined attributes (e.g., as contained in a
relational database). Such attributes do not exist in the unstructured texts of wiki articles,
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rendering the approaches unsuitable for the direct application to this kind of data. To alleviate
this issue, Batini et al. (2011) suggest to pre-process textual data and then apply an approach for
structured data. However, pre-processing textual data still does not yield standardised and ho-
mogenous attributes across large bodies of text data (e.g., wiki articles) as required for the appli-
cation of these approaches. Moreover, even if attributes were somehow derived from the textual
data, the attributes are then themselves erroneous, as they are based on the textual data with
imperfect DQ. Thus, these approaches cannot be applied to assess the currency of (unstructured)
textual data.

3.2 Currency of Unstructured Data

The currency of unstructured data is commonly assessed based on the most recent update time
of the considered data (cf., e.g., Batini and Scannapieco 2016; Firmani et al. 2016; Shah et al.
2015). The most recent update time intuitively appears valuable in assessing currency. Addition-
ally, it is usually automatically saved as metadata and is thus commonly available. Nevertheless,
relying on the time elapsed since the last update is not sufficient to assess currency by far. For
instance, a wiki article about the Russian war in Ukraine may already be outdated even though
it was updated just days or hours ago, while another wiki article about the football world cup in
1990 may still be current despite its last update having occurred years ago. Hao et al. (2020)
suggest an initial way to mitigate this issue by additionally considering average update frequen-
cies. While these frequencies can be valuable in assessing currency, they have a drawback in that
they can only be based on past data (i.e., previous updates). They cannot capture a change in
pace of suddenly occurring events regarding a certain topic. Moreover, using the most recent
update time, the average update frequency or other metadata does not offer suggestions for the
improvement of outdated textual data, as the actual semantical content of the text is not consid-
ered at all.

3.3 DQ of Wiki Articles

The literature contains a large body of work on the DQ of wiki articles in general. These ap-
proaches generally strive to assess the DQ of whole articles (i.e., no indication of the DQ of; e.g.,
individual sentences, is provided). Several works aim to classify wiki articles into different qual-
ity categories, based on, for example, the length of the article or the reputation of its authors (cf.,
e.g., Blumenstock 2008; Shen et al. 2017; Wang and Li 2020; Wohner et al. 2015; Zhang et al.
2020). Wikipedia employs a scoring system called ORES which assigns quality scores to single
edits and full articles (MediaWiki 2023). These approaches have the ability to assess the quality
of a wiki article based on its edit history and other factors. However, a shared issue among all
these works is that they perceive DQ as a unidimensional construct, rather than a multidimen-
sional one. Consequently, various aspects of DQ are compressed into a single rating, making it
impossible to pinpoint specific quality problems (like outdated sentences). Therefore, capturing
the currency of textual wiki data is out of the scope of these approaches.
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3.4 Currency of Wiki Articles

To the best of our knowledge, despite the topic’s undeniable relevance, only a handful of ap-
proaches dealing specifically with currency in wiki articles have been proposed. Stvilia et al.
(2005) assess the currency of a wiki article based on the time it was last updated. Thus, this
approach shares the drawback of the works for unstructured data presented above in that the time
since the last update is not a sufficient indicator of currency. Moreover, such an approach does
not offer suggestions for improvement of the data. Tran and Cao (2013) aim to find outdated data
contained in the information boxes of Wikipedia articles by searching the Web for related data
based on pattern recognition. This is an intriguing approach, but it is restricted to structured data
contained in information boxes (which are not present in every wiki). In particular, it is not ap-
plicable to the textual content of wiki articles for the reasons outlined above. Lewoniewski
(2017) proposes to improve the quality of Wikipedia articles by enriching the content of infor-
mation boxes with data from information boxes of other language versions of the same article,
taking into account DQ and popularity metrics. This approach may also be useful to address
currency issues. However, it relies on multiple language versions of the same article being avail-
able. Moreover, it is limited to information boxes, and not applicable to the textual content of the
article. Lewoniewski (2019) proposes to assess the currency of information boxes by examining
the recent update frequencies, which is subject to the limitations discussed above. Finally, Klier
et al. (2021) suggest an event-driven approach for the assessment of currency of wiki articles.
They aim to detect events which affect the currency of wiki articles by monitoring their
pageviews, with a sudden spike in pageviews indicating a currency-related event. This approach
supports the automated detection of potentially outdated articles, but it does not indicate which
part of the article has actually become outdated. Moreover, it does not offer suggestions for the
improvement of currency.

3.5 Summary

In summary, while there are some important contributions for assessing and improving the cur-
rency of structured and unstructured data, they are not suited for textual wiki data. This is because
they either rely on structured data attributes, which are not available in the context of textual
wiki data, or only consider simple metadata such as most recent update time, but not the textual
content itself. Further, valuable work has been conducted on the quality of wiki articles, but most
of these works provide just a general quality assessment and only a few studies have discussed
currency of wiki articles specifically. These proposed approaches have drawbacks that limit their
usefulness, such as only being applicable to certain structured elements of an article. They do
not consider the textual content of the wiki articles itself and thus cannot improve its currency.
Therefore, to address this research gap, we propose an approach for the assessment and improve-
ment of the currency of textual wiki data.
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4 Language Model-based Approach for the Currency of
Wiki Articles

In this section, we first introduce a theoretical model and our approach. We then discuss the
assessment of the currency of a wiki sentence based on our approach.

4.1 Theoretical Model and Approach

In general, changes occurring over time in the real world determine the currency of textual wiki
data. As usually not all these real-world changes are known, uncertainty arises. To account for
these uncertainties, we model the temporal changes in the real world as a stochastic process.
Therefore, let (2, F, P) be a probability space and {X;, t € T} a stochastic process that is defined
on (Q, F, P). In our setting, the parameter set T reflects time and contains all considered points
in time. For each point in time t € T, the function X;: w = X;(w),Q — S is a random variable
(which is discrete or continuous) taking values in the data space S. In the case of certainty (i.e.,
all real-world changes regarding the data are known), X;(w) attains the single value s € S with
probability 1. In reality however, certainty is not always given and X; (w) follows a (non-trivial)
probability distribution.

In particular, X, , denotes the random variable describing real-world data at ¢y, = 0, the time of
creation of the data, where it attains one value x; € S (under certainty). The real-world data then
may change over time depending on {X;,t € T}, and at a certain point in time t, > t, is stored
in a wiki as the (certain) value x;, € S. From then on, the real-world data may continue to change
over time depending on {X;, t € T}, and at any later point in time t,, > ¢,, the true value x,, € S
may differ from the value x;, € S provided by the wiki. This stochastic process can also be used
to reflect updates of the data in the wiki: If at a certain point in time t, the data in the wiki is
updated as the value x;, € S, from then on, at any point in time t; > t, the true value x;, € §
may be different from the value x; € S due to, once again, a change in the real world. For in-
stance, in our running example, the stochastic process {X;,t € T} begins at some point in time
to, depending on the temporal horizon of interest (e.g., the start of Johnson’s term). At a point in
time t (between t, and t;), this data is still unchanged (x;) and stored in the wiki. At the point in
time t,, Truss becomes PM, and the true value x; € S (Truss) is different from the value x, € S
(Johnson) provided by the wiki: The data provided by the wiki is outdated. It remains so until
the point in time t,, when the wiki is updated to reflect x;, € S (Truss), but then again becomes

outdated when Sunak becomes PM.

In our model, at any point in time t, > t, (the time at which the data was initially stored in the
wiki), the data may be outdated. Today, manual effort would constantly be required to search and
obtain the correct real-world value x; € S under certainty. Using x,_, the data stored in the wiki
can then either be current or has to be updated. However, our idea is to automatically assess the
distribution of the random variable X; , which may then be used to support the validation or
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facilitate the update of the data stored in the wiki. In particular, if the distribution of X; shows
that the data stored in the wiki is potentially outdated (e.g., its probability falls below a thresh-
old), the need for an update can be suggested, with probable current real-world values also sug-
gested by X, . Generally, the distribution of the random variable X; could be assessed by the

term

thzl{Xt,tET,t<tZ}(th|{xtl teT, t<t,}) (1
where thz|{Xt:t€T:t<tz} is a function incorporating information about changes of real-world data

over time (e.g., how often the PM of a country changes), {X;,t € T} is the stochastic process
modelling changes in the real world as introduced above, and x; € S for all t. However, using
formula (1) is rarely feasible in realistic situations, as this assessment requires the knowledge of
all x; (including for points in time t < t, where no data was stored in the wiki yet, and including
for points in time very briefly before t,). In fact, the only points in time at which x; is known
are the points in time at which the data was initially stored in the wiki, or the points in time at
which it was updated previously. Denoting the set of all such points in time as Ty € T, one can
then assess the distribution of X; by the following term:

thZI{Xt,tETU}(xtzl{xt' t €Ty}) ()
Using this formula generally allows to support the validation or facilitate the update of the data
stored in the wiki. However, it may not produce good results, in particular if the data is not
updated frequently or the last update occurred a long time ago. Indeed, it may take a long time
to detect changes that occurred in the real world and support an update of the data in the wiki.
We thus propose to additionally use data y, provided by recent external sources (e.g., news arti-
cles; details provided in the next section) at points in time t € Ty < T, with Ty being defined as
the subset of T, for which additional data are available. This data may serve as a proxy for x; for
points in time ¢t close to t,. The use of such data is crucial to detect real-world changes and to
facilitate updates. The assessment of the distribution of X; can then be conducted based on the

following term:

thzl{Xt,teTU},{Yt,teTE}(xtz|{xtf t € TU}' Ve, t €Tg}) 3)
To summarize, the approach in (3) allows taking into account
e known data stored in the wiki at the points in time t € Ty

e data provided by external sources at the points in time t € Tg
¢ a function incorporating information about changes of real-world data over time

to validate and potentially update data stored in a wiki at the point in time ¢,.

With respect to a practical application, using the approach (3) to assess the distribution of X,

seems to require substantial manual effort for extracting the external data y, and for conducting
the assessment itself. However, language models (e.g., Brown et al. 2020; Devlin et al. 2019)
can serve to address these problems and deliver a prediction for the distribution of X; (cf. next

section).
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Figure 2. Overview of the Approach

Figure 2 illustrates our approach using the example of the latest change of the PM. The data that
Truss is PM was stored in the wiki at the point in time t,. At the point in time ¢, (e.g., t, =
26/10/2022; one day after the beginning of Sunak’s tenure), the wiki still provides this data.
Yet, Sunak has already taken office one day before t,, at the point in time t3 = 25/10/2022.
The data provided by the wiki at t, is outdated. However, Sunak’s appointment as PM has been
reported by external sources, for instance media outlets in their news articles, at times t, with
t; <t, <t,(eg,Ott 2022; BBC 2022). These news articles can be collected and processed in
an automated manner. They support the prediction of the distribution of the random variable X,
by a language model according to formula (3). The language model’s prediction of X, suggests
in our example that the PM is Sunak. In this way, the update of the wiki at the point in time t,, is
facilitated. As the result of the update, Sunak is correctly provided as the PM by the wiki (dotted
line in Figure 2).

4.2 Assessing the Currency of a Wiki Sentence

In this subsection, we elaborate on the assessment of the currency of a wiki sentence (called
focus sentence in the following) based on the theoretical model and the approach introduced
above. In particular, a focus sentence contains at least one currency-related statement which can
either be current or outdated regarding the (real-world) fact it refers to. For example, the focus
sentence “Prime Minister Sunak is the leader of the United Kingdom” contains, for example, the
currency-related statements that Sunak is the current PM (and not, e.g., Truss), and that he is
still alive (“is the leader”). In this sense, multiple different currency-related statements can be
examined when assessing the currency of a focus sentence. Importantly, this example further
illustrates that the currency of a currency-related statement crucially depends on (typically) one
corresponding term (“is”/ “was”, “Sunak”/ “Truss”/ “Johnson™/...), which we call the currency-
related term. In our running example, we mainly consider the currency-related statement about
the current UK PM for which the name of the PM is the currency-related term.

To assess and improve a currency-related statement of a focus sentence, we propose to traverse
four steps: First, a) keywords are extracted from the focus sentence. Ideally, these keywords
express the meaning of the focus sentence. Naturally, the currency-related term (in our example,
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the name of the PM) is not used for the keyword extraction. Then, b) news articles from sources
which contain the keywords are identified. Next, c) the news articles are divided into smaller
paragraphs. Using semantic comparisons, the paragraphs potentially containing the sought up-
date-relevant data are determined. Finally, d) the identified paragraphs are transferred to a lan-
guage model and are used as input together with the focus sentence. If the paragraphs do indeed
contain update-relevant data, the language model recognizes the semantic relationships between
the paragraphs and the focus sentence resulting in an up-to-date prediction for the currency-
related term. This prediction corresponds to the result of our approach in (3) introduced above.
The four steps are shown in Figure 3 in the case of our running example of the PM and are
described in more detail below.

Prime Minister ... is the leader of the United Kingdom.
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Figure 3. Assessing the Currency of a Wiki Sentence

Ad a): The starting point is the focus sentence, based on which keywords are extracted in the
first step. For a valid result of the search for news articles, the keywords must contain the most
important entities and terms mentioned in the focus sentence. For the keyword extraction, we
propose to use the language model GPT-3.5 from OpenAl. This works well in a few-shot learning
setting (Brown et al. 2020) in which a few exemplary sentences together with desirable keywords
(e.g., “Djokovic currently holds ... Australian Open titles” as sentence and {“Djokovic”, “Aus-
tralian”, “Open”, “titles”} as keywords) are provided. On this basis, GPT-3.5 can be instructed
to return a number of keywords for a given focus sentence. In our running example, the keywords
“Prime”, “Minister” and “UK” are extracted.

Ad b): In the second step, news articles containing all extracted keywords are searched. For our
example, the result of this search should thus be articles that mention the name of the PM. Various
news sources can be used as a basis for this search, in particular, renowned news outlets such as
the New York Times or The Guardian. Importantly, the choice of adequate sources is crucial for
our approach as it determines the set of retrievable articles. For instance, using the New York
Times as the only news source might not be helpful when assessing the currency of focus sen-
tences from the domain of second division German football. Therefore, in the case of focus sen-
tences from a specific domain, a news source which is known to cover this specific domain
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should be employed. On the other hand, if the focus sentences stem from various domains, a
broad mixture of different news outlets is preferable. We explicitly focus on news articles as
opposed to making use of a language model-infused search engine such as Bing or Bing Chat
for three reasons. First, news articles are usually reliable whereas the results of a general web
search may not be. Second, we can thus focus on obtaining recently published data (e.g., by
specifying a certain search period). Third, these search engines themselves often use Wikipedia
as a source, making them unsuitable for assessing and improving the currency of Wikipedia ar-
ticles.

To further ensure that only news articles containing update-relevant data are retrieved, a search
period can be specified, limiting the maximum age of eligible articles. With the specification of
a longer search period, the number of potentially found articles increases, however their currency
might decrease since already outdated data could also be contained. This results in a trade-off
between the number of articles found and their currency. In the case of our example, a search
period which is chosen too high might also yield articles which still refer to Truss as PM.

Ad c): We proceed by dividing all articles found into smaller paragraphs. A paragraph is defined
as an excerpt consisting of a certain number of consecutive sentences. Moreover, the division of
an article into paragraphs can either be disjoint or allow paragraphs to overlap. Then, semantical
text embeddings can be used to identify the paragraphs that are most similar to the focus sen-
tence. More precisely, the text embedding converts each paragraph into a numerical vector of a
certain dimension. After also embedding the focus sentence into the same vector space, vector
similarities between each paragraph embedding and the focus sentence embedding can be com-
puted. Our idea is that the paragraphs most similar to the focus sentence are also most likely to
contain update-relevant data. In our running example, such a paragraph should consist of, for
instance, three sentences of which at least one ideally mentions the current PM.

Ad d): Finally, the identified similar paragraphs and the focus sentence are passed to a language
model. Based on these paragraphs, the language model predicts an answer for the currency-re-
lated term which is decisive for the currency assessment of the focus sentence. Similar as in step
a), a few-shot learning setting can be established based on which the language model is instructed
to make a current prediction based on the additional data provided by the news articles. This
prediction corresponds to the result of approach (3) introduced above. If we instruct the language
model to make a suggestion for the current version of the focus sentence, we would ideally obtain
“Sunak” for the current PM.

5 Evaluation

To demonstrate the performance of our approach in assessing and improving the currency of
textual wiki data, we evaluate it on a set of fact-based sentences from Wikipedia containing cur-
rency-related statements. To this end, we have to show that our approach indeed is able to indi-
cate whether a given currency-related statement is current, and — especially in the case of an

outdated statement — whether it can provide a suggestion about the actually current statement,
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thus improving its currency. In this section, we first outline the methodology for our evaluation
and describe how our approach was operationalized in detail. We further discuss the dataset used,

and finally present our results.

5.1 Methodology

To evaluate our approach, we applied it to fact-based sentences including one or more potentially
outdated currency-related statements. We masked currency-related terms and then let our ap-
proach predict the current state of the masked currency-related term (cf. Figure 4). For many
language models such as BERT, filling in a masked word based on the implicit knowledge of the
model already is an innate task (Devlin et al. 2019). This (masking and prediction) procedure
can be applied to each currency-related term of a considered wiki sentence separately. By doing
so, it can not only be assessed whether the whole focus sentence is current (i.e., in case at least
one currency-related term is outdated), but it can also be determined which currency-related
terms are outdated. For all outdated currency-related terms, particular suggestions for improve-
ment are provided.

Masking currency- Predicting masked
related term currency-related term
Prime Minister Truss Prime Minister Prime Minister Sunak
is the leader of the |:> [MASK] is the leader |:> is the leader of the
United Kingdom. of the United Kingdom. United Kingdom.
1. Focus sentence 2. Masked focus sentence corresponding 3. Currency improvement based
from wiki article to a currency-related statement on language model prediction

Figure 4. Currency Assessment and Improvement of a Focus Sentence

We evaluated and analyzed different variants of our language model-based approach, which
mainly differ in the language model used and the additional external data. Hence, we analyzed
the effectiveness of our approach along two dimensions: We first considered the two well-known
language models BERT (Devlin et al. 2019) and GPT-3.5 (more precisely, the version gpt-3.5-
turbo (OpenAl 2023a)) without any additional data. Since BERT was (inter alia) mainly pre-
trained on the English Wikipedia corpus in 2018 (Devlin et al. 2019), we did not expect BERT
to have implicit knowledge about real-world changes which happened in 2019 or later. GPT-3.5,
as a more recent and potentially more powerful language model, complements BERT as second
baseline variant. As GPT-3.5 is mainly trained on data (including Wikipedia) from up to Septem-
ber 2021 (Brown et al. 2020; OpenAl 2023a), this variant can be expected to provide currency
assessments and improvements for facts that have not changed in the real world since this point
in time. By employing these baseline variants, we can separately analyze the performance of the
sole language models as a foundation for currency assessment and improvement. This gives us
the opportunity to isolate their respective contribution. More precisely, we strive to gain a deeper
understanding of their differences by examining their predictions in terms of implicit knowledge
and overall quality of predictions.

Second, the impact of additional data from news articles is evaluated in further variants. In par-
ticular, one of our goals in the evaluation is to analyze the influence of different sets of news
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articles. To this end, we consider multiple variants using news sources which differ in quantity
and characteristics of articles they comprise. Based on the performance of their variant, we can
not only analyze their general suitability to support our approach, but also gain insights into the
topics they cover, respectively. From this point on, we focus on GPT-3.5 as language model
because in a preliminary test, its results were much more promising than BERT’s. The first var-
iant incorporating additional data from an external news source, GPT + Guardian, employs GPT-
3.5 and whole online articles from the well-known British news outlet The Guardian'. Analo-
gously, GPT + Aylien is an alternative variant utilizing additional data from the Aylien News APF
by extracting excerpts of news articles from a multitude of different news outlets. Hence, the
main difference between the GPT + Aylien and the GPT + Guardian variants lies in the pool of
accessible news sources. In the case of GPT + Aylien this pool comprises a much higher number
of different outlets, while in the case of the GPT + Guardian variant, it consists of the online
articles of one single high-quality outlet which presumably only covers a certain share of real-
world changes. As a fifth and final variant, we also consider the combination GPT + News which
comprises both, the news articles from 7he Guardian and the Aylien News API. By doing so, we
can examine whether the combination of multiple news sources positively affects the perfor-
mance of our approach. The variants are summarized in Table 1.

Variant Description
BERT This variant uses the standard pre-trained BERT base model together with its inherent
mask prediction task, which is part of BERT’s pretraining procedure.
GPT This variant uses the GPT-3.5 language model from OpenAl. The task for the language

model is defined to respond with the current term for the [MASK].

GPT + This variant uses the GPT-3.5 language model together with external data in the form
Guardian | of selected news articles from The Guardian.

GPT + This variant uses the GPT-3.5 language model together with external data in the form
Aylien of selected news articles provided by the Aylien News API.

GPT + N This variant uses the GPT-3.5 language model together with external data in the form
ews
of selected news articles provided by The Guardian and the Aylien News API.

Table 1. Summary of the Variants of our Approach
5.2 Operationalization of the Approach

In the following, we describe the operationalization of our approach for the variants incorporat-

ing news articles in more detail.

a) Keyword Extraction: Keywords are extracted from each sentence using GPT-3.5 and two
different prompts employing a few-shot learning setting (Brown et al. 2020) as described above.
The two prompts (called Keywords_specific and Keywords_general) extract different sets of
keywords, where Keywords specific contains more keywords (which mandatorily must be

! https://open-platform.theguardian.com/
2 https://aylien.com/product/news-api
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contained in an article to be selected) than Keywords general. Using different sets of keywords
for the search increases the chances of finding suitable articles. They extracted on average 54
(Keywords specific) and 89 (Keywords general) articles, leading to a set of on average 115
articles without duplicates together. The full prompts are publicly available and provided online?.

b) Article Search: For the news article search, the sources The Guardian and the Aylien News
API are used. The search is limited to articles published from January 15", 2023, to April 15",
2023. Each set of keywords is used for one search. The Guardian returns full news articles that
contain all of the keywords. The Aylien News API returns only the summary of news articles
whose titles contain all keywords. The results of both APIs are ordered by relevance to the search
term.

¢) Paragraph Extraction: Each result returned by the news sources is pre-processed by remov-
ing characters and strings not relevant to the content (e.g., HTML tags and layout information).
Next, each article and summary is divided into smaller paragraphs consisting of three consecu-
tive sentences. Each sentence is the start of one paragraph, meaning sentences 1, 2, and 3 form
the first paragraph, sentences 2, 3, and 4 form the next paragraph, etc. Paragraphs that do not
contain any of the keywords are removed, as it is very likely that they do not contain update-
relevant data. Next, a text embedding of each paragraph and the masked sentence is calculated,
which captures the semantic content of the text. To this end, we use the 1536-dimensional con-
textual text embedding text-embedding-ada-002 from OpenAl (Greene et al. 2022) to convert
text into comparable vectors of equal dimension. Then, the cosine similarity between the embed-
ding of the masked sentence and the embedding of each paragraph is calculated and the para-
graphs are ordered from highest to lowest similarity. If a sentence from a news source is con-
tained in multiple paragraphs, only the paragraph with the highest cosine similarity is kept.

d) Selection of Paragraphs for the Language Model: The four most similar paragraphs that
exceed a cosine similarity of an empirically determined threshold (0.78) are selected and passed
to the language model as additional input. Using a prompt, the model is instructed to make a
current prediction based on the paragraphs provided. This is done in a few-shot learning setting
as described above. If no paragraph is selected, no additional data is passed to the language model
and the prediction is obtained in the same manner as in the baseline variant.

5.3 Dataset

As there is no established dataset for the assessment and improvement of the currency of wiki
sentences, we created a novel dataset comprising fact-based sentences from Wikipedia. To this
end, we focused on sentences referring to facts that can become outdated at all, such as the cur-
rent incumbent of a political position or the current club a certain football player is playing for,
such that the sentences include at least one currency-related term. As Wikipedia was part of the
training data for BERT and GPT 3.5, we also emphasized facts that have changed recently (2018

Shttps://docs.google.com/spreadsheets/d/188-iVFDOpOhL8UVBn-
SyYT591QmiOMLu_v4Lk3RTi9e8/edit?usp=sharing
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or later). In this way, it could be avoided that large parts of our dataset are included in the training
datasets of the language models. We extracted such facts based on Wikipedia articles and col-
lected 543 sentences referring to those facts. To evaluate the performance of our approach across
different domains, these sentences were collected across multiple domains of Wikipedia, namely
football (164 sentences), (general) sports (34 sentences), politics (144 sentences), economics (98
sentences), science (62 sentences) and culture (41 sentences). Within these domains, sentences
about people and facts with different backgrounds and varying degrees of public awareness were
selected to further ensure a broad evaluation basis. In a pre-processing step, dispensable tokens
such as phonetics and superfluous terms such as the second name of a person were removed from
the Wikipedia sentences. On this basis, we identified the currency-related terms. We then masked
one of the currency-related terms according to a fixed systematic approach determined before-
hand (e.g., for a number of political positions, we always masked the incumbent). Finally, we
labelled the sentence with the current term, which is consistent with the fact holding true in the
real world, as gold token. The final labelling was conducted on April 21, 2023 and each label
was verified with an online search. For example, the gold token of the sentence “Prime Minister
[MASK] is the leader of the United Kingdom” would be “Sunak”, because he became PM in
October 2022 and has been incumbent until April 21, 2023. To provide full transparency, the
dataset and all evaluations are publicly accessible’.

5.4 Results

Even though it would be possible to evaluate multiple predictions (e.g., the top 3 predictions) of
each variant, we deliberately focus on the top 1 prediction to make the evaluation very challeng-
ing. Providing only one prediction is also most helpful to support updates, as it allows for an
easier decision (keep previously stored data or use the prediction). Thus, we generated the top 1
prediction for each currency-related term and for each variant of our approach as described in
the subsection “Methodology”. Two researchers manually checked every prediction for equality
with the previously defined gold token and labelled the prediction as correct (thus current) in this
case. Non-equal predictions potentially synonymous with the gold token were discussed by the
researchers until consent was reached. The accuracy (percentage of semantically correct and cur-
rent predictions) of each variant for all domains is presented in Table 2.
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Variant GPT + GPT + GPT +
BERT GPT ] .

Dataset Guardian Aylien News
Overall 0.335 0.615 0.713 0.816 0.821
Football 0.311 0.506 0.628 0.848 0.847
Sports (general) 0.294 0.647 0.676 0.764 0.705
Economy 0.296 0.612 0.653 0.684 0.673
Science 0.339 0.694 0.710 0.742 0.758
Culture 0.146 0.610 0.805 0.805 0.854
Politics 0.453 0.701 0.833 0917 0.938

Table 2. Performance (Accuracy) of the Variants
5.5 Analysis of Predictions of GPT + News

For the strongest performing variant GPT + News, we additionally conducted a deeper analysis
of the predictions. To this end, each prediction was examined manually. The results are presented
in Table 3.

Correct predictions 446
(D: based on paragraphs 358
(II): based solely on implicit knowledge of the language model 88

Incorrect predictions 97
(III): no paragraphs are found 33
(IV): paragraphs are found, but do not contain update-relevant data 41
(V): paragraphs containing update-relevant data are found, but the data is not recognized 18
(VI): paragraphs contain retrospectives written in the present tense 5

Table 3. Detailed Evaluation of Variant GPT + News

Overall, 446 out of 543 predictions of the variant GPT + News are correct. In (1) 358 out of these
446 cases, paragraphs are extracted from external sources, and the correct predictions are made
taking these paragraphs into account. In (II) 88 out of the 446 cases, no paragraphs are found or
the paragraphs found do not contain update-relevant data, but still a correct prediction is made.

97 predictions of the variant GPT + News are incorrect. In (III) 33 of these cases, no paragraphs
are found because no articles that contain the extracted keywords are available or none of the
paragraphs have a similarity score above the threshold. Thus, the prediction is made based on
the implicit knowledge of the model, which in this case is incorrect. In (IV) 41 cases, paragraphs
are found, but they do not contain the update-relevant data for the currency-related term. As a
result, the model gives an outdated or incorrect prediction. In (V) 18 cases, paragraphs containing
update-relevant data are extracted from external sources, but the model does not recognize the
update-relevant data and makes a wrong prediction. In nine of these cases, the update-relevant
data is contained directly in the paragraphs. In the nine other cases, the update-relevant data is
contained indirectly in the paragraphs and can be understood from the context (e.g., that James
Taiclet was (and is not anymore) the CEO of American Tower can be understood even though it
is not directly mentioned in the paragraph: ““... American Tower Corp Says CEO Thomas Bart-
lett's 2022 Total Compensation ...”). Finally (VI), in five cases, the paragraphs contain
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retrospectives written in the present tense, and thus the model gives an outdated prediction based
on the retrospective.

6 Discussion

In the evaluation section, we considered five different variants of our approach and evaluated
their performance. In this section, we discuss these results and compare the results of the different
variants. We then explicate our choice of parameters for the different variants and discuss the
robustness of the results.

6.1 Discussion of Results

As a first baseline variant, we examined the language model BERT without any additional data,
using only BERT’s innate mask-fill task to predict the masked currency-related term of a focus
sentence. As shown in Table 2, BERT achieves the lowest accuracy across all domains (0.335
overall). A deeper analysis of BERT’s predictions reveals two main reasons for its rather poor
performance in currency assessment and improvement. First, in many cases BERT does not cap-
ture the semantical content and the currency relevance of the focus sentence. Rather, it tends to
make predictions based on known syntactic structures and patterns of adjacent words which both
are adopted from the training corpus. This is in line with discussions in literature (Kassner and
Schiitze 2020; Poerner et al. 2020). For example, for the masked sentence “The host of the most
recent Summer Olympics was the city [MASK]”, BERT predicted “hall”. The expression “city
hall” might be reasonable in some other contexts, but in our case, disregarding the given context
of the host city of the last Olympic games leads to a nonsensical answer. Second, as already
pointed out in the previous section, BERT was mainly pretrained on the English Wikipedia cor-
pus in 2018. Hence, BERT’s implicit knowledge about the real world is outdated regarding facts
which underwent real-world changes since this point in time. For example, this phenomenon
becomes evident in sentences about persons who died recently (e.g., the American actor Lance
Solomon Reddick, who died in March 2023), or politicians who no longer hold a political posi-
tion they indeed once held (e.g., former German chancellor Angela Merkel, who held this posi-
tion until December 2021). Here, BERT gives outdated predictions.

GPT as a second baseline variant for our approach achieved significantly higher accuracy than
BERT across all domains (0.615 overall). Based on a detailed analysis of GPT’s predictions, we
found that this substantial improvement in accuracy is mainly due to the alleviation of BERT’s
major weaknesses discussed above. First, GPT’s predictions have a higher overall quality in
terms of awareness for the context and currency of the focus sentence. More precisely, GPT is
consistently able to provide predictions that semantically match the actual content of the focus
sentence, while not resorting to known syntactical patterns adopted from the training data. Im-
portantly, this enables GPT to perform valid currency assessment and improvement, because an
actual currency-related prediction is made based on the content of the sentence, and not based
on known patterns from other contextual different sentences. Second, as already pointed out,
GPT’s implicit knowledge is more up to date because of its more recent training data. Therefore,
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unlike BERT, GPT has the potential to correctly assess the currency of statements which under-
went changes in the real world between 2018 and 2021. For these two reasons, GPT provides the
current prediction “Tokyo” for the masked focus sentence “The host of the most recent Summer
Olympics was the city [MASK]” without any additional input (the most recent Summer Olym-
pics took place in Tokyo in July and August 2021). Overall, we found that GPT provides high-
quality predictions for the currency assessment and improvement of textual wiki data and thus
poses a suitable language model for our approach.

Thus, the three further variants are based on GPT with each variant utilizing a different basis of
sources of news articles. GPT + Guardian produces 387 correct predictions, resulting in an over-
all accuracy of 0.713, strongly improving over the baseline GPT variant. GPT + Aylien performs
even better, with 56 more correct predictions and an overall accuracy of 0.816. These outperfor-
mances against the baseline demonstrate that the incorporation of news articles is an effective
strategy to assess the currency of textual wiki data. For example, while the baseline variants
predict that Queen Elizabeth still is Queen of the UK based on their outdated implicit knowledge,
the variants which incorporate news identify news articles which report the passing of Queen
Elizabeth or refer to her as former Queen of the UK. They thus correctly suggest that Queen
Elizabeth no longer is Queen of the UK.

The better performance by GPT + Aylien compared to GPT + Guardian is mainly due to two
factors: First, the Aylien News API provides news articles for 43 more sentences than The Guard-
ian. Second, the average similarity score of the paragraphs found by the Aylien News API is
higher, indicating that the articles found are more relevant. This is supported by the fact that the
predictions of GPT + Guardian are wrong twice as often compared to GPT + Aylien even when
paragraphs are found. The reason for this is most likely that the Aylien News API retrieves articles
from a large number of outlets, and as a result, GPT + Aylien has a much broader base of articles
from which to select the most relevant paragraphs. Indeed, topics such as local sports are more
likely to be covered by an outlet contained in the Aylien News API as compared to The Guardian.
Also, The Guardian provides full articles, while the Aylien News API only retrieves article sum-
maries. These summaries contain the update-relevant data in a more compact form, which is
beneficial for our approach as it only uses paragraphs of a maximum length of three sentences.

GPT + News which combines both sources of news articles, shows the best performance with an
overall accuracy of 0.821. Our analysis of the predictions of GPT + News shows that, for most
sentences in the dataset, this variant finds relevant paragraphs articles and makes a correct pre-
diction taking these paragraphs into account. However, compared to GPT + Aylien, only a small
improvement can be observed. The Aylien News API retrieves the summaries of articles from
many different news outlets, including articles from 7he Guardian. While the full articles from
The Guardian provide paragraphs leading to an additional correct prediction in a few cases, oc-
casionally, it can also be observed that using only one of the news sources leads to a correct
prediction, but adding the other source interferes with it and an incorrect prediction results. Thus,
adding The Guardian on top of the Aylien News API only leads to a minor improvement in overall
performance.
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The differences in performance between the five variants can be seen across all six domains (cf.
Table 2). The exception is that, in a few domains, a slight decrease in accuracy from GPT +
Aylien to GPT + News can be observed because of the reason described above. Across all variants
politics always performs best, with GPT + Aylien and GPT + News achieving an accuracy above
0.9. The reason for this is that politics is a very well-covered topic in many news outlets. Thus,
a multitude of articles are available from which the most relevant paragraphs can be extracted,
leading to a high accuracy of predictions. In summary, all three variants, GPT + Guardian, GPT
+ Aylien and GPT + News, substantially outperform the baseline variants (cf. Table 2), showing
the effectiveness of our approach. In particular, GPT + Aylien and GPT + News exhibit a very
strong performance with an accuracy above 0.8. Thus, these variants are suitable for supporting
the assessment and improvement of the currency of textual wiki data.

6.2 Choice of Parameters and Robustness

Our approach involves several parameters. In the following, we make transparent our choice of
parameters for the different variants of our approach and discuss the robustness of our results.

The first parameter in our approach is the threshold which each paragraph passed to the language
model must satisfy to ensure it has a minimum level of relevance to the focus sentence. Based
on empirical tests, a value of 0.78 was selected as the value for this parameter. Slightly higher or
lower values could also be chosen without strongly affecting the results, as the similarity score
of a paragraph to the focus sentence is only an approximation of its relevance. The second pa-
rameter is the maximum number of paragraphs which are passed to the language model. For this
parameter, the value four was selected. Based on our observations, usually, the first paragraph
contains the most update-relevant data. However, sometimes update-relevant data is only con-
tained in the third or fourth paragraph, despite having lower similarity scores. This is the reason
for us to always pass four paragraphs to the model, but more (or less, e.g., three) paragraphs
could also be passed without strongly affecting the results. The third parameter is number of
sentences included in each paragraph. Here, the value three was selected. Based on our observa-
tions, in many cases, one single sentence contains all update-relevant data. However, in some
cases, all three sentences contain update-relevant data. Therefore, to not disregard any update-
relevant data, we decide to include three sentences in one paragraph. Again, slightly altering the
value of this parameter would not substantially change the results. The fourth parameter of our
approach is the search period, which determines the maximum age of eligible articles. As de-
scribed above, the trade-off between the number of articles and their currency must be considered
when specifying this parameter. Using a longer search period results in more data, but some of
this data may already be outdated, making it irrelevant or even detrimental. We chose a search
period of three months because it is long enough to find data even for less popular topics, but
not so long that outdated articles are retrieved. As with the other parameters, smaller changes
would not significantly affect the results.

In general, the main factor in the choice of the described parameters is the trade-off between the
amount of data and its relevance: By increasing the threshold, decreasing the number of
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paragraphs, decreasing the number of sentences per paragraph, or decreasing the length of the
search period, less but potentially more relevant data is passed to the model, which means focus-
ing on relevance. By doing the opposite, more but potentially less relevant data is passed to the
model, focusing on the amount of data. This is the focus of our choice of parameters. We in-
structed the model to recognize if the paragraphs do not contain any update-relevant data, and to
make a prediction based on implicit knowledge in this case. This worked well for our model, as
irrelevant data only very rarely led to an incorrect prediction (cf. Section “Analysis of Predictions
of GPT + News”). Indeed, if the model can be instructed in a way that irrelevant data never leads
to a wrong prediction, a strong focus on the amount of data is favorable. On the other hand, the
easier the model can be distracted by irrelevant data, the more the choice should focus on rele-
vance.

We further analyzed the different variants of our approach and their performance for currency
improvement with respect to just recently changed sentences to infer whether the knowledge of
the language models (attained during their training period) plays a significant role for our results.
More precisely, we considered only sentences (of the overall 543 sentences) for which the last
change of the gold token occurred after a certain cutoff date and let the cutoff date vary. The
results of these analyses are presented in Table 4.

Variant GPT + GPT + GPT + Number of
Cutoff date BERT GPT Guardian Aylien News sentences
01/01/18 0.251 0.456 0.600 0.758 0.763 355
01/01/19 0.231 0.436 0.585 0.751 0.757 337
01/01/20 0.214 0.382 0.553 0.730 0.737 304
01/01/21 0.219 0.310 0.498 0.709 0.716 261
01/01/22 0.235 0.164 0.399 0.634 0.667 183
01/01/23 0.156 0.190 0.483 0.621 0.672 58

Table 4. Performance (Accuracy) of the Variants regarding Different Cutoff Dates

The declining performance of the baseline variants BERT and GPT with more recent cutoff dates
clearly indicates that their training data mainly lie a few years in the past. Importantly, the results
show that incorporating news articles is beneficial for each cutoff date, with the most benefit
realized for more recent cutoff dates (i.e., more recently changed facts). For instance, while the
baseline variant GPT only achieved an accuracy of 0.190 for a cutoff date of 01/01/2023, the
variant GPT + News achieved an accuracy of 0.672. This means that GPT + News could be used
to improve the currency of 3.54 times as many sentences, stressing the importance of incorpo-
rating news articles for currency improvement, and thus, our approach.

Further, we analyzed the relation between the number of news articles found for a focus sentence
and the performance of our approach. This would give us an idea whether our approach would
benefit from including more (diverse) sources besides The Guardian and the Aylien News API
leading to a higher number of found news articles. For that reason, we categorized each sentence
in the dataset into one of the four categories “no news coverage” (0 news articles found in the
sources for GPT + News), “limited coverage” (1-49 articles), “moderate coverage” (50-200
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articles), and “extensive coverage” (>200 articles). The results of the variants are presented in
Table 5. The results clearly show that higher coverage leads to improved performance for the
variant GPT + News (naturally not for the baseline variants, which do not incorporate news),
with its accuracy steadily increasing from 0.671 (no coverage) to 0.908 (extensive coverage).
This further highlights the benefits of incorporating additional data for currency improvement
and especially of including more and diverse sources (in the future).

Variant GPT + GPT + GPT + Number of
BERT GPT . ]
Coverage Guardian Aylien News sentences
No news coverage 0.303 0.632 0.671 0.671 0.671 76
Limited coverage 0.335 0.608 0.634 0.773 0.773 194
Moderate coverage 0.322 0.678 0.760 0.909 0.884 121
Extensive coverage 0.361 0.566 0.796 0.868 0.908 152

Table 5. Performance (Accuracy) of the Variants regarding News Coverage

Finally, we also examined which results our approach yields when applied with the new language
model GPT-4 (more precisely, the version GPT-4-0613 (OpenAl 2023b)). To this end, we em-
ployed two additional variants of our approach, GPT-4 and GPT-4 + News, which were con-
structed and applied analogously to the corresponding variants with GPT-3.5. GPT-4 yielded an
accuracy of 0.624, marginally outperforming the variant with GPT-3.5 (accuracy of 0.615). This
can be explained by the fact that GPT-4 is a more powerful language model, but like GPT-3.5, is
mainly trained on data from up to September 2021 (OpenAl 2023b). GPT-4 + News was the best
performing variant overall with an accuracy of 0.840, as it was slightly better in using the addi-
tional data from news articles than the variant with GPT-3.5 (accuracy of 0.821). This indicates
that our approach has the potential to provide even stronger results with possibly more powerful
language models in the future.

7 Conclusion, Limitations and Future Work

Wikis are ubiquitous in organizational and private use and provide a wealth of textual data. Main-
taining the currency of this textual data is both important and difficult, requiring large manual
efforts. Previous approaches from literature provide valuable contributions for assessing the cur-
rency of structured data or wiki articles as a whole but are unsuitable for textual wiki data. Thus,
we propose both a theoretical model and a novel approach which support the assessment and
improvement of the currency of textual wiki data in an automated manner. The theoretical model
comprehensively describes currency changes in wikis. Grounded on this theoretical model, our
approach makes use of data retrieved from recently published news articles and a language model
to determine the currency of fact-based wiki sentences and suggest possible updates. Our evalu-
ation conducted on 543 sentences from six domains shows that the approach yields promising
results with accuracies over 80% (focusing only on the top 1 prediction and a 3-month window
for selecting news articles, which both make the evaluation very challenging). Thus, it is well-
suited to support the assessment and improvement of the currency of textual wiki data. It can be
employed to continually assess the currency of data which may become outdated, or to conduct
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specific assessments (e.g., when the last update of a currency-related term was a year ago, or for
all football-related data when the football transfer period ends).

Nevertheless, the work at hand has some limitations which could be a starting point for future
research. To begin with, the presented operationalization of the approach does not yet take full
advantage of the entire theoretical model and the general approach. Future work could incorpo-
rate known data stored in the wiki in the past, and it could explicitly consider information about
changes of real-world data over time (e.g., leading to individual “decline rates” of textual data).
This way, the performance could be further improved. In addition, we applied our approach with
fixed parameter settings in the evaluation. The approach could be refined to adjust the parameters
depending on the domain or data (e.g., using a shorter search period for data which changes
highly frequently). Furthermore, our approach relies on obtaining data from recently published
news articles to facilitate current predictions, and thus, updates. In the future, it could be extended
to additionally consider further trustworthy sources (e.g., websites of universities and corpora-
tions). Moreover, our approach needs to be applied frequently to fact-based sentences in a wiki
to assess their currency. An intriguing idea which could be explored is to apply our approach in
“reverse order” by first extracting current data from news articles as soon as they are published,
and then searching and updating respective textual data in the wiki. Finally, we focused on public
wikis in this paper. It would be highly interesting to extend our approach to organizational
knowledge bases, such as enterprise wikis or texts in a document management system. Here,
updates could be facilitated by other, more recent documents in the same organization.
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3 Explaining Machine Learning Model Predictions

This section contains three research papers which focus on the second focal topic of this disser-
tation, explaining ML model predictions. In Section 3.1, model uncertainty and explanation un-
certainty are conceptually decomposed and distinguished, allowing for a more detailed under-
standing and assessment of these uncertainties and their effect on the consistency and correctness
of feature attribution explanations (RQ5 & RQ6). In Section 3.2, a method for the exact recon-
struction of the decision boundaries of ML models is introduced and utilized for rigorous sensi-
tivity analyses of model predictions (RQ7 & RQS8). Finally, in Section 3.3, this method is lever-
aged to derive faithful feature attribution and counterfactual explanations that are not affected
by explanation uncertainty (RQ9).
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Machine learning (ML) models are increasingly applied in high-stakes domains such as
healthcare, finance, and autonomous driving. Despite their strong predictive performance, many
state-of-the-art ML models operate as black boxes, limiting transparency and human oversight.
Against this background, various Explainable Al (XAI) methods have been proposed, particu-
larly feature attribution techniques, which aim to provide human-understandable explanations
by assigning importance scores to input features. However, these explanations are subject to
uncertainty, arising both from the XAI methods themselves and from the ML model being ex-
plained. Prior work addresses this uncertainty by assessing multiple explanations regarding their
consistency, but it remains unclear whether consistent explanations are also correct, or whether
they merely constitute consistently incorrect explanations. In this paper, we precisely examine
the agreement between feature attribution explanations provided by XAI methods and the un-
derlying ground truth. We formally de-compose explanation error into four distinct factors—
XAI structural bias, XAl estimation variance, ML Model structural bias, and ML Model estima-
tion variance—and evaluate their effects on the correctness of explanations provided by well-
known XAI methods across various datasets in an extensive experimental analysis. Our results
demonstrate that consistent explanations are rarely correct, which has severe implications for
XAl research and for the use of XAI methods in high-stakes applications.
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1 Introduction

While Machine Learning (ML) models advance in high-stakes domains [2, 5, 16, 22, 30, 36],
their lack of transparency necessitates Explainable Al (XAI) to ensure accountability and regu-
latory compliance [13]. Thus, Feature Attribution (FA) methods such as LIME [38], SHAP [28],
or Integrated Gradients [42] have become standard for quantifying feature importance. The goal
of FA methods is to associate a weight/value to each feature, thus indicating its individual im-
portance and attribution to the model’s class prediction. However, it has been recognized that FA
explanations are subject to uncertainty, potentially leading, e.g., to many differing explanations
for the same data instance. This uncertainty is particularly critical in high-stakes applications and
raises fundamental questions about their correctness [19, 25, 32, 34, 47].

We distinguish two uncertainty types affecting correctness (cf. Figure 1). First, explanation un-
certainty stems from the XAl method itself, manifesting as disagreement between methods [10,
24, 34] or instability under sampling/perturbations [3, 11], even when re-applying the method on
the exact same instance [43, 48]. Explanation uncertainty corresponds with the Explanation
Model agreement in Figure 1. Second, model uncertainty arises because the ML model is merely
an approximation of the unknown ground truth (GT), often failing to capture the underlying data-
generating process perfectly. In Figure 1, this kind of uncertainty corresponds with the Model
GT agreement. As a result, it is unclear whether FA explanations derived from a particular ML
model reflect the actual importance of features with respect to the underlying GT, regardless of
the uncertainty introduced by the used XAI method. This is caused by model uncertainty, i.e.,
alternative models with comparable predictive performance may yield substantially differing ex-
planations for the same input. In ML, this phenomenon is linked to the Rashomon effect, which
refers to the existence of multiple ML models (Rashomon set, also cf. Figure 1) that achieve
similar predictive performance yet may exhibit substantially different decision behavior [6, 9].
This effect arises from limited or imperfect data, stochastic elements in training, and differences
in ML model types and their inductive biases [7, 9, 14, 25]. Such models often yield various
explanations that cannot be regarded as valid alternatives when they are contradictory. In such
cases, at most one explanation can reflect the GT, while the others are artifacts of model gener-
ation rather than of reality. Consequently, model uncertainty implies that optimizing for predic-
tive performance does not sufficiently constrain decision behavior to ensure explanatory correct-

ness.
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Correctness of Explanation

Figure 1: Overview of Model and Explanation Uncertainty, Correctness and Consistency of

Explanations

Several works address the uncertainty of FA explanations. For example, focusing on explanation
uncertainty, researchers have proposed to aggregate multiple explanations from the same or dif-
ferent XAl methods for a particular ML model and data instance [10, 33, 34, 40]. In Figure 1,
this is referred to as consistency of multiple explanations for one ML model. Furthermore, other
approaches specifically address the impact of model uncertainty on FA explanations, e.g., by
extracting (consistent) patterns [25] or by constructing confidence intervals [14, 29] from the set
of explanations obtained by different ML models from the Rashomon set.

While these works provide valuable insights for dealing with uncertain explanations, they pri-
marily focus on (in)consistency rather than the actual correctness of FA explanations with respect
to the GT. Crucially, it remains unproven whether consistent explanations actually reflect the
true feature importance, or if they merely converge to a stable but incorrect value. This is of
critical relevance, as in reality, explanations are often trusted just because they appear consistent
across ML models. This shapes the assessments of fairness, accountability, or confidence for
model predictions, which can have direct impact on human lives. Conflating consistency with
correctness risks masking structural flaws of XAl methods, creating a false sense of trust in high-
stakes scenarios. Hence, the following research questions arise: (1) Does consistency across FA
explanations serve as a reliable indicator for correctness, or does it mask structural bias regard-
ing the GT? (2) How can the error of FA explanations be formally decomposed to isolate the

specific effects of explanation and model uncertainty?

While prior work focuses on reducing variance of explanations, we show that structural bias
(expressiveness limits) renders explanations incorrect even when they are perfectly consistent
reflecting a classic Bias-Variance trade-off regarding explanation correctness (cf. Figure 1). Our
contributions can be summarized as follows:

1. Formal Error Decomposition: We propose a rigorous decomposition of explanation error
into four distinct factors: XAl structural bias, XAl estimation variance, ML Model struc-
tural bias, and ML Model estimation variance. This allows us to isolate the sources of
incorrect explanations.
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2. The Consistency-Correctness Relationship: We empirically demonstrate that explanation
consistency (low variance) is a necessary but insufficient condition for correctness. We
identify the ‘Consistency Trap’, showing that increasing sample size stabilizes explana-
tions around an incorrect value if the structural bias of the XAl method is high.
3. The Stability-Sensitivity Trade-off: We reveal that popular model-agnostic methods (e.g.,
LIME, SHAP) fail to reflect model degradation caused by data scarcity. While they ap-
pear stable, they lack the sensitivity to capture the shifting DBs of the underlying ML
model, rendering them consistently incorrect.

2 Related Work

In this section, we first provide a brief overview of XAl methods that generate explanations in
the form of FAs and summarize their key methodological principles. We then review approaches
that aim to address the uncertainty inherent in XAl explanations, e.g., by analyzing their con-
sistency or combining multiple explanations. Finally, we discuss works that address model un-
certainty in the context of explanations, e.g., by extracting consistent patterns from explanations
of different ML models within the Rashomon set.

Feature Attribution XAI Methods. Literature provides many local XAl methods m that assign
FA vectors ¢™(x, f) to explain model predictions. Common strategies include gradient-based
methods like the Integrated Gradients method [42]. LIME [38] and SHAP [28] (in their imple-
mentation of Kernel SHAP) fit linear regressions on perturbed samples to estimate importance,
with SHAP grounding in cooperative game theory. Variants like ROLEX [22], LS [26] or LEAP
[21] optimize sampling schemes for better local fidelity. Conversely, EXPLORE [17] avoids
sampling by utilizing piecewise linear reconstruction to extract decision boundaries (DBs) func-
tionally.

Explanation Uncertainty. Researchers have recognized substantial variations in the FA expla-
nations for the same data instance provided by different XAl methods or even by repetitions of
the same XAl method, raising concerns about their correctness. Aiming to address this explana-
tion uncertainty, specific methods have been proposed that aggregate multiple explanations from
the same or different XAl methods. Schulz et al. [40] generate multiple LIME explanations

(o4 x, )

sistency across the obtained explanations. Neuhof et al. [33] study the uncertainty of a global

by bootstrapping the sample set Z, and estimate the variability and con-
i=1,..,n
SHAP FA ¢SH#4P () and construct confidence intervals for feature ranks based on multiple local

attributions (¢SHAP (x;, f ))i=1 - One method that considers explanations of multiple methods
is AGREE [34] which uses FAs (¢™i(x, f ))i=1 . by LIME, SHAP, Integrated Gradients, and

MAPLE [35] and weighs them based on their alignment with explanations for similar data in-
stances and by comparing their feature rankings against each other. The method AGGOPT [10]
pursues a similar approach by combining FAs from multiple methods based on their fidelity and
robustness. The aggregation is posed as a constrained quadratic optimization problem, with
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guarantees that the resulting explanations are superior to weighted averages of the individual
XAI methods.

Overall, this research field widely acknowledges that explanations provided by XAl methods are
subject to explanation uncertainty, and existing works address this issue by analyzing the con-
sistency of explanations of one or multiple methods. However, the correctness of the resulting
explanations with respect to the GT (which underlies the ML model, left in Figure 1) has not
been systematically analyzed and therefore remains unclear.

Model Uncertainty. It has also been recognized that a variety of ML models (f;);=1, , can be
obtained, each achieving comparably good empirical performance while providing different ex-

planations (q,')m(x, fi))i=1 . even for the same class prediction f;(x). This impact of model

uncertainty and the Rashomon effect on explanations has been subject in literature ever since.
Based on different explanations derived over the models from the Rashomon set, Laberge et al.
[25] aim to extract correct partial feature ranking orders that are supported by a sufficiently large
subset. Further, Marx et al. [29] adopt a model uncertainty-aware perspective on XAl by esti-
mating the best-performing model within a set of ML models and deriving confidence intervals
for its explanations. Fisher et al. [14] also investigate FAs across multiple ML models, deriving
confidence bounds based on permutation importance scores for the Rashomon set. Similarly, the
method Variable Importance Clouds [12] analyzes FAs across the Rashomon set for linear mod-
els and decision trees (DTs), using perturbation-based importance estimates to derive lower and
upper bound intervals that capture variability across equally accurate models.

Overall, prior work primarily addresses model uncertainty in explanations through the
Rashomon effect by analyzing the consistency of explanations across comparably well-perform-
ing models. However, it is not analyzed that models from the Rashomon set may still fail to
correctly reflect the underlying GT. Moreover, effects of explanation uncertainty are typically
not considered. In summary, existing research provides valuable insights into the reasons for
inconsistent explanations provided by XAI methods and proposes techniques for inferring con-
sistent patterns in such explanations. However, it remains an open question whether consistent
explanations are also correct, or whether they merely constitute consistently incorrect explana-
tions.

3 Background and Basic Ideas

As discussed above, a high Model GT agreement together with a high Explanation Model agree-
ment yields a high explanation correctness (cf. Figure 1). To enable a detailed assessment of
explanation correctness with respect to the GT we conceptualize the GT not just as a data-gen-
erating distribution, but as an oracle function f*: X — Y that possesses class subspaces (areas in
the feature space where the GT corresponds to one single class) and DBs. In the following, we
introduce and discuss factors related to explanation uncertainty and model uncertainty, both of
which encompass aleatoric and epistemic components [20], affecting explanation correctness.
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3.1 Explanation Uncertainty

Many ML models f constitute black boxes, thus it is not known whether an explanation ¢p™ (x, f)
provided by an XAI method m correctly reflects the actual model behavior, and which FAs ac-
tually cause a class change. In this regard, explanation uncertainty arises from two main factors.

First (1a), the uncertainty of explanations is affected by the ability of an XAI method to reflect
the actual decision behavior of an ML model due to its methodological structural bias. In many
cases, the procedures used to compute explanations are heuristic in nature and therefore rely on
simplifying model assumptions. One example of this is the use of a surrogate model (e.g., a linear
regression) to approximate the black-box model. If the underlying model f exhibits highly non-
linear and complex structure in the vicinity of a given data instance x, an XAl method m that
relies on a linear surrogate struggles with Explanation Model agreement for x, since f(x') =
™ (x, )T - (x' —x) + f(x) is assumed for close instances x’ € X. Consequently, explanation
uncertainty is induced by the structural bias of an XAl method. i.e., whether or not it can correctly
reflect the considered ML model regarding its model type, e.g., neural network (NN), and its
capacity.

Second (1b), regardless of the structural bias of XAl methods, their correctness is also affected
by their estimation variance resulting from the information used about the behavior of the ex-
plained model. A common procedure related to the factor of estimation variance is the generation
of random samples and perturbations Z = {(x;, f (x;))}/=; € X X Y, as employed by many meth-
ods such as LIME, SHAP, and ROLEX. By relying on samples and perturbations, XAl methods
typically operate with incomplete or indirect analysis of the ML model f they aim to explain.
While sampling and perturbations by themselves do not impose specific structural assumptions
on the model behavior (as described in 1a), they nevertheless are subject to sparsity, especially
in high-dimensional feature spaces. Formally, complete information on the model is given by the
set Z* = {(x, f(x)) € X X Y | Vx € X} over the whole feature space X, of which Z typically is
a small discrete subset. The resulting explanations are thus derived based on partial information
on the model’s DBs, affecting the Explanation Model agreement. Because of the randomness of
samples or perturbations, explanations provided by many XAI methods can also vary across
repeated computations for the same instance, leading to uncertainty. More precisely, multiple
sets Z1, ..., ZK, each containing random samples (z¢, f(z')) € Z* where z' is obtained from a
probability distribution Py over X, induce multiple explanations ¢™(x, f, Z1), ..., p™(x, f, Z¥)
(cf. Figure 1). Hence, stability or robustness is a widely recognized criterion in the evaluation of
XAI methods [1, 32].

The errors stemming from the factors (1a/1b) can be formalized as follows: Under perfect infor-
mation Z*, the structural error of an FA explanation provided by XAI method m to the true FA
explanation ¢*(x, f)—represented by the true decision behavior of the model given by its
DBs—is solely due to the structural bias of m. We denote this deviation by A;, =
¢™(x, f,Z*) — ¢*(x, f). Further, the error resulting from imperfect information Z € Z* used by
m can be denoted by Ay, = ¢™(x, f,Z) — ¢™(x, f,Z"). Thus, A, represents the structural bias
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of the XAI method (systematic error due to model type mismatch), while A, represents the
estimation variance (error due to finite sampling).

3.2 Model Uncertainty

For model uncertainty, we again distinguish between two main factors (2a/2b) that affect expla-
nation correctness. We discuss both factors based on the Rashomon effect phenomenon [6, 25].
Crucially, even when different ML models fit the same data comparably well, they still may
differ substantially in their behavior. Formally, let F denote the set of all possible models f: X —
Y that can be trained on a dataset D = {(x;, y;)}/=; € X X Y. Let L(f, D) represent the empirical
loss of model f on D, and let L* = minser L(f, D) denote the minimum achievable loss within

F. Following Fisher et al. [14], for a tolerance parameter € = 0, we define the Rashomon set as
R(e,D) ={f € FIL(f,D) < L* + €} comprising all models that achieve an empirical loss
within €. Although the models in R (¢, D) perform very similarly according to the chosen metric,
they may differ substantially in their decision behavior [18] and thus, in their learned DBs. As a
result, the explanations and FAs that XAI methods provide for the same data instance can vary
significantly across these ML models [25, 41].

Regarding factor (2a), the ability of a certain ML model in the Rashomon set to correctly capture
the underlying GT depends on the ML model structural bias determined by its respective type
and its capacity, e.g., the number of NN layers and neurons. Different model types exhibit dif-
ferent inductive biases and representational capabilities, making them more or less suitable for
capturing a specific GT f*. In the definition of R(¢, D), the uncertainty resulting from model
structural bias is reflected by the minimum achievable loss L. In reality, ML models can rarely
attain a perfect loss (i.e., L* > 0 holds for the best model fp.s¢ € R(g, D)), as the limitations
imposed by a type and its capacity prevent them from fully expressing the underlying GT, and
thus from achieving a perfect Model GT agreement. Formally, this error (in the true explanations,
i.e., regardless of a specific XAl method) resulting from the model’s structural bias can be de-

noted by Ayq = @* (%, frest) — ¢ (x, 7).

Regardless of the structural bias, the second factor (2b) arises from the estimation variance of
the ML model. Due to their finite and sparse nature, the available (training) data can only partially
represent the underlying GT f*, especially in high-dimensional feature spaces. Hence, different
ML models (even of the same type) may fit the data equally well, forming the Rashomon set
R(e, D). In such cases, the learning algorithm exploits the remaining degrees of freedom when
placing the DBs, leading to substantially different model behavior, especially in subsets of the
feature space with fewer data points. From an explainability perspective, this second factor of
model uncertainty implies that multiple, equally accurate ML models f € F can yield (very)
different explanations and FAs [12]. Formally, this error resulting from the estimation variance
of an ML model f € F can be defined by the difference to the true explanation of the best pos-
sible model fy g, 1.€., Agp = @*(x, ) — ¢* (X, fpest). Thus, A,, constitutes the ML model bias
(inability to fit the GT), and A,; constitutes the model variance (instability due to finite sam-

pling).
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Overall, the correctness of an explanation resp. its errors can be conceptualized as ¢™ (x, f,Z) —
¢ (x, f*) = Ayqg + Ay + Ay, + Ayp. Simple error aggregation risks masking distinct failure
modes through cancellation effects (e.g., a biased surrogate coincidentally compensating for a
biased model), i.c., ||A14]l, |1A24]l > 0 but ||A;, + A,4ll = 0. To ensure reliability in high-stakes
settings, we must bound the worst-case error rather than relying on chance cancellations. Apply-
ing the triangle inequality yields a rigorous upper bound: |[¢™(x,f,Z) —¢*(x, f*)| =
12X4A:]] <X||4;]]- Consequently, satisfying explanation correctness requires minimizing the
norm of each individual error term simultaneously.

4 Experiments

In the following, we describe the experimental setup designed to systematically investigate how
the identified factors (1a)—(2b) affect the correctness of explanations. Our analysis comprises
different dataset types, GT definitions, ML model types, and XAl methods, enabling a compre-
hensive analysis of these factors. In this paper, we focus on tabular datasets as they allow for
more directly comparable FA explanations than image or textual data. Table 1 provides an over-
view of all evaluation setups and runs conducted.

Uncer-

tainty Explanation Uncertainty Model Uncertainty
Factor (1a) (1b) (2a) (2b)
Evaluation The internal (surro- The number of sam- The model type of the The number of sam-
Setup gate) model of the ples used by the XAI ~ proxy GT and the ples used for the
XAI method is altered method is scaled. trained model are al-  model training is
to fit the underlying Runs are performed tered. scaled.
model. for 100, 1,000, and Runs are performed Runs are performed
Runs are performed 10,000 samples for for real GT: GT-NN, for 2,000, 10,000,
for ROLEX Regres- the XAI method. GT-RF, for proxy 100,000, 1,000,000
sion, ROLEX Tree, GT: NN-NN, RF-NN, samples
Kernel SHAP, Tree NN-RF, RF-RF
SHAP, and Deep
SHAP
XAI ROLEX, SHAP LIME, ROLEX, LIME, ROLEX, LIME, ROLEX,
Methods SHAP, AGREE, AG- SHAP, AGREE, AG- SHAP, AGREE, AG-
GOPT GOPT, EXPLORE, GOPT, EXPLORE,
POIC POIC
Metrics Top 5 Kendall t, Top  Top 5 Kendall T, Top  Top 5 Kendall t, Top  Top 5 Kendall t, Top

5 Intersection, A5%-
ExpAgr

5 Intersection, A5%-
ExpAgr, Number of
Unique Features

5 Intersection, A5%-
ExpAgr

5 Intersection, A5%-
ExpAgr

Table 1: Experiments Overview
4.1 Ideal Setting

Our experimental design follows an approach beginning with an ideal setting, in which the ef-
fects of factors (1a)—(2b) on explanation correctness are mitigated as much as possible, serving
as a meaningful reference point. We establish this ideal setting as a prerequisite condition. Pass-
ing it is a necessary condition though not sufficient; XAI methods failing in this ideal setting,
where both GT and models are known and controlled, cannot be trusted in uncontrolled real-
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world settings. Moreover, this design enables ceteris paribus analyses, which are essential for
sensitivity assessment and upper bound analysis. More precisely, in the ideal setting ||A14]| =
OA|A1p]l = 0 A ||Azsll = 0 A|Asp || = 0 must hold. Starting from this, we systematically scale
individual components to isolate and analyze the effect of each factor.

Focusing on the factors (1a)—(1b) (i.e., 44, 41p), and thus explanation uncertainty, we must de-
termine the actual, true FA explanations for a given explained ML model f and a test instance x.
This true FA explanations must represent the true decision behavior of the ML model given by
its DBs. Thus, we define the true FA explanation for x as the vector Xz, — X pointing to the
closest point x4, ona DB of f, i.e., f(x) # f(xgqp), VX' € X: ||x" — x| < |lxgp — x| = f(x) =
f(x") holds. When DBs are known, this notion is commonly regarded as the true explanation
¢*(x, f) in literature [21, 39, 44], and can also be used to validate XAI methods such as LIME
and SHAP [15, 39], also cf. Appendix C. This true FAs can then be compared to and evaluated
against the FAs provided by XAI methods. To measure this Explanation Model agreement, the
faithfulness of FAs is typically assessed in literature expressing whether the relevant features and
their attributions are correctly determined. We use three accuracy measures which are described
in detail below: (Top k) Intersection, (Top k) Kendall T and A5%-Explanation Agreement
(ExpAgr) [1, 31, 38]. As both the type of the ML model being explained and the XAI method
with, e.g., the type of the (surrogate) model it uses, are known, we can determine A;, based on
the XAI structural bias, i.e., the ability of the XAl method to reflect the true decision behavior
of an ML model. Regarding the estimation variance of the XAl method in the ideal setting (factor
(1b), A;p), we can choose between an exhaustive but computationally expensive sampling of the
neighborhood of a test instance to identify the closest DBs and the corresponding true FAs, or
determining them via exact piecewise linear reconstruction of the ML model [8, 17, 23]. Since
piecewise linear reconstruction extracts the exact DBs of piecewise linear models and thus in-
herently satisfies A;, = 0 and A;;, = 0, we chose this approach to eliminate explanation uncer-
tainty (perfect Explanation Model agreement in Figure 1), leading to A, - 0 A Ay, — 0,
providing the first basis for correct explanations.

Focusing on the factors (2a)—(2b) (i.e., A,4, A,y ), and thus model uncertainty, training ML mod-
els that perfectly mimic the GT model f* together with its DBs (which are typically unknown),
poses a challenge widely acknowledged in literature [1, 21, 37, 45]. To overcome this, we in-
stantiate the GT by an oracle function f*: X = Y in such settings where the actual GT is un-
known. Specifically, we train a ‘proxy GT’ model regarding it as the GT for all subsequent error
calculations (||¢p — Pproxy|l ) (for details cf. Appendix B.2). In our experiments, we use an NN
and a random forest (RF) as proxy GT model types. Using a proxy GT is methodologically es-
sential to strictly decouple structural bias (A,,) from variance (A,;), which are inseparable in
real-world data due to a mix of noise, lack of data, and model bias. Our controlled proxy GT
allows us to strictly isolate the structural error A,,. Regarding the factors (2a)—(2b) (i.e.,
A, 4, A5p), we are now able to control both, the (dis)agreement of the GT model type versus the
ML model type and the amount of information (i.e., instances) to train the ML model based on
instances generated by the GT proxy model. To guarantee a high Model GT agreement and thus
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A, = 0N Ay, = 0, we employ two accuracy measures: First, a local variant of the common
accuracy as ratio of correctly classified samples near the test instances by an ML model. Second,
the ‘DB accuracy’ metric measures for test instances whether the classes adjoining their closest
DBs regarding the ML model being explained match those regarding the GT model (for more
details and definitions of the metrics, cf. Appendix D). Given this, for the ideal setting, we first
align the model types of the models being explained with the type of the underlying GT proxy
model (e.g., both the GT and the models are NNs). This alignment ensures compatible model
structure and expressiveness (factor 2a) relative to the GT model. Second, we train the models
on a large dataset of up to 1,000,000 instances to ensure a low level of variance across the ML
models (factor 2b), thereby minimizing model uncertainty. As a result of both A,, = 0 A A, =
0, the Rashomon set contains models, each with perfect DB accuracy and local accuracy scores
of 1. In this ideal setting, model uncertainty is therefore eliminated, providing the second basis
for assessing correct explanations.

On this basis, we determine all true FAs for the GT proxy models and all ML models in the
Rashomon set in the ideal setting. In our experiments, we start from this and analyze each single
factor (1a)—(2b) as outlined in Table 1.

4.2 Datasets

We select a diverse set of tabular datasets (cf. Table 2) covering real-world high-stakes domains
(Fetal Health, Compas, Prosper), synthetic data (Probabilistic, following a generation procedure
as described in [27]), and domain-law based data (Pendulum, Inflation) (cf. Appendix A for de-
tails on all datasets). For real-world and synthetic datasets, we employ a proxy GT (NN or RF)
to strictly isolate error sources. For Pendulum and Inflation, the GT is defined by explicit phys-
ical or economic laws, allowing analyses without ML-induced proxy GTs. This combination en-
sures robustness across unknown and known data-generating processes. Overall, we are aware
that these GT settings represent a more controlled and structured GT than any unknown data-
generating process of real-world problems. However, as stated, if XAI methods fail to provide
correct explanations even in these controlled (partly simpler) settings, their use in real-world
settings would be questionable.

Dataset Fetal Health  Prosper Compas Probabilistic Pendulum Inflation
Domain Healthcare Finance Law Synthetical Physics Economics
#Features 20 56 15 12 9 8

#Classes 3 3 3 3 2 3

Data Origin  Real World Real World Real World Synthetical Synthetical Synthetical

GT Type Proxy Proxy Proxy Proxy Real GT Real GT

Table 2: Overview of Datasets used in our Experiments
4.3 Models, XAI Methods and Metrics

To analyze model uncertainty, we train a set of models by repeatedly bootstrapping 80% from a
training set generated via a DB-focused sampling strategy and labeled according to the respective
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GT (more details in Appendix B.1), which induces variability across ML models while maintain-
ing similar performance. We train 200 models in this manner and evaluate only the top 30 models
regarding DB accuracy as Rashomon set in our experiments. For the DB accuracy, we use a set
of 100 test instances from the original dataset that were not used for GT or model training.

To assess the correctness of explanations, we apply a diverse set of XAI methods comprising
both well-established FA methods and methods that are specialized to address uncertainty of
explanations. We consider the following XAl methods, all of which were discussed in the related
work section: LIME, ROLEX, SHAP, EXPLORE, AGREE, AGGOPT, and the Partial Order in
Chaos (POIC) method [25], which is applicable for RFs. For each of the 30 models in the
Rashomon set and the 100 test instances, we generate explanations using each of the considered
XAI methods.

We evaluate correctness using three metrics (details in Appendix D.3): Top-k Intersection (meas-
uring feature overlap), Top-k Kendall T (measuring rank correlation of the most important fea-
tures), and A5%-ExpAgr (a strict binary metric indicating if FA values deviate no more than
+2.5% from the GT). We set k = 5.

5 Results and Discussion

In this section, we discuss our experimental results based on the error decomposition introduced
in Section 3. We analyze the individual impact of each factor of explanation uncertainty
(A14,A1p) and model uncertainty (A,,, A,p) on the correctness of FAs. This allows us to clarify
the link between explanation consistency and correctness.

We begin our analysis with the ideal setting, which minimizes all error terms (4; = 0) to serve
as a prerequisite condition. Precisely, in this setting, any deviation from the GT can be attributed
solely to the inherent limitations of the XAI method itself.

LIME — LIME == s Model
—— [ LIME f— NN-NN

SHAP SHAP RF-RF

ROLEX T ROLEX W= SHAP [

AGGOPT Sy AGGOPT = ROLEX [

AR AGREE [ T

POIC POIC EXPLORE
0.00 025 050 075 1.00 0.00 025 050 075 1.00 0.00 025 050 075 1.00
Intersection Kendall Tau A5% ExpAgr

Figure 2: Explanation Correctness Results in the Ideal Setting
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Figure 3: Explanation Correctness Results for Factor la

Figure 2 shows that EXPLORE achieves near-perfect scores (Intersection of 0.98, Kendall 7 of
0.89, and A5%-ExpAgr of 0.97). This confirms that when explanation uncertainty is eliminated
by design (A;, = 0 via functional extraction, A;; via exact DBs) and model uncertainty is con-
trolled (A,4, A, = 0), correct explanations are indeed attainable. This serves as a crucial sanity
check: deviations observed in subsequent experiments can thus be strictly attributed to each iso-
lated factor A;.

Importantly, the errors stemming from each factor can also be explicitly calculated for individual
instances. For instance, the explanation for a test instance x, and a model f;,5; from the ideal
setting of the Fetal Health dataset can be compared to the explanation obtained from a model f
which was trained on a reduced (by 90%) set of the training data. Using the £*-norm, we observe
a maximum attibution deviation of ||A, |l = max|d*(f, x0) — &* (fpest> Xo)| = 0.12 for x,
that can be solely attributed to factor (2b).

Next, we discuss ROLEX and its variant ROLEX Tree, which employs surrogate DTs to better
align with the tree-based structure of RFs as underlying ML models. In this case, the resulting
explanation correctness remains high, with an average Intersection of 0.96, a Kendall 7 of 0.80,
and a A5%-ExpAgr of 0.85. Given the ideal setting (A,,, A, = 0), the performance gap to all
remaining XAl methods (cf. below) is driven by A;, — 0: the tree-based surrogate locally aligns
with the underlying RF model, whereas linear surrogates (LIME, SHAP, standard ROLEX)
suffer from a mismatch in expressiveness. The remaining performance gap of ROLEX Tree to
EXPLORE is due to the fact that ROLEX uses sampling to generate its surrogate, negatively
impacting Aqp.

All other XAI methods struggle significantly with respect to correctness, even in the ideal set-
ting: While the average Intersection of 0.49 remains acceptable, the Kendall 7 of 0.06 and the
A5%-ExpAgr of 0.42 degrade substantially (cf. Appendix E for the complete results). Since
Aqp,Asg, Ay = 0 holds in this setting, these errors are driven almost exclusively by A;,. This
validates that the structural bias of XAl methods relying on linear surrogates (e.g., LIME) is
insufficient to capture the local DBs of models like (partly simpler) NNs or RFs correctly, even
when provided with optimal conditions. As in reality such conditions are never met, explanation
correctness may degrade even further in real XAI applications, where the GT is unknown and
does not follow a model type behavior. This shows that explanation uncertainty (given by the
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factors A4, Aqp) critically prevents many XAI methods, even those that aim to address uncer-
tainty explicitly, from achieving their goals of providing correct explanations.

5.1 Factor 1a: XAI Structural Bias

Starting from the ideal setting, we first examine the effect of factor (1a) concerning the structural
bias of the XAI method. To isolate and validate the impact of factor (1a), we evaluate ROLEX
Tree against the original regression-based ROLEX variant. The results shown in Figure 3 demon-
strate that, when explaining RFs, this tree-based variant achieves substantially higher explana-
tion correctness than the linear-surrogate default, with average Intersection, Kendall t, and A5%-
ExpAgr scores increasing by 0.58, 0.68, and 0.27 respectively (for the detailed results per dataset
and for the analysis of SHAP variants as described in Table 1, cf. Appendix E). This significant
gap implies that explanation correctness is strictly capped by the structural bias of the XAl
method. As the number of samples are equal for both ROLEX variants, the error A;, becomes
the dominant term when the surrogate model type (e.g., linear regression) structurally contradicts
the explained model type (e.g., RF). We denote this as a methodological mismatch. Crucially,
our results show that aggregation-based methods (AGGOPT, AGREE) cannot compensate for
this intrinsic deficit. This reveals a fundamental limitation of aggregation methods: Aggregation
may reduce variance (A;;) but solidifies structural bias (A;,). Combining multiple flawed ap-
proximations yields a stable but consistently incorrect explanation. Since they aggregate expla-
nations that all share the same structural bias (high A,,), they merely stabilize an incorrect ap-
proximation rather than correcting it. Consequently, increasing methodological expressiveness—
as demonstrated by the specialized ROLEX tree—is a prerequisite for correctness that cannot be
bypassed by combining structurally flawed explanations.

Overall, these findings indicate that factor (1a) substantially influences explanation correctness
and, more importantly, raise important questions regarding the applicability of surrogate-based
explanation methods to more complex model types. In particular, increasing methodological ex-
pressiveness often comes at the cost of interpretability, highlighting a known fundamental trade-
off. However, when somewhat more complex black-box models are employed, the required level
of methodological expressiveness cannot be achieved by an interpretable XAl method.

5.2 Factor 1b: XAI Estimation Variance

Next, we analyze how the estimation variance of the XAl method affects explanation correctness.
Specifically, we evaluate LIME, ROLEX, SHAP, AGREE, and AGGOPT under varying amounts
of provided samples and perturbations. Prior work has established that a sufficiently large num-
ber of samples is crucial for explanation consistency [4, 46]. To assess whether this effect trans-
lates to explanation correctness, we examine the results shown in Figure 4.
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Figure 4: Explanation Correctness Results for Factor 1b

Regarding correctness, the methods achieve an Intersection of 0.52, a Kendall T of 0.07, and a
A5%-ExpAgr of 0.36 on average for 100 samples, which only slightly change by 0.08, -0.01, and
0.03 respectively for 10,000 samples. These findings suggest that while A;;, — 0 (via increased
sampling) improves consistency, it does not rectify the structural errors introduced by A;,. We
observe a phenomenon we term the 'Consistency Trap': With increasing sample size, explana-
tions converge to a stable value (low variance due to A;;), leading users to trust them. However,
as shown by stagnant correctness metrics, they often converge to a systematically incorrect ex-
planation driven by the unaddressed structural bias (A,,). This proves that consistency is a nec-
essary but insufficient condition for correctness. Relying solely on the stability of an explanation
across repeated runs (A, — 0) masks the potential magnitude of the structural error A;,, creat-
ing a false sense of security in high-stakes applications.

5.3 Factor 2a: ML Model Structural Bias

Focusing on model uncertainty, we now analyze the agreement of model types (2a) between the
GT model and the ML model being explained. The corresponding results for A5%-ExpAgr are
presented in Figure 5 (for the complete results, cf. Appendix E).

Fetal Health Compas Prob. Data
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Figure 5: Explanation Correctness Results for Factor 2a

In cases where the GT and ML model types agree (NN-NN and RF-RF, i.e., A,,, Ay, = 0 holds
and the XAI methods are only exposed to a certain degree of explanation uncertainty (A4, Aqp)
an average Intersection of 0.54, a Kendall 7 of 0.28, and a A5%-ExpAgr of 0.58 is achieved. In
contrast, model type disagreement (i.e., only A,, changes) substantially decreases results by
0.10, 0.08, and 0.12 respectively. Interestingly, we observe a strong asymmetry: RF-NN expla-
nations are nearly twice as accurate as in NN-RF (0.58 vs. 0.34 A5%-ExpAgr), while their Inter-
section and Kendall 7 scores remain comparable. This indicates that while both capture the
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general DB direction, NNs—due to fewer structural constraints and thus higher expressiveness—
better approximate the local DBs of an RF GT. Conversely, RFs are constrained to axis-aligned
splits, leading to a high structural error A,, when the GT is complex (as with NNs). This asym-
metry reveals that the structural bias of the ML model A, is a decisive factor. Crucially existing
methods that aggregate multiple explanations typically do so either from a single model (e.g.,
AGREE, AGGOPT) or from multiple models of the same type (e.g., POIC), and therefore do not
account for the impact of differences in model expressivity on explanation correctness.

Overall, our findings have severe implications for ‘model-agnostic’ XAl and in particular ap-
proaches aggregating multiple ‘model-agnostic’ explanations. While these XAI methods claim
to explain any ML model, they cannot cope with the ML model's inability to capture the GT. If
the chosen model class lacks the expressiveness to represent the underlying causal structure
(Azq > 0), even a perfect explanation of the model (4,4/, = 0) will fail to describe the true
feature importances of the real-world phenomenon. Thus, the choice of the ML model places an
upper bound on the achievable correctness of any subsequent explanation. This is particularly
concerning because in real-world XAl applications, users typically rely on explanations without
being aware of how strongly they depend on the chosen model class. Explanations are often used
to interpret or justify a given ML model’s behavior, regardless of how well it reflects the GT
which can even lead to explanations that contradict established domain knowledge, e.g., in
healthcare [22].

5.4 Factor 2b: ML Model Estimation Variance

Finally, we examine factor (2b) regarding the estimation variance of ML models by systemati-
cally scaling the size of the training dataset. The results are illustrated in Figure 6.
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Figure 6. Explanation Correctness Results for Factor 2b

Upon reducing the number of data samples from 10,000 to 2,000 (i.e., for A,, > 0), for EX-
PLORE (with A;4, Ay, Ay, = 0 holding) the correctness is severely compromised with a sub-
stantial decrease in the average A5%-ExpAgr from 0.68 to 0.49. This pronounced decline indi-
cates that this reduction in training data induces substantial changes in the ML models’ local
decision behavior, which are accurately reflected by EXPLORE. This is highly relevant for real-
world applications of ML and XAI, where training data are often sparse and hard to obtain. In-
terestingly, LIME, ROLEX, and SHAP retain largely stable metrics (decreasing only by 0.06,
0.00, and 0.01 respectively) despite the severe degradation of the underlying ML model due to
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data scarcity (for A,; > 0). While this stability is often interpreted as an asset in XAl evaluation,
our results expose it as a lack of sensitivity. These methods fail to reflect the shift in the model's
DBs, effectively hallucinating stability where there is none. This reveals a critical 'Stability-Sen-
sitivity Trade-off': XAI methods often mask model uncertainty, whereas correct explanations
must inevitably fluctuate when the underlying model becomes unstable due to data scarcity. This
impact of limited training data persists for methods such as AGGOPT, AGREE, and POIC which
explicitly aim to address model uncertainty. Despite their focus, their average Intersection and
Kendall t results drop only by 0.03 and 0.00 respectively, showing similar behavior as other,
non-specialized XAl methods.

6 Conclusion

In this work, we challenged the prevailing assumption that consistent explanations imply cor-
rectness. By formally decomposing the explanation error into explanation uncertainty (4A;) and
model uncertainty (A,), we demonstrated that correctness is strictly bound by the sum of struc-
tural biases and estimation variances: ||¢ — ¢*|| < XllApiasll + 2llAvariancell- Our extensive
experimental analysis across diverse datasets and GT settings leads to three critical conclusions:

First, current XAl suffers from a ‘Consistency Trap’. Researchers and practitioners often equate
the reduction of estimation variance (A;;, — 0, e.g., by increasing samples) with correctness. We
show that without addressing the structural bias of the XAI method (4,,), this merely results in
consistently incorrect explanations. A linear surrogate explaining a non-linear phenomenon will
converge to a biased estimate, no matter how many samples are used.

Second, we postulate the need for 'Methodological Alignment'. Our results regarding tree-based
surrogates demonstrate that the structural bias (A;,) can only be minimized if the inductive bias
of the XAI method matches the model class. For instance, ‘model-agnostic’ approaches relying
on linear surrogates are inherently flawed for more complex non-linear models, necessitating a
shift towards model-specific or structurally adaptive XAI methods.

Third, we identify a critical ‘Stability-Sensitivity Trade-off’. While stability is generally a de-
sired property, we show that widely used methods like LIME, SHAP, and in particular XAI
methods specialized on model uncertainty achieve stability at the cost of sensitivity. When the
underlying ML model degrades due to data scarcity (A,;), correct explanations should fluctuate
to reflect model instability. Methods that remain ‘stable’ in these conditions essentially halluci-
nate reliability, masking model uncertainty.

Fourth, the ML Model structural bias (A,,) sets the hard upper bound for correctness. We demon-
strated that ‘model-agnostic’ XAl is a fallacy when the model class cannot capture the GT. Even
an ideal XAI method (A; = 0) cannot provide a correct explanation of the real-world phenome-
non if the underlying ML model is structurally deficient.

Regarding implications and future work, the presented findings necessitate a shift in XAl eval-
uation: moving from variance-based metrics (consistency/stability) to bias-aware metrics (con-
sidering GT). While our study focused on tabular data and specific model classes (RF, NN) to
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ensure strict comparability, the identified structural trade-offs are fundamental to approximation

theory and likely extend to other domains. Future work should address the development of ‘bias-

aware’ XAl methods that can quantify their own structural limitations and warn users when the

explanation model lacks the expressiveness to capture the underlying DB.
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8 Appendix
8.1 Appendix A: Datasets

For our experiments, we deliberately select a diverse set of tabular datasets to assess the observed
effects across a wide range of domains, levels of problem complexity, real-world and synthetic
settings, and GT types (cf. Table 2). First, we consider real-world datasets from high-stakes do-
mains for which XAI methods are particularly relevant and frequently applied. We employ the
Fetal Health dataset from the healthcare domain, containing cardiotocography measurements
used to classify fetal health conditions into normal, suspect, and pathological categories. Second,
we use the Compas criminal recidivism dataset, which comprises demographic and criminal his-
tory information to predict the risk of reoffending across a scale of three outcome classes. Third,
we include the Prosper dataset including information on loan applicants, based on which the
default risk of peer-to-peer loan applications is predicted. Further, we consider the fully synthetic
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‘Probabilistic’ dataset, which provides a controlled setting with a known data-generating distri-
bution, free from unknown confounding factors or data quality issues that typically arise in real-
world data. Following [27], the dataset is generated by sampling from a Gaussian mixture model
with three mixture components, where each component defines a class label (see details below).

For these datasets, the GT is not (fully) known and we therefore rely on an ML model as a proxy
GT in these cases. To broaden our evaluation beyond such proxy-based GTs, we additionally
consider datasets governed by well-established laws from physics and economics. In these set-
tings, the GT is explicitly defined and functionally describable, eliminating the need for a proxy
GT and enabling a complementary analysis under known, non-ML-induced GTs. For this, we
consider the pendulum law and create a dataset capturing the current state of a pendulum, with
binary labels indicating whether the system comes to rest within a predefined time horizon (see
details below). Further, we use an economics-based dataset consisting of inflation, interest rates,
and other macroeconomic indicators of a country at a given point in time. Labels are assigned
according to the Taylor rule, which indicates whether an expansionary or contractionary mone-

tary policy stance is implied.

Overall, we are aware that these GT settings represent a more controlled and structured GT than
any unknown data-generating process of real-world problems. However, we argue that if XAI
methods fail to provide correct explanations even in these controlled (partly simpler) settings,
their performance can be assumed to be at least as limited in further real-world scenarios.

We applied the following preprocessing steps to all datasets: We removed all date-related or
identifier variables, as well as features with excessive missingness. All features of the original

datasets are scaled to the unit interval [0,1] using min—max normalization.

For the Fetal Health dataset (available at https://www.kaggle.com/datasets/andrewmvd/fetal-
health-classification), we applied a second preprocessing step by selecting features to improve
distributional stability of their value ranges. Specifically, the feature ‘histogram_tendency’ was
remapped to fixed representative values (0.45, 0.5, 0.55) and the two features ‘prolongued de-
celerations’ and ‘histogram_number of zeros’ with long-tails in their distribution were linearly
rescaled to ensure comparable magnitudes. Finally, ‘severe decelerations’ was identified as un-
stable and therefore was removed, resulting in a cleaned feature set that was used in all subse-
quent experiments.

For the Prosper dataset (available at https://www.kaggle.com/datasets/henryokam/prosper-loan-
data), the target variable ‘LoanDefault’ was constructed from the original loan status and esti-
mated loss, yielding a three-class outcome. Remaining categorical features were transformed
using ordinal encoding, missing values were imputed via k-nearest-neighbor imputation (k =
5).

For the Compas dataset (available at https://www.kaggle.com/datasets/danofer/compass), we de-
rived a three-class target variable from the values of ‘violence risk’ by discretizing the original
violence decile score into low-, medium-, and high-risk categories. Categorical attributes were
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encoded using numeric category codes, missing values were imputed via k-nearest-neighbor im-
putation (k = 10).

The synthetic Probabilistic dataset was generated in two steps: (i) sampling the feature vectors
from a probabilistic generative model, and (ii) assigning class labels based on the generative
component of the features. More precisely, the first step was conducted as follows: Let d denote
the feature dimension and K the number of mixture components. Each data point x € R? is
drawn from a Gaussian mixture model

1 K
PO =2 > W (xliZi)
k=1

where y;, € R% and X, € R are the mean vector and covariance matrix of the k-th component,
respectively.

In our experiments, all mixture components share the same covariance structure, Vk: X}, = X
with £ = (1 — p)I; + p11T where I, is the d-dimensional identity matrix, 1 is the vector of
ones, and p € [0, 1) controls the correlation between any pair of distinct features. Hence, each
feature has unit variance, and every pair of features has correlation p. The means {u;}X_,are
constructed to be well separated but not orthogonal. First, random directions v, € R? are sam-
pled v;,~N'(0,1;) and normalized. Then, each mean vector is obtained as u = avy + &,
where, @ > 0 is a scaling factor and &,~N (0, aﬁld) is an isotropic jitter term that increases

overlap between mixture components and prevents trivial class separation.
To generate a dataset of size N, we repeat the following steps for each sample i = 1, ..., N:

1. Draw a mixture index k;~Uniform{l, ..., K}
2. Draw a feature vector x;~N (uy, )
3. Assign the class label y; = k;

Thus, the resulting dataset {(x;, y;)}*-, corresponds to a balanced multi-class classification prob-
lem generated by a known Gaussian mixture model GT.

The Pendulum dataset is a synthetically generated binary classification dataset based on the nu-
merical simulation of a damped physical pendulum. Each data point represents a distinct dynam-
ical system configuration and is labeled according to whether the system returns to equilibrium
within a fixed time horizon.

The pendulum dynamics are governed by the second-order ordinary differential equation
B(8) + begr8(8) +5in(0(0)) = 0

where 6(t) denotes the angular displacement, L the pendulum length, g the gravitational con-
stant, and b, an effective damping coefficient. The effective damping is defined as

beff = b+ 0.01py; + fpivot
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combining intrinsic damping, air density effects and pivot friction. The system is numerically
integrated over a finite time interval [0, T], starting from initial conditions (8, wg), where w,
denotes the initial angular velocity. Each sample is defined by the following nine continuous
input variables, independently drawn from uniform distributions over predefined ranges: pendu-
lum length L € [0.5,2.0], pendulum mass m € [0.1,5.0], initial angular displacement 6, €
[— %, %], initial angular velocity w, € [—1.0, 1.0], damping coefficient b € [0.01, 0.2], gravita-
tional acceleration g € [9.7,9.9], air density pg;, € [1.0, 1.3], pivot friction fy;,,¢ € [0.0,0.5],

simulation time horizon T € [5.0, 15.0].

Each simulated trajectory is assigned a binary label based on whether the pendulum returns suf-
ficiently close to equilibrium at the final time T. Specifically, an instance is labeled as stable if
|60(T) < &g and |w(T) < g,|, where fixed thresholds g = 0.1 and €, = 0.05 define angular
and velocity tolerances. All other trajectories are labeled as non-stable. The dataset is generated
in a class-balanced manner, with an equal number of samples per class obtained.

The Inflation dataset is a synthetically generated multi-class classification dataset inspired by a
stylized Taylor-rule-based monetary policy framework. Each data point represents a hypothet-
ical macroeconomic scenario characterized by inflation dynamics, output levels, and policy pa-
rameters, and is assigned to one of three policy regimes.

For each sample, the following continuous variables are independently drawn from uniform dis-
tributions over predefined ranges: inflation rate = € [0, 10], economic output y € [80, 120], real
interest rate r € [0, 5], inflation target =* € [1.5, 2.5], natural real rate r* € [0.5, 2.0], potential
output y* € [95,105]. From these variables, two derived quantities are computed: GDP gap =
y — y* and a policy interest rate determined by the Taylor-Rule,

y-y

*

i=r+mn+05(m—7n")+0.5x * 100,

which is subsequently clipped to the interval [0, 20]. The final feature vector thus consists of
eight attributes:

(m,y,r,m*,y*,r*,GDP gap,i)

Each instance is assigned to one of three policy classes based on the deviation of the computed
policy rate i from the expected nominal rate r + : Aggressive policy (class 1) if i — (r + m) >
2, passive policy (class 2) if i < (r + m), normal policy (class 0) otherwise.

For the datasets with real GT, GT explanations are constructed by explicitly leveraging the
known physical or analytical data generation process underlying each dataset. Given a normal-
ized input instance x € [0,1]%, we first map it back to the original parameter space using min—
max denormalization, yielding ¥ € X. The class label ¥ is then obtained by evaluating the gov-
erning system model, i.e., by numerically solving the underlying physical dynamics or analytical
policy equations, depending on the dataset. To characterize the local DB around x, we compute
a counterfactual instance ¥/ by solving a constrained optimization problem using differential
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evolution. The objective minimizes the Euclidean distance in normalized feature space while
enforcing a change in the predicted class through a penalty-based constraint

min|[norm(%’) — x|| + 1 x 1(f(X') = §)
x'ex

where f(-) denotes the dataset-specific classifier, norm(-) the min-max-normalization operator
and A a fixed penalty constant. The resulting counterfactual ¥/ represents the closest point
crossing the true GT DB induced by the physical system. Its normalized representation x¢/ de-
fines the nearest boundary point. The GT explanation is finally defined as the vector x¢/ — x.
The pair of original and counterfactual labels uniquely identifies the local DB type (also cf. D.1).

8.2 Appendix B: Model Configuration and Training

8.2.1 Appendix B.1: DB-focused Oversampling

To generate synthetic training data that faithfully reflects the decision structure of a GT proxy
ML model, we employ a DB-focused sampling strategy. This technique constructs new samples
in the vicinity of the model’s DBs and labels them using the GT proxy model itself. Importantly,
the procedure uses only a randomly selected subset of the original training data and explicitly
excludes test data used in our experiments. We use this technique for all GT models. Concretely,
we do this by applying the following steps. First, let D = {(x;, y;)}}_, denote the original dataset
with C classes. A small balanced dataset subset D, is obtained by randomly sampling n data
points from D:

c
D, = U{(xi,yl-) lyi=c¢, i=1,..,n)}
c=1

This ensures class-balanced coverage of the underlying data distribution. To oversample the Pen-
dulum and Inflation datasets, we train a model f that achieves perfect prediction accuracy of 1
on D. As model type of f we either use an NN, if later on there will be an NN trained on the
oversampled data, or an RF, if an RF is trained on the oversampled data.

In a second step we calculate the global DBs of the GT model. For NN models, we do so by
computing an exact piecewise linear reconstruction of the NN model [8, 17, 23]. Similarly, for
RFs, we compute the intersections of the piecewise-constant regions induced by the individual
DTs, thereby obtaining the piecewise linear structure of the RF.

Next, we determine the closest point xpp on each DB for each instance x; € Ds. This yields a set
of boundary points = {xpp k}l,ggf. To obtain dense samples near the DBs, each boundary point

Xpg € B is locally perturbed, adding data points
Xnew = Xpp + &, €&~Uniform(—6,8),

with feature dimension d and § = 0.1. The number of perturbations per boundary point is chosen
adaptively:
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106
Nperturb = m * K,

with k = 2 for the Prosper dataset and k¥ = 10 for all other datasets. This ensures approximately
uniform coverage of all DBs while generating a minimum of 1,000,000 new data points.

All generated samples are labeled using the GT model f™* as Y., = f(x). This guarantees that
the synthetic dataset is fully consistent with the GT’s decision behavior, rather than the empirical
data distribution.

Let N, denote the number of generated samples for class c. To prevent class imbalance, the
number of samples per class is capped at

ming,N,, default,

Nmax — {
¢ 3 * min,,N,, for Compas.

Finally, the dataset is resampled to a predefined target size Niqrger, yielding the final over-
sampled dataset

0S ., 08\ Ntarget
Dos = {(x;, i )h:irge-

8.2.2 Appendix B.2: GT Models

For our GT models we use the following settings. All RF models use n.gtimators = 5 and a
maximum depth of 5, class-balanced training, and a fixed random seed to ensure reproducibility.
To account for differences in dataset complexity, we distinguish between two groups. For lower
complexity datasets (Fetal Health, Probabilistic), the fraction of features considered at each split
is set to 0.75 with disabled bootstrap sampling. Higher complexity datasets (Compas, Prosper)
use 0.8 as fraction of features considered for each split with bootstrap sampling enabled. In both
cases, a minimum leaf size of 5% of the training data is enforced to regularize the trees.

All NNs are implemented as fully connected multilayer perceptrons with two hidden layers of 5
neurons each. ReLU activations and the Adam optimizer are used throughout, with training per-
formed for at most 100 iterations. Early stopping and data shuffling are enabled to improve gen-
eralization and prevent overfitting. A fixed random seed is used to ensure reproducibility across
runs.

For the Rashomon set in each experimental run, models are retrained on the generated datasets
Dos using random 80/20 train-test splits to ensure variability across repetitions.

RFs follow the same architecture as the GT models, using n gtimators = 5 and a maximum depth
of 5. For lower complexity datasets, the fraction of features considered at each split is set to 0.75,
and to 0.8 for higher complexity datasets. To regularize the trees the minimum leaf size is set to
200 data points.

NNs are implemented as fully connected multilayer perceptrons with ReLU activations and the
Adam optimizer. Most datasets again use two hidden layers of size 5 each. For the Prosper dataset
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we use slightly more neurons in the first layer (10), to better capture the 56 data features. Training
is capped at 100 epochs with early stopping and data shuftling enabled.

8.3 Appendix C: XAI Method Configurations

All XAI methods are applied using their respective standard configurations as provided by the
original implementations, unless stated otherwise.

Our choice of the GT explanation is further supported by prior work that explicitly defines local
explanation GT via the geometry of DBs [15, 39]. In particular, Guidotti [15] proposes an eval-
uation framework in which the GT explanation for a given instance is derived from the closest
point on the DB, yielding a FA vector that captures the perturbation required to change the
model’s prediction. Within this framework, local explanation methods, including LIME and
SHAP, are quantitatively evaluated by measuring their alignment with this boundary-based GT
explanation. This formulation provides a principled and model-agnostic reference for local ex-
planations and directly motivates our use of the normalized vector toward the nearest DB as GT.
To ensure a fair comparison of all FA methods against our GT explanation, both explanation
vectors and GT vectors are scaled to equal length 1 in all experiments.

SHAP explanations are computed using the Kernel SHAP variant with default settings. Kernel
SHAP is a model-agnostic approximation method based on weighted linear regression in the
space of feature coalitions, providing estimates of Shapley values for arbitrary black-box models.
This choice is motivated by methodological consistency across model types. In contrast, Tree
SHAP and Deep SHAP are model-specific optimizations: Tree SHAP exploits the structure of
DTs to compute exact Shapley values in polynomial time, while Deep SHAP leverages the com-
positional structure of deep NNs to efficiently approximate Shapley values via backpropagation.
In multiclass settings, we generate SHAP-based FAs by aggregating the absolute values of the
SHAP outputs across all classes, which is a commonly used approach to obtain one single FA
vector per instance. Since this procedure yields only unsigned (positive) FA values, we ensure a
fair comparison by evaluating all SHAP-related metrics with respect to the absolute values of
the corresponding GT FA explanation.

ROLEX distinguishes between linear and non-linear DBs when multiple classes are present in
the neighborhood of a reference point X ¢ ¢er-- For ROLEX Linear, we employ the standard con-
figuration by reframing the multi-class problem as a one-vs-rest classification task and using a
logistic regression model as the local surrogate. In addition, we consider a variant denoted
ROLEX Tree, in which DTs are used as surrogate models while preserving the original multi-
class formulation. This extension enables ROLEX to capture non-linear DBs more faithfully and
is particularly well suited for explaining RF models.

AGREE is applied using its default configuration. It operates by aggregating explanations gen-
erated by multiple local explanation methods. In this work, AGREE combines explanations from
LIME, SHAP, and MAPLE in order be compatible with RFs and NNs.
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AGGOPT is also used with standard settings. Similar to AGREE, it aggregates local explanations
but formulates the aggregation as an optimization problem. In our experiments, AGGOPT com-
bines explanations obtained from LIME and SHAP.

POIC is applied using its standard configuration. As the method is only applicable to linear mod-
els and RFs, it cannot be evaluated for NNs in our experimental setting.

8.4 Appendix D: Metrics

8.4.1. Appendix D.1: DB Accuracy

To evaluate how well a retrained model reflects the decision behavior of a proxy GT model, we
introduce the ‘DB accuracy’ metric. This metric evaluates whether both models associate a given
input instance with the same relevant DB.

Let f:R% - {1, ..., C} denote a classifier and let Sy R% — R¢ be its associated scoring function
(e.g., yielding the Softmax outputs for NNs). The set of DBs of f can be defined as

By = U{x € ]Rd|sf(x)c =sp(x)or ANVk # cisp(x)e = sf(x)k}.

c¥c!

For a given input instance x € R%, the nearest DB point with respect to model f is defined as

x; = argmin||x — z|.
ZEBf

Let c(x) = argmax sy (x) be the predicted class of x. We define the DB type of x under model
K

f as the ordered class pair

77(x) = (c(), ¢'(x),

where ¢'(x) = argmax sy (xf), denotes the adjoining class across the nearest DB. Intuitively,
k#c(x)

77 (x) identifies the class assigned to x and the class that would be reached first when moving

from x in the direction of the closest DB.

Given a test set X051, @ GT model f*, and a retrained model f, the DB accuracy is defined as

1
DB accuracy = X E Il[rf* (x) = Tf(x)],
test
X

EXtest

where 1 denotes the indicator function. DB accuracy measures agreement at the level of local
decision structure, rather than predictive correctness. A model achieves high DB accuracy if, for
most inputs, it not only predicts the same class as the GT model but also exhibits the same nearest
competing class and thus reproduces the same local DB structure.

8.4.2 Appendix D.2: Local Accuracy

To further quantify the local fidelity of a model with respect to the GT model, we also consider
the ‘Local Accuracy’ metric around each instance of the test dataset. The procedure is as follows:
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For a given instance x € X;.,, we compute the Euclidean distances to all points in the training

dataset X¢rqin. Let dpgx = max,rey, . |lx — x'|| be the maximum distance. The radius of the

L

local neighborhood is then defined as 17,.4; = 0.2 * dyqy, following the approach of ROLEX
[22]. After determining the local neighborhood, we uniformly sample a set of N points within a
d-dimensional hyperball of radius r;,.,; centered at x. The sampled points are clipped to lie
within the valid input range [0,1]% of our min-max standardized datasets. Further we obtain the
Local Accuracy of a model based on its local predictions as follows: Let Y, and V041 denote
the predictions of the GT model f* and the model f being evaluated, respectively, on the sampled
points. The Local Accuracy in the neighborhood of instance x is defined as

N
1 , .
Local Accuracy(x) = N E ﬂ(y&T = y,lnodel),

i=1

representing the ratio of samples in the local neighborhood where the model and the GT model
agree. This procedure is applied for each instance in X;.¢;. Local Accuracy measures how well a
model approximates the reference model in the immediate vicinity of an instance, rather than
globally across the dataset. Combined with the DB accuracy, this provides a meaningful metric
to assess the model behavior of a model around a given instance with respect to the GT.

8.4.3 Appendix D.3: Evaluation Metrics

For each instance, we generate the FAs (cl) (x, fi))i=1 , over all models f; from the Rashomon

set and for each XAI method. We denote ¢ (x, f;)« as the Top k features in the FA explanation
for model f;, i.e., the set of the k features with the highest absolute values in the FA vector. The
Top 5 Number of Unique Features (NUF),) across (qb(x, fi))i=1 n is defined as the number of

unique features that appear in any of the Top k sets ¢ (x, f;)k:

Dd’(x,ﬁ)k

This metric aims at the diversity of features appearing in the explanations of single instance

NUR{($Ca D), P =

across all models of the Rashomon set. A much higher NUF}, value in comparison to k indicates
a low consistency regarding the most relevant features provided by the explanations

((,b(x: fi))i=1,...,n'

Similarly, the faithfulness of local explanations is also often evaluated regarding the Top k fea-
tures, as it is more important for users to accurately recognize and rank, e.g., the Top 5 features
than less important ones ranked between, e.g., 20 and 30. Therefore, we employ the following
two well-known criteria for faithfulness: Top k Intersection and Top k Kendall 7. For a feature
vector ¢ (x, f) and the GT feature vector ¢*(x, f*) both faithfulness criteria are defined as fol-
lows

|7 (x, f i 0 P el
k

Intersection, (¢*(x, f*), p(x, f)) =
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2
(@ (0 ), " (x, f) = mz sgn(@™ (e, f ki — & (6 i)

i<j
-sgn(P(x, i — ¢ i)

where ¢*(x, ) and ¢ (x, f) again denote the first k features of ¢p*(x, f*) and ¢ (x, f) respec-
tively. Note this definition of the Top k Kendall 7 only compares the correct order of the Top k
features between the two FAs. With the Intersection we can check if both FAs identify the same
relevant features and with Top k Kendall T we can further assess if ¢(x, f) ranks the Top k
features according to ¢*(x, f*). Thus, the Kendall 7 is a stricter criterion than Intersection since
¢ (x, f) not only needs to identify the relevant features, but also rank them in the correct order.

A5%-ExpAgr: This metric provides a further, strict binary evaluation metric of FA explanation.
It returns 1 if all attributions of each feature lie within a £2.5% deviation of their GT attribution
values (typically of ¢*(x, f*)), and 0 otherwise. Formally:

1, if |p7 — ¢;] < 0.025 Vie(l,..,d},

A5% — ExpAgr(¢”*, ¢) = { 0, otherwise.

A value of 1 for an explanation ¢ indicates that the FA explanation perfectly matches the GT ¢*
across all features within the +2.5% tolerance. A value of 0 indicates that at least one feature’s
attribution exceeds the a +£2.5% deviation. Therefore, this metric enforces a very strict agreement
criterion, making it the strictest faithfulness measure for FA explanations considered in this work.

To illustrate the ExpAgr criterion and possible distributions of explanations observed in our em-
pirical experiments, Figure 7 visualizes a kernel density estimate (KDE) of the FA explanations’
distribution obtained from Rashomon models for a given input instance. The black points denote
individual FA explanations produced for different RF models within the Rashomon set, while
the red arrow represents the actual explanation vector of the NN proxy GT. The shaded region
corresponds to the 95% probability mass level set of the KDE, capturing the high-density region
of plausible explanations. The figure highlights that, although the explanations generated by the
Rashomon models form a compact and highly consistent cluster, this cluster does not coincide
with the actual GT explanation. Consequently, the GT explanation lies outside both the 95%
probability mass region and the 0.025 tolerance range of the metric, indicating a systematic de-
viation rather than random variation and yielding a A5%- ExpAgr metric value of 0 for each
explanation. This observation emphasizes that high consistency or stability among explanations
does not imply correctness with respect to the underlying GT. The ExpAgr metric explicitly cap-
tures this discrepancy by requiring strict, feature-wise agreement with the GT explanation,
thereby revealing explanation errors that would remain undetected by distributional or similarity-
based metrics. This example hence demonstrates that explanation consistency within a
Rashomon set may reinforce a shared bias rather than reflect the true decision behavior of the
GT.
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KDE with 95% Probability Mass Level Set

KDE 0.95 density level threshold: 249.69
Ground Truth explanation KDE value 0.00
0.51 - Ground Truth explanation is at 0.00 density level ,
0.50 4
0.49 4
-
0.48
0.47 A
0.46
0.45 T T T T T T T
0.72 0.73 0.74 0.75 0.76 0.77 0.78

Figure 7: Distribution of Explanations of RF Models (black points) versus True Explanation by
NN Proxy GT (red)
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8.5 Appendix E: Complete Results

Dataset Evaluation XAI Method Top 5 Kendall T Top 5 Intersection A5%-ExpAgr
Setup
Probabilistic =~ RF-RF Kernel SHAP -0.18 0.78 2.60
Tree SHAP -0.17 0.78 2.59
ROLEX Linear 0.06 0.54 9.31
ROLEX Tree 0.80 0.98 18.75
NN-NN Kernel SHAP 0.08 0.60 0.78
Deep SHAP 0.04 0.62 0.67
Compas RF-RF Kernel SHAP 0.12 0.59 12.8
Tree SHAP 0.23 0.55 12.8
ROLEX Linear 0.16 0.48 15.67
ROLEX Tree 0.86 0.97 2531
NN-NN Kernel SHAP 0.27 0.62 12.86
Deep SHAP 0.30 0.59 11.32
Fetal Health RF-RF Kernel SHAP 0.08 0.37 10.11
Tree SHAP 0.08 0.37 10.11
ROLEX Linear 0.01 0.38 17.58
ROLEX Tree 0.93 0.98 28.62
NN-NN Kernel SHAP 0.18 0.60 2.67
Deep SHAP 0.12 0.53 2.45
Prosper RF-RF Kernel SHAP 0.03 0.40 26.00
Tree SHAP 0.03 0.40 26.00
ROLEX Linear 0.27 0.11 26.32
ROLEX Tree 0.90 0.61 2891
NN-NN Kernel SHAP -0.04 0.45 25.2
Deep SHAP -0.03 0.35 25.6
Pendulum GT-RF Kernel SHAP 0.00 0.75 18.52
Tree SHAP 0.00 0.75 18.52
ROLEX Linear 0.05 0.65 9.52
ROLEX Tree 0.14 0.70 15.91
GT-NN Kernel SHAP 0.02 0.77 18.45
Deep SHAP 0.01 0.74 17.13
Inflation GT-RF Kernel SHAP -0.20 0.58 2.70
Tree SHAP -0.21 0.59 2.70
ROLEX Linear -0.14 0.59 1.85
ROLEX Tree -0.02 0.64 2.73
GT-NN Kernel SHAP -0.11 0.65 5.67
Deep SHAP -0.13 0.65 4.87

Table 3: Results for Analysis of Factor la (XAI Structural Bias)
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Number of Sam- 100 1,000 10,000
ples used by
XAI Method
XAI . . . . . .
N [} [ [
g Method % g o = = & % 8 o = = & % 8 < = o 5
= EE2 Ve 08 <L EB Ve S Lt EF Ve vO LI
2 5% 5835 £88 2 £ 055 85835 5885 5 55 5835 8% % £
#*# % o 32 dH #K S H 3 <Ad ##K FHT BH a2 <A
o LIME 1043  0.05  0.66 1.21 7.19  0.18 0.70  2.55 5.81 022  0.69 2.61
E SHAP 6.71 0.08  0.60 0 5.71 0.09  0.60 0 576  0.09  0.60 0.78
S ROLEX 984 005 0.67 096 825 -0.05 080 736 786 035 0.81 7.56
el
E AGREE 822  0.08 0.57 - 770 0.09  0.58 - 7.71 0.09  0.58 -
AGGOPT 646  0.19  0.69 - 6.38 020  0.70 - 6.44  0.18  0.69 -
LIME 1437 037 0.61 1413 11.11 047 068 1573 840 043 0.69 15091
@ SHAP 692 028 0.63 6.48 579 027  0.63 6.58 5.79 027  0.63 6.6
g ROLEX 1144 050 081 17.75 1013 0.60 0.84 2343 7.71 062 092 2479
O AGREE 7.42 021 0.52 - 6.41 0.19  0.53 - 6.21 0.19  0.53 -
AGGOPT 1437 037 0.6l - 11.11 047  0.68 - 840 043  0.69 -
- LIME 12.76  0.01 0.55 1.98 8.25 002 062 217 6.44 -0.01 0.63 225
% SHAP 7.15 0.01 0.60 0 585 -0.00 0.60 0 5.83 0.01  0.60 2.6
E ROLEX 11.60 0.05  0.59 1.5 9.09 020 077 7.28 8.67 020  0.77 7.28
E AGREE 9.99  0.01 0.60 - 8.81 0.03 0.62 - 8.65 0.02  0.62 -
AGGOPT 968 -0.10 0.52 - 9.80 -0.10 0.52 - 979  -0.09 052 -
LIME 31.70  -0.15 024 249 2859 0.02 040 2507 2331 020 057 25.03
5 SHAP 8.79 -0.4 044 249 758 -0.04 045 249 746  -0.01 0.49 24.9
? ROLEX 25.65 -0.09 025 2233 3304 -005 033 2451 747 0.03 0.11 26.62
& AGREE 2395 -0.15 0.24 - 22.58 -0.15  0.26 - 26.18 -0.09 0.27 -
AGGOPT 2587 0.15 050 - 25.64 0.14 049 - 2581 0.15 0.50 -
LIME 9 0.01 0.65 1581 896 0.01 0.74 15.9 8.4 -0.00 0.78 15.83
g SHAP 7.14  -0.01 0.77 15.1 684 -0.02 077 1492 6.84 -0.02 0.77 1492
:é ROLEX 8.68  0.04 0.65 6.75 7.86  0.01 0.73 5.88 7.10 -0.03 0.77 5.71
& AGREE 8.01 0.03 0.77 - 7.49  0.03 0.79 - 7.4 0.03  0.79 -
AGGOPT 861 -0.02 0.79 - 853 -0.03 0.79 - 851 -0.02 0.79 -
LIME 798 -0.02 0.67 356 6.2 -003 069 3.78 572 -0.06 0.70 4
5 SHAP 571  -0.11  0.65 282 527 -0.11 0.65 2.7 527 -0.11  0.65 2.7
E ROLEX 752 0.02  0.59 29 6.77 -0.19 0.62 244 6.00 -0.25 0.60 2.49
= AGREE 636 -0.04 0.63 - 6.10 -0.06 0.63 - 6.00 -0.06 0.63 -
AGGOPT  6.14 -0.06 0.68 592 -0.05 0.68 - 592 -0.05 0.68 -

Table 4: Results for Analysis of Factor

1b (XAl Estimation Variance) for NN-NN Setup
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Uncertainty
Number of Sam- 100 1,000 10,000
ples used by
XAI Method
XAI . . . . . .
N [} [ (5}
g Method % 8 o = = ) % 8 i = = & % 8 < = = &
= g2 Ve Vo <L gB Ve Vo LL F 3 Ve VO LI
2 5% 585 £ 525§ 85835 588 55 55 835 5% ¢ &
* = T FH 2 <94d ¥/~ EHE©B H 2 <dd %K BHBE9© B 3 <ME
o LIME 11.71 008 057 346 1046 0.16 0.66 737 7.72 021 070  7.72
E SHAP 547 -0.17 0.78 0.61 535 -0.17 0.78 0.6 532 -0.17 0.78 0.6
=) ROLEX 11.16 007 052 425 1136 0.05 0.55 893 1149 0.06 055 10.65
el
E AGREE 10.23  0.01 0.59 - 9.91 0.01 0.59 - 9.84  0.01 0.59 -
AGGOPT 696 0.08  0.47 - 6.95 0.08 0.47 - 7.18  0.08 0.47 -
LIME 1457 0.16 053 1356 1436 024 057 1468 14.13 024 055 1484
@ SHAP 13.15  0.13 0.60 796 1257 0.11 0.60 8.18 1261 0.12 059 8.17
g ROLEX 1398 0.11 042 11.82 13.89 0.19 049 1498 1373 0.16 048 15.67
O AGREE 8.88 032 0.73 - 894  0.32 0.73 - 8.93 032  0.73 -
AGGOPT 941 047  0.72 - 9.11 046  0.71 - 9.08 046 0.72 -
- LIME 1720 -0.01 033 11.69 1544 0.07 039 1582 1220 0.13 039 16.17
% SHAP 750 0.08 037 533 6.64  0.09 0.38 5.4 7.43 0.08 037 10.11
E ROLEX 1524 -0.01 039 1359 1624 0.02 0.38 179 1628 0.02 038 1758
E AGREE 10.80 0.02  0.74 - 882 -0.00 0.75 - 849 -0.01 0.75 -
AGGOPT 968 -0.10 0.52 - 9.80 -0.10 0.52 - 979 -0.09 0.52 -
LIME 28.81 0.14 029 2643 28.65 0.16 030 2626 28.09 0.15 029 26.12
5 SHAP 1040  0.03 0.41 25.5 9.93 0.01 040 255 9.82  0.01 040 255
? ROLEX 2498 0.15 022 2381 3622 0.11 027 2643 3877 0.16 031 26.64
& AGREE 28.06 -0.14  0.30 - 20.68  0.01 0.30 - 17.02  0.01 0.30 -
AGGOPT 2745 -0.11 0.23 - 2733 -0.12 0.23 - 27.50 -0.13 0.23 -
LIME 9 0.001 0.63 15.65 9 0.01 071 1598 7.56 000 0.76 15.93
g SHAP 7.69 -0.00 075 15.33 6.6 -0.01  0.75 1517 6.6 -0.01  0.75 1517
:é ROLEX 9 0.05 062 1044 896  0.05 0.65 9.67 8.81 0.05 0.67  9.38
& AGREE 7.85 0.04  0.78 - 6.77  0.03 0.80 - 6.48  0.03 0.80 -
AGGOPT 825 -0.01 0.76 - 825 -0.01 0.76 - 8.31 0.00  0.75 -
LIME 796 -0.16 0.60 321 7.70  -0.21 058  3.11 578 =025 059  3.06
5 SHAP 598 -021 0.59 2.7 523 -020 0.58 2.7 523  -020 0.59 2.7
E ROLEX 771 -0.13  0.60 199 735 -0.17 0.60 1.77 742 -0.14 0.59 1.85
= AGREE 772 -025 0.59 - 7.08 -0.28 0.59 - 6.79 -029 0.59 -
AGGOPT  6.15 -024 0.59 - 6.04 -024 0.59 - 6.01 -026 0.59 -

Table 5: Results for Analysis of Factor 1b (XAl Estimation Variance) for RF-RF Setup
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XAI NN-NN RF-RF NN-RF RF-NN
- Method , , . .
T : T : 4
5 > = g B M = o B M = o B M = o )
= W e WS L Ve VS L Ve VWS L Ve VT L
£ 88 o 5 83 53 o & 5% 8% g 5% 538 © &
ES £ 2 <4 8 E 2 9484 £E8 28 949 8 £8 45
DB
1.00 1.00 0.75 0.97
Accuracy
Local
1.00 1.00 0.93 0.99
Accuracy
8 LIME 0.05 0.66 1.21 0.16 0.66 7.37  -0.07 0.71 0.3 0.26 0.69 5.76
E SHAP 0.08 0.60 0.81 -0.17  0.78 2.67 -0.03 0.70 0.01 -0.13  0.75 2.42
_‘é’ ROLEX 0.05 0.67 0.96 0.05 0.55 8.93 0.06 0.57 0.15 0.04 0.54 9.53
& EX-
PLORE 0.96 0.99 29.8 0.86 0.98 2466 0.03 0.52 0 0.14 0.64 214
AGREE 0.09 0.58 - 0.01 0.59 - -0.02 043 - 0.03 0.45 -
AGGOPT  0.20 0.70 - 0.08 0.47 - -0.06 0.71 - 0.05 0.48 -
POIC - - - 0 0 - 0 0 - - - -
DB
1.00 0.99 0.78 0.96
Accuracy
Local
0.99 1.00 0.76 0.96
Accuracy
LIME 0.44 0.69 1583 0.25 0.55 1493  0.59 0.63 2193 024 0.56 14.87
% SHAP 0.28 0.63 1263 0.13 0.60 12.79 0.54 0.62 19.03 0.21 0.58 12.84
3 ROLEX 0.61 0.83 2324 0.20 049 1538 0.36 0.56 12.71 0.22 0.50 15.63
EX-
PLORE 0.83 0.98 29.77 097 0.99 2925 0.07 0.42 7.08 0.34 0.57 2448
AGREE 0.20 0.52 - 0.03 0.73 - 0.15 0.55 - 0.03 0.31 -
AGGOPT 047 0.71 - 0.17 0.43 - 0.59 0.64 - 0.17 0.42 -
POIC - - - 0 0 - 0 0 - - - -
DB
1.00 1.00 0.57 0.95
Accuracy
Local
1.00 0.99 0.70 0.94
Accuracy
k= LIME 0.00 0.63 2.18 0.07 0.39 1582 0.15 0.61 0.00 0.23 0.39 16.37
_E SHAP 0.01 0.53 2.45 0.09 0.38 10.02 -0.01 0.56 0.47 0.10 0.37 9.71
= ROLEX 0.18 0.77 7.46 0.02 0.38 17.9 0.02 0.43 0.08 0.00 0.38 15.7
o
= EX-
PLORE 0.76 0.99 2891 0.97 0.99 30 -0.13 035 0.70  -0.01 0.38 25.78
AGREE 0.02 0.61 - 0.00 0.75 - 0.04 0.38 - -0.04 046 -
AGGOPT  0.02 0.63 - -0.1 0.52 - 0.13 0.60 - -0.17 043 -
POIC - - - 0 0 - 0 0 - - - -
DB
1.00 1.00 0.94 0.87
Accuracy
Local
0.97 1.0 0.79 0.90
Accuracy
LIME 0.14 0.50 25.07 0.14 0.29 26.16 -0.01 0.40 25.13 0.08 0.31 2641
;& SHAP -0.04 045 252 0.03 0.40 26 0.07 0.51 2525 0.10 042 2591
E ROLEX -0.05 0.33 2451 0.11 0.27 2632 -0.09 032 255 0.11 0.28 25.26
EX-
PLORE 0.78 0.94 29.89 0.99 1.00 2981 -036 021 2676 0.03 0.34  28.52
AGREE -0.09 0.27 - 0.01 0.30 - -0.18  0.18 - -0.01 0.17 -
AGGOPT .13 0.50 - -0.12  0.23 - 0.00 0.41 - -0.03 022 -
POIC - - - -0.53  0.20 - 0.18 0.24 - - - -
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DB
Accuracy . ) )
Local
Accuracy . ) )
£ LIME 0.03 0.76 1534 0.01 0.75 16.02 - - - - -
Z  SHAP 002 077 1845 -000 075 1852 - - ; ; -
2 ROLEX 004 072 787 005 065 952 - - ; ; -
=~  EX-
PLORE -0.03 0.78 18.76  0.19 0.70  15.66 - - - - -
AGREE 004 079 - 003 080 - ; ; - - -
AGGOPT (.04 0.77 - -0.01 0.75 - - - - - -
POIC - - - 0 0 - - - - - -
DB
Accuracy ) ) )
Local
Accuracy . ) )
- LIME -0.06  0.70 4 -0.25 0.59 3.06 - - - - -
2 SHAP -0.11 0.65 5.67 -020 0.58 2.7 - - - - -
f; ROLEX -0.25 0.60 249  -0.14 0.59 1.85 - - - - -
EX-
PLORE -0.27  0.59 4.2 -0.09  0.63 2.7 - - - - -
AGREE -0.06  0.63 - -0.29  0.59 - - - - - -
AGGOPT  -0.05 0.68 - -0.22  0.59 - - - - - -
POIC - - 0 0 - - - -

Table 6: Results for Analysis of Factor 2a (ML

Model Structural Bias)
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Uncertainty
Number of 2.000 10.000 100.000 1.000.000
Samples
XAI . , . , . , . ,
g Mehod 3 gg . 2 ié: . 2 2: . 2 gg 5
= s 2 2T RS SE 2T OSSN 2f fT oSS 2 g%
EE 28 948 88 28 45 88 28 98 28 &8¢ 945
LIME 002 064 09 020 070 274 021 069 251 005 066 1.21
2 SHAP 005 056 049 0.08 061 085 007 060 094 0.08 060 0.81
% ROLEX 003 065 099 013 079 692 0.13 080 7.55 0.05 0.67 096
f-;’ EXPLORE 001 071 269 059 095 2767 090 097 2966 096 099 29.8
&  AGREE 0.00  0.40 - 0.06 0.43 - 0.11  0.55 - 0.09  0.58 -
AGGOPT  0.05 0.64 - 0.18  0.69 - 0.18  0.69 - 020  0.70 -
LIME 044 061 1428 057 078 1723 044 070 1624 043  0.69 1591
SHAP 027 054 1165 027 063 1261 028 0.64 13.04 027 063 1132
g  ROLEX 047 074 1818 0.56 084 236 0.59 0.83 2345 0.62 092 2479
§ EXPLORE 048 0.80 20.68 049 098 2862 076 096 2895 083 098 2947
AGREE 029  0.29 - 035 036 - 028  0.50 - 0.19 0.53 -
AGGOPT 045 0.6l - 059  0.79 - 046  0.72 - 047  0.71 -
LIME -0.02 035 091 -0.03 060 224 -0.02 062 218 000 063 2.18
£  SHAP 002 037 1.68 0.00 059 257 00l 059 265 001 053 245
4_23’ ROLEX 004 036 062 0.12 072 527 021 078 698 0.18 077 7.46
= EXPLORE 004 037 103 019 084 1419 065 098 2435 076 099 2891
=  AGREE 0.01  0.32 - - - - 0.02  0.56 - 0.02  0.61 -
AGGOPT  0.02 036 - 0.00  0.63 - 0.02  0.63 - 0.02 063 -
LIME -0.03 0.12 2498 0.18 035 2507 015 047 2502 014 050 25.07
SHAP 0.05 008 249 0.08 023 2503 -005 035 252 -0.04 045 252
g ROLEX 0.00 023 1746 -0.06 031 2242 -0.05 033 2442 -005 033 2451
£ EXPLORE 004 010 2504 007 031 2618 008 055 2608 078 094 29.89
AGREE 0.08  0.04 - 0.05 0.16 - -0.10 022 - -0.09 027 -
AGGOPT  0.02 0.16 - 0.15 035 - 0.13 047 - 0.13  0.50 -
LIME -0.01 052 1516 -0.01 052 1516 -0.02 0.77 1594 003 076 1534
z SHAP -0.01 056 1569 -0.01 0.56 1569 -0.01 076 17.73 0.02 077 1845
£  ROLEX -0.00 057 622 -000 057 622 004 075 52 004 072 7.87
2 EXPLORE 001 057 1523 001 057 1523 -002 078 1833 -0.03 078 1876
*~  AGREE 0.01  0.59 - 0.01  0.59 - 0.04 0.78 - 0.04 0.79 -
AGGOPT  -0.00 0.52 - -0.00 0.52 - -0.03  0.79 - 0.04 0.77 -
LIME 024 060 366 -023 060 358 -023 060 3.65 -0.06 0.70 4
_ SHAP -0.09 0.64 675 -008 065 678 -0.07 064 701 -0.11 065 5.67
2 ROLEX -0.16 0.62 252 -020 0.62 262 -020 062 248 -025 0.60 2.49
% EXPLORE 025 059 418 -027 059 42 -027 059 42 -027 059 42
~  AGREE 0.13  0.62 - 0.11 0.62 - 0.00  0.62 - -0.06 0.63 -
AGGOPT 023  0.60 - 021  0.60 - 022 0.60 - -0.05  0.68 -

Table 7: Results for Analysis of Factor 2b (ML Model Estimation Variance) for NN-NN Setu
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Uncertainty
Number of 2.000 10.000 100.000 1.000.000
Samples
XAl : 0 - 0 ; & . 0
- [=] Q = O = Q = Q
§ Method 3 2 _ . E_ b E . M E 5
= W e WS L Ve WS L Ve S oL<L Ve 0S8 L
a 53 5§38 5 5 83 5§38 55 83 58 vk 583 8% v &
= o = @ < @ = o = @ < /| = o = @ < | = o = @ < &M
LIME 0.10 061 771 023 065 681 020 070 7.81 016 066 737
, SHAP 0.11 063 297 -009 074 302 -0.15 078 291 -0.17 0.78 2.67
%  ROLEX 004 055 522 003 054 938 006 055 946 005 055 893
% EXPLORE  0.63 095 16.68 0.80 098 23.03 086 098 2522 086 0.98 24.66
E AGREE -0.01 033 - 025 039 - 0.11 041 - 0.0l 059 -
AGGOPT 0.10 0.42 - 0.08  0.44 - 012 043 - 0.08 047 -
POIC 0.10  0.38 - 0 0 - 0 0 -
LIME 0.17 055 1671 024 057 1479 024 056 1486 025 0.55 1493
SHAP -0.07 081 1599 007 066 1500 015 060 1191 0.12 059 128
w  ROLEX 0.10 049 1064 020 052 1608 0.18 050 1443 0.16 048 15.67
§ EXPLORE 062 091 1884 086 098 2376 093 099 2768 096 099 2925
O  AGREE 0.00 034 - 0.04 038 - 02 045 - 0.03 0.73 -
AGGOPT 022 042 - 0.17  0.41 - 0.17 043 - 0.17 043 -
POIC 0.13 031 - 0.02 026 - 0 0 - 0 0 -
LIME 030 028 13.03 -0.02 039 1742 0.10 039 1684 0.07 039 15.82
- SHAP 031 030 1048 0.11 038 997 0.07 037 101 0.09 038 10.02
§ ROLEX 032 035 1685 0.03 038 1742 0.00 038 1758 002 038 179
T EXPLORE 090 094 2325 093 098 2889 096 0.99 30 097 099 30
ES AGREE 0.50  0.51 - 0.0l  0.52 - -0.02 074 - -0.00 0.75 -
AGGOPT 042  0.40 - 0.01  0.52 - -0.07 0.2 - 0.1 052 -
POIC 0 0 - 0 0 - 0 0 - 0 0 -
LIME 0.17 035 2595 0.03 030 2625 0.3 029 2617 014 029 26.16
SHAP 0.02 050 2593 0.04 040 2619 0.07 041 2602 003 040 26
5 ROLEX 0.14 027 2614 001 027 2634 0.2 027 265 011 027 2632
2 EXPLORE 096 099 2895 098 100 296 099 100 2988 099 1.00 29.81
&  AGREE 2025 021 - 001 021 - 0.00 0.24 - 0.01 030 -
AGGOPT  -0.17 023 - -0.03 023 - -0.13 023 - -0.12 023 -
POIC -0.12  0.06 - 0.14  0.19 - -0.28 020 - -0.53 020 -
LIME 003 0.65 1539 0.03 065 1539 0.002 073 16.04 0.01 075 16.02
SHAP -0.02 069 17.11 -0.02 069 17.11 -0.01 0.74 1824 -0.00 0.75 18.52
£ ROLEX 000 060 617 000 060 617 0.02 065 746 005 065 9.2
1; EXPLORE 0.11 071 1611 0.11 071 1611 012 071 1613 019 070 15.66
£  AGREE 0.03 0.71 - 0.03 0.7 - 0.05 0.78 - 0.03  0.80 -
AGGOPT 0.02 0.64 - 0.02  0.64 - -0.02  0.73 - -0.01  0.75 -
POIC 0.13  0.71 - 0.10  0.70 - 0.08 0.70 - 0 0 -
LIME -0.17 062 271 -0.05 059 271 -025 059 286 -025 059 3.06
SHAP -0.18 060 272 -006 059 273 -023 059 27 -020 058 2.7
g ROLEX -0.18 060 197 -0.15 061 204 -0.19 060 1.8 -0.14 059 1.85
E EXPLORE -0.04 063 279 -006 063 269 -009 063 27 -009 063 27
£  AGREE 0.0l  0.63 - -0.15  0.59 - -0.15  0.60 - -0.29  0.59 -
AGGOPT  .0.18 0.62 - -0.05 0.59 - -0.26  0.59 - -0.22 059 -
POIC 0.06 0.64 - 001  0.63 - 0 0 - 0 0 -

Table 8: Results for Analysis of Factor 2b (ML Model Estimation Variance) for RF-RF Setup
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1 Introduction

Artificial Intelligence (Al) and its applications are pervasive in business and society, and their
importance and impact on everyday life continues to rise. Although the transparency of Al mod-
els can lead to side effects (cf., e.g., Bauer & Gill, 2024), it is indispensable to explain the pre-
dictions and decisions of Machine Learning (ML) models for a responsible use of Al (Brasse et
al., 2023). The importance of this topic has been recognized and intensively discussed, which
becomes evident by the Al Act recently approved by the EU parliament (EU Al Act, 2024). The
Al Act regulates the use of Al by categorizing it into risk classes and imposing requirements
towards their transparency, accuracy/fidelity, and robustness. This is particularly relevant for Al
models that are applied in the fields of education, healthcare, or other critical domains. To address
these critical requirements, the research field of Explainable Al (XAI) aims to mitigate the risks
by improving the explainability of black box ML models (Brasse et al., 2023; Ribeiro et al.,
2016). Among other valuable contributions of XAl, a plethora of methods have been proposed
to make black box models and their predictions more transparent, since they play a vital role in
ML-augmented decision-making, especially in critical domains such as medical diagnostics
(Kim et al., 2023).

In this paper, we aim to contribute to the body of knowledge dealing with transparency and
explanations of individual class predictions (instances) of ML models, and thus local explaina-
bility. Moreover, we focus on model-agnostic XAl methods, which are not specialized to explain
one particular type of ML model. Literature offers a large body of knowledge for model-agnostic
local XAI methods (i.e., methods that provide local explanations), for which LIME (Ribeiro et
al., 2016), LEAP (Jia et al., 2019), and ROLEX (recently published by Kim et al. (2023) in their
MISQ paper) are important examples. Like many other model-agnostic local XAl methods, they
generate simpler surrogate models which aim to locally explain the neighborhood of a considered
instance. Despite the strengths of these methods and the interpretable outcomes they provide for
black box models, they still suffer from methodological issues associated with the generation of
surrogate models. Although being aware that surrogates are intended to simplify the local deci-
sion boundaries (DBs) of a ML model, their generation using approximations, random samples,
and other stochastic elements leads to significant shortcomings. For example, capturing the struc-
ture of the DBs and class subspaces (CSs) even locally often poses a substantial problem, espe-
cially when multiple DBs occur (cf. details in Section Related Work). As a result, existing XAl
methods exhibit both limited accuracy/fidelity and robustness in the sense that they determine
false predictions for instances compared to the ML model to be explained, crucially leading to
inaccurate explanations. Moreover, existing XAl methods are not able to validly assess the sen-
sitivity of a model prediction of the instance considered. Consequently, even if a minor change
in the instance’s feature values completely changes the model prediction, this would not be rec-
ognized. Striving to address these limitations, we propose EXPLORE (EXPlaining machine
learning models by LOcal REconstruction), a novel local XAI method which does not rely on
surrogate models or stochastic elements but explicitly focuses on the reconstruction of all DBs
and CSs in the neighborhood of the instance to be explained. Our (meta) method is model-
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agnostic and its instantiation is demonstrated for classification NNs as typical black box ML
models in depth. Thus, the research questions that we aim to address are the following:

RQI1 How can the DBs and CSs of a ML model be locally reconstructed in a functional and
definite manner, thus making them fully transparent?
RQ2 Based on RQI, how can the sensitivity of a classification decision be rigorously ana-

lyzed?

Our contributions are twofold: We (1) propose EXPLORE, a novel post hoc local explanation
method that uses piecewise linear functions to locally reconstruct the DBs and CSs of ML clas-
sification models in a functional and definite manner. We (2) present two novel measures allow-
ing for an exact analysis of the sensitivity of ML decisions. Based on the functional and definite
reconstruction of the DBs and CSs of the ML model, our method significantly outperforms ex-
isting local XAI methods regarding fidelity and robustness. We provide formal proofs of the
fidelity and robustness of EXPLORE and substantiate these theoretical guarantees with empirical
evidence on three real-world datasets from the domains of healthcare, loan approval, and crimi-
nal recidivism. Moreover, we demonstrate the validity and meaningfulness of our sensitivity
measures for selected instances from the healthcare dataset. These contributions come with sev-
eral implications: First the DBs and CSs of a classification ML model are made fully transparent,
providing the basis for accurate explanations and visualizations of the feature space in the neigh-
borhood of a considered instance. Moreover, although in this paper we instantiate our meta
method in depth only for NN, it is model-agnostic and our theoretical foundations also apply
for other ML classification models such as random forests. Finally, EXPLORE also provides the
basis for the valid assessment of the sensitivity of ML predictions which is vital for the transpar-
ent application of ML models especially in high-risk domains.

The remainder of the paper is structured as follows. In the following section, we position our
work in literature, especially related to existing post hoc local XAI methods and derive the re-
search gap. Next, we present the theoretical foundations and the basic ideas for both our method
and the sensitivity measures. We then introduce the meta method of EXPLORE and instantiate
it for feedforward NNs. On this basis, we present our two sensitivity measures for ML model
predictions. Thereafter, we evaluate our method as well as the sensitivity measures and discuss
our results and main findings. Finally, we conclude by reflecting on limitations and providing an
outlook on future research.

2 Background and Related Work

A central goal of XAl is to provide transparent and accurate explanations for the predictions of
ML models. In general, ML models aim to extract and generalize patterns from a given sample
of data (i.e., the training data) in their learning procedure. This should allow them to make (at
best) accurate predictions for new, unseen data instances from the same feature space based on
these patterns. In the case of a classification task, a ML model f: X — Y is learned which assigns
an output value y = f(x) to any instance x € X. Usually, the output value y € Y is either given
by a class itself or by a value directly corresponding to a class, e.g., the Softmax vector of a NN
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prediction (Goodfellow et al., 2016). In this sense, the ML model divides the feature space into
several CSs, each consisting of predictions that are assigned to the same class by the ML model.
The boundaries between CSs are the DBs and can be linear or non-linear, depending on the
classification task and ML model used (Bishop, 2006; Kim et al., 2023). In general, there exist
symbolic and subsymbolic ML models. Symbolic ML models such as, e.g., decision trees or
variants of regressions, incorporate DBs with a higher degree of transparency, because the model
prediction can be reconstructed directly based on the feature values of the instance and the
learned model parameters. For example, in a decision tree, an instance is assigned to one path if
a feature value exceeds a learned threshold, and to another path if it falls below that threshold.
By examining the feature values and associated parameters, this decision can be directly recog-
nized. Traversing all nodes of the tree reveals the model’s class decisions, making its DBs and
CSs transparent. However, many well-established ML models such as NNs or support vector
machines are subsymbolic, i.e., their DBs and CSs are not transparent from the learned model
parameters. This makes these ML models black boxes, as decisions cannot be directly recognized
(Bishop, 2006).

For reviewing both existing local XAl methods and criteria to assess their performance, as well
as for our discussions throughout the rest of the paper, we briefly present a running example. We
introduce the real-world Fetal Health dataset (Ayres-de-Campos et al., 2000) for this purpose, on
which we trained a typical (black box) feedforward NN (details cf. Section Evaluation). We have
chosen this dataset from the healthcare domain because it emphasizes the importance of an ac-
curate and robust explanation. The prediction of the NN should support the diagnosis of a fetus’s
health and comprises the classes “NORMAL” (the fetus is healthy), “SUSPECT” (the fetus might
not be healthy and further medical checks are required) and “PATHOLOGICAL” (the fetus’s health
is critical and immediate medical action is required) based on the following five data features:
The first feature is the fetus’s Baseline Heart Rate. Two further features capture possible abnor-
malities of the heart rate, namely the number of Prolonged Decelerations (per 1,000 seconds),
and the relative fraction of time in which the heart rate exhibits Abnormal Short-Term Variability
(i.e., strong fluctuations in the heart rate). Moreover, the difference between the lowest and the
highest fetal heart rate (called Heart Rate Histogram Width) and the number of Uterine Contrac-
tions experienced by the mother (again per 1,000 seconds) are considered. The classification task
corresponds to a highly critical decision situation, aiming to support a diagnosis of a fetus’s
health for which an explanation of each ML prediction should be transparent and accurate.

When reviewing local XAI methods in more depth, it is important to understand how their per-
formance has to be evaluated from a methodological perspective. One central and well-known
criterion for performance is fidelity or accuracy (Kim et al., 2023; Laugel et al., 2018). It ex-
presses the extent to which the decisions of the surrogate model generated by a XAI method
locally match the decisions of the ML model being explained. Precisely, measures such as the
local fidelity score (local faithfulness) or the local DB-aware fidelity score (LDA, cf. Kim et al.,
2023) have to be revealed here which, for a number of instances, assess whether the classes
assigned by the surrogate model match the classes assigned by the ML model. If this match holds
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true for all instances, the local (DB-aware) fidelity would be perfect (i.e., 100% or 1). Even in a
local environment this fidelity can fall well below 100%, which is critical because then the sur-
rogate model evidently fails to provide an accurate explanation of the ML model, as it suggests
false class assignments for multiple instances. This means that if, for example, the ML model
predicts Class “SUSPECT” for a fetus, while the surrogate model predicts Class “NORMAL”, the
XAI method would try to explain the (false) class. Further important criteria of performance are
robustness or reproducibility (Alvarez-Melis & Jaakkola, 2018; Yeh et al., 2019), which aim to
assess how stable or similar the explanations of a XAl method are for (very) similar instances or
even the same instance. More precisely, one has to measure the degree to which the explanations
of similar instances are consistent (e.g., Dombrowski et al., 2019). One reason to assess these
criteria is the fact that many XAI methods often rely on stochastic elements when generating
their explanations (e.g., LIME utilizes random samples to train the surrogate model). Crucially,
different surrogate models and thus explanations for the same instance (e.g., the same fetus is
diagnosed several times) or very similar instances pose a significant problem for the robustness
and reproducibility of the XAl method. A third important criterion is sensitivity, which measures
how sensitive a ML model’s decision is to a change in the instance’s feature values (Ribeiro et
al., 2016; van Stein et al., 2022). Thereby, a close neighborhood of an instance reflecting possible
changes in its feature values is examined regarding the ML model’s class assignment. The degree
to which a XAI method and its generated surrogate models accurately reveal the sensitivity of
an instance is crucial for transparency as it indicates, e.g., how ‘close’ a class decision was made.
In our running example, such a sensitivity analysis could reveal that only a slight increase in the
heart rate of a fetus instance would result in a different model prediction from “SUSPECT” to
“PATHOLOGICAL”. Ideally, also the exact amount of this change should be exactly determined,
e.g., that an increase of at least 5 heart beats per minute would change the model’s class predic-
tion. Note that sensitivity is different from the robustness criterion discussed before, since ro-
bustness measures the (unwanted) change in the explanation of the XAl method for similar in-
stances (or even the same instance), while sensitivity aims to measure the effects of (deliberately)
introduced changes of feature values on the ML model decision. Being able to accurately assess
the sensitivity of the class prediction for an instance is highly relevant for a XAI method, since
it not only provides information on what changes in feature values lead to a different class as-
signment, but also sheds light upon the importance of each feature to the model decision.

Based on these performance measures, we can now discuss well-known local XAl methods and
review their methodological strengths and weaknesses. To make the model decision of a certain
instance transparent, XAl methods propose to approximate the black box ML model locally (i.e.,
in the neighborhood of a considered instance) with a simpler, symbolic surrogate model (e.g., a
linear regression or decision tree). This is typically achieved by first generating artificial sample
instances close to the instance to be explained and obtaining the prediction of the black-box ML
model for each sample. Based on these samples and their predictions as training data, the surro-
gate model is trained to approximate the ML model including its DBs in the neighborhood of an
instance. After training, this surrogate is used to explain the ML model decision, for example, in
the case of a linear regressor by interpreting the feature coefficients. The most well-known
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representative of such local XAl approaches is LIME (Local Interpretable Model-agnostic Ex-
planations; Ribeiro et al., 2016) as a model-agnostic method, with a multitude of further ap-
proaches building upon it, such as LS (Local Surrogates; Laugel et al., 2018) and LEAP (Local
Embedding Aided Perturbation; Jia et al., 2019). In particular, Kim et al. (2023) has to be noted,
as they clearly outperform previous local XAl approaches in terms of accuracy/fidelity with their
method ROLEX (RObust Local EXplanations).

Despite the strengths of the mentioned approaches, such as (partly) providing good surrogates
and thus explanations for selected instances, there are also methodological limitations. A key
limitation is that actual DBs are not or not correctly approximated during the generation of the
surrogate models. Partly, this is due to the well-known limitations of sampling approaches in
higher dimensions. More crucially, local XAI methods and their surrogate models often have
difficulties to capture the structure of DBs even locally, especially when there are multiple DBs
(which is a common case). Such problems are critical because they often lead to inaccurate ex-
planations for these instances. Based on our analysis of 426 test instances (cf. details in Section
Evaluation), with LIME respective ROLEX as many as 215 (>50%) instances respective
75 (>17%) instances in the Fetal Health test dataset are affected by such problems, resulting in
their fidelity being severely compromised with often less than 60%. This means that the surrogate
model fails to accurately explain the ML model, therefore potentially leading to seriously wrong
assessments of the health of the concerned fetus instances. Related to ROLEX, an example for
such a case is visualized in Figure 1 with respect to the two features Uterine Contractions and
Heart Rate Histogram Width. The left side of Figure 1 displays the local explanation for the
Instance I by ROLEX: For the generation of the surrogate model (dotted line in left side of Figure
1), the closest Training Instance T with a different class than I is identified in a first step. There-
after, a surrogate model (e.g., a Ridge Regression) is trained based on random samples drawn
from a sphere whose center (lying between I and T) and radius is determined via an optimization
process. This sphere, illustrated as the circle in Figure 1, aims to encompass the DB lying be-
tween [ and T (which belong to different classes) and thus pose a suitable ground set for the
training samples of the surrogate model. Crucially, this procedure disregards all regions around
I that do not lie in the direction of T and could potentially contain other DBs in the neighborhood.
Indeed, this occurs in the case of the fetus instance considered, as the right side of Figure 1
showing the actual DBs of the ML model demonstrates. Thereby, several DBs (db;-db, in Figure
1) lie in the neighborhood of I (dotted rectangle in Figure 1) yet all but db; are completely
neglected by ROLEX. For this reason, the generated surrogate model misclassifies a substantial
number of samples drawn from the neighborhood of I, leading to limited accuracy. Furthermore,
ROLEX completely neglects the DBs (db, and db3) and CS corresponding to Class “PATHO-
LOGICAL”. Note that usually due to the black box nature of subsymbolic ML models, it is not
even known that the actual DBs db,-db, exist at all (which is made transparent by our method
proposed in the following). Thus, the explanation provided by ROLEX would also not indicate
that the ML prediction for the health status of the fetus I changes to “PATHOLOGICAL” because
of only a small decrease of the Uterine Contractions. This emphasizes that a valid sensitivity
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analysis is hardly possible. Overall, surrogate models — although generated with a local focus —
often do not locally represent the actual DBs and CSs of the ML model, and cannot provide valid
information on the sensitivity of the instance’s classification.
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Figure 1: DBs Close to a Fetus Instance (Fetal Health Example)

To conclude, existing local XAI methods, while contributing to a transparent and accurate ex-
planation of ML predictions, suffer from methodological issues, e.g., due to their nature of gen-
erating approximative surrogate models or their use of sampling approaches and other stochastic
elements. Thus, they exhibit both a limited fidelity and robustness (cf. also Section Evaluation).
Moreover, as discussed above, a sensitivity analysis is hardly feasible. With these limitations in
mind, we aim to address the research gap for a transparent and accurate local explanation, which
is independent from stochastic elements, sampling approaches, or the shortcomings of surrogate
models. This allows to not only address fidelity and robustness, but also to rigorously analyze
the sensitivity of the model’s decision.

3 Theoretical Foundations and Basic Ideas

The paper has two objectives: (1) making the DBs and CSs of a ML classification model fully
transparent and (2) determining the sensitivity of a ML classification decision. To address objec-
tive (1), instead of generating surrogate models associated with methodological limitations, we
propose to represent the DBs and CSs of the ML model in a functional and definite manner, in
particular for subsymbolic black box models such as NNs. This leads us to the first proposition
of our approach, which we will examine and prove for the case of NNs in the next section.

PROPOSITION 1: DBs and CSs of the ML model to be explained.

la. The DBs of a ML model can be represented in a functional and definite (well-defined) man-
ner using piecewise linear functions. For ML models that induce piecewise linear DBs (e.g.,
NNs with ReLU activation function, decision trees, random forests), this corresponds to an
exact reconstruction of the DBs, while for ML models with non-piecewise linear DBs (e.g.,
NNs with sigmoid activation functions), this corresponds to an (arbitrarily exact) approxi-
mate reconstruction.
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1b. By composing the reconstructed DBs of a ML model represented by piecewise linear func-
tions, the CSs of the ML model are also determined in a functional and definite manner.

If Proposition 1 holds, meaning that the DBs and CSs of a ML model to be explained can be
reconstructed in a functional and definite manner, then all instances can be traced exactly and
deterministically in the feature space. Creating a good or bad surrogate model is no longer nec-
essary; instead, the DBs and CSs of the ML model are made fully transparent by their functional
representation. This has significant advantages as now all DBs close to a considered instance are
captured, meaning that no DBs are ignored, or wrong (non-nearest) DBs are selected. Referring
to the Fetal Health dataset, Figure 2 (left) shows the actual DBs and CSs of the ML model for
the two selected Features Uterine Contractions and Abnormal Short-Term Variability in the in-
tervals [0;12.0] and [8.2;68.3]. For this visualization, no surrogate models or averaging of fea-
tures values (e.g., Partial Dependency Plots use such simplifications and thus do not visualize
the actual DBs) would be necessary. Moreover, the Instances /; and /> are exemplified. Thereby,
it becomes evident that Instance /; is not only classified as “NORMAL” (part of CS NORMAL) but
is also close to several actual DBs of the ML Model (db; — db, are exemplified in Figure 2).
This determination of the position of Instance /; and thus the transparency provided can be uti-
lized for further analysis (cf. below, sensitivity). In contrast, Instance /> lies deep within a CS
PATHOLOGICAL and thus further away from DBs. Additionally, if DBs and CSs can be determined
deterministically, then these representations are robust and reproducible, even upon repetition,
which directly contributes to the criterion of robustness.
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Figure 2. Reconstructing a ML Model (Fetal Health Example)

In general, Proposition 1 aims to enhance the transparency of an individual ML model decision
including all its relevant DBs and CSs. We argue that by functionally defining the DBs and CSs,
we can not only recognize why an instance is assigned to a class by a ML model, but also under-
stand the role of features and their values for this assignment. Moreover, we can also determine
how the feature values of an instance need to be altered to achieve a different class assignment.
For that, it is necessary to analyze the proximity of an instance allowing us to precisely examine
the sensitivity of the model decision to changes in its feature values. To analyze the sensitivity
of instances, we rely on the concept of the neighborhood of an instance which reflects the
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potential extent of changes in individual feature values. Figure 2 (right) illustrates exemplary
possible neighborhoods of both Instances /; and /> (dotted rectangles).

To determine the effects of altering the instance’s feature values in the neighborhood, we propose
to analyze whether and how the ML model decision (class assignment) would change and thus,
how sensitive the ML model decision is. Precisely, we aim to determine the probabilities of class
assignments when the feature values of an instance are altered within this neighborhood. In Fig-
ure 2, the ML model decision for Instance /; is Class “NORMAL”. However, the neighborhood of
Instance /; also comprises subspaces of the classes “SUSPECT” and “PATHOLOGICAL” to a sig-
nificant extent. This would be reflected in the probabilities of class assignments for Instance /;,
which are, e.g., (0.464; 0.232; 0.304) for the classes “NORMAL”, “SUSPECT ” and “PATHOLOGI-
CAL”. This shows that while the probability for the predicted Class “NORMAL” is the highest, the
sum of the probabilities for the other two classes is higher overall. This transparently discloses
the high sensitivity of the ML model decision (i.e., Class “NORMAL”), as even a small decrease
of the values of Feature Uterine Contractions respective a small increase or decrease of the val-
ues of Feature Abnormal Short-Term Variability would result in a different model decision. For
assessing the prediction of the ML model, for example, within a decision support context, this is
of high importance as even a slight change in the feature values reveals that the ML model is
more likely to assign the Fetus Instance /; to one of the other two serious classes rather than the
(unproblematic) Class “NORMAL”. Moreover, it is possible for the neighborhood of an instance
to not contain any DBs (cf. Instance /> in Figure 2). To address transparency and sensitivity in
such a scenario as well, we propose to determine the distances and directions of the instance to
the next DBs. Methodically, this represents the maximum possible change in the feature values
of an instance before the current ML model decision changes. Figure 2 illustrates this for the
Instance />, where the distances to the nearest DB d,(I,) as well as the next DBs d, (/) and
d3(I,) regarding both features are illustrated. Based on this discussion, we formulate Proposition
2 for sensitivity.

PROPOSITION 2: Sensitivity of a ML model decision (regarding a considered instance).

2a. When altering the feature values of an instance, which defines the neighborhood of this in-
stance, the probabilities of class assignments can be calculated in an exact and definite man-
ner.

2b. The distances and directions of an instance to the nearest DBs can be calculated in an exact
and definite manner.

If Proposition 2a holds, it is possible to precisely determine how much the change of its feature
values affects the probability of the instance being assigned to each class. This is not possible for
existing XAl methods, as neither DBs nor CSs of the ML model were represented in a functional
and definite manner. For example, the Softmax value of an instance is frequently used as a ‘prob-
ability’ for its class assignment. However, methodologically, although often argued, the Softmax
value neither represents a probability for a class assignment nor is it a valid measure for any
sensitivity (e.g., Hendrycks & Gimpel, 2017). In contrast, analyzing the characteristics of an
instance’s neighborhood allows for an explanation of why a model decision is determined as it
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is. Further, if Proposition 2b holds, the position of the instance related to the next DBs and CSs
can be precisely determined (e.g., distance d,(I,)). However, the advantage goes beyond the
mere calculation of this position. By considering the distances and directions of the instance to
the nearest DBs, the contribution of each feature to the ML model decision can be rigorously
analyzed. For instance, a small decrease of the values of Feature Uterine Contractions is crucial
for the ML decision for Fetus Instance /; because it would then be classified as “PATHOLOGICAL .
This underscores the importance of a certain change (i.e., direction) in the value of this feature
(as opposed to an undirected feature importance) and is of high value for assessing a ML predic-
tion in decision support. We now proceed by presenting our method for reconstructing the DBs
and CSs as well as the sensitivity measures.

4 Explaining Machine Learning Models by Local Recon-
struction

4.1 Meta Method of EXPLORE

In this section, we first describe our model-agnostic meta method of EXPLORE which we sub-
sequently instantiate for feedforward NNs in a model-specific manner. The latter is used to prove
whether Proposition 1 holds for NNs. To reconstruct the DBs and CSs of a ML model, the fol-
lowing steps are necessary:

Step 1. Formal definition of the ML model: In a first step, we formally define the ML model
to be explained. To this end, we conceive the ML model as a mathematical function f: X - Y
which maps any instance x € X in the feature space onto a target value f(x) =y € Y in the
output space. The feature space X reflects the features and their values. Hence, X might be a
discrete or continuous space, or a mixture thereof. Similarly, Y represents the output space of the
ML model, which might also be discrete (e.g., the set of classes that a decision tree can predict)
or continuous (e.g., a simplex which contains the output values of a NN prediction).

Step 2. Identification of linear regions in the feature space: As stated in Proposition 1, we
aim to represent DBs by piecewise linear functions. Therefore, we need to determine in which
regions of the feature space the DBs are piecewise linear (i.e., behave like a straight line) and
where the break points between these linear segments of the DBs lie. In Figure 2, the piecewise
linear segments db; — db, as well as the breakpoints between them are shown. In fact, these
segments correspond to the so-called linear regions (denoted by 4,,) of the ML model, on which
the ML model behaves piecewise linearly. More precisely, the function f is given by an affine
linear (or even constant) function f,, on each disjoint linear region A,, € X in the feature space.
As this is our basis to determine the DBs, we have to identify (locally) all linear regions of the
ML model in a formal and definite manner. For ML models that naturally generate piecewise
linear regions in the feature space (e.g., NNs with ReLU activation function, decision trees), this
corresponds to an exact reconstruction of the ML model. Other ML models (e.g., NNs with non-
piecewise linear activation functions) can be approximated with arbitrary exactness (Hornik et
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al., 1989; Hu et al., 2020) by such a piecewise linear function consisting of linear regions A,
together with affine linear functions f,.

Step 3. Determining DBs in the feature space: The subdivision of the feature space X (or a
part thereof) into linear regions 4, together with their respective affine linear functions f,, pro-
vides complete information about f (and hence, the ML model to be explained), because the
union of the linear regions covers the whole feature space. Importantly, they can be used to rec-
ognize and understand where exactly the ML model changes its (class) decision, enabling the
determination of the DBs of the ML model in a functional and definite manner. More precisely,
it can be analyzed which x € A,, € X form the DB up to which the respective functions f;, induce
the same class prediction. For example, in the case of a NN, the affine linear function f,, would
map all x € A, that lie on a DB onto an output vector with at least two equal entries. This means

that x lies on a DB between the classes to which the equal entries correspond.

Step 4. Building CSs in the feature space: Finally, the feature space can be subdivided into
CSs, based on the DBs identified in Step 3. As a result, even though each CS corresponds to a
single class, it is enclosed by potentially multiple DBs adjoining different classes. Because DBs
constitute hypersurfaces in the feature space and can thus be described by (a system of) equali-
ties, CSs can typically be represented by (a system of) their respective inequalities.

4.2 EXPLORE-Method for Feedforward Neuronal Networks

In this section, we instantiate our meta method for the relevant and complex case of feedforward
NNE.

Step 1: Formal definition of the NN

In the following, we consider an arbitrary feedforward NN mapping instances with m € N fea-
tures onto n € N classes in the output space. Thus, we denote the NN by a function f: X —>'Y
with feature space X € R™ and output space ¥ € R™. A NN is well-known as a concatenation
of layers (Bishop, 2006; Goodfellow et al., 2016), each consisting of a linear transformation
followed by a non-linear activation function (e.g., ReLU). Hence, for an instance x, € X the
result x;, after the i-th NN layer can be computed as x;,, = g;( W;x; + b;). Here, W; denotes
the weight matrix, b; the bias, and g; the activation function (applied entry-wise) of the i-th layer.
Typically, the activation function of the output layer is a Softmax function, for the other activa-
tion functions in the intermediate layers, (Leaky) ReLU, sigmoid, or tanh are common choices.

Step 2: Identification of the linear regions

One of our main ideas is to represent DBs by piecewise linear functions. Therefore, we need to
find the segments of the feature space on which the DBs are linear and hence, the break points
between these piecewise linear segments. This can be done by identifying the linear regions of
the NN. NNs with piecewise linear activation functions (such as Parametric ReL.U, Leaky ReLU,
ReLU) can be exactly reconstructed by a piecewise linear function on their feature space (cf.
Krapfet al., 2024; Sattelberg et al., 2023; Zhang et al., 2018). For NNs with non-piecewise linear
activation functions (such as, e.g., sigmoid or tanh) we propose to approximate the activation
function with a piecewise linear function. Indeed, any NN can be approximated arbitrarily well
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by a NN with piecewise linear activation functions (Hu et al., 2020). Following this idea, we
introduce Definition 1 allowing us to reconstruct NNs as piecewise linear functions.

Definition 1 (NNs as Piecewise Linear Functions). Let X € R™,Y c R™ and f: X — Y be the
function representing a NN with piecewise linear activation functions. Then, f has the piecewise

linear form
Tix + cq, if Mix <,
Tox + ¢y, if Myx <1y,

f@) = (1)
Tex + ¢, if Mex <1,

with T,, € R™™, M,, € R™*™ ¢, € R", [, € R% fort,n, EN,1 <u<t.

The systems of n,, inequalities M, x < [, in Term (1) divide the feature space X into t polytopes
A, ={x € X | Myx <1,}, which are disjoint (in the sense that the m-dimensional Lebesgue
measure of their intersection vanishes, i.e., they only have their boundaries in common) and
satisfy X = U%,_; A,. On each polytope 4,,, the NN represented by f is given by an affine linear
function defined by T;, and c,,. Thus, f is a piecewise linear function with respect to the linear
regions A, . As described above, besides NNs with piecewise linear activation functions, we can
also deal with NNs with other (i.e., non-piecewise linear) activation functions (such as, e.g.,
sigmoid or tanh) by approximating the activation function with a piecewise linear function (Hu
et al., 2020).

Step 3: Determining the DBs

We now leverage the piecewise linear form of the NN from Step 2 to determine its DBs. To this
end, we begin by formally characterizing the points that lie on a DB in the output space using
the (in)equalities in the following definition and prove their validity. Thereafter, we reconstruct
the DBs in the feature space as the preimage of the output space DBs under f.

Definition 2 (Output Space DBs). Let again X € R™,Y c R™ and f: X — Y be the function
representing a NN. If y € Y satisfies y; —y; = 0 for i # j and (yj =)yi >y and all k #i,j
(with y; denoting the i-th vector entry of y € Y c R™), then y lies on an output space DB be-
tween the classes i and j. Therefore, the DBs between two (different) classes i, j in the output
space Y are given by

db;;° ={y €Y|yi—y; =0 AVk #1,j:y; = ¥} (2)
forall 1 < i # j < n. By this definition, the symmetry dbi,jo = dbj,io holds.

Proof. In NNs used for classification (with at least two classes, i.e., n = 2), the prediction for an
instance with output value y is determined by selecting the class with the highest corresponding
vector entry of y. Therefore, the DB between the classes i and j in the output space lies where
their corresponding entries are equal, i.e., where y; — y; = 0 holds. However, this equation only
defines a DB where no other class k attains a higher value than y; and y;, i.e., where (yj =)yi =
Vi, Vk # i,j holds. Thus, the output space DB between the classes i and j is given by Term (2).
Alternatively, the output space DB can also be described by the system of (in)equalities
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o= 3)

Yie—=Yi < O0fork#ij. O
On this basis, we next propose a system of (in)equalities which represents the DBs in the feature
space. This is a key result in this section, which we first formulate and prove for one linear region
A and two classes i, j in the following lemma. Thereafter, we generalize this result in Definition

3 and characterize all DBs (between all classes) in the whole feature space.

Lemma 1 (Feature Space DBs). Let again X € R™,Y € R" and f: X — Y be the function rep-
resenting a NN. Moreover, let A be a linear region of f (as in Definition 1), and db; jo be a DB
in the output space between the (different) classes i and j. Then, the corresponding DB in the
linear region A is characterized by the system of (in)equalities
vijT-x+v;-c=0,
vk,]l--T-x+ka,i-cSO @
for x € A. In this term, v; ; € R™ is defined as the vector with 1 in the i-th entry, —1 in the j-th
entry and 0 otherwise, and T, ¢ are defined as the affine linear mapping representing f on the

linear region A.

Proof. According to Definition 1, f(x) = Tx + ¢ holds for x € A. Then, according to Term (3),
the DB dbi,jo in the output space can be written by v; j -y = 0,v,; -y <O0fory € Y,k # i,j.
Fory = f(x) =T - x + c, this system of (in)equalities can directly be rewritten as in Term (4).

|

Note that it is possible that the set of x € A satisfying these (in)equalities might also be empty,
which is the case if (and only if) the linear region A contains no DB between the classes i and j.
By considering all classes and linear regions, we can now obtain the complete system of
(in)equalities which represents all DBs in the whole feature space X.

Definition 3 (Feature Space DBs). The DBs in the feature space are given by the system of
(in)equalities

vij Ty -x+v;-¢c =0,
Vi Ty - x+vg; ¢, <0, %)
Myx <1,
forall1<i+#j<n k+#ijand 1 <u <t. According to Definition 1, instance x satisfying
the inequalities M, x < [, is equivalent to instance x lying in A4,,. We denote the DBs, i.e., the
sets of all x € X which satisfy this system of (in)equalities for the linear region A, and classes i
and j, by db,,; ;.

Step 4: Building the CSs

The DBs as described in Term (5) can now be used to derive the CSs in the feature space, in
which the NN attains one single class. Because the equalities in Term (5) divide the linear region
into areas corresponding to the classes i and j, the CSs can be exactly represented by using their
respective inequalities.
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Definition 4 (Class Subspaces). The feature space can be divided into (convex) subspaces, in
which the NN attains only class i, by the system of inequalities (including all inequalities iterat-
ing over k # i)

Vi Ty - x+vg; ¢y <0, ©)
Myx <1,
for all linear regions 1 < u < t .We denote the CS consisting of the set of all x € X which satisfy

these inequalities for the linear region A,, and class i, by cs,, ;.

For one single u, this system of inequalities exactly represents the CS in the linear region A,
(defined by M, x < [,,), in which the NN predicts class i. Compared to Term (5), the class index
J 1s now attained by the running index k in this definition, as the output value (of any x € csy, ;)
for class i must be higher than that of all other classes, including j. Note that by this definition
it is possible that two CSs cs,,, ; and c¢s,,, ; of the same class i adjoin each other if their respective

linear regions A,,, and A, adjoin each other.

4.3 Measures for Sensitivity

In the previous section, we have proven Proposition 1 by establishing the piecewise linear struc-
ture of a NN and reconstructing its DBs and CSs in a functional and definite manner. We now
shift our focus on analyzing the sensitivity of ML model decisions (Proposition 2), for which our
functional representation of the DBs and CSs is employed. To this end, we introduced the idea
of a neighborhood of an instance, which reflects the potential extent of changes in its individual
feature values. We then propose two novel sensitivity measures grounded on this notion.

For an instance x we define the neighborhood (), as the subset of the feature space X which
contains all changes of feature values being part of the sensitivity analysis. Moreover, we also
consider a probability distribution py on (), which describes the probabilities of feature value
changes in the neighborhood. Therefore, we first introduce a probability-theoretic grounding
which serves as a rigorous basis for our sensitivity measures.

Definition 5 (Probability-Theoretic Grounding). Let x € X be the considered instance and let
Q. c X be the neighborhood of x together with a probability density function py. Then the ran-
dom experiment is defined by the probability space (, B(Qy), B) where B(Q,) denotes the
Borel-a-Algebra of Q. For any set A € B(Q,) the probability measure P, is defined as

P(A) = J px(2)dz. (7)
A
A natural choice for neighborhood (1, can be a cube around the instance x with width ¢ for each
feature, i.e., O, = {x' € X | |x{ — x;| < &/2,Vi = 1, ..., m}. By this definition, positive or neg-
ative feature value changes of €/2 would be possible for each feature. If a uniform probability
distribution is chosen for py (i.e., p,(x') = ™™, Vx' € Q,), then all possible changes in the
neighborhood would be equally probable. In general, however, the definition of €y and py is
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fully adaptable to the context of the needed sensitivity analysis. Other choices for (1, could be
spherical or cuboid-shaped neighborhoods, and for py various types of probability distributions
such as Gaussian are conceivable. We now formally define our two sensitivity measures based

on this theoretical grounding.

Definition 6 (Class Probability). Let x € X and (Q, B(€y), ) be as in Definition 5. We define
the class probability p; (with respect to f) by the probability mass of the subset Q. ; € (., where

f predicts class i.

pi = f px(2) dz (8)
Qyi
In the previous section we pointed out that the class decision of a NN f corresponds to the highest
value in its output vector, i.e., it is given by argmax f (x) for x € X. Using our notation of CSs,
the preimage (argmax f)~1(i) is equal the union of all CSs of class i over all linear regions
Uf-1cSy;. Since we only consider the neighborhood Q, in Term (8), Q,; =Q,N
(argmax f)~1(i) holds. Overall, p; describes the probability of f attaining class i in the neigh-
borhood Q. Importantly, our functional descriptions of the CSs can be used to exactly calculate
p;, which we demonstrate in Lemma 2. Before, we introduce our first sensitivity measure by

assembling the class probabilities of all classes.

Definition 7 (Class Probability Vector (CPV)). Let x € X, (Q, B(Q,), B), and f be as in Def-
inition 6. We define the Class Probability Vector (CPV) m,, := (py, ..., pn) With p; denoting the
class probability of class i as defined above. Therefore, the vector m, contains the probabilities
of f predicting each class in ().

By proposing the CPV in Definition 7, we can now assess the sensitivity of an instance in the
sense of Proposition 2a. Now following Proposition 2b, we proceed by formally defining our
second sensitivity measure given by the distances and the directions of an instance to the DBs of

f.
Definition 8 (Distance and Direction to DBs). We define the distance d;;(x) of instance x €
X to the DBs of f as the minimum of its distances to all boundaries db,, ; ; for all linear regions

A, and classes i, J:
dgp(x) = min dist(x,dby, ;) 9)
Following common notation, for the instance x and any set S, the distance is defined as the

infimum of all distances of x to any point in the set S (i.e., dist(x,S) = inf{||x — s|| | s € S}).
Note that in the case S = db,,; , this infimum is always attained at a point Xgp min € dby; j,

since db,,; ; is always a closed subspace of a hyperplane. The vector d—db)(x) = Xgp min — X thus
defines the direction of x to the closest point on a DB. For the distance between x and the DBs
with respect to a certain feature/dimension 1 < e < n, we define

u,i,j

dgp(x) = rll}}? dist(x,dbS7 ), (10)
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where db;} ; denotes a DB of the restricted one-dimensional feature space consisting of all
points on a DB whose feature values — except for feature e — are equal to the feature values of

x. Formally, db,; ; can be defined as db;; ; = {z€db,;;|Vvd # e:(2)y = (x)4}. Intuitively,
dgp (x) describes by how much the value of the feature e has to be changed to achieve a different
class assignment by f without changing any other feature values of instance x (i.e., ceteris pari-

bus).

Note that the distance to any DB of interest can analogously be determined by adjusting the
minimizing indices in Term (9). For example, DBs that adjoin a specific class or that lie in a
specific direction could be analyzed in this manner as well. Before evaluating these measures by
concretely assessing the sensitivity of the class decision of instances from the Fetal Health da-
taset, we prove the validity of the computation of both sensitivity measures.

Lemma 2 (Validity). Let x € X, (Qy, B(Q,), P), and f be as in Definition 6, then the computa-
tion of both sensitivity measures is valid, in the sense that they can be calculated exactly by
utilizing the functional representation of DBs and CSs of the model f (cf. Definition 3 and 4).

Proof. Since the Definitions 1-4 and Lemma 1 also hold for any subset of the feature space, we
can set X = (), without loss of generality. Thus, Q,; = (argmax f)~1(i) = Uf_; cs,; holds in
Term (8) and according to Definition 4, all CSs cs,, ; are functionally represented by the systems
of inequalities in Term (6), and their representation is valid. Therefore, p; is given as the sum of
the integrals over the linear regions of X = (),,:

pi = ]pX(Z)dz=z JPX(Z)dZ (11)

Qi U csy,
This shows the lemma for the CPV m,.. For the distance of x to the nearest DB d g, (x), we first
consider the DBs db,, ; ; for all linear regions A, and classes i, j as described in Definition 3. For
each DB db,,; j, the system of (in)equalities as in Term (5) defines a closed subset of a hyper-
plane in X, for which the distance dist(x, db,,; ;) can be calculated by applying the orthogonal
projection 7t of the associated hyperplane onto x. If the projection 7(x) lies in db,,; j (which is
a closed subset of the hyperplane), then m(x) is the nearest point and dist(x, dby ; j) =
|x — m(x)| holds. If w(x) does not lie in db,,; ; this procedure can be reapplied in the lower-

dimensional projection space m(X) until the projection point lies in the hyperplane, which is
guaranteed if the dimension of the projection space reaches zero. As a result, the distance
dist(x,db,; ;) can be calculated exactly for any combination of indices u, I, j, and taking the

minimum yields d 5, (x). This also shows the validity of d3;, (x) because this argument also holds
for the (one-dimensional) restriction of the feature space X¢ = {z € X | Vd # e: (2)4 = (x)4}.

O
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5 Evaluation

In this section, we evaluate our method. To this end, we first briefly describe three real-world
datasets that we use in our experiments and discuss the existing XAl methods against which we
compare the performance of EXPLORE. More precisely, we first focus on the criterion fidelity
and present the LDA fidelity measure as proposed in Kim et al. (2023). We next focus on the
criterion robustness, and then on sensitivity using our measures introduced in the previous sec-
tion. For all three criteria we provide empirical evidence and — if possible — theoretical guaran-
tees, thus evaluating our approach from a methodological perspective.

5.1 Description of the Datasets and Competing XAI Methods

To evaluate our method, we used three datasets because they are related to critical decision situ-
ations in healthcare, loan approval, and criminal recidivism and thus are already known in XAI
literature. If ML model predictions are used for decision support in these domains, they must be
treated with great caution as they have potentially profound consequences for a person’s life. The
first dataset used in this evaluation is the Fetal Health dataset which we introduced in the back-
ground section. The dataset has five medical features, based on which the health of a fetus is
predicted as one of the three classes “NORMAL”, “SUSPECT”, or “PATHOLOGICAL”. We use 80
percent (i.e., 1,700) of the available 2,126 data instances for model training, the remaining 426
instances are used as test instances in our experiments. As second dataset, we use a version of
the Prosper dataset (https://www.kaggle.com/datasets/henryokam/prosper-loan-data) which con-
tains data from a loan company about previous loans and their default status (i.e., whether they
defaulted or not). Based on this data, a ML model can be trained and used to predict the future
status of a loan application, e.g., if it will be paid back or defaulted, and thus provide a decision
support for the company if an application should be approved or not. For this dataset, we consider
six features regarding the loan and the applicant, and six classes of the loan outcome. Again, we
split the 3,000 data instances into 80 percent training data (2,400 instances) and 20 percent test
data (600 instances). As a third dataset, we use a version of the COMPAS dataset
(https://www.kaggle.com/datasets/danofer/compass) that contains information on former crimi-
nals and their risk of recidivism. A ML model can thus be trained and used to predict the likeli-
hood and point in time of reoffending based on personal information about the former inmate.
For this dataset, we consider six features and eight classes and once again split the 3,000 consid-
ered instances into training and test datasets in an 80:20 ratio. For each dataset, we trained a
feedforward NN with ReLU activations which we aim to explain with EXPLORE and the two
competing local XAI methods from literature considered in our empirical evaluation. First, we
employ the well-known method LIME from Ribeiro et al. (2016). According to the publicly
available code, the surrogate model was instantiated as a Ridge regression in this evaluation. As
a second competing method, we consider ROLEX from Kim et al. (2023) which significantly
outperformed existent local XAI methods. Following the authors’ suggestions as well as their
original code implementation (including the configuration for ROLEX), a linear Ridge regres-
sion model is used in the case of linear DBs and a non-linear decision tree model in the case of
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non-linear and multiclass DBs in the experiments. For assessing EXPLORE, no configuration is
necessary as it is deterministic in nature. For calculating sensitivity, we used a cube-shaped local
neighborhood with a side length of 10 percent (other percentages are also possible) of the re-
spective features total value space in positive and negative direction.

To evaluate our method, we implemented EXPLORE in Python, which was used to generate the
reported results. For the three datasets considered, the runtime of EXPLORE was few seconds
per data instance/local explanation and thus comparable to LIME and ROLEX.

5.2 Assessing Fidelity, Robustness and Sensitivity

To begin with fidelity, the LDA score as presented by Kim et al. (2023) is defined as the average
of the local fidelity scores of all instances with at least one DB nearby. Hereby, the local fidelity
score for a test instance x; € X and its local explanation f;i for the ML model f is defined as the
accuracy (cf. Kim et al., 2023)

LocalFid(fy, x;) = Accyez (f(z), fe. (z)). (12)
In this term, Z is a set of random samples drawn from the feature space close to x;. As a result,
the local fidelity is 1 if the local explanation f;i predicts the same class as the ML model f on
all random samples. Finally, the LDA score is calculated by the average of the local fidelities of
all instances x; for which f predicts at least two different classes on the set of samples, i.e.,
37,7, € Z:argmax f(z;) # argmax f(z,). If this condition holds, then there is a least one DB
near x; since different classes are predicted by f. As a result, fidelities of ‘trivial’ instances with-
out any nearby DBs are excluded in the calculation of LocalFid. Table 1 presents the LDA scores
on all three datasets, indicating that both LIME and ROLEX have scores well below 1. This
exposes not only the mismatch between the ML model and the XAl surrogate model for many
instances but also potentially highly problematic explanations being generated on inaccurate sur-

rogates.
ROLEX LIME EXPLORE
Fetal Health 0.8885 0.6864 1.000
Prosper 0.6813 0.6549 1.000
COMPAS 0.6237 0.2770 1.000

Table 1. LDA Scores

Our method achieves a fidelity of 1 which can be substantiated by establishing a theoretical proof
that guarantees a perfect LDA score of 1: Let Z be the set of all random samples collected and
z € Z. Utilizing our representation of CSs, we are able to identify the (unique) CS cs,,; of the
ML model f containing z by checking for which linear region A,, and class i the corresponding
system of inequalities is satisfied by z (cf. Definition 4). Since the inequalities describing the CS
are valid as a direct consequence of Lemma 1, the class predicted by f agrees with the one
associated to cs,, ;, namely i. Since this holds for all samples z € Z, the local fidelity of any

instance and hence, the LDA score of EXPLORE must always equal 1.
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To evaluate the criterion of robustness, we need to assess the stability of the XAI method’s ex-
planations by measuring the extent to which the explanations of similar instances match. Thus,

we generate explanations for a certain number J € N of similar artificial instances x; ; € X for

each test instance x;. For the results in Table 2, we generated five (i.e., /] = 5) artificial instances
whose feature values differ by at most 3.5 percent of the respective features total value space,
for each method and dataset. Following Dombrowski et al. (2019), the robustness measure is

defined as the share of mismatches between all local explanations of similar instances ﬁcij and

the original explanation ﬁci on a set a of random samples Z:
J
_ 1 _ _
Rob(fe, %) = 1= 5 ) Accaer (2., (@) (13)
j=1

In case of perfect robustness, the prediction of the explanation models f;ij is consistent with the

prediction of the original explanation model f;i on any random sample z € Z. Then, the accuracy
Accyey (f;i(z), ﬁc”(z)) would be 1 for each explanation f;i_j, leading to the optimal score

Rob( f;i, xi) = 0 for x;. In Table 2, our empirical analysis on all three datasets indicates that the
robustness of ROLEX is limited, especially for incorrectly classified instances, while LIME (at
first glance) seems to have high robustness. However, it should be noted that according to Table
1, LIME exhibits partially very poor fidelity, resulting in “robust” poor surrogate models being
generated for many instances.

Correctly classified instances Incorrectly classified instances

ROLEX LIME EXPLORE | ROLEX LIME EXPLORE
Fetal Health 0.129 0.002 0.0 0.140 0.0 0.0
Prosper 0.190 0.0 0.0 0.234 0.0 0.0
COMPAS 0.117 0.065 0.0 0.175 0.068 0.0

Table 2. Robustness Scores

Our method achieves a robustness of 0 which can again be substantiated by providing a theoret-
ical proof for the perfect robustness: Let x; € X be the considered test instance and let x; ; € X

be an (artificial) instance in close proximity of x;. By applying our proof for the perfect fidelity
of EXPLORE to both explanations ﬁci‘j and f;i, we can deduce that the class predictions of f;i_j

and f;i are equal to the class predictions of f on all samples z € Z. This directly implies that the

class predictions of ﬁci'j(z) and fxi(z) are also equal for all samples z € Z. As a result,

AcCyey ( fr;(2), ﬁci,,- (z)) = 1 for an arbitrary artificial instance x; ; and Rob(fy,, x;) = 0 follows.

Instance number 0 78

Ground truth class Class “NORMAL” Class “NORMAL”

ML model prediction Class “NORMAL” Class “SUSPECT”

Five feature values (133.0, 0, 46.0, 69.0, 3.0) (135.0, 0.0, 58.0, 53.0, 1.0)
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Nearest point on DB

(136.6,0.3,45.6, 67.8, 2.8)

(134.9, 0.0, 57.8, 52.8, 1.0)

Distance to DB (overall)

3.84

0.30

Class probabilities (CPV)

(0.939, 0.061, 0.0)

(0.495, 0.501, 0.0)

Feature 1 2 3 4 5 1 2 3 4 5
Feature-wise| Negative direction| - - - - - 0.4 - 0.3 1.6 | 0.7
distances  p iive direction | - | 5.0 | 166 - - | 99| 28 |333|470| 1.7

Table 3. Sensitivity Measures for Fetal Health Instances 0 and 78

Finally, we demonstrate our two measures for the sensitivity of a class prediction in the case of
two selected instances from the Fetal Health dataset. An evaluation of LIME and ROLEX is not
feasible here, as neither of these XAl methods is able to recognize the actual DBs or the CSs of
the ML model. Instead, this is feasible based on the functional and definite representation of the
DBs and CSs in our method. The considered instances are selected because they exhibit vastly
different and interesting values regarding our sensitivity measures, which are presented in Table
3 and visualized in Figure 3 (for two feature dimensions). Instance 78 lies very close to the
nearest DB (with a distance of 0.30) and has class probabilities (CPV) of (0.495, 0.501, 0.0),
both indicating that the class prediction of Instance 78 is very sensitive even to slight changes in
the feature values. Moreover, training instances with ground truth Class “SUSPECT” (denoted by
the symbol ‘x’ in Figure 3) lie in the CS “NORMAL”, and vice versa, making transparent that the
DBs were not learned accurately by the model. In contrast, the class prediction of Instance 0 is
not very sensitive, as the clearly distinct CPV (0.939, 0.061, 0.0) and the rather high distance to
the nearest DB of 3.84 suggest. Note, that the probability of 0.061 for Class “SUSPECT” comes
from features that are not visualized in Figure 3.
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Figure 3. Sensitivity of the two Instances 0 and 78 from the Fetal Health Dataset
(Ground Truth of Selected Training Instances: Class “NORMAL”: A, Class “SUSPECT”: x)

6 Discussion, Implications, Limitations and Future Re-
search

In this paper, we proposed a novel local XAI methods as well as two sensitivity measures. Based
on these two contributions, we will discuss the main results and implications of our paper.
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6.1 Reconstructing DBs and CSs of a ML Model

First, we introduced EXPLORE, a method to reconstruct the DBs and the CSs of a ML model in
a functional and definite manner, thus making the ML model fully transparent. We provide for-
mal proofs for the validity of this representation and thus for Proposition 1, which — together
with the fact that our method is deterministic and does not rely on stochastic elements — guaran-
tees both, the fidelity and robustness of EXPLORE from a theoretical perspective. As a result,
our method not only perfectly matches the ML model in the local neighborhood of any instance
to be explained but is also robust and reproducible upon repetition. In the evaluation, we sub-
stantiate our theoretical guarantees with empirical evidence by measuring the fidelity and robust-
ness of EXPLORE and comparing it to the competing local XAI methods LIME and ROLEX on
three real-world datasets. Indeed, Table 1 shows that EXPLORE clearly outperforms the com-
peting methods regarding fidelity, even in challenging settings such as the COMPAS dataset
where ROLEX and LIME attain a LDA score of 0.623 and 0.277 respectively. Further, our anal-
ysis shows that EXPLORE provides perfect robustness for similar instances, which is substanti-
ated by our robustness score of 0 across all datasets. Interestingly, LIME consistently achieves
the lowest fidelity scores but a very high robustness (cf. Table 2). Thus, it yields robust, but
inaccurate explanations for similar instances (which is highly critical). Instead, ROLEX outper-
forms LIME regarding fidelity, but is less robust compared to LIME and our method. More pre-
cisely, the robustness scores for 20 fetus instances in the Fetal Health dataset are even higher
than 0.3 for ROLEX, indicating that the generated explanations for these and similar instances
vary significantly upon repetition which is also highly critical. These theoretical and empirical
results form the basis of the first contribution of our paper corresponding to our Proposition 1.
By reconstructing the DBs and CSs of a ML model in the neighborhood of an instance in a formal
and definite manner, we are able to accurately represent the ML model in that neighborhood.
Essentially, this addresses a key task of local XAI methods to make the ML model around an
instance transparent: First and foremost, generating surrogate models is not necessary. Fre-
quently used surrogate models such as linear regression or decision trees often have difficulties
to capture the actual DBs of a ML model even locally (cf. Figure 1). This is particularly evident
in classification tasks with a higher number of classes such as the COMPAS dataset (8 classes),
where (the surrogate model-based methods) ROLEX and LIME achieve significantly lower fi-
delity than on the Fetal Health dataset (3 classes). Thereby, local XAI methods often explain an
instance focusing on one (usually the nearest) DB, potentially ignoring other relevant DBs in the
neighborhood of the instance. In the case of the instance from the Fetal Health dataset illustrated
in Figure 1, this can have severe consequences as several DBs to Class “SUSPECT” and even
Class “PATHOLOGICAL” are in fact completely disregarded in the provided explanation. In con-
trast, our method is able to reconstruct all DBs and CSs in a neighborhood of arbitrary size. In
particular, this profound information on the (local) decisions of the ML model provides a valua-
ble basis for its adaptable and accurate visualization on the feature space as shown in the Fig-
ures 2 and 3. This indicates that our method has the potential to enhance the transparency of the
ML model and the decisions it provides.
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6.2 Measuring the Sensitivity of a ML Model Decision

For the second contribution, we leverage the formal and definite representation of the DBs to
analyze the sensitivity of ML model predictions. To this end, we introduce two theoretically
founded measures for sensitivity, prove their validity using Definition 3 and 4 and thus show
Proposition 2. The first measure (CPV in Definition 7) captures the sensitivity of an instance by
modeling its potential changes (regarding all or a selected set of features) with a probability
distribution, and then precisely assigning the probability masses to their respective classes. This
assignment harnesses the formal representation of the CSs and is feasible for arbitrary probability
distributions describing feature changes. The resulting class probabilities pose a meaningful in-
dicator for the sensitivity of the instance, because, e.g., an instance with similar or evenly dis-
tributed probabilities for different classes is very sensitive in its ML decision and should thus be
handled with caution. As a second measure for the sensitivity of an instance, we introduce its
Distance and Direction to DBs (Definition 8). Again, by harnessing the formal representation of
the DB, it is possible to accurately determine the distance between an instance and its nearest
point lying on a DB. This provides a meaningful and interpretable indication of the sensitivity of
the instance because it not only sheds light upon the minimal amount of feature value change
required for a different class assignment, but also fully discloses the direction (i.e., the combina-
tion of features) in which that change needs to occur. Conversely, this distance explicitly defines
the radius of a sphere around the instance in which the class prediction does not change and thus,
is stable. For example, the distance between Instance 0 and its nearest point on a DB is rather
high, indicating that the class decision of the ML model is obviously less sensitive to changes
than Instance 78 (cf. Table 3 and Figure 3). Moreover, we also apply this measure feature-wise
allowing us to isolate and analyze the sensitivity of each individual feature. For example, the
influence of the feature Baseline Heart Rate on the class decision for Instance 78 (x-axis on the
right side of Figure 3) is made transparent by the feature-wise distances of 0.4 (in negative di-
rection) and 9.9 (in positive direction) according to Table 3. This means that even a minimal
decrease of the Baseline Heart Rate would change the class prediction of the ML model, whereas
for the same instance, a substantially higher increase of the Baseline Heart Rate would be re-
quired. In this manner, all features and their influence on the class decision can be analyzed.

We now briefly outline a possible workflow that users can follow to utilize the advantages of
EXPLORE. First, we suggest examining the direction vector from the considered data instance
to the nearest decision boundary (overall or for each class). The entries of the direction vector
provide a valid feature attribution since they (by definition) indicate the necessary changes for
each feature to reach the boundary and thus, the subspace of any focused class. Second, one can
analyze multiple or — if needed — potentially all nearby decision boundaries in the same manner,
enabling a comprehensive understanding of the local neighborhood. For example, in the case of
a physician treating a patient, this reveals possibly very different directions to nearby “healthy”
class subspaces each corresponding to a possible therapy strategy. However, only relevant fea-
tures (in the given context) should be considered in this analysis, as there are features that are
impossible to change (e.g., the age of a patient), or only an increase, decrease, or other specific
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range of values is attainable. In such cases, we recommend adapting the expansion of the neigh-
borhood accordingly, so that only attainable decision boundaries are explored. On this basis, also
the most important features for a visualization of the neighborhood can be indicated. Finally, this
feature analysis also sheds light on possible feature interactions, as the attribution of each feature
to a class change often varies depending on whether the other features increase or decrease, and
by the magnitude of their changes. This way, the relevant feature interactions for a data instance
become apparent for a user.

Furthermore, the computational complexity of EXPLORE is approximately proportional to the
number of linear regions that lie in the considered neighborhood of an instance. Therefore, it
makes sense to focus on the direct neighborhood containing the nearby and most relevant deci-
sion boundaries (and thus, linear regions) only. This not only reduces the runtime, but also facil-
itates the interpretability of our method for users. Consistent with the workflow outlined above,
we also suggest focusing on a reasonable (pre-)selection of relevant features to reduce the di-
mension of the feature space and thus the computational cost.

Our work also has limitations that provide a starting point for future research. To begin with, we
instantiated our meta method only for the challenging ML model type of NNs in this paper.
However, our method can also be applied to other model types such as decision trees, random
forests, support vector machines, or other more complex NN architectures such as, e.g., CNNs
with ReLU or NNs for text mining (Binder et al., 2022). However, it is part of future research to
specify corresponding method instantiations. Further, we focused on the reconstruction of DBs
and CSs in the neighborhood of an instance. Our method can also be extended to the whole
feature space, resulting in a representation of all DBs and CSs learned by the model and thus, a
global explanation. Moreover, our method can contribute to the research of counterfactual ex-
planations by enabling the deterministic computation of counterfactuals based on the overall and
feature-wise distances of an instance to the DBs. Thereby, counterfactuals can also be exactly
determined with respect to other properties discussed in literature such as proximity to ground
truth instances. Future research could also conduct user-centric studies to examine understanda-
bility of our visualizations and the proposed sensitivity measures. For example, these could in-
clude 2-/3-dimensional visualizations of the neighborhood of an instance (including its DBs and
CSs). Such studies could further develop the alignment of our method with user needs and pref-
erences, facilitating effective interaction and collaboration between users and Al.
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Abstract:

Artificial Intelligence (Al) and especially Machine Learning (ML) models are pervasive in re-
search, business and society. However, due to their black-box nature, it is often not transparent
how the predictions of various ML models are achieved. As a result, numerous Explainable Al
(XAI) methods have been proposed in the literature to provide explanations for ML model pre-
dictions. Importantly, existing XAI methods which often rely on perturbations, random sam-
pling, and surrogate models, still exhibit critical weaknesses in terms of fidelity, robustness, and
faithfulness of their explanations, negatively impacting both practical benefits and user trust.
Therefore, we propose the novel XAl method EXPLORE, which aims to enhance the transparency
of ML model predictions by representing the actual decision boundaries and class subspaces of
ML models in a functional and definite manner—without relying on perturbations, random sam-
pling, and surrogate models. Further, based on this method, we introduce new ways to determine
feature attributions and counterfactual examples that enable local explanations for individual
data instances. We theoretically and empirically evaluate the fidelity and robustness of our
method, as well as the faithfulness of the provided feature attributions and counterfactual exam-
ples—using different real-world datasets from high-stakes domains—compared to existing XAl
methods.

Keywords: Explainable artificial intelligence, XAl, local explanation, piecewise linear func-
tions, feature attribution, counterfactual explanation

Please note that the overall formatting of the paper has been adjusted to the remainder of the
dissertation.
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1 Introduction

Artificial intelligence (Al), and in particular machine learning (ML) models are becoming ubig-
uitous and indispensable in research, business and society, and their importance and impact on
everyday life continues to grow. Although the transparency of ML model predictions can lead to
side effects (cf., e.g., Bauer & Gill, 2024) it is essential to explain their predictions for a real,
responsible use (Berente et al., 2021; Brasse et al., 2023). Indeed, there have been several inci-
dents where the opacity of Al has led to severe consequences for the people involved. One cur-
rent example is the case of an Al system used by the UK government to detect welfare fraud that
showed bias based on people’s age, disability, marital status, and nationality, fueling calls for
greater transparency (Booth, 2024). The importance of this topic has also been recognized and
intensively discussed, as becomes evident by the now legally binding Al Act passed by the EU
Parliament (EU Al Act, 2025) imposing requirements towards the transparency, fidelity, and ro-
bustness of ML model predictions. This is particularly relevant in finance, healthcare, legal af-
fairs/justice, traffic, or other high-stakes domains. To address these critical requirements, the
research field of Explainable Al (XAI) aims to mitigate the risks by improving the explainability
of black-box ML models (Brasse et al., 2023; Ribeiro et al., 2016). Among other contributions
of XAl various methods have been proposed to make the predictions of ML models more trans-
parent, since this plays a vital role in ML-augmented decision making, especially in critical do-
mains such as medical diagnostics and healthcare (Guo et al., 2025; Kim et al., 2023).

In this paper, we aim to contribute to the body of knowledge dealing with the transparency and
explanation of individual ML model predictions, and thus local explainability. Literature offers
numerous local XAl methods, for which LIME (Ribeiro et al., 2016), SHAP (Lundberg & Lee,
2017), and ROLEX (Kim et al., 2023) are recognized examples. Like many other local XAI meth-
ods, they use perturbations and random sampling, often to generate surrogate models, aiming to
analyze the local neighborhood of an instance. Despite the strengths of these methods and the
outcomes they provide to explain black-box models, they still suffer from methodological issues
associated with the generation of their explanation. For instance, although being aware that sur-
rogate models are explicitly intended to simplify the local prediction behavior of an ML model,
their generation using perturbations, random sampling, and other stochastic elements leads to
significant shortcomings. For example, capturing the actual decision boundaries (DBs) of an ML
model, which is central for determining both feature attributions and counterfactual (CF) exam-
ples, even locally often poses a substantial problem, especially when multiple DBs exist near the
considered instance (cf. details in Section 3). On the one hand, this results in existing XAl meth-
ods exhibiting limited fidelity in the sense that their explanations lead to incorrect class predic-
tions for instances compared to the ML model to be explained. On the other hand, their robust-
ness is also compromised, which becomes highly problematic when their outcomes for the same
or very similar instances are not reproducible, thereby undermining user trust in the XAI methods
themselves. Moreover, applying perturbations, random sampling, and surrogates, XAl methods
may encounter severe difficulties in accurately determining the relevant features and their attrib-
utions (Fernandez-Loria et al., 2022; Salih et al., 2025). Given the growing importance of XAl
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in fostering trust in high-stakes, ML-augmented decision making, it is crucial that XAI methods
provide faithful explanations. Striving to contribute to these challenges, we introduce EXPLORE
(EXPlaining machine learning models by LOcal REconstruction), a local XAI method that does
not rely on perturbations, random sampling, and surrogate models, but explicitly focuses on the
representation of the actual DBs and class subspaces (CSs) of an ML model in the neighborhood
of the considered instance. The research questions addressed are the following:

= RQI: How can the DBs and CSs of an ML model be locally reconstructed in a functional
and definite manner, thus making them fully transparent?

= RQ2: Based on RQ1, how can feature attributions and CF examples be functionally deter-
mined to provide local explanations for individual ML model predictions?

Our contributions are twofold: We (1) propose EXPLORE, a novel post hoc local XAI method that
uses piecewise linear (PL) functions to reconstruct the DBs and CSs of ML classification models
in a functional and definite manner. We (2) present functionally determined feature attributions
and CF examples that enable local explanations for individual instances. In this paper, the term
‘functional’ is used in the sense that DBs and CSs can be represented based on mathematical
(in)equalities which are made explicit and can be directly computed. By ‘definite’, we denote
that this representation is unique, meaning it is the one correct and complete characterization of
the DBs and CSs for the given ML model. Based on (1) and (2), our method outperforms existing
XAI methods regarding fidelity, robustness, and faithfulness. We provide formal proofs for the
fidelity, robustness, and faithfulness of EXPLORE and substantiate them with empirical evidence
on five real-world datasets from the domains of healthcare, loan approval, traffic safety, and
criminal recidivism. Our contributions come with major implications: First, by functionally and
definitely reconstructing the actual DBs and CSs of an ML model, accurate and robust outcomes
and thus full transparency are guaranteed by EXPLORE. This transparency is of utmost im-
portance, e.g., for the ethical and fair use of ML, as it is crucial for ensuring legal and social
justice and preventing discrimination in domains such as the public sector (Kronblad et al., 2024)
or finance (Hurlin et al., 2024; Li et al., 2024). Second, by providing faithful feature attributions
and CFs, EXPLORE enables the accurate determination of necessary and sufficient feature
changes to either remain in the present class or change to a particular class. In high-stakes do-
mains such as healthcare, such faithful local explanations enable the identification of the truly
relevant features and their accurate attribution for an ML-supported medical diagnosis, paving
the way for suitable treatment and enhancing patient trust in ML models (Kim et al., 2023).

The remainder of the paper is structured as follows. First, we introduce a running example that
we use for illustrations throughout this paper. We then position our work in literature, especially
related to existing local XAl methods and discuss their strengths and weaknesses. We proceed
by presenting the theoretical foundations and basic ideas for our method and its provided local
explanations. We then introduce the meta method of EXPLORE and instantiate it for feedforward
neural networks (NNs). Based on this, we present our local explanations based on EXPLORE.
Thereafter, we evaluate our new method and discuss our results and main findings. We conclude
by reflecting on limitations and providing an outlook on future research.
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2 Running Example

For our illustrations, we briefly present a running example employing the Fetal Health dataset!.
A low neonatal mortality is a central target in the United Nations’ Sustainable Development
Goals for 2030 and a key indicator of human progress over time (Unicef, 2024). Many cases of
neonatal, infant, and maternal mortality are preventable, and cardiotocography is an accessible
and effective option to diagnose fetal health. ML model predictions can support physicians in
this context (Mehbodniya et al., 2022), but given this high-stakes domain, an explanation of each
prediction should be transparent and accurate, therefore the fidelity, robustness, and faithfulness
of explanations are of particular importance. The Fetal Health dataset consists of 2,126 real data
instances, each containing measurements on a fetus and mother from cardiotocographic exami-
nations. The features comprise information on the fetal heart rate, abnormalities of the fetal heart
rate, and general information on the fetus and the mother (cf. Table 1). Each instance was as-
signed by three expert obstetricians to one of the three classes NORMAL (the fetus is healthy),
SUSPECT (the fetus may not be healthy and further medical checks are required) and PATHOLOG-
ICAL (the fetus’ health is critical and immediate medical intervention is required).

Feature Category | Brief Description Feature Examples

Baseline fetal heart rate

Heart rate histogram minimum/maxi-

Fetal heart rate Data on the fetal heart rate .
mum/width

Heart rate histogram tendency

Data on the occurrence of Prolonged decelerations
Heart rate abnor-

malities unusual fetal heart rate ab- | Mean value of long-term variability
normalities Abnormal short-term variability
. Data on the fetus and Fetal movement
General infor- mother (not related to heart ) )
mation rate) Uterine contractions

Table 1. Fetal Health Dataset Feature Information

On this dataset, we trained different ML models such as NNs, support vector machines (SVM),
as well as random forest (RF) and AdaBoost classifiers (cf. Section 6). Following common prac-
tice, we standardized each feature to the unit interval [0,1] (min-max normalization) for model
training to avoid disproportionate impact of features due to their original unit scale. Due to its
widespread use, black-box nature and complexity, we focus on the NN in our following illustra-
tions regarding the running example (i.e., the other ML models are presented in Section 6).

3 Background and Related Work

In training, ML models generally aim to extract and generalize patterns from a given sample of
data (i.e., the training data). This should allow them (at best) to make accurate predictions for

! ' We provide information on the provenance of all datasets used in this paper in our Supplementary Material.
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new, unseen data instances from the same feature space based on these patterns. In the case of a
classification task, an ML model f: X — Y is learned that assigns an output value y = f(x) to
any instance x € X. Usually, the output value y € Y is either given by a class itself or by a value
directly corresponding to a class, e.g., the Softmax vector of an NN prediction (Goodfellow et
al., 2016). In this sense, the ML model divides the feature space into several CSs, each consisting
of predictions that are assigned to the same class. The boundaries between the CSs are called
DBs and can be (locally) linear or non-linear depending on the ML model used (Bishop, 2006;
Kim et al., 2023). Contrary to symbolic ML models such as decision trees (DT) or variants of
regressions, many established ML models such as NNs or SVMs are subsymbolic, i.e., their DBs
and CSs are not transparent from the learned model parameters. This makes them black boxes,
necessitating XAl methods, as decisions cannot be directly recognized (Bishop, 2006).

3.1 Local Explanations and Performance Criteria

When reviewing local XAI methods in more depth, it is essential to understand how their per-
formance has to be evaluated from a methodological perspective. Current literature discusses
various performance criteria and their relevance (e.g., Agarwal et al., 2022; Nauta et al., 2023;
Pawlicki et al., 2024). One central and very well-known criterion for performance is fidelity (cf.,
e.g., Kim et al., 2023; Laugel et al., 2018b, also called accuracy or correctness). It expresses the
extent to which the predictions of an XAl method locally match the predictions of the ML model
being explained. For instance, criteria such as the local fidelity score or the local DB-aware fi-
delity score (LDA, cf. Kim et al., 2023) assess, for a number of instances, whether the classes
assigned by the XAl method match the classes assigned by the ML model. If this match holds
true for all instances, the local fidelity would be perfect (i.e., 100% or 1). However, even in a
local environment this fidelity can fall well below 100%. This means that if, e.g., the ML model
predicts Class SUSPECT for a fetus, while the XAI method predicts Class NORMAL, it would try
to explain the false class, which is highly problematic. Another important performance criterion
is robustness (cf., e.g., Alvarez-Melis & Jaakkola, 2018a; Saarela & Geogieva, 2022 also referred
to as stability, sensitivity, continuity, or reproducibility), which aims to assess how stable and
reproducible the predictions of an XAl method are for very similar instances or even the same
instance. As many XAI methods rely on perturbations and random sampling when generating
their predictions, one has to assess the degree to which these predictions are robust (e.g., Dom-
browski et al., 2019; Lakkaraju et al., 2020). Crucially, different predictions for the same in-
stance, e.g., the same fetus is diagnosed several times, or very similar instances present a signif-
icant issue for the robustness of the XAl method and can greatly undermine user trust.

A third central criterion is the faithfulness of explanations provided by a local XAI method (e.g.,
Alvarez-Melis & Jaakkola, 2018b; Ribeiro et al., 2016, also referred to as correctness or rele-
vance of feature attributions). In this context, a general distinction can be made between abduc-
tive and contrastive (CF) explanations, which are often referred to as the central “why or why
not” questions in XAl (Herm et al., 2023; Miller, 2019). Abductive explanations focus on the
question of why an instance was classified by the ML model in the way it was—i.e., which
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features and feature values of the considered instance are relevant and important for the current
classification. Contrastive explanations, on the other hand, focus on the question of why an in-
stance was not assigned to a different class, or what needs to change in its features and their
values to be assigned to a different class. For a faithful abductive and contrastive explanation of
an XAl method, it is necessary to (a) identify the relevant features and (b) determine the attrib-
ution of the individual features (e.g., the ranking of importance) under the condition that the
instance retains or alters its current class assignment. If in our running example only the features
Baseline Heart Rate and Abnormal Short-Term Variability are actually relevant to change the
prediction from PATHOLOGICAL to SUSPECT for a fetus, a CF explanation including (only) the
features Baseline Heart Rate and Uterine Contractions would be (at least partly) not faithful,
since the correct set of relevant features is not identified.

3.2 Existing XAI Methods

To examine local XAl methods and review their methodological strengths and weaknesses, we
structure them based on their explanation type and based on their underlying methodological
(algorithmic) strategy (cf. Table 2). In accordance with literature, we consider CF explanations,
feature attributions, and surrogate models as main categories of explanation types of existing
XAI methods (cf., e.g., Fernandez-Loria et al., 2022). With EXPLORE, we aim to contribute to
each category of explanation types by leveraging the information about DBs and CSs provided
by its functional local reconstruction of the ML model. Regarding their methodological strategy
to generate explanations, we organize XAl methods into four categories based on perturbations,
sampling, gradients, and ML model reconstruction. This categorization of existing strategies fol-
lows the one proposed in the XAl survey by Mersha et al. (2024), however, we decide to distin-
guish more precisely between perturbation-based and sampling-based methods. Both strategies
crucially utilize artificially generated data points that typically lie in close proximity to the in-
stance being explained. We consider a method to be perturbation-based if the data points are
generated by changing the (original) data instances in a systematic manner such as, e.g., changing
only one single or specific subsets of feature values by a certain amount to examine whether or
not the class prediction changes (e.g., SHAP); and sampling-based if the generation of the data
points largely relies on random drawing from a certain probability distribution, e.g., drawing a
number of samples around the instance as training data for a surrogate model.

Counterfactual Explanation. The main goal of methods providing CF explanations is to ex-
plain model predictions by showing examples of how changing certain feature values of the in-
stance (e.g., minimally, or with respect to other requirements) alters the prediction outcome of
the model, thus providing a contrastive explanation. On this basis, examining the direction and
distance from the instance to the CF example(s) reveals for which features a positive or negative
change is necessary, optional, or not needed at all. Methods for CF explanations utilize different
strategies: For instance, the methods PrototypeCF (van Looveren & Klaise, 2021), FACE (Poy-
iadzi et al., 2020), and NICE (Brughmans et al., 2024) rely on targeted perturbations, the Growing
Sphere Counterfactual (GSCF) method by Laugel et al. (2018a) is based on random sampling,
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and DICE (Mothilal et al., 2020), WACHTERCF (Wachter et al., 2018), Projected Gradient Descent
(PGD, Madry et al., 2018), and the Fast Gradient Method (FGM, Goodfellow et al., 2015) exploit
the model gradient to determine CFs.

Such methods can achieve a higher success rate, i.e., the percentage of cases where a valid CF
example is successfully identified, and can incorporate certain requirements, €.g., proximity to
the instance. However, due to their reliance on heuristics based on perturbations, random sam-
pling, and gradients, they are partially unable to identify CF examples even though they provably
exist. Moreover, even when CF examples are determined, they are typically not optimal with
respect to the requirements and metrics which they are determined on, such as proximity to the
instance (cf. Evaluation). EXPLORE does not rely on such heuristics but instead functionally re-
constructs the model and its DBs and CSs, thus being able to identify valid CF examples.

Explanation
Type Counterfactual o . Surr?gate Model
Explanation Feature Attribution (e.g., linear models,
Method P rule sets)
based on
. PrototypeCF, MAPLE,
Perturbations FACE, NICE SHAP ANCHORS, LORE
S Growing Sphere Coun- SPVIM, RISE ROLEX, LS
terfactuals (GSCF) LIME, S-LIME, LEAP
. DICE, WachterCF . .
Gradients PGD, FGM Integrated Gradients Explanation Vectors
ML Model EXPLORE
Reconstruction (exact/approximate)

Table 2. Outlining Selected XAI Methods

Feature Attribution/Importance. The goal of feature attribution methods is to explain one or
many predictions of a complex ML model by associating a weight/value to each feature, indicat-
ing each feature’s (relative or absolute) relevance and attribution to the ML model’s class pre-
diction. Methods such as SPviM (Williamson & Feng, 2020) and RISE (Petsiuk et al., 2018) be-
long to this category and are mainly based on random sampling. Another very well-known ex-
ample is SHAP (Lundberg & Lee, 2017) which utilizes perturbations to indicate the feature at-
tributions for the current class assignment, thus providing an abductive explanation. In their In-
tegrated Gradients method, Sundararajan et al. (2017) provide insights into the predictive behav-
ior of NNs by deriving feature attributions based on the network’s gradients. Nevertheless, it has
been discussed in literature that feature attributions can often be harder to interpret (as opposed
to, e.g., the feature values of CF examples) due to aggregation and averaging of multiple feature
orderings and importance weights obtained by perturbations, random samples, or gradients (Fer-
nandez-Loria et al., 2022). This issue is further exacerbated by the fact that these heuristics can
only incorporate a partial view of the local model behavior which critically results in a limited
faithfulness of the feature attributions (cf. Section Evaluation). Against this, we aim to leverage
the functional representation of DBs and CSs provided by EXPLORE to present robust feature
attributions by analyzing the importance of each feature for a given model prediction.
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Surrogate Model. To make a model prediction transparent, many XAI methods propose to ap-
proximate the black-box ML model locally, i.e., in the neighborhood of the considered instance,
with a simpler, symbolic surrogate model (e.g., a linear regression). In some cases, such a surro-
gate model can also be directly associated with a feature attribution vector, thus providing a
multifaceted explanation. For example, in LIME, S-LIME, and LEAP, the coefficients of the linear
regression surrogate model are explicitly interpreted as feature attributions. In this sense, these
methods can be evaluated with respect to both, fidelity and robustness (as surrogate model) and
faithfulness (as feature attribution). However, the categories of these explanation types must still
be distinguished, as not all XAI methods that provide surrogate models also provide feature at-
tributions and vice versa. For instance, ANCHORS (Ribeiro et al., 2018) extract decision rules to
mimic and thereby explain the predictions of the ML model using a set of rules (given by if-then-
statements), which can be represented as a DT-based surrogate model; but an associated feature
attribution vector cannot be derived directly. On the other hand, the feature attributions generated
by, e.g. SHAP, do not result from an explicitly specified surrogate model.

The most well-known representative of such local XAI methods is LIME (Local Interpretable
Model-agnostic Explanations; Ribeiro et al., 2016) with a multitude of further variants building
upon it, such as LS (Local Surrogates; Laugel et al., 2018b), and S-LIME (Zhou et al., 2021).
Thereby, the surrogate model is typically achieved by first generating perturbations or artificial
sample instances close to the instance being explained and obtaining the prediction of the black-
box ML model for each sample. Based on these artificial instances and their predictions as train-
ing data, the surrogate model is trained to approximate the ML model including its DBs, thus
trying to locally explain the ML model. A further example for such an XAI method is MAPLE
(Model Agnostic Supervised Local Explanations; Plumb et al., 2018), which utilizes an RF and
gradient boosting to construct the surrogate model. In particular, Kim et al. (2023) has to be
noted, as they clearly outperform previous XAl methods in terms of fidelity with their method
ROLEX (RObust Local EXplanations). Finally, surrogate models are rather rarely created based
on the model’s gradients, as in the case of Explanation Vectors by Baehrens et al. (2010).

Despite the strengths of existing XAl approaches, such as (partly) providing good local expla-
nations, there are also methodological weaknesses that critically compromise their fidelity and
robustness. A key weakness is that actual DBs are not or not correctly recognized during the
generation of explanations, even at a local level. This is partly attributed to the well-known lim-
itations of sparse perturbations and random sampling in higher-dimensional spaces, and the crit-
ical assumption of feature independence. Both becomes particularly pronounced in case of mul-
tiple DBs, which are especially common in higher-dimensional feature spaces or multi-class
problems—both frequently encountered in real-world applications. To demonstrate such issues
being part of the addressed research gap, we analyzed the test instances from the Fetal Health
dataset regarding surrogate model-based methods such as LIME and MAPLE. Our results indicate
that in more than 41% (LIME) and 48% (MAPLE) of all instances classified as PATHOLOGICAL or
SUSPECT, the actual related DBs are not or not correctly recognized. This results in substantially
compromised fidelities of less than 75% (see details in Section 6) potentially leading to both
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seriously incorrect predictions and explanations of the health of the respective fetus instances.
Related to linear surrogate models (as employed by, e.g., LIME, MAPLE, or LS), an example for
such an instance is visualized in Figure 1 with respect to the two features Uterine Contractions
and Heart Rate Histogram Width. The left side of Figure 1 displays a local explanation for the
Instance x as typically provided by a LIME surrogate model (e.g., a Ridge Regression, illustrated
by the dotted black line in left side of Figure 1). Crucially, such surrogate models can at best
approximate only one actual DB around the fetus instance x due to their linearity (e.g., DB db;
in left side of Figure 1), thus all other actual related DBs are not made transparent.
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Figure 1. DBs Close to a Fetus Instance (Fetal Health Example). Axes are labeled in real-
world units with their respective standardized unit values in parentheses.

This issue becomes evident in the right side of Figure 1 showing the actual DBs of the ML model.
Thereby, several DBs (db,-db, in Figure 1) actually lie in the neighborhood of x yet all but db;
are completely neglected. Even worse, the DBs db; and db, and the CS PATHOLOGICAL are
completely disregarded. Note that usually due to the black-box nature of subsymbolic ML mod-
els, it is not even known that the actual DBs db, db,, db, exist at all (which is here made trans-
parent by our method EXPLORE). In particular, XAI methods using surrogate models and feature
attributions would not indicate that the ML prediction for the health status of fetus x changes to
PATHOLOGICAL with only a small decrease of the feature Uterine Contractions.

To conclude, while existing local XAI methods clearly contribute to explaining ML predictions,
they also exhibit methodological weaknesses due to their reliance on perturbations, random sam-
pling, and surrogate models, which can result in limited fidelity, robustness, and faithfulness of
explanations. Our contribution to existing research is twofold: (1) Regarding surrogate models,
we aim to enhance the transparency of ML model predictions through the functional representa-
tion of the actual DBs and CSs of ML models. This not only leads to improved fidelity but also
ensures the robustness of EXPLORE due to its determinism. (2) EXPLORE is also able to provide
faithful feature attributions, and for CFs, EXPLORE can rigorously determine whether or not a CF
example exists in a given neighborhood of an instance. Even further, the reconstruction of the
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model can then be utilized for a targeted selection of CF examples with respect to needed re-
quirements (e.g., risk-tolerance; cf. Section Discussion).

4 Theoretical Foundations and Basic Ideas

The paper has two objectives: (1) Establishing the functional and definite representations of the
actual DBs and CSs of an ML model and (2) providing local explanations for model predictions
based on determined feature attributions and CF examples. To address Objective (1), we propose
to reconstruct the actual DBs and CSs of a (black-box) ML model in a functional and definite
manner. This leads us to the first proposition of our approach.

PROPOSITION 1: Actual DBs and CSs of the ML model to be explained.

Ic. The DBs of an ML model can be reconstructed in a functional and definite manner using
piecewise linear (PL) functions. For models inducing PL DBs (e.g., ReLU NN, linear
SVM, RF, boosting techniques such as AdaBoost), this corresponds to an exact reconstruc-
tion of the DBs, while for ML models with non-PL DBs (e.g., NN with sigmoid activation
functions), this corresponds to an (arbitrarily exact) approximate reconstruction. Thus, re-
garding EXPLORE, we distinguish between exact and approximate reconstruction in Table 2.

1d. By composing the reconstructed DBs of an ML model represented by PL functions, the CSs
of the ML model can also be determined in a functional manner.
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Figure 2. Exemplified DBs, CSs and Feature Attributions in a Neighborhood (Fetal Health Ex-

ample)
If Proposition 1 holds, the position of any instance within the feature space can be analyzed
deterministically. Generating good or bad surrogate models is no longer necessary; instead, the
DBs and CSs of the ML model are made transparent by their functional representation. This
offers significant advantages as all DBs close to a considered instance are now captured, ensuring
that no DBs are ignored or wrong (e.g., non-nearest) DBs are determined. Referring to the Fetal
Health dataset, Figure 2 (left) shows an excerpt of the actual DBs and CSs of an NN in the
running example for the two selected Features Heart Rate Histogram Tendency and Heart Rate
Histogram Width in the intervals [—0.2,0.2] and [7.42,42.82]. For this visualization, no pertur-
bations, random sampling, surrogate models or averaging of features values (e.g., Partial De-
pendency Plots use such simplifications and thus do not visualize the actual DBs) are necessary.
The exemplary Instance x with the feature values (0,25.1) is not only classified as SUSPECT
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(part of the yellow CS SUSPECT) but is also close to the two actual DBs db; and db, of the NN.
Determining the position of Instance x in relation to any actual DB and CS enhances transpar-
ency while ensuring fidelity, as both the ML model and EXPLORE assign the same class to any
considered instance. Moreover, this identification of DBs and CSs addresses robustness and re-

producibility, ensuring stable explanations upon repetition.

Proposition 1 aims to make the nearby DBs and CSs of a considered instance transparent. We
call this local proximity the neighborhood of an instance, for which we propose feature attribu-
tions and CF examples (Objective (2)) in the following. In Figure 2 (middle), a possible neigh-
borhood is exemplified for Instance x by the sphere around x. We argue that by reconstructing
the DBs and CSs in the neighborhood, we can not only reveal why or why not an instance is
assigned to a class but also determine the relevant features and their attributions for the current
or an alternative class assignment. Considering Instance x in Figure 2 (middle) in its neighbor-
hood, any value changes of the two selected Features Heart Rate Histogram Tendency and Heart
Rate Histogram Width that would shift x onto the DB db; (illustrated with gray arrows) would
result in a class assignment change from SUSPECT to NORMAL, thus constituting CF / contrastive
explanations (similar for DB db,). On the other hand, any value changes of x in the Features
Histogram Tendency and Histogram Width that would shift x (infinitesimally) close to but not
onto a DB would result in retaining the class assignment of SUSPECT, thereby constituting ab-
ductive explanations in the neighborhood. Thus, it is emphasized that we propose to represent
both abductive and contrastive explanations through possible feature value changes—or, more
precisely, through the components of feature vectors. To make our basic idea clear: We always
adopt the position of the considered instance, here Instance x, and specifically look at the feature
space from its point of view. That is, every feature vector originating from x towards the nearest
DB db; determines the minimum required feature value change in this direction to be classified
as NORMAL (CF/contrastive). Conversely, every feature vector originating from x that points
(infinitesimally) close to but not onto any DB in the neighborhood determines the maximum
feasible feature value change in this direction to be still classified as SUSPECT (abductive). In
general, feature vectors naturally specify through their components not only which value changes
in each feature are both necessary and sufficient to assign the instance to a certain class, e.g.,
class NORMAL. Rather, they also fully determine the interactions of the features to reach or not
to reach a particular DB. We call each of these feasible feature vectors a vector-based feature
attribution VF Apg of x, either to remain in the present class (abductive) or to change to a certain
class (CF/contrastive). Since feature vectors represent feature attributions, we assign EXPLORE
to feature attributions in Table 2, and—if a feature vector points to another class—to CF exam-
ples.

The VFApp vectors only constitute a part of the abductive and contrastive explanations in a
neighborhood. Obviously, there are further possible changes in an instance’s feature values (and
thus additional feature vectors) that lead to either retaining the current class or changing to a
certain other class. More precisely, these are all vectors within the neighborhood that originate
from the considered instance and point into the CS of the present class (abductive) or of a certain
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other class (CF/contrastive). This is illustrated in Figure 2 (right): Each thought vector originat-
ing from x and pointing to any position within one of the colored CSs (in the sphere) represents
a feature value change of x to either remain in the current class or change to one of the other two
classes. Again, to make our basic idea clear: Instead of DBs (hyperplanes in feature space), we
are now focusing on CSs (volumes in feature space). Specifically, we examine feasible feature
value changes (feature vectors) that enable reaching any point within the CS of a certain class.
We call each of these a vector-based feature attribution VF Acs of an instance, now explicitly
referring to a CS and not a DB. Obviously, each VF A constitutes an abductive or CF/contras-
tive explanation. The following Table 3 summarizes this discussion.

Abductive Explanation

Contrastive Explanation

Each VFAL g shows the maximum feasible

Each VFA{) g shows the minimum re-

CS—to remain in the present class i

Decision | change to the feature values—in direction | gyired change to the feature values—in
Boundary | of a DB—to remain in the present class i | direction of a DB—to alter to a certain
class j
Class Each VFAL shows the feasible change in | Each VFAé ¢ shows the feasible change in
Subspace the feature values—in direction of the the feature values—in direction of the

CS—to alter to a certain class j

Table 3. Conceptualizing Abductive and Contrastive Explanation

To illustrate our idea, we refer to Figure 2 (middle): Each vector to db; represents a VFANg™al

(analogous for DB db, below and the class PATHOLOGICAL). The minimum of Feature Histogram

Width over these feature vectors VFANS ™3 can be calculated as +3.2 (for VFANG™al =

(_5(,) 21 6)), indicating that without changing this feature value by at least +3.2, the Feature His-

togram Tendency can even be altered arbitrarily within the neighborhood, and the instance cannot
change its class to NORMAL. Thus, in this case, the Feature Histogram Width is relevant and more
important for changing the class to NORMAL (CF/ contrastive explanation) than the Feature His-
togram Tendency. Moreover, when focusing on the CS NORMAL in the neighborhood (see the

green-colored area in Figure 2, right), the CS-oriented feature vectors VFAN2 ™al

enable an
analysis of whether the CS NORMAL substantially extends beyond db;. This can be of great in-
terest to a user, i.e., whether a further increase in the Feature Histogram Tendency beyond db,
would immediately lead to a class other than NORMAL or not. Examining the maximum of Fea-
ture Histogram Width over these feature vectors VFANoT™al
db, belongs to CS NORMAL, with a maximum of +15.0. This shows that the CS NORMAL extends
to the edge of the neighborhood, meaning there are many possible feature attributions for chang-

ing the class of the fetus to NORMAL.

reveals that the entire area beyond

So far, we focus on a symmetrically extended neighborhood (e.g., a sphere). In reality, the rele-
vant feature space may be constrained by the specific characteristics of the considered features.
For instance, the values of a certain feature may not be changeable at all (e.g., the age of a fetus),
may only be increased or decreased within certain intervals or in discrete steps, or may only be
changeable together with other feature values (e.g., medication administered during treatment
affecting values of several features at once). Such settings result in constraints on the
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neighborhood, and feature attributions must also be determined for such user-defined cases.
Based on this discussion, we formulate Proposition 2.

PROPOSITION 2: Local explanations based on relevant features and their attributions.

2a. For a given neighborhood of an instance, each VFA (one vector of features and their attribu-
tions) can be accurately determined regarding a functionally defined DB or CS, thereby
providing either an abductive or a contrastive (CF) local explanation.

2b. VFA can be accurately determined for any user-defined neighborhood in the feature space.

Establishing Proposition 2 would help answering two central questions: why an instance was
classified by the ML model as it was and why it was not assigned to a different class, and what
feature value changes are necessary and sufficient for the instance to be assigned to a different
class. To achieve this, we rely on geometric structures such as vectors (directions and distances),
neighborhoods, DBs, and CSs. We now present our method for reconstructing the DBs and CSs,
as well as our local abductive respective contrastive explanations.

S Explaining ML Models by Local Reconstruction
5.1 Identifying Decision Boundaries and Class Subspaces

5.1.1 Meta Method of EXPLORE

In this section, we first present the meta method of EXPLORE which we subsequently instantiate
for PL feedforward NNs. The latter is used to prove that Proposition 1 holds for feedforward
NNs and can similarly be shown for other ML models such as recurrent NN, convolutional NNs
(CNNs), SVM, DT, RF, and boosting techniquesz. To reconstruct the DBs and CSs of an ML
model, the following steps are necessary:

Step 1. Formal definition of the ML model: We conceive the ML model to be explained as a
mathematical function f: X — Y that maps any instance x € X in the feature space onto a target
value f(x) = y € Y in the output space. The feature space X reflects the features and their val-
ues. Hence, X might be a discrete or continuous space, or a mixture thereof. Similarly, Y repre-
sents the output space of the ML model, which also might be discrete (e.g., a set of classes) or
continuous (e.g., a simplex containing the Softmax values of an NN prediction).

Step 2. Identification of linear regions in the feature space: As stated in Proposition 1, we
aim to represent DBs by PL functions. Therefore, we need to determine in which regions of the
feature space the DBs are PL (i.e., behave like a straight line) and where the break points between
these linear DB segments lie. In fact, these segments correspond to the linear regions (denoted

2 Due to length restrictions, we cannot incorporate corresponding proofs for these ML models in the manuscript.
However, on request, we would be glad to provide these proofs in an appendix. In this regard, we already included
these ML models in our EXPLORE Python implementation and present the respective evaluation results in Section
6.
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by A,,) of the ML model, on which the ML model behaves linearly. Precisely, the function f is
given by an affine linear (or even constant) function f;, on each such disjoint linear region 4,, C
X in the feature space. In Figure 3 (left), the actual linear regions 4; — A, of the ML model are
illustrated by the dotted lines. The subdivision of the feature space X into linear regions 4,, to-
gether with their respective affine linear functions f;, provides complete information about the
ML model to be explained, as the union of the linear regions covers the whole feature space.
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Figure 3. Steps 2-4: Linear Regions (left), DBs (middle), and CSs (right) of an ML Model (Fe-
tal Health)

Step 3. Determining DBs in the feature space: The linear regions can now be used to identify
where exactly the ML model changes its (class) decision, allowing the DBs of the ML model to
be functionally determined. More precisely, it can be analyzed which points x € 4,, € X form
the DB up to which the respective functions f,, induce the same class prediction. For our example
from Figure 1, the PL segments db; — dbs as well as the breakpoints between them are shown
in Figure 3 (middle). Indeed, the break points between the linear DB segments db; and db, as
well as db; and db, lie on the boundary of linear regions on each of which the model is defined
by a different affine linear function (Figure 3 middle). Moreover, note that a single linear function
can also induce break points (within a linear region) if and only if the break point is a multiclass
boundary point of three or more classes at once (cf. break point between db,, dbs, and dbs).

Step 4. Building CSs in the feature space: Finally, the feature space can be subdivided into
CSs, based on the DBs identified in Step 3 (Figure 3 right). Even though each CS corresponds
to a single class, it is enclosed by potentially multiple DBs adjoining different classes. Since DBs
constitute subsets of hypersurfaces in the feature space and can thus be described by (a system
of) (in)equalities, CSs can be functionally represented by (a system of) their respective inequal-

ities.
5.1.2 EXPLORE-Method for Piecewise Linear Feedforward Neural Networks
We now instantiate our meta method for the relevant and complex case of feedforward NNs with

PL activation functions (such as ReLU, Leaky/Parametric ReLLU, Hard tanh/sigmoid, GELU).

Step 1. Formal definition of the NN: In the following, we consider an arbitrary feedforward
NN mapping instances with m € N features onto n € N classes. Thus, we denote the NN by a
function f: X — Y with feature space X c R™ and output space Y c R". A (feedforward) NN is
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a concatenation of layers (Bishop, 2006; Goodfellow et al., 2016), each consisting of a linear
transformation followed by a non-linear activation function (typically ReLLU, tanh, or sigmoid).

Step 2. Identification of the linear regions: A main idea is to represent DBs by PL functions.
Therefore, we need to find the segments of the feature space on which the DBs are linear and
hence, the break points between these PL segments. NNs with PL activation functions can be
exactly reconstructed by a PL function on their feature space (Chu et al., 2018; Krapf et al.,
2024). For NNss, the linear regions are convex polytopes, which means that they are enclosed by
a set of hyperplanes (cf. dotted lines and A; — A, in Figure 3 left). Thus, each linear region can
be characterized by a system of inequalities given by a (left side) matrix M and a (right side)
vector [. Following this, we introduce Definition 1 allowing us to reconstruct NNs as PL func-
tions.

Definition 1 (NNs as PL Functions). An NN with PL activations has the PL form

Tix + cq, if Mix <,

Flx) = Tox + ¢y, if Mox <1,

i (1)
Tix + ¢y, if Mex <1,
with T, € R™™, M,, € R™*™ ¢, € R", [, € R™ for t,n, € N,1 < u < t. The systems of n,
inequalities My, x < [,, in Term (1) divide X into t polytopes A,, = {x € X | My,x < l,,}, which
are disjoint (i.e., they only have their boundaries in common) and satisfy X = Uf_;4,. On each
polytope A4,,, the NN represented by f is given by an affine linear function defined by T, and c,,.

Thus, f is a PL function with respect to the linear regions A4,,.

Step 3. Determining the DBs: We now leverage the PL form of the NN from Step 2 to determine
its DBs. To this end, first, it is necessary to represent the DBs in the output space using the
(in)equalities in the following definition, to then reconstruct the DBs in the feature space.

Definition 2 (Output Space DBs). If a point y € Y in the output space has two equal entries that
are also its largest entries, then y lies on an output space DB. Formally, the DBs between two
(different) classes i, j in the output space Y are therefore given by

dby;° ={y €Y|yi—y; =0 AVk #1,j:y; = ¥} )
forall 1 < i # j < n. By this definition, the symmetry db; ;° = db; ;° holds.

On the output DB between the classes i = NORMAL and j = SUSPECT, their corresponding output
values must be equal, i.e., y; —y; = 0 must hold. Then, y;,y; = y for k = PATHOLOGICAL is
guaranteed for y;, y; > 1/3 since the output values of all classes add up to 1, hence a prediction

for class k cannot occur. We next propose a system of (in)equalities which represents the DBs in
the feature space. This is a key result in this section, which we first formulate for one linear
region A and two classes i,j in the following lemma. Thereafter, we generalize this result in
Definition 3 and characterize all DBs (between all classes) in the whole feature space.

Lemma 1 (Feature Space DBs). Let A be a linear region of f (as in Definition 1), and db; jo be
a DB in the output space between the (different) classes i and j. Then, the corresponding DB in
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the linear region 4 in the feature space can be explicitly calculated by substitutingy =T - x + ¢
in Term (2) for x € A and for the affine linear mapping T, ¢ representing f on A:

vi,j'T'x-I_vi,j'C(:Ui,j'y):01

)

In this term, v; ; € R™ is defined as the vector with 1 in the i-th entry, —1 in the j-th entry and 0

Ui T X+ Vg ¢ (Z Vg0 y) <0

otherwise, which means that v; j - y = y; — y;. Note that it is possible that the set of x € A sat-
isfying these (in)equalities might also be empty, which is the case if (and only if) the linear region
A contains no DB between the classes i and j. For example, again for i =NORMAL, j =SUSPECT,
and k =PATHOLOGICAL in Figure 3, db, is characterized by the equality v; ;- T5 - x + v; j - c3 =
0 which guarantees y; —y; = 0, the inequality vy ; - T3 - x + vy ; - ¢ < 0 which guarantees

Yi/j = Yk, and the inequalities M3x < [ describing the linear region Aj.

Definition 3 (Feature Space DBs). By considering all pairs of classes and linear regions, the
entirety of DBs of f in the feature space is given by

vij Ty x+vj-c, =0,
Vi Ty X+ vk ¢ <0, 4)
Myx <1,

forall 1<i#j<n k+#ijand 1 <u <t.According to Definition 1, x satisfying the ine-
quality M, x < [,, is equivalent to x lying in 4,,. We denote each DB, i.e., the set of all x € X
satisfying this system of (in)equalities for the linear region A, and classes i and j, by db,; ;.
Moreover, we denote the set of all DBs by Sy, and the set of all DBs adjoining class i by Sy ;.
For simplicity of notation, we also write x € Sy, or x € Sy ; for points lying on a respective
DB.

Step 4. Determining the CSs: The DBs as described in Term (4) can now be used to derive the
CSs in the feature space, in which the NN attains one single class. Because the equalities in Term
(4) divide the linear region into areas corresponding to the classes i and j, the CSs (the colored
spaces in A; — A, in Figure 3) can be exactly represented by using their respective inequalities.

Definition 4 (Class Subspaces). The feature space can be divided into (convex) subspaces, in
which the NN attains only class i, by the system of inequalities (iterating over k # i)

Vi Ty x+ v, ¢y <0,
Myx <1, )

for all linear regions 1 < u <t .We denote the CS consisting of all x € X that satisfy these
inequalities for the linear region A, and class i, by cs,, ;. Further, we denote the set of all CSs of
class i by S;¢; and the set of all CSs by S.s (we again write x € S, ; for points in a CS of class
0).
Definition 4 establishes Proposition 1b and thus completes Proposition 1 for PL NNs. For one u,
this system of inequalities exactly represents the CS in the linear region A, (defined by M, x <
l,,), in which the NN predicts class i. Compared to Term (4), the class index j is now attained by
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the running index k in this definition, as the output value (of any x € cs,,;) for class i must be
higher than that of a/l other classes, including j. By this definition, two CSs cs,, ; and cs,,, ; of

the same class i adjoin each other if their respective linear regions A,,, and A,,, adjoin each other.

5.1.3 EXPLORE-Method for Non-Piecewise Linear ML Models

The above instantiation of EXPLORE for NNs with PL activations aims to exactly reconstruct the
ML model. To reconstruct non-PL ML models such as NNs with sigmoid activations, we can
rely on existing techniques for an (arbitrarily exact) approximation by PL functions. These tech-
niques are well established in the literature, where numerous works have shown that non-PL
models can be approximated by PL ones for purposes of efficiency and theoretical analysis (Hin-
ton et al., 2015; Kim et al., 2024). To this end, we present two well-known categories of tech-
niques in this section, that allow for such an approximation. We evaluate their theoretical (cf.
Supplementary Material) and empirical performance (cf. Evaluation) when instantiated within
EXPLORE.

A first category of techniques aims to approximate a non-PL. ML model by substituting all of its
non-PL components with (one or multiple) PL components. In the case of an NN, this means that
the non-PL (e.g., sigmoid) activation functions as the only non-PL components are directly sub-
stituted by PL components (e.g., ReLU). These components can be generated using training,
interpolation, or other approximation techniques, spanning this category. The idea of substituting
and thus approximating smooth activation functions with PL ones has been widely explored.
Reddy and Gujral (2025) demonstrate efficiency gains from PL replacements of sigmoid/tanh
activation functions, while Chiluveru et al. (2021) develops a PL approximation of the sigmoid
and tanh function based on the Remez exchange algorithm.

1.0 1 — Target sigmoid P ——

—==- RelU NN approximation

0.8 1
0.6
0.4 4

0.2 1

Q.0

T T

-4 -2 0 2 4

Figure 4. Functional Approximation of Sigmoid Activation Function by a ReLU NN

Utilizing this knowledge base, we propose the following instantiation for EXPLORE. To approxi-
mate a non-PL NN, we train a small ReLU NN to approximate the non-PL activation function
itself on a defined interval of, e.g., [-3,3], and bound it to constant values (0 and 1 for sigmoid)
outside this interval. We then replace each non-PL activation with this trained ReLU NN, thus
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obtaining an NN with ReLU activations only, on which EXPLORE can then be directly applied.
Figure 4 shows how the sigmoid function is approximated by a (PL) ReLU NN. The substitution
of internal components of ML models is not restricted to non-PL NNs. For example, for SVMs
it is possible to approximate non-PL kernel functions with PL ones. In such cases, EXPLORE can
be directly applied to the resulting approximating PL model.

Besides this first category, the established research strand on knowledge distillation (KD) forms
the basis for a second category of approximation techniques. KD pursues an input-output-ori-
ented approach to approximate an ML model as a whole. Specifically, a PL model is trained on
data with labels generated by the non-PL model it aims to approximate. For an NN with non-PL
activation, these techniques propagate (artificial) samples through the smooth NN to train a PL
NN on the resulting labels. In particular, such a technique does not rely on the internal workings
of the ML model and is therefore highly generalizable to different model types. One common
technique in this category trains so-called student networks to mimic teacher models (Hinton et
al., 2015) by distilling smooth activations into ReL.U-based ones (Kim et al., 2024).

Utilizing this knowledge base, we propose the following instantiation for EXPLORE. For any non-
PL model, we first generate a larger set of labeled training data for a PL student model. To obtain
a high-quality approximation, the data is generated through a sampling procedure centered
around the original model’s training instances, ensuring it reflects the underlying distribution—
consistent with standard KD practices (Hinton et al., 2015). Using this labeled data, we train a
ReLU NN to closely approximate the non-PL model. The approximation quality depends on both
the size of the generated dataset and the capacity of the ReLU architecture. This approach allows
us to mimic the original ML model with a PL NN that can be directly explained by EXPLORE.

Despite the methodological differences, both complementary categories of techniques share the
goal of approximating a non-PL model with a PL one. The quality of this approximation becomes
a central consideration when explaining ML models. In the Supplementary Material, we there-
fore examine the theoretical properties of these PL approximations in general. Further, we vali-
date the empirical performance of EXPLORE when applied on PL approximations in our evalua-
tion.

5.2 Local Explanations with EXPLORE

We now employ the functional representation of the DBs and CSs to derive feature attributions,
CF examples and thus local explanations (Proposition 2). First, we introduce the concept of a
local neighborhood of an instance, for which local explanations are determined.

Definition 5 (Neighborhood). For an instance x € X we define a neighborhood ), C X as a
convex subset of the feature space X with x € (1.

Natural choices for a local neighborhood (1, can be a sphere or a cube around the instance x with
radius ¢ (cf. Figure 5) or width €. Other exemplary choices for (), could be hemispherical or
cuboid-shaped neighborhoods. For such a neighborhood, we now define the distances and direc-
tions of an instance to the DBs of an ML model f to provide information about the proximity
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and position of any DB in the neighborhood. To illustrate this, we consider an Instance x from
our Fetal Health dataset, together with a spherical neighborhood (solid line) in Figure 5. For
illustrative purpose, we focus on the Features Uterine Contractions and Mean Value of Long-
Term Variability, where the respective real-world values of x are (1.05,10.14).
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Figure 5. Conceptualizing Abductive Explanations (Class SUSPECT, left) with Insensitive
Sphere (dotted sphere) and Contrastive Explanations (Class NORMAL, right) for DBs

Definition 6 (Distance to DBs and Vector). For each point x4, lying on a DB db, € Sy;, we

define the direction d_x)(xdb) and distance d, (x4p,) from instance x € X to x4, € db, as

dy(Xap) = Xap — X, (6)
dy(xqp) = ”d—x)(xdb)”- (7

Definition 7 (Minimum Distance to DBs and Insensitive Sphere). Let x € X and i(< n) be
the class of x assigned by model f (denoted by f(x) = i in the following). We define the mini-
mum distance dgp, j(x) of instance x to another class j # i as the infimum of its distances to each
point x4, lying on a DB db that adjoins class j (i.e., Xqp € Sqp )

dap,j(x) = xdbiensfdb,j dx(Xap)- (8)
Note that in the case of any DB db € S, this infimum is always attained at a point Xgp, 1min

since any db is a closed subset of a hyperplane. Analogously to Definition 6, the vector

dap,; (%) = Xapmin — X )
defines the direction of x to the closest point on a DB towards class j. Instance x is classified as
SUSPECT by the NN and its minimum distance to Class NORMAL is represented by the black-

0017 to DB db,

colored vector in Figure 5. For this standardized vector, dgp yormai (X) = (_ 0.003

(corresponding to (_00215 6)

the so-called Insensitive Sphere of x with respect to a certain class j can be defined as

in real-world units) and dgp, yormai (x) = 0.017 holds. On this basis,
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1Sj(x) = {x' € X | |x' — x| < dgp;(x)}. (10)

Since dgp ;(x) defines the minimum distance from x to class j, IS;(x) determines the largest

sphere around x in which class j is not attained by model f. By taking the overall minimum

distance to any DB dg;, (x) = min dgp,j(x) (over all classes j # i), we obtain the Insensitive
j#i

Sphere IS(x), in which no class changes can occur at all and class i is retained by f. In this

sense, f is insensitive to any value changes of x within IS(x). As the vector W(x) also
realizes the overall minimum distance to any DB, its length defines the radius of the dotted In-
sensitive Sphere IS of x which is particularly important for abductive explanations because the
class SUSPECT remains unchanged. This implies that any change in one single feature of less than
1.7 percent of its observed standardized value range, or any change of multiple features with
(Euclidean) relative length of 0.017 will not result in a different class assignment.

We now present our Vector-based Feature Attribution (VFA). As already discussed, we adopt the
position of the considered instance and observe the feature space and all DBs from its point of
view. In particular, regarding VFA, we aim to analyze the instance locally by carefully focusing
on the feature space up to the first DB in any direction.

Definition 8 (Vector-based Feature Attribution). Let db € Sy, ; be a DB to class j in the neigh-
borhood (), of x € X. Moreover, let the point x4, € db, such that no other DB of class j lies
between x and x4;,. We define the VFA with respect to j as the direction vector towards x4,

VFA{JB,x(xdb) = Tx(xdb): (11)

with the value of feature k(< m) being defined as the k-th entry of VF A{, g.x(Xap)-

The vector d_x)(xdb) contains the exact changes in each feature value required to reach the point
Xqp € db, naturally representing the attribution of each feature for the change towards this DB
point. In particular, not only the extent but also the direction of the change (i.e., the sign of the
entry) and its distance (i.e., how close the DB lies) become evident providing feature values in
the sense of both abductive and contrastive / CF explanations: If x is of class i, VFA} Bx(Xap)
indicates the maximum feasible change of the feature values in the direction of point x,; while

still maintaining the current class (abductive explanation). For any class j # i and any point x4,
on the DB to class j, VF A{) .x(Xap) defines the minimum required feature value changes in this

direction to change the assignment to class j (contrastive / CF explanation). For instance, each
of the illustrated gray vectors in Figure 5 (left) pointing from x = (1.05, 10.14) to either the first

Suspect

DB in this direction or the solid edge of the spherical neighborhood is an abductive VF AR,

yielding class retention. Further, any vector pointing to db; represents a contrastive VF ANt

(right side of Figure 5), providing a change to class NORMAL. Moreover, also the relevance and
attributions of features for a class retention or change can be directly derived from the VFA
vectors. For Instance x, one feasible VF AN is given by (0.018, 0) indicating that no change

in the attribute Mean Value of Long-Term Variability is necessary for a change to class NORMAL.
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The functional representation of the DBs from Lemma 1 allows the determination of any DB

point x4, and thus, of any VF A{) g, vector. This yields Proposition 2a with respect to DBs.

Many XAI methods such as SHAP aggregate their (abductive) explanations. This can obviously
be done very easily with the VFA leading to the Set-based Feature Attribution (SFA).

Definition 9 (Set-based Feature Attribution). For x € X and class j, we denote the set of all
feasible VFA vectors with respect to j as

SFA), = {VFALy (Xap) | Xap € Sap; N Q3 (12)
The SF A{)B'x precisely comprises the vectors towards all points on DBs of class j that do not

intersect any other DBs to class j. Crucially, SF A{) g allows a careful analysis of the neighbor-
hood and its DBs by using (set) operators such as the minimum, maximum, average, diameter or
variance of feature value changes to achieve class retention or change (cf. Supplementary Mate-
rial for information on different operators). Such operators enable various analyses, e.g., deter-
mining which feature value changes are (not) necessary and sufficient for class retention or
change. For example, analyzing SFANS7 ™ for changing Instance x to Class NORMAL (cf. Figure
5 right side) shows that for the Feature Uterine Contractions, a positive real-world value change
of at least 0.17 is necessary to attain this change. In contrast, for the Feature Mean Value of Long-
Term Variability the SF AN contains VF AN vectors with possible positive changes (up
to 2.33), possible negative changes (down to —1.74) and even a VFARZ" ™ vector where no
change in this feature is necessary. Thus, in this regard, Uterine Contractions is more important
as it must be increased by at least 0.17. Based on the computation of any VF App vector following

Lemma 1, an accurate and complete determination of SFApg is guaranteed.

Both, VFA and SFA can be extended by considering not only the DBs, but the CSs to provide
additional insights into the depth and volume of CSs. We briefly outline this in the following.

Definition 10 (Vector-based Feature Attribution CS). Let ¢s € S ; be a CS of class j in the

neighborhood Q, of x € X, and d_,;(xcs) the direction vector of x towards an arbitrary point x.; €
cs. We define the VF A, as the direction vector towards x

VFA]cij(xcs) = dy(Xcs), (13)
with the value of feature k(< m) being defined as the k-th entry of VF Aés,x (Xcs)-
Analogously to Definition 8, this provides both an accurate feature attribution or CF examples
in the sense of Proposition 2a. For any point x; € (), in a CS of the same class i as the Instance
x, the vector VF AL s x(x;) represents an abductive explanation (see Figure 6 left; any vector from

x to a point x; in the yellow CS Suspect). The analogous holds for CF examples (see Figure 6
right). Again, all possible (abductive or contrastive) VF A.s vectors are included in SFA_s.
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Figure 6: Conceptualizing Abductive Explanations (Class SUSPECT, left) and Contrastive Ex-
planations with respect to CS NORMAL and CS PATHOLOGICAL (right) respectively.
Definition 11 (Set-based Feature Attribution CS). For x € X and class j, we denote the set of

all feasible VF A5 with respect to the subspace of class j as

SFALs . = {VFALs . (xcs) | xcs € Scs,)}- (14)

The SF Aés,x precisely comprises the vectors towards all points in the CS of class j. Moreover,
the SFAcs , of each CS can again be utilized to derive results on sufficient and necessary feature
value changes to reach and retain the respective CS. In our example, considering the change to
CS NORMAL, SFAX3T™! contains a VF AR for every value in the range of [0.17, 0.90] for

the Feature Uterine Contractions, and more specifically all vectors of the form (gaol ) for val €

[0.3,0.9], indicating the substantial depth of the CS in this dimension. Moreover, the VFAs with

the maximum and minimum attribution value for the second Feature Mean Value of Long-Term
0.52) d ( 0.60

2.43 —2.24
the CS, but also that a simultaneous increase in the Feature Uterine Contractions is necessary to

Variability are given by ( ) respectively. This not only shows the extension of

attain this CS, thus revealing the existing interaction between these features. This can support a
user’s decision making by providing information about the depth, volume and expansion of CSs
beyond a DB. In summary, both SFApg and SFA;s enable a wide range of user-specific and
context-dependent options for accurate and complete analyses. Finally, we address that, in real-
ity, the feature space may be constrained by specific characteristics of the considered features.

Definition 12 (Feature Sub Spaces as Neighborhoods). For x € X in a neighborhood (), any
subset of features and any set of constraints on these features (such as minimum and maximum
allowed feature values) can be selected. Given the functional representation of DBs and CSs, for
each such choice, all introduced local explanations (VFA and SFA for DBs and CSs) can be
accurately determined on the subset of the neighborhood that satisfies these constraints (Propo-
sition 2b; for a formalization of restricted neighborhoods, cf. Supplementary Material).

The following section evaluates our proposed method and the proposed local explanations.
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6 Evaluation

In this section, we briefly introduce the five real-world datasets that we use in our evaluation
experiments and discuss existing XAl methods against which we compare the performance of
Explore. Following the evaluation frameworks in Agarwal et al. (2022) and partly also Nauta et
al. (2023) and Pawlicki et al. (2024), we employ the criteria fidelity, robustness, and faithfulness
of local explanations. These criteria are fundamental for the (quantitative) evaluation of local
XAI methods and are widely adopted in XAl literature (Nauta et al., 2023).

6.1 Describing Datasets, ML Methods, and XAI Methods

To evaluate our method, we used five datasets which are related to critical decision situations in
healthcare, loan approval, criminal recidivism, and traffic safety and thus are already known in
XAl literature. If ML model predictions are used for decision support in these domains, the ex-
planations for these predictions must be accurate, robust, and provide faithful feature attributions,
as they can have potentially serious consequences for an individual’s life. The first dataset is the
Fetal Health dataset which we already introduced as our running example. As a second dataset,
we use the Prosper dataset (similarly used in, e.g., Fu et al., 2021), which contains data from the
loan company “Prosper” on completed or still pending loans between 2005 and 2014. Each data
instance includes information on the loan applicant, their previous loans, and their default status
(i.e., whether they defaulted or not). Based on this data, ML models were trained and used to
predict the future status of a loan application, i.e., whether it will be fully repaid or defaulted,
and if it is defaulted, the estimated loss (on a scale of 1 to 4 from low to very high). As the third
dataset, we use the well-known COMPAS dataset (also used in, e.g., Alvarez-Melis & Jaakkola,
2018b or Agarwal et al., 2022) which contains personal information and recidivism risk scores
of criminal defendants from Broward County, Florida who were assessed in 2013 and 2014. As
in existing studies, ML models were trained and used to predict the likelihood of (violent)
reoffending, represented on a scale from 1 to 5 from very low to very high. As the fourth dataset,
we use traffic data from the Highway Safety Information System (HSIS) which is a multistate
database from the US Department of Transportation that contains crash, roadway inventory, and
traffic volume data for a select group of US states. From this HSIS database, we consider traffic
accidents that occurred in North Carolina in 2022. ML models were trained to predict crash se-
verity and human injury based on information about road characteristics and the drivers and
vehicles involved. More precisely, the classes are given by the type of human injury which can
be none, possible, minor, major, or fatal. As the fifth dataset, we use a version of the well-known
MIMICH-III database (also used in, e.g., Guo et al., 2025) which contains a wide range on health-
related data associated with over 40,000 hospital patients who stayed in the intensive care units
of the Beth Israel Deaconess Medical Center between 2001 and 2012. We follow the data pre-
processing as in Harutyunyan et al. (2019) and consider the ML classification task that predicts
the combination of patient mortality (whether the patient dies in the first 48 hours of hospitali-
zation) and estimated length of stay (whether the patient stays longer than 24 hours), resulting in
four possible classes. The main characteristics of the datasets are:
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DATASET #Instances #Features #Classes Domain
Fetal Health 2,126 21 3 Healthcare
Prosper 113,937 47 5 Loan Approval
COMPAS 18,316 15 5 Criminal Recidivism
HSIS 218,490 19 5 Traffic Safety
MIMIC 21,139 17 4 Healthcare

Table 4. Dataset Information

To address the known class imbalance of the datasets while focusing only on real data, i.e., with-
out generating artificial (probably biased) data instances, we employed under-sampling for all
datasets so that each class occurs at most twice as often as the minority class. This is motivated
by the fact that safety critical problem settings often suffer from severe class imbalance because
the worst-case outcome is typically rather rare (e.g., fatal accidents in the HSIS dataset or a
pathological fetus in the Fetal Health dataset) but must not be disregarded by ML models in
training. We then performed feature standardization (min-max normalization to the unit interval
[0,1]) and trained—based on a fivefold cross-validation for each dataset— different classifier
models comprising both, PL and non-PL ML model types. For PL model types, we consider
feedforward (ReLU) NN, DT, RF, SVM, and AdaBoost. For non-PL model types, we employ
NNs with sigmoid and tanh activations as well as SVMs with (non-linear) polynomial and RBF
kernels. For each classifier and dataset, we optimize the hyperparameter configuration with re-
spect to balanced accuracy (for details see Supplementary Material). Using the optimal hyperpa-
rameters, we trained five models for each dataset and model type and used them all in our ex-
periments to obtain a higher number of test instances for all datasets. For all experiments we
generated explanations for up to 1,000 arbitrarily selected test data instances (i.e., 200 per fold).

As competing methods for our evaluation, we selected widely known (indicated by citations),
recently published local XAI methods with publicly available code. For our experiments, we
adopted their respective versions for tabular data with the recommended or predefined parameter
configurations in the code repositories. First, for methods providing surrogate models and feature
attributions, we employ the well-known method LIME (Ribeiro et al., 2016). Following to the
publicly available code, the surrogate model was instantiated as a Ridge regression in our eval-
uation. Moreover, we consider S-LIME (Zhou et al., 2021), a more recent and well-published
variant of LIME that aims to provide more robust explanations upon repeated use. The method
Ls (Laugel et al., 2018b) is also widely recognized and generates a local linear surrogate model
based on a modified sampling procedure compared to LIME, whereas MAPLE (Plumb et al., 2018)
utilizes a RF-based feature selection to train a local linear surrogate model. We also employ the
well-known rule-based explanation method ANCHORS (Ribeiro et al., 2018) which explains the
classification decision of the ML model by a set of interpretable rules. In our analyses, we con-
sider the rule set provided by ANCHORS as a one-vs-all surrogate model which predicts the class
of the data instance to be explained within the given rule set. As second rule-based method, we
consider LORE (Guidotti et al., 2018) which provides a DT as an interpretable local surrogate
model based on a genetic algorithm. Further, we consider ROLEX from Kim et al. (2023), a re-
cently published advanced method based on surrogates. Following the authors’ suggestions as
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well as their requested original code implementation (including the configuration for ROLEX), a
linear Ridge regression model is used in the case of linear DBs and a non-linear DT model in the
case of non-linear, multiclass DBs in the experiments. Corresponding to literature, we evaluate
all methods that provide surrogate models regarding fidelity and robustness.

For our faithfulness analysis, we consider all methods that use linear regressions (LIME, ROLEX,
Ls, MAPLE, S-LIME) since they naturally provide feature attributions via their coefficient vectors.
We also evaluate SHAP (Lundberg & Lee, 2017), employing its model-specific implementation
(LinearExplainer for Table 7). Since the feature attribution values provided by SHAP cannot be
interpreted as a local surrogate model (in particular, it is not intended to apply them on other data
instances around the instance to be explained), they cannot be evaluated regarding fidelity and
robustness. Finally, we consider CF methods in our faithfulness evaluation using well-known
performance metrics. We first employ the method DICE (Mothilal et al., 2020) which is known
for generating multiple high-quality CFs (Moreira et al., 2025) in its three main variants KDTREE,
RANDOM, and GENETIC. Further, we consider the established methods FGM (Goodfellow et al.,
2015) and PGD (Madry et al., 2018) which rely on gradient-based perturbations. Finally, we con-
sider GSCF (Laugel et al., 2018a) since it uses random sampling to identify a close spherical
neighborhood in which the class prediction is expected to change.

EXPLORE is evaluated in all above introduced settings. It is either applied directly on the already
PL model or on a PL approximation of the non-PL model. For evaluating EXPLORE on both non-
PL sigmoid and tanh NNs, we employ an instantiation for each approximation category described
in Section 5.1.3. The first instantiation involves substituting each non-PL activation function by
a small, two-layer ReLU subnet. The second instantiation is grounded on KD and uses a ReLU
NN student model which was trained to mimic the non-PL original NN. Due to its high flexibility,
this second KD-based technique is also applied for both non-PL SVM models with polynomial
and RBF kernel respectively. We provide details on the instantiations and configurations of both
techniques for our evaluation in our Supplementary Material. Beyond this approximation, no
further configuration was applied for assessing EXPLORE (as deterministic in nature).

6.2 Evaluating Fidelity, Robustness and Faithfulness of Expla-
nations

We first evaluate the fidelity by quantifying the alignment of the predictions of the XAI methods
to those of the ML model (e.g., Laugel et al., 2018b; Saarela & Geogieva, 2022). We adopt the
demanding DB-aware LDA score as presented by Kim et al. (2023) which determines the aver-
age local fidelity scores over all instances near of at least one DB. Hereby, the local fidelity score
for a test instance x; € X and its local explanation f;i for the ML model f is defined as the

accuracy

LocalFid(fy, x;) = AcCsez (f(z),ﬁci(z)). (15)
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In this term, Z is a set of random samples lying in the feature space close to x;. As a result, the
local fidelity is 1 if an XAI method f;i predicts the same class as the ML model f on all random

samples. Finally, the LDA score is calculated by averaging the local fidelities for only those
instances x; (overall, up to 1,000 instances per dataset) for which f predicts at least two different
classes on Z. If this condition holds, then there is at least one DB near x;. As a result, ‘trivial’
instances without any nearby DBs are excluded. Table 5 presents the LDA scores for all five
datasets. For the sigmoid and tanh NNs, the fidelity of EXPLORE using the technique replacing
the non-PL activation functions is reported first, and the KD-based technique is reported second.

The results show that for the Fetal Health dataset, the LDA scores remain relatively high on
average for some XAI methods, whereas the scores for the remaining datasets are well below
one’. This not only exposes the mismatches between the predictions of the ML model and the
XAI methods for many instances but also indicates highly problematic explanations, i.e., the
XAI method provides an explanation for a class that the ML model did not predict for the in-

stance.
Ada- | NN (sig- NN SVM | SVM
Dataset Method NN DT RF | SVM Boost moid) (tanh) (poly) | (RBF)
EXPLORE | 1.0 1.0 1.0 1.0 1.0 | 0.99/0.99 | 0.99/0.99 | 0.97 0.99
LIME 0.74 | 059 | 0.62 | 0.62 | 0.64 0.68 0.66 0.68 0.67
ROLEX | 0.93 | 0.96 | 0.87 | 091 | 092 0.92 0.89 0.95 0.96
Fetal Ls 0.68 | 0.71 | 0.72 | 0.68 | 0.67 0.68 0.66 0.61 0.65
Health MAPLE | 0.72 | 0.61 | 0.66 | 0.71 | 0.72 0.73 0.73 0.71 0.74
ANCHORS | 0.51 | 047 | 0.50 | 0.53 | 0.50 0.46 0.47 0.35 0.46
S-LIME | 0.74 | 059 | 0.62 | 0.62 | 0.64 0.67 0.66 0.72 0.71
LORE 0.40 | 0.40 | 0.40 | 038 | 0.42 0.31 0.32 0.37 0.36
EXPLORE | 1.0 1.0 1.0 1.0 1.0 | 0.98/0.98 | 0.98/0.97 | 0.98 0.97
LIME 064 | 047 | 0.82 | 0.56 | 045 0.62 0.59 0.70 0.68
ROLEX | 0.74 | 0.75 | 0.85 | 0.80 | 0.93 0.76 0.73 0.93 0.92
Prosper Ls 045 | 031 | 0.75 | 037 | 0.46 0.38 0.40 0.70 0.73
MAPLE | 0.46 | 036 | 048 | 0.54 | 0.71 0.47 0.47 0.65 0.64
ANCHORS | 0.46 | 047 | 025 | 0.56 | 0.50 0.57 0.56 0.44 0.41
S-LIME | 0.66 | 0.5 | 0.82 | 0.58 | 0.49 0.64 0.63 0.72 0.67
LORE 0.54 | 050 | 0.69 | 0.60 | 0.70 0.52 0.57 0.52 0.52
EXPLORE | 1.0 1.0 1.0 1.0 1.0 | 0.98/0.97 | 0.98/0.97 | 0.96 0.97
LIME 0.55 | 038 | 0.47 | 0.66 | 0.26 0.51 0.47 0.59 0.61
ROLEX | 0.66 | 0.47 | 0.45 | 0.69 | 0.52 0.65 0.57 0.83 0.84
COMPAS Ls 040 | 023 | 0.27 | 0.25 | 0.30 0.39 0.37 0.56 0.43
MAPLE | 0.59 | 035 | 044 | 0.63 | 0.36 0.56 0.53 0.69 0.70
ANCHORS | 0.55 | 0.54 | 0.58 | 0.51 | 0.57 0.58 0.56 0.50 0.49
S-LIME | 042 | 038 | 047 | 0.66 | 0.26 0.51 0.44 0.59 0.61
LORE 0.52 | 039 | 048 | 0.61 | 0.28 0.37 0.34 0.42 0.42
EXPLORE | 1.0 1.0 1.0 1.0 1.0 | 0.96/0.97 | 0.95/0.96 | 0.95 0.95
LIME 024 | 026 | 031 | 038 | 0.35 0.35 0.29 0.48 0.39
HSIS ROLEX | 0.61 | 0.73 | 0.54 | 0.86 | 0.84 0.70 0.67 0.81 0.83
(Traffic) Ls 034 | 030 | 034 | 025 | 0.35 0.35 0.33 0.42 0.41
MAPLE | 0.46 | 029 | 034 | 047 | 042 0.56 0.45 0.67 0.71
ANCHORS | 0.58 | 0.53 | 0.50 | 0.52 | 0.53 0.56 0.53 0.62 0.52

3 If we additionally consider the (class) balanced local fidelity scores, which would be particularly important for our
high-stakes dataset, these scores would mostly be considerably lower (e.g., for Lime and the corresponding row in
the Fetal Health dataset, the scores are 0.48, 0.39, 0.44, 0.44, and 0.43).
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S-LIME 024 | 0.26 | 0.32 | 0.38 0.34 0.35 0.29 0.49 0.38

LORE 048 | 037 | 049 | 0.74 | 0.54 0.60 0.53 0.61 0.57

EXPLORE 1.0 1.0 1.0 1.0 1.0 0.99/0.96 | 0.98/0.97 | 0.96 0.99

LIME 033 | 0.27 | 030 | 0.49 | 0.38 0.36 0.27 0.75 0.75

ROLEX 039 | 037 | 038 | 0.35 0.53 0.23 0.38 0.82 0.98

MIMIC Ls 021 | 0.29 | 0.28 | 0.31 0.15 0.50 0.34 0.32 0.69
MAPLE 028 | 0.26 | 0.26 | 0.49 | 0.30 0.27 0.31 0.51 0.74

ANCHORS | 0.55 | 0.50 | 0.49 | 0.56 | 0.51 0.59 0.62 0.50 0.50

S-LIME 033 | 027 | 030 | 0.49 | 0.38 0.37 0.26 0.40 0.75

LORE 043 | 032 | 038 | 041 0.59 0.19 0.35 0.52 0.47

Table 5. Fidelity/LDA Scores*

For all PL model types, EXPLORE achieves a fidelity of 1 which can be substantiated by a theo-
retical proof that guarantees a perfect LDA score: Let Z be the set of all random samples and
z € Z. Our representation of CSs allows to identify the CS cs,, ; of the ML model f that contains
z by checking for which linear region A,, and class i the corresponding system of inequalities is
satisfied by z (cf. Definition 4). Since Lemma 1 guarantees the validity of the inequalities de-
scribing the CS, the class predicted by f agrees with the one associated to c¢s,, ;, namely i. Since
this holds for all z € Z, the local fidelity of any instance and hence, the LDA score of EXPLORE
always equals 1. For all non-PL model types, EXPLORE achieves very high fidelity scores of at
least 0.95 for both PL approximations across all datasets showing their effectiveness and the
ability of EXPLORE to accurately match the prediction of the underlying non-PL model.

To evaluate the second criterion robustness, we need to assess the extent to which the outcomes
of XAI methods on equal or similar instances are stable and reproducible. Aligned with Dom-
browski et al. (2019) and Lakkaraju et al. (2020), we first generate explanations for a certain
number / € N of similar artificial samples x; j € X very close to each test instance x;. Then, the

criterion is defined as the agreement between all local explanations of similar samples f;ij and

the explanation ﬁci of the test instance on a set a of random samples Z:

J
_ 1 _ _
Rob(fe, %) = 7 ) Accser (f(2), o, @) 16y
j=1

In case of perfect robustness, the predictions of the explanation model ﬁci,- on each random sam-
ple z € Z fully match with the predictions of the test instance explanation model f;i. Then, the
accuracy ACCyey ( ﬁci(z), ﬁci,j (Z)) would be 1 for each explanation ﬁci,j (also for instances close

to DBs), leading to the perfect score Rob(ﬁci,xi) = 1 for x;. Table 6 shows the results when
generating five (i.e., /] = 5) artificial samples whose feature values differ only by at most one
percent of the respective features total value space, for each method and dataset. Our empirical
analysis on all five datasets indicates that the robustness of some existing XAl methods such as

4 When evaluating the runtime of the XAl methods, some of them (e.g., LIME, LS, and S-LIME) rarely exhibit shorter
runtimes, while other (e.g., ROLEX, and especially LORE) have longer runtimes compared to EXPLORE across all
datasets. Except for the LORE method, for which we had to reduce the number of test instances in the subsequent
robustness evaluation, the runtimes on all datasets are unproblematic.
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LORE is limited, i.e., that the generated surrogates are not stable even in close proximity of the
test instance. Others, e.g., LIME, S-LIME, MAPLE—at first glance—have high robustness. How-
ever, it should be noted that according to Table 5, especially these XAl methods exhibit partially
poor fidelity, resulting in ‘robust’ but poor generated explanations.

Ada- | NN sig- | NN | SVM | SVM
Dataset Method NN DT RF | SVM Boost mo(id)g (tanh) | (poly) | (RBF)
EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0/1.0 1.0/1.0 1.0 1.0

LIME 091 0.83 0.94 0.92 0.92 0.91 0.89 0.97 0.95

ROLEX 0.94 | 098 | 091 | 091 0.96 0.94 0.91 0.95 0.95

Fetal Ls 0.85 0.88 0.88 0.87 0.89 0.87 0.84 0.90 091
Health MAPLE 0.99 | 0.99 | 0.99 | 0.99 0.99 0.99 0.99 0.99 0.99
ANCHORS | 093 | 096 | 091 | 0.98 0.9 0.92 0.92 0.90 0.80

S-LIME 0.95 | 095 | 098 | 0.97 0.97 0.95 0.95 0.98 0.98

LORE 0.63 0.61 0.60 0.62 0.63 0.63 0.58 0.60 0.61

EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0/1.0 1.0/1.0 1.0 1.0

LIME 0.78 0.67 0.99 0.87 0.97 0.83 0.70 0.86 0.86

ROLEX 0.74 0.77 0.88 0.81 0.94 0.76 0.72 0.91 0.90

Prosper Ls 0.61 0.58 | 0.81 0.68 0.87 0.64 0.64 0.84 0.86
MAPLE 0.70 0.64 0.59 0.87 0.97 0.77 0.72 0.91 091

ANCHORS | 0.95 | 0.80 | 0.89 | 0.96 1.0 0.96 0.96 0.91 0.97

S-LIME 0.92 0.90 1.0 0.95 0.98 0.93 0.87 0.95 0.95

LORE 0.43 0.44 0.59 0.55 0.66 0.44 0.47 0.45 0.44

EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0/1.0 1.0/1.0 1.0 1.0

LIME 0.94 0.72 0.83 0.99 0.9 0.92 0.88 0.97 0.97

ROLEX 0.83 | 0.67 | 0.61 | 0.82 0.60 0.81 0.72 0.96 0.97

COMPAS Ls 0.60 0.45 043 0.65 0.47 0.6 0.57 0.85 0.52
MAPLE 0.93 0.71 0.72 0.93 0.86 0.94 0.92 0.94 0.95

ANCHORS | 0.97 0.9 0.94 0.98 0.91 0.95 0.97 0.98 0.96

S-LIME 0.93 0.90 0.92 0.98 0.90 0.96 0.93 0.98 0.98

LORE 0.36 0.31 0.36 0.38 0.35 0.36 0.35 0.39 0.39

EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0/1.0 1.0/1.0 1.0 1.0

LIME 0.78 0.57 0.75 0.87 0.84 0.85 0.79 0.92 0.91

ROLEX 0.64 | 0.80 | 0.52 | 0.85 0.88 0.72 0.70 0.77 0.81

HSIS Ls 0.73 0.67 0.69 0.70 0.70 0.74 0.72 0.80 0.81
(Traffic) | MapLE | 090 | 0.85 | 0.85 | 0.92 | 091 0.91 0.90 0.93 0.97
ANCHORS | 093 | 094 | 0.87 | 0.95 0.9 0.94 0.98 0.90 0.77

S-LIME 0.89 0.83 0.87 0.88 0.83 0.92 0.89 0.97 0.96

LORE 0.49 0.42 0.50 0.72 0.57 0.58 0.53 0.60 0.57

EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0/1.0 1.0/1.0 1.0 1.0

LIME 0.69 0.29 0.39 1.0 0.46 0.57 0.70 041 0.59

ROLEX 0.48 0.35 0.37 0.51 0.50 0.44 0.49 0.50 0.68

MIMIC Ls 0.54 0.44 0.41 0.50 0.41 0.50 0.42 0.62 0.81
MAPLE 0.77 | 049 | 0.52 | 0.87 0.58 0.76 0.77 0.77 0.80

ANCHORS | 0.79 0.69 0.67 0.92 0.78 0.82 0.84 0.95 0.92

S-LIME 0.75 | 0.35 | 045 1.0 0.45 0.73 0.82 0.70 0.85

LORE 0.50 0.29 0.35 0.49 0.54 0.41 0.44 0.66 0.62

Table 6. Robustness Scores

EXPLORE achieves a robustness of 1 which can again be substantiated by providing a theoretical
proof for perfect robustness: Let x; € X be the considered test instance and let x; ; € X be an
(artificial) sample in close proximity of x;. Our proof for the perfect fidelity of EXPLORE for both

explanations fxi,j and ﬁci implies that the class predictions of fxi.j and fxi are equal to the class
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predictions of f on all samples z € Z. This implies that the class predictions of ﬂij(z) and ﬂi(z)

are also equal for all samples z € Z. As a result, Acc,ey ( fei (@), fy, (z)) = 1 for an arbitrary

artificial instance x; ; and Rob( ﬁci, xl-) = 1 follows. Note that this result also holds for the non-

PL model types, as EXPLORE is deterministic (and thus generate stable and reproducible results)
also when applied to the PL approximation models.

As third criterion, the faithfulness of local explanations is evaluated, expressing whether the
relevant features and their attributions are correctly determined. To assess faithfulness, it is nec-
essary to know the actual ground-truth explanations which are typically unknown for black-box
ML models. For this reason, the literature often suggests utilizing ground-truth explanations of
white-box ML models where the ground truth can be directly derived by the model parameters
such as the coefficients of logistic regression models (Nauta et al., 2023). As literature points
out, such white-box ML models hence enable an evaluation of faithfulness (e.g., Jia et al., 2019;
Velmurugan et al., 2025), but we are also aware that they often represent a lower bound for
general faithfulness due to their lower complexity, i.e., they are easier to approximate especially
for methods using linear surrogates such as, e.g., LIME or MAPLE. To apply logistic regression
models in multi-class scenarios, and to ensure fairness for existing XAI methods, a one-versus-
all (other classes) logistic regression approach—similar to the procedure of LIME or S-LIME—is
used. For a multi-class logistic regression, the ground-truth explanation indicating the shortest
path towards a DB can be derived by (iteratively) applying the orthogonal projection onto the
subsets of DBs and are directly induced by the regression weights. Thereby, we focus on ground-
truth explanations that were correctly classified by the logistic regression within our five datasets
(Yalcin et al., 2021). In literature, the faithfulness of local explanations is typically evaluated for
the top-K features (cf., e.g., Agarwal et al., 2022; Nauta et al., 2023), as it is more important for
users to accurately recognize and rank the top-3 or -5 features than less important ones ranked
between, e.g., 20 and 30. Therefore, we focus on K=3, 5, and 10 features and use two well-known
criteria: top-K feature agreement (or top-K intersection, see Agarwal et al., 2022; Ribeiro et al.,
2016) and top-K pairwise rank agreement (or top-K Kendall’s tau, cf. Agarwal et al., 2022). For
a feature vector wy and the ground-truth feature vector wy (each containing the features in de-

scending order regarding importance) both faithfulness criteria are defined as follows

Wrg NW
Agreey(wpwy) = |f|KK—f|K| (17)
2
TK(Wf’ Wf) = mz sgn(Wrik,i — Wrik,j) * SIN(Wrik,i — Wrik,j)» (18)

i<j
where wr | and wy g denote the first K features of wy and wy respectively. Note this standard
definition of the top-K Kendall’s tau is more ‘optimistic’ in the sense that it does not matter
whether the top-K features are ranked correctly in positions 1-5 or in positions 21-25. In both
cases, a tau value of 1 is obtained. Therefore, it is necessary to interpret both criteria in close
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combination, i.e., assessing whether the correct top-K features are actually identified (agreement)
and whether they are ranked in the correct order (Kendall’s tau).

Further, for all XAI methods generating CF explanations, we additionally evaluate the two well
recognized performance metrics of proximity and stability (Oliveira & Martens, 2021). The
proximity describes the distance of a provided CF explanation to the original instance. Proximity
is essential to ensure both realism and actionability, since the idea of providing a CF to a user
requires the suggested change to be as attainable as possible. To this end, we use the relative
distance-based metric (e.g., Bayrak & Bach, 2024) which calculates the relative proximity of a

CF explanation f, for an instance x as

— |fx _xl
|fe — x|

This metric describes the distance of £ to x, relative to the closest possible CF f, which is known

PCF(]C;'X) . (19)

in the case of a logistic regression. A value of 1 would be perfect; any value greater than 1 indi-
cates a proportionally worse proximity of a CF example.

Second, we assess the stability of CF methods, which is related to the criterion of robustness. It
aims at the similarity of CF examples resulting from repeated applications of an XAl method on
the same or very similar instances. To this end, we follow a standard approach as described in
Oliveira and Martens (2021) and apply each XAI method twice to receive explanations fy 1, fy 2

for each instance x. For individual instances, stability is binary and defined as

ser(fen fun) = {1 J21 = a2 20)

0 else.

All results of the evaluation regarding top-K agreement, the Kendall’s tau rank coefficient and
both CF performance metrics are reported in Table 7. Again, it becomes evident that for the Fetal
Health dataset the results of existing XAl methods are still better compared to the other datasets,
where in some cases poor values are reported for the two faithfulness criteria. Note that since
ANCHORS and LORE return a rule set or a DT as surrogate model instead of a feature importance
vector, they cannot be evaluated regarding faithfulness. While certain CF methods, such as GSCF,
achieve strong proximity scores, their explanations tend to be unstable. Conversely, methods that
produce stable explanations, such as DICE (KDTREE), show limited performance with respect to
proximity. In contrast, EXPLORE attains both perfect proximity and perfect stability.
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Agreement Kendall’s Tau Relative -
Dataset Method Top 3 | Top 5 | Top 10| Top 3 | Top 5 | Top 10 |Proximity Stability
EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0
LIME 0.60 | 0.67 | 079 | 043 | 0.50 | 0.50 - -
ROLEX 073 | 077 | 0.83 | 0.65 | 0.68 | 0.68 - -
Ls 0.66 | 0.71 0.79 | 0.61 0.61 0.61 - -
MAPLE 034 | 043 | 0.60 | 0.13 | 0.18 | 0.21 - -
Fetal S-LIME 0.59 | 0.68 | 0.80 | 042 | 0.50 | 0.51 - -
Health SHAP 040 | 049 | 0.65 | 0.20 | 0.21 0.27 - -
DICE (KDTREE) | 0.01 0.07 | 0.31 0.13 | 0.00 | 0.08 8.53 1.0
DICE (RANDOM) | 0.09 | 0.15 | 0.37 | -0.02 | 0.06 | -0.11 14.70 0.0
DICE (GENETIC) | 0.02 0.06 | 0.29 | 0.08 | 0.05 0.09 10.08 1.0
FGM 023 | 029 | 047 | 0.15 | 0.15 | 0.08 3.27 1.0
PGD 0.23 | 0.31 048 | 0.11 0.09 | 0.06 3.27 0.11
GSCF 0.13 | 0.24 | 048 | -0.04 | -0.05 | -0.02 1.80 0.0
EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0
LIME 046 | 0.51 0.69 | 0.21 0.28 | 0.32 - -
ROLEX 044 | 055 | 0.65 | 0.22 | 0.27 | 0.38 - -
Ls 023 | 030 | 042 | 0.04 | 0.04 | 0.13 - -
MAPLE 020 | 0.29 | 0.39 | -0.01 | 0.02 | 0.15 - -
S-LIME 046 | 0.51 0.7 0.22 0.3 0.33 - -
Prosper SHAP 026 | 038 | 0.53 | 0.07 | 0.13 0.23 - -
DICE (KDTREE) | 0.21 037 | 025 | 0.26 | 0.21 0.43 20.42 1.0
DICE (RANDOM) | 0.18 | 0.17 | 0.31 026 | 0.13 | -0.03 47.67 0.0
DICE (GENETIC) | 0.26 | 0.37 | 026 | 0.26 | 0.22 0.46 52.93 1.0
FGM 008 | 0.17 | 0.21 | -0.29 | -0.12 | 0.17 16.73 1.0
PGD 0.11 0.18 | 0.22 | -0.25 | -0.09 | 0.15 16.73 0.06
GSCF 0.06 | 0.10 | 0.20 | -0.05 | -0.04 | 0.00 2.52 0.0
EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0
LIME 0.57 | 0.51 0.71 0.73 | 0.57 | 0.33 - -
ROLEX 0.82 | 0.71 0.77 | 0.79 | 0.79 | 0.69 - -
Ls 0.65 | 0.65 | 0.71 0.84 | 0.66 | 0.54 - -
MAPLE 0.52 | 0.61 0.74 | 034 | 044 | 046 - -
S-LIME 0.57 | 0.51 072 | 0.74 | 0.57 | 0.34 - -
COMPAS SHAP 0.56 | 052 | 0.66 | 0.57 | 041 0.24 - -
DICE (KDTREE) | 0.18 | 0.16 | 0.53 | 042 | 049 | -0.02 4.68 1.0
DICE (RANDOM) | 0.19 | 0.25 | 0.69 | 0.03 | -0.21 | -0.08 69.11 0.0
DICE (GENETIC) | 0.15 | 0.15 | 0.53 | 0.34 | 0.40 | -0.07 11.03 1.0
FGM 025 | 036 | 0.60 | 0.16 | 028 | 0.13 20.23 1.0
PGD 0.31 037 | 062 | 0.06 | 0.29 | 0.12 20.23 0.02
GSCF 022 | 033 | 0.63 | 0.01 0.12 | 0.01 1.60 0.0
EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0
LIME 0.41 046 | 0.64 | 032 | 0.31 0.27 - -
ROLEX 062 | 063 | 070 | 0.62 | 0.52 | 047 - -
Ls 0.57 | 0.58 | 0.68 | 0.75 | 0.52 | 0.44 - -
MAPLE 0.51 0.57 | 070 | 0.64 | 0.43 0.41 - -
HSIS S-LIME 0.41 046 | 0.64 | 032 | 031 0.27 - -
(Traffic) SHAP 0.21 026 | 0.54 | 043 | 0.20 0.0 - -
DICE (KDTREE) | 0.13 | 0.23 | 0.54 | 040 | 0.21 0.17 41.85 1.0
DICE (RANDOM) | 0.14 | 0.22 | 0.57 | 0.21 0.05 | 0.06 97.13 0.0
DICE (GENETIC) | 0.12 | 0.22 | 0.53 0.38 | 0.17 0.15 56.29 1.0
FGM 023 | 036 | 0.60 | -0.14 | -0.01 | 0.12 39.27 1.0
PGD 0.15 | 0.31 0.67 | -0.05 | -0.08 | 0.07 39.27 0.0
GSCF 0.16 | 0.28 | 0.54 | -0.02 | -0.03 | 0.04 1.79 0.0
EXPLORE 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0
LIME 0.21 0.69 | 0.73 | -0.04 | -0.10 | 0.37 - -
MIMIC ROLEX 0.13 0.3 0.64 | 0.18 | 0.24 | -0.02 - -
Ls 042 | 054 | 073 | 038 | 0.19 | 0.32 - -
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MAPLE 0.16 | 0.37 | 0.71 0.19 | -0.05 | -0.01 - -
S-LIME 0.213 | 0.69 | 0.75 | -0.04 | -0.10 | 0.38 - -
SHAP 0.31 0.64 | 0.80 | -0.06 | -0.05 | 0.38 - -
DICE (KDTREE) | 0.35 | 0.54 | 047 | -0.11 | 0.17 | 0.11 2.27 1.0
DICE (RANDOM) | 0.49 | 0.57 | 0.65 | -0.12 | 0.20 | 0.33 17.51 0.0
DICE (GENETIC) | 0.35 0.52 0.46 | -0.07 | 0.16 0.10 3.17 1.0
FGM 0.01 0.06 | 0.38 | -0.26 | -0.20 | -0.07 7.25 1.0
PGD 0.00 | 0.06 | 0.36 | -0.28 | -0.22 | -0.08 7.25 0.06
GSCF 0.17 | 0.27 | 0.54 | -0.07 | 0.00 | -0.03 1.64 0.0

Table 7. Faithfulness Scores

EXPLORE achieves a perfect faithfulness of 1 which is a consequence of the following proof: Let
X; € X be a test instance. Based on the exact reconstruction of all DBs of x;, all vectors to any
DB and CS (and thus all VFAs and SFASs) can be correctly determined. For any ML model we
can select the VF App that minimizes the distance to any DB as the feature attribution vector of
EXPLORE, since the minimum distance to a closed subset is unique. As discussed for the multi-
class logistic regression, the ground truth explanation agrees with the vector towards the nearest
DB point. Thus, since both the ground truth vector and the selected VF App attain the nearest DB
point, the vectors and their entries fully coincide. Therefore, a perfect top-K feature agreement
and top-K pairwise rank agreement is attained by EXPLORE for any test instance Xx;.

7 Discussion and Implications

In this paper, we proposed a novel local XAl method and new variants of local explanations.
Based on these two contributions, we now discuss the main results and implications.

7.1 Representing DBs and CSs of an ML Model

First, we introduced EXPLORE, a method to reconstruct the DBs and the CSs of an ML model in
a functional and definite manner, thus making the ML model transparent. We show that our
method not only matches the ML model with very high accuracy or even perfectly (in the case
of a PL model) in the local neighborhood of any instance to be explained but is also robust and
reproducible upon repetition. In the evaluation, we substantiate these results with empirical evi-
dence by measuring the fidelity and robustness of EXPLORE and comparing it to existing local
XAI methods on five real-world datasets. Table 5 shows that EXPLORE clearly outperforms ex-
isting methods regarding fidelity, even in challenging settings such as the MIMIC and the COM-
PAS dataset. Further, our analysis shows that EXPLORE provides perfect robustness for identical
or similar instances, which is substantiated by our robustness score of 1 across all datasets and
model types. These theoretical and empirical results support the first contribution of our paper
corresponding to our Proposition 1. By functionally reconstructing the DBs and CSs of an ML
model in the neighborhood of an instance, we are able to represent the model behavior in that
neighborhood. Essentially, this addresses the key task of local XAl methods to make the ML
model around an instance transparent: Existing XAl methods that rely on perturbations, random
sampling, and surrogate models often struggle to accurately capture the multiple DBs of an ML
model even locally, especially in high-dimensional spaces. This becomes evident in classification
tasks with a higher number of classes such as the MIMIC or Traffic dataset, where methods such
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as ROLEX or LIME achieve significantly lower fidelity than on the Fetal Health dataset. Thereby,
existing local XAI methods often explain an instance focusing on one DB, potentially ignoring
other relevant DBs in the instance’s neighborhood. In the case of the instance from the Fetal
Health dataset (see Figure 1), this can have severe consequences as several DBs to Class SUSPECT
and even Class PATHOLOGICAL are in fact completely disregarded.

Guidotti et al. (2019) emphasize high fidelity as a main desideratum for XAl methods, as other-
wise the provided explanation and transparency cannot be correctly transferred to the black-box
model. Literature has recognized the utmost importance of explainability and transparency of
ML models in high-stakes domains. For instance, Kronblad et al. (2024, p. 1655) highlight ex-
plainability and transparency as important guiding principles for preventing, counteracting, and
remedying detrimental consequences of algorithmic decision making, that is “fundamental to
enable critical scrutiny by any party”. Therefore, making the inner workings and predictive be-
havior of an ML model correctly and fully transparent to users is a key requirement for an ethical
and fair use of ML, ensuring legal and social justice in domains such as the public sector where
algorithms can exacerbate social inequalities, solidify historical biases, or reinforce discrimina-
tion (Kronblad et al., 2024). In this context, transparency also enables human intervention when
problematic predictive behavior of an ML model is detected. Further, e.g., in model-based credit
scoring, the transparency of the employed ML models can support verifying their algorithmic
fairness by revealing the impact of protected features such as gender, age, or racial origin (Hurlin
et al., 2024). EXPLORE addresses this transparency issue by functionally representing black-box
models without relying on potentially distorting heuristics that could undermine the user trust in
the XAl method (Guo et al., 2025; Petch et al., 2022).

The same holds when an XAI method exhibits limited robustness and reproducibility, i.e., when
its results vary significantly for the same or very similar instances. Given the growing importance
of XAl in fostering trust in high-stakes ML-augmented decision making, literature has recog-
nized that “generating robust and reliable explanations [...] can be a nontrivial issue” (Kim et
al., 2023, p. 1325) and that the robustness of explanations poses a major challenge that needs to
be addressed by further development and research (Panigutti et al., 2023). Indeed, this issue is
of high relevance as a lack of robustness and reproducibility becomes evident in high-stakes
applications such as credit scoring (Visani et al., 2022) or health (Saarela & Geogieva, 2022).
Especially in cases where this lack of reproducibility leads to different explanations for the same
data instance it is difficult for the user to know which explanation to rely on (Panigutti et al.,
2023). For instance, in the case of skin cancer classification, several conflicting explanations
also lead to legal questions that need to be resolved before an XAl method can be employed in
clinical practice (Saarela & Geogieva, 2022). Besides hampering informed decision making, this
can also heavily undermine the user trust in the provided explanations themselves, at worst lead-
ing to complete rejection of both the ML model and the XAI method. In contrast, EXPLORE re-
constructs all DBs and CSs in an instance’s neighborhood (of arbitrary size) in a functional,
deterministic, and thus reproducible manner, hence addressing the criterion robustness.
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7.2 Providing Local Explanations

Second, we propose new variants of local explanations regarding Proposition 2. These local ex-
planations contribute to both key questions in XAl: why an instance was classified by the ML
model in the way it was (abductive explanations), and why it was not assigned to a different class
or what feature value changes are necessary and sufficient for the instance to be assigned to a
different class (contrastive / CF explanations). In our evaluation, we assess the faithfulness of
these local explanations on different real-world datasets. Table 7 shows that EXPLORE clearly
outperforms existing XAl methods in terms of top-K agreement and ranking, even in challenging
settings such as the Prosper and MIMIC datasets. For example, for the Prosper dataset, no exist-
ing XAI method exceeds a top-5 agreement score of over 0.6, indicating that on average the
methods provide at least two improper features in their top-5 explanations. Regarding feature
ranking, while in some settings a stronger correlation of over 0.49 (cf. Schober et al., 2018) is
achieved by some XAI methods, most rank scores—even for the more optimistic top-K version
of Kendall’s Tau—remain moderate (between 0.26 and 0.49) or even weak (lower than 0.26).

On the one hand, our VFAs allow for a direct and intuitive interpretation of which concrete
(modified) feature values (vector) lead to a point on a DB or within a CS. On the other hand, we
introduced the SFAs as a comprehensive feature attribution—similar to the “aggregated” expla-
nations provided by, e.g., SHAP—that can be analyzed by user-specific and context-dependent
operators to reveal the course of DBs or the depth and volume of CSs. We provide formal proofs
to demonstrate that both VFAs and SFAs can be accurately determined, ensuring the faithfulness
of the local explanations provided by EXPLORE. This inherently resolves general concerns related
to feature attributions that are discussed in literature, such as features that are assigned a dispro-
portionately large or low value compared with their actual relevance for the prediction, or their
insufficiency to communicate their true influence for the prediction (Ferndndez-Loria et al.,
2022; Huang & Marques-Silva, 2024). Furthermore, Fernandez-Loria et al. (2022, p. 1645) argue
that “it is difficult to capture the impact of features on decisions with a single number, especially
when features interact with each other”, and suggest using CF examples to remedy this problem.
By introducing the SFAs we pursue an even more general and flexible approach: Since an SFA
defines a set that contains any VFA vector directing to a point on a DB or CS, a user can focus
on different properties of the SFA by employing suitable operators (e.g., minimum, maximum,
average,...), thus analyzing the extent or direction of a DB, or specific feature interactions that
lead to preserving or changing a class. A CF operator on an SFA is also feasible by defining the
needed properties, such as the maximum allowed distance of a CF to the instance to be explained,
the minimum or maximal distance to a DB or the proximity to existing ground truth data in-
stances. In this way, the notion of VFAs and SF As can naturally combine both explanation types,
feature attributions and CFs.

In general, enabling the faithfulness of local abductive and contrastive explanations is of para-
mount importance, as XAl methods that fail to identify the truly relevant features and their ac-
curate attribution for an explanation can potentially cause substantial harm. Particularly in high-
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stakes domains such as healthcare, explanations can pose a valuable tool to enhance patients’
trust in ML models (see Kim et al., 2023 for fragility fracture prediction). However, Kim et al.
(2023, p. 1321) also point out that such explanations sometimes contradict domain knowledge,
e.g., “an inverse association between body fat and fracture risks has been reported [...]. However,
our analysis shows a positive relationship between the two”. In many cases, the heuristic nature
of perturbations, random sampling and surrogate models in high-dimensional spaces can lead to
such results that should thus be treated with great caution. Here, local explanations provided by
EXPLORE can support medical decision making to prevent both serious medical consequences
for the patient and ethical issues, especially if previous explanations provided by XAI methods
potentially do not correctly reflect the model. It is crucial to emphasize that the choice of the
needed local explanations strongly depends on the specific application, the type of users, and
their transparency and analysis objectives. Such choices must be carefully explored when de-
signing workflows and visualizations for user interaction. We showcase such a scenario and
thereby demonstrate the application of selected feature attributions for a real-world loan appli-
cation in detail, utilizing the Prosper dataset in our Supplementary Material.

8 Limitations and Future Research

Our work also has limitations that provide a starting point for future research. To begin with, we
instantiated our method for a group of widely adapted ML model types in this paper. However,
our method can also be applied to other model types or NN architectures such as CNNs (e.g.,
ResNet), opening a variety of exciting and verifiable options for XAl on image data. Although
the PL structure of CNNs can be functionally well determined using EXPLORE, the computational
complexity—particularly for deep networks—remains a challenge, which we are currently ad-
dressing. Further, we presented a selection of SFA operators each of which focuses on particular
properties of EXPLORE‘s explanations and enables further user- and context specific analyses on
this basis. Future research could focus on conceptualizing and defining additional SFA operators
for challenges in XAl and beyond. For the identification of CF examples, they can be optimized
to return only such CFs that satisfy predefined desired properties. Finally, we only showcased
some possible user interactions that leverage the transparency and explanations provided by Ex-
PLORE. Building on these new possibilities, future research has to focus on designing structured
workflows that enable users to systematically explore DBs and CSs of an ML model. Also, user-
centric studies examining the understandability and interpretability of our local explanations
have to be conducted. Crucially, as XAl research still lacks a clear consensus on what makes an
explanation useful, the focus should be on the purpose of the explanation in the given context,
as an inappropriate explanation can potentially be more harmful than an opaque model predic-
tion. Such studies could further develop the alignment of our method with user needs and pref-
erences, facilitating effective interaction and collaboration between users and Al
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10 Supplementary Material
10.1 Supplement A: EXPLORE Method

In this section of our Supplementary Material, we provide proofs and additional technical details
on selected contents from Section 5 on the EXPLORE method.
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10.1.1 Supplement A.1: Background Information on Explore Instantiation
for Neural Networks

Definition 2 (Output Space DBs). If a point y € Y in the output space has two equal entries that
are also its largest entries (i.e., it satisfies y; —y; = 0 for i # j and y;,y; = y, and all k # i,
with y; denoting the i-th vector entry of y € Y < R™), then y lies on an output space DB. There-
fore, the DBs between two (different) classes i, j in the output space Y are given by

dbi;° ={y €Ylyi—y; =0 AVKk #1,j:y; 2 yi} (A1)
forall 1 < i # j < n. By this definition, the symmetry db; jo = dbj,io holds.

Proof. In NNs used for classification (with at least two classes, i.e., n = 2), the prediction for an
instance with output value y is determined by selecting the class with the highest corresponding
vector entry of y. Therefore, the DB between the classes i and j in the output space lies where

their corresponding entries are equal, i.e., where y; — y; = 0 holds. However, this equation only
defines a DB where no other class k attains a higher value than y; and yj, i.e., where y;,y; =

Vi, Vk # i, j holds. Thus, the output space DB between the classes i and j is given by Term (A1)
and can also be described by the system of (in)equalities

yi—yi =0,
Ve —Yi <0 fork +1,j. O
Lemma 1 (Feature Space DBs). Let again X ¢ R™,Y ¢ R" and f: X — Y be the function rep-
resenting an NN. Moreover, let A be a linear region of f (as in Definition 1), and db; J-O be a DB

(A2)

in the output space between the (different) classes i and j. Then, the corresponding DB in the
linear region A in the feature space can be explicitly calculated. Utilizing the affine linear map-
ping T, c representing f on A, the DB is characterized by the system of (in)equalities

vi'j'T‘X+vi’j'C=0,
(A3)
Vi T-x+v,;-c<0
for x € A. In this term, v; ; € R™ is defined as the vector with 1 in the i-th entry, —1 in the j-th

entry and 0 otherwise.

Proof. According to Definition 1, f(x) = Tx + ¢ holds for x € A and according to Term (3), the
output space DB dbi,]-o can be written by v; ;- y = 0,v; -y <0fory €Y,k #1i,j. Fory =
f(x) =T - x + c, this system of (in)equalities can directly be rewritten as in Term (A3). O
Definition 12 (Feature Sub Spaces as Neighborhoods). For x € X in a neighborhood (), any
subset of features D C {1,..,m} and any set of constraints on these features R =
{(rd,_, rd‘+) € ]R2| d € D}, all introduced feature attribution values (VFA and SFA for DBs and
CSs) can be defined and accurately determined on the constrained neighborhood Q. p =
{x' € |vd €{1,..,m\D:x) =x4 AVd € D:x} € (14_,74+) }.
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10.1.2 Supplement A.2: Background Information for Defining Feasible Op-
erators on Feature Attributions

Lemma (Operators on SFApg). For x € X with f(x) =i # j, Q, € X be a neighborhood of
x, and ¢ > 0. Then, the following statements hold:

1) Contrastive Minimum: If the absolute value of the k-th entry is larger than c, i.e.,
|vfag| > c for all vectors in vfa € SF A{) g, then an absolute value change of (at least)
c is needed for the assignment to class j, i.e., f(x') =j for x' € Q, = |x;, — x| > ¢
holds.

2) Abductive Minimum: If [vfa,| > ¢ holds for all vectors vfa € SF AiDB’x, then for any
x" € Q, with |x;, — x| < c the class assignment f(x") = i is retained.

3) Contrastive Maximum: If the absolute value of the k-th entry is smaller than c, i.e.,
|vfag| < c for all vectors in vfa € SF Aé g, then no absolute value change larger than
c is necessary to the assignment to class j, i.e. for any x" € Q,, such that f(x") = j and
|, — x| > c, there exists0 <A< 1, st. f(Ax+ (1 —A)x") =j and |Ax," + (1 —
Dx| <c.

4) Further operators include the variation, average, mean or standard deviation of the ab-
solute values in the SFApp . In particular, operators can be constructed to fit the needs
of specific applications, one example being the selection of one VFA from the SFApg,
satisfying any application specific properties.

5) Integration: One complex and interesting operator for the aggregation of a SFApg , 1s
given by integration, which is called cumulative feature attribution and defined as fol-
lows: We define the contrastive CFApp (with respect to class j) of an instance x and the
abductive CFApg of instance x as

CFA% (x) = IVFA{)B,x(xdb)l dxgp,
S(’ib‘an;
A,
CFADg(xdb)(x) = f |VFA£g;b) (Xap)| dxgp,
(S;puoQ)NQ,

where | - | denotes taking absolute values in each entry of the vector.

Proof. 1) For a proof by contradiction, we assume the existence of a point x" € Q, with f(x") =
Jj such that |x;, — x| < ¢ holds. Since f(x) = i, the connection Ax + (1 — A)x’ contains a point
Xap € Sgp,; on a DB towards class j with x4, = Ax + (1 —A)x’ for a A € [0,1]. The vector

Tx(xdb) = x4p —x then is contained in SFA{,B,x , and |Tx(xdb)k| = |xdb,k - xk| =
|Axr + (1 — Dxp, — x| = (1 — A)|x, — x| < ¢ holds, contradicting |vfa,| > c¢ for all vfa €
SFAD,

2) We assume the existence of a point x" € Q,, with |x;, — x| < ¢ such that f(x") = j for a class
j # i. Then, Ax + (1 — A)x’ contains a point x4, € Sg;; on a DB towards class i with xg, =

Ax + (1 - /1)3(’ fora A € [0,1] Again, d_x)(xdb) S SFAiDB,x and |d_x)(xdb)k| = |xdb,k - xk| =
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|[Axr + (1 — Dxp, — x| = (1 — A)|x;, — x| < ¢ contradicts |vfag| >c for all vfa€
SFALg ..

3) Let x" € Qy, such that f(x") = j and |x;, — xi| > ¢. Then I’x + (1 — A")x’ contains a point
Xap € Sgp; on a DB towards class i with xq, = A'x + (1 —2A)x’" for a A’ € [0,1]. Since

|lvfa,| < c holds for all vectors vfa € SFA]D'B‘x, (A =2)xg — x| = [V + (1 = A)xp, —

x| = |xdb,k —xk| = |Zl;(xdb)k| < ¢ follows. From |xj, — x;| > ¢, we obtain a 0 <A< A’
such that (1 —A)|x; — x| =c. Then, |Ax, + (1 —D)x'| <c and f(Ax+ (1 —-Dx") =
holds since Ax + (1 — A)x’ lies between the DB and x'. Note that all values [1,1") are also fea-
sible.

This concludes the proof of the Lemma, as for 4) and 5) there is nothing to show. O

All results in this Lemma can be calculated without taking the absolute value (interpretation
changes accordingly). While we exemplified some operators for the SFApp here, the same op-
erators lead to corresponding interpretations on the SFA .. Note, that while these operators refer
to PL structures given by constraining equations, the use of some operators like integration will
in general still require the use of numerical approximation techniques.

10.2 Online Supplement B: Evaluation

This section of our Supplemental Material includes additional background information and tech-
nical details on our evaluation. We provide information on the dataset provenance, the training
and hyperparameter tuning for the models used in our evaluation, our instantiation of the approx-
imation strategies for non-PL models, theoretical bounds of the approximation error, and formal
definitions of the explanations by EXPLORE in our fidelity, robustness, and faithfulness analyses.

10.2.1 Supplement B.1: Dataset Provenance

Background information and details for access for the datasets used in the evaluation can be
found under the URLs listed in Table 8.

Dataset URL

Fetal Health https://www.kaggle.com/datasets/andrewmvd/fetal-health-classification
Prosper https://www.kaggle.com/datasets/henryokam/prosper-loan-data
COMPAS https://www.kaggle.com/datasets/danofer/compass

HSIS (traffic): https://highways.dot.gov/media/32406

MIMIC https://physionet.org/content/mimiciii/1.4/

Table 8. Dataset Provenance

10.2.2 Supplement B.2: Background Information on Hyperparameter Tun-
ing for ML Models

We performed a fivefold cross-validation to find optimal hyperparameters for all ML model types
for each dataset. The optimal hyperparameter configuration found for each classifier was deter-
mined with respect to the average balanced accuracy. For NN models, we use two hidden layers
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each with ten neurons with ReLU activation function, and two hidden layers with five neurons
with sigmoid and tanh activation functions respectively.

The maximum depth (MaxDepth) of the tree is applicable to tree-based algorithms, i.e., DT and
RF. Possible values are {10, 20, 30}.

The number of estimators (#Estimators) is the maximum number of estimators in ensemble-
based algorithms, i.e., RF and AdaBoost. Possible values are {10, 25, 50, 100}.

The learning rate (LR) for AdaBoost is the weight applied to the classifier at every iteration,
whereas for NN, it refers to the step size when updating the model parameters during training.
Possible values are {1, 0.1, 0.01, 0.001}.

The number of epochs: (#Epochs) is the maximum number of times each data instance is used
to update the NN model parameters during training. Possible values are {100, 500, 1,000} .

The regularization parameter: (RegParam): Regularization parameter controlling the ratio of
the loss function and a penalty term when fitting a SVM model. Possible values are {1, 5, 10}.

The degree of polynomial (PolyDeg) of the polynomial used for the kernel when fitting a SVM
model with polynomial kernel. Possible values are {1, 2, 3, 4}.

Model Max | #Esti- Reg | Poly | BalancedAcc/ | Balanced F1/
Dataset Type Depth | mators LR | #Epochs |\ am Deg Accuracy Weighted F1
NN - - 0.01 500 - - 0.822/0.84 0.828/0.84
DT 10 - - - - - 0.897/0.894 0.896/0.894
RF 20 100 - - - - 0.912/0.914 0.914/0.913
SVM - - - - 5 - 0.852/0.863 0.854/0.863
AdaBoost - 100 0.1 - - - 0.859/0.869 0.87/0.869
Fetal
v (si;jnlii ol - - | 0ot | 1,000 ; - | 07990834 | 0.812/0.830
NN - - 0.01 1,000 - - 0.833/0.854 0.843/0.853
(tanh)
SVM - - - - 10 4 0.881/0.878 0.871/0.879
(poly)
SVM
(RBF) - - - - 10 - 0.883/0.878 0.871/0.879
NN - - 0.001 1,000 - - 0.803/0.779 0.791/0.774
DT 10 - - - - - 0.807/0.777 0.795/0.769
RF 30 100 - - - - 0.842/0.811 0.823/0.799
SVM - - - - 10 - 0.666/0.665 0.656/0.659
Prosper AdaBoost - 100 0.1 - - - 0.655/0.61 0.618/0.574
. NN. - - 0.01 500 - - 0.765/0.792 0.756/0.778
(sigmoid)
NN
- - 0.001 1,000 - - 0.798/0.775 0.781/0.766
(tanh)
SVM - : : . 10 | 2 | 07080703 | 0.699/0.726
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(poly)
SVM
RBF) ] ] ] ] 10 - | 07190721 | 07150738
NN - T 0001 | 1.000 - [ 04720503 | 04650487
DT 30 - - - - [ 071400707 | 0.715/0.708
RF 30 50 - - - - 0.74/0.736 | 0.742/0.736
SVM - - - - 5 - 039/0426 | 0.368/0.392
AdaBoost | - 100 1 - - [ 04270462 | 0.416/0441
compas | NN ] ] 001 | 500 ] - | 04680498 | 0461/0.483
(sigmoid)
NN
] ] 001 | 1,000 ] - | 04580487 | 04550473
(tanh)
SVM ] ] ] ] 10 2 | 04590420 | 0362/0.441
(poly)
SVM
(RBF) ] ] ] ] 10 - | 04000411 | 0.340/0.440
NN - T 0001 | 1.000 - T 03330354 | 0324/0338
DT 10 - - - - T 03120333 | 03070322
RF 30 100 - - - 03470369 | 0.344/0.359
SVM - - - - 5 T 03320351 | 0310318
AdaBoost | - 25 1 - - T 03270349 | 03170333
NN
HSIS NN ] = |oo01| 1,000 ] - | 033600353 | 032400334
(sigmoid)
NN
] = |oo01| 1,000 ; - | 03290348 | 03200332
(tanh)
SVM ] ] ] ] 10 2 | 03340323 | 0286/0.356
(poly)
SVM
RBH ] ] ] ] 10 - | 03310314 | 02770348
NN - T 0001 | 1.000 - [ 03770431 | 03120356
DT 10 - - - - T 03570379 | 03550373
RF 10 50 - - - [ 03860433 | 0360398
SVM - - - - 10 - 0370423 | 0314/0358
AdaBoost | - 100 | 01 - - 03860441 | 0.342/0391
MIMIC
NN
NN ] ] 001 | 1,000 ] ] 038/0.433 | 0.322/0.366
(sigmoid)
NN
] = |oo01| 1,000 ] - | 03790432 | 03200375
(tanh)
SVM ] ] ] ] 10 4 | 04380388 | 0.258/0.481
(poly)
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SVM

(RBF) - - - - 10 - 0.350/0.409 0.264/0.516

Table 9. Parameter Selection and Model Performance

10.2.3 Supplement B.3: Theoretical Bounds on Approximation Error
Theoretical properties of the approximation errors of PL NNs are well studied in literature. For
example, works like Hu et al. (2020) and Chiluveru (2021) construct PL NN approximators for
smooth activation functions and study their error bounds theoretically. Second, regarding the
KD-based technique, theoretical work shows that ReLU NNs can approximate smooth functions
effectively in the context of KD (Ohn & Kim, 2019; Belomestny et al., 2022). To apply this to
our specific instantiations, we state the following theorem:

Theorem (Arbitrary Exactness)
Let M be a non-piecewise linear ML model. Then for any convergence criterion € > 0, it holds:

a) Functional approximation: If M admits a component-wise PL approximation, we find
such an approximation M', such that, as functions, the models satisfy ||fyy — f' |l 2 < €.
b) KD-based approximation: There exists an output-centric approximation M’, such that, as

functions, the models satisfy ||fy — 1l 2 < &.
Hence, the approximations provided by both approaches are arbitrarily exact.

Proof. a) If M admits component-wise PL approximation, this means, that the function f repre-
senting M can be written as a composition f = f; o ...o f,, of continuous functions f;, such that
each of the non-PL function f; in the composition can be approximated arbitrarily well by a PL

function g;. Let € > 0. We then find a composition of approximations g = g © ...° gy, such
that the output of g; never differs more than i from f;. By continuity, the error propagation

through this composition is controlled by an according factor C; and therefore, also the output of
g is arbitrarily close to f. Therefore, it holds that || fy; — f1l,2 < C - € for C = []; C;. By arbi-
trary choice of € we receive the stated claim. Similar constructions are instantiated in literature,
where Hu et al. (2020) demonstrate such an approximation for NNs with non-PL activation func-
tions.

b) For the KD-based (output-centric) approximation, we refer to the well-known fact in litera-
ture, that ReLU NN are universal approximators (Lu et al., 2017). We can therefore choose M’
to be a ReLU NN that is an arbitrarily close approximation of M. This yields the stated claim.

While this provides arbitrary exactness of both categories in general, we will also validate them

empirically in the evaluation section for our specific purpose of model explanation.

10.2.4 Supplement B.4: Instantiation of Approximation Strategies

We now provide details on the instantiation and configuration of both approximation techniques
for our evaluation.
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Functional approximation. The goal of the functional approximation technique is to substitute
all non-PL components of the models with PL approximate components. In our evaluation, we
employ this technique for NNs with (smooth) sigmoid and tanh activation functions. For this,
we train small (PL) ReLU NNs and substitute them for the non-linear activations of the original
NN. We use the same approximation instantiation for each type of activation function for the
whole NN, however it is possible to specifically focus on the most relevant parts of the activation
function for each individual neuron. The approximate ReLU NN always has one neuron in its
input and output layer, whereas number of hidden layers and neurons in each hidden layer is
arbitrary. For the tanh and sigmoid activation functions, it is beneficial to focus on an interval
around 0 (e.g., [-3, 3]) for training, where we use the mean square distance between the approx-
imation and the true activation function in this interval as loss function. Finally, we manually
add a pre-defined two-neuron hidden layer (before the output neuron) that bounds the NN output
to [0, 1] for sigmoid and to [-1, 1] for tanh respectively. Naturally, the approximation quality
depends on the capacity of ReLU NN, i.e., the number and size of its hidden layers. However,
NNs with two hidden layers with three and two neurons respectively, already provide very good
approximations and were therefore employed in our experiments. Figure 7 presents a selection
of functional approximations with varying capacity for the tanh activation function.

T T
1.00 1 — Target tanh [ 1.00 1 — Target tanh o

=== RelU NN approximation ’ —=- RelU NN approximation
0.75 4 g 0.75 1

0.50 4 0.50 1

0.25 4 0.25 1
0.00 0.00 1
=0.25 1 —0.25 1
—0.50 1 —0.50 1

—0.75 1 —0.75 1

—1.00 1 —1.00 1

-4 -2 0 2 4 -4 -2 0 2 4
T T
1.00 4 — Target tanh 1.00 4 — Target tanh —
——=- RelU NN approximation - == RelU NN approximation

0.75 1 0.75

0.50 1 0.50 1
0.25 1 0.25 1
0.00 1 0.00
—0.25 1 —0.25 1
—0.50 1 —0.50 1

—0.75 1 —0.75 1

—1.00 A —1.001

-a 2 0 2 2 -4 22 0 2 a
Figure 7: Functional ReLU NN Approximations with Varying Capacity for the tanh Activation
Functions.

In Figure 7, approximations with two and three hidden layers are illustrated. The top left approx-
imation has two two-neuron hidden layers and achieves a loss of 0.0167, the top right has one
three-neuron and one two-neuron hidden layer and achieves a loss of 0.00078, the bottom left
has one five-neuron and one two-neuron hidden layer and achieves a loss of 0.00056, and the
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bottom right has two three-neuron and one two-neuron hidden layer and achieves a loss of only
0.00054.

KD-based approximation. The goal of the KD-based approximation approach is to train a PL
model that closely mimics the non-PL original model as a whole. In our evaluation, we employ
this approach for NNs with sigmoid and tanh activation functions as well as SVMs with non-
linear polynomial and RBF kernels. For all of these non-PL models, we train a ReLU NN with
either two or three hidden layers with ten neurons each. The training data for these proxy models
are artificially generated by randomly sampling around each instance used for the training of the
original, non-PL model. Following a heuristic from Kim et al. (2023) for local neighborhoods,
for each training instance Xyq;p ; of the original model, 1,000 samples are drawn uniformly from
a sphere with a radius r; proportional to the maximum distance to another training instance (i.e.,

r; = 0.2 - max ||xtml-n,l- — x,train”eucl)' The resulting samples are then labeled with the predic-
X'train

tions of the original model.

10.2.5 Supplement B.5: Evaluation of EXPLORE

For the fidelity and robustness analyses, EXPLORE’s explanation fxi for an instance x; € X from

the test dataset is given by the functional reconstruction of the DBs and CSs in a neighborhood
of the instance that is large enough to contain all samples z € Z for the local fidelity metric

LocalFid(ﬁCi, xl-) = AcCyey (f(Z),ﬁCi (Z)) as in Term (15) of the main manuscript. Following

Kim et al. (2023), we uniformly draw 1,000 samples from a sphere around x; to obtain Z. The

radius r of the sphere is given by r = 0.2 - max ||x; — X¢rqinlleuct» Where the maximum of the

Xtrain

distance of x; and each (other) training instance is taken. Then, f;i 1s given by the reconstruction
of f in a subspace of X that contains this sphere. More precisely, f;i is defined as the function
that maps each z € Z to the class of the CS it lies in, determined by the system of inequalities
(cf. Term (5) in Definition 4 in the manuscript) that z satisfies. In our fidelity and robustness
evaluation, we determine all DBs and CSs of f globally in a single step for the entire feature
space of an ML model as this allows the assessment of all instances regarding an ML model in
one single step. For the faithfulness analysis, the explanation of EXPLORE for a test instance x €
X, we set f, = m(x) for the class j that is closest to x, i.e., the class j for which dgj, j(x) =

rnkin dgp,k(x) (cf. Definition 7) holds. The feature vector wz thus contains the features in de-

scending order with respect to the (absolute) feature attributions in f. For the stability of the
counterfactual methods in the faithfulness analysis, we assessed whether two explanations are
equal by checking the condition |7x,1 - fx,zli < 1078 for every vector entry i to account for

small numerical inaccuracies (e.g., to prevent rounding errors).

We implemented EXPLORE as a Python tool that is not yet linked here to maintain anonymity.
Moreover, we applied an interim performance-enhanced version of the EXPLORE algorithm for
all approximations of non-PL models. For the evaluation of S-LIME regarding fidelity and ro-
bustness for the sigmoid NN on the COMPAS dataset, we observed a convergence error of S-

265



3.3 Paper 7. Overcoming the Black Box: Explaining Machine Learning Models with EXPLORE

LIME for the fifth fold model. We therefore report the average fidelity and robustness over the
first four folds in this case.

10.3 Online Supplement C: Prototypical Workflow and
Visualization for User Interaction

To showcase an exemplary scenario and thereby demonstrate the application of selected feature
attributions, we utilize the Prosper dataset in the following. Here, we examine a loan application
x with the class prediction LOANDENIED (high estimated loss) by the NN used. The loan appli-
cation represents an individual recently re-employed, including features such as a loan amount
of $ 4127 and a loan term of 36 months. The loan broker, together with the applicant, aims to
explore the individual prediction of the NN in the scenario, i.e., why the application was not
assigned to the class LOANAPPROVAL and precisely, what feature value changes are needed for
the application to be assigned to LOANAPPROVAL (contrastive explanations). By determining the

Insensitive Sphere for the class LOANAPPROVAL and the feature vector to the nearest DB (i.e.,

VF Ag’;ﬂam”pmval), we gain initial insights into the feature attributions required for the desired

class change. To make these attributions directly understandable for users, we initially focus on
the two most relevant features with the largest absolute standardized values in this determined

feature vector: Stated Monthly Income and Monthly Loan Payment. The real-world values of

+$724.93
+$24.15

side), meaning the applicant would need to increase the monthly income by approximately $725

these two features in the 2-dimensional vector are ( ) (as illustrated in Figure 8, right

and the monthly repayment amount by about $25 to qualify for the loan (with all other features
remaining unchanged). For verification, the loan broker and the applicant can examine the neigh-
borhood of the considered instance which includes both past loan applications from the original
Prosper dataset with the ground truth class label LOANDENIED and past applications beyond the
identified DB that indeed have the ground truth class label LOANAPPROVAL. This additional in-
formation further supports the provided predictions and the local explanations for the ML model

+$724.93)
+$24.15

is not an economically viable option for the applicant due to the significant increase in the Fea-

provided by EXPLORE. However, the presented nearest contrastive explanation with (

ture Stated Monthly Income. Therefore, it 1s analyzed whether by maintaining the current direc-
tion (and thus the identified DB), the proposed nearest explanation can be altered by additionally
changing the feature 7erm, thus yielding an economically feasible VFA. Incrementally expanding

the Insensitive Sphere, e.g., by 1%-steps of the current radius, is a systematical procedure to

obtain the nearest VFAs included in SFAL5 " PP"" This reveals the existence of various

feasible VFAs, e.g., up to a maximum extended loan term of approximately 3 months resulting

+$589.99
in +$24.37 , as illustrated by the vector in Figure 8 (left side). These allow extending

+2.97 months
the loan term, while not increasing Stated Monthly Income as much as before and maintaining

the slight increase in Monthly Loan Payment. As this scenario illustrates, the nearest DBs and
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CSs can be explored in a systematic manner, while preserving clarity and interpretability. More-
over, users can also choose to explore the neighborhood in greater detail using adaptable 2- or 3-
dimensional visualizations exactly representing the actual DBs and CSs as shown in Figure 8.
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Figure 8: 3D and 2D Visualization of Neighborhood and VFAs

The 3-dimensional visualization (left side) shows the considered instance in its neighborhood
together with the DBs to Class LOANAPPROVAL (red), the Class LOANDENIED of high estimated
loss in which the instance x is located (orange) as well as the Class LOANDENIED of lower esti-
mated loss (yellow)’. The 2-dimensional plot (right side) is indicated in the 3-dimensional plot
as the shadowed vertical hyperplane. It outlines the VFA presented above which only relies on
changes in the most relevant attributes Stated Monthly Income and Monthly Loan Payment, and
represents the closest vector in this subspace. In addition to examining the nearest DBs and CSs,
users can also explore whether a class change to LOANAPPROVAL is achievable by selecting spe-
cific features (cf. Proposition 2¢). Such selections typically align with the user’s personal pref-
erences or the practical constraints of the features and their interactions in the specific application
context. In our scenario of the applicant, some features may be very difficult or even impossible
to alter. Other features, however, can be adjusted upward or downward, or only within a specific
interval (cf. Stated Monthly Income in previous example). For instance, the applicant wants to
know if changing only the Term, Employment Status Duration, Credit Score Range Lower, Credit
Score Range Upper, and/or Recommendations could result in a change to LOANAPPROVAL (with
all other feature values held constant). Given this user-defined subspace, EXPLORE can guarantee
(with certainty) that no DBs or CSs of the class LOANAPPROVAL exist within such a user-defined
subspace. This demonstrates that the desired class LOANAPPROVAL cannot be achieved solely by
modifying these features. Instead, using the set of contrastive explanations in the considered
instance’s neighborhood, it can be shown that at least one of the three features Stated Monthly

5 Note that since fewer ground truth instances exist in the immediate proximity of the DB between CS LOANDENIED
und CS LOANAPPROVAL, the trained NN relies more on interpolation in this region.
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Income, Loan Original Amount, or Monthly Loan Payment must be altered to achieve the class
LOANAPPROVAL.

On this basis, various feasible local explanations that align with possible user preferences can
now be determined and carefully analyzed using EXPLORE. Finally, suitable alternatives can be
selected based on criteria such as the magnitude of feature changes or the number and the type
of features to be adjusted. While the exemplary scenario above primarily involved analyzing
contrastive explanations due to the desired class change, in the case of maintaining the current
class (i.e., preserving the class LOANAPPROVAL), abductive explanations can also be explored.
This shows the potential of our method to enhance the transparency of the ML model and its
predictions. However, we recognize that real instances in high-dimensional spaces may be sur-
rounded by multiple DBs, creating challenges in effectively conveying this complexity. None-
theless, when different feasible abductive and contrastive explanations actually exist, it is essen-
tial to present them transparently and not ignore them.
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4 Conclusion

Section 4.1 summarizes the major findings of the dissertation. Thereafter, Section 4.2 provides
an outlook and examines directions for future work. This section primarily focuses on overarch-
ing points that are not specific to individual papers, whose respective conclusions are presented
within the papers themselves.

4.1 Major Findings

In recent years, the rapid technological progress driven by Al has fundamentally reshaped soci-
eties and transformed the way businesses and organizations operate. However, as Al systems are
increasingly deployed in complex and high-stakes settings, uncertainty emerges as central and
pervasive challenge, as it can fundamentally affect the validity and transparency of Al-based
decisions. Against this background, this dissertation examines nine research questions regarding
the two focal topics of addressing data uncertainty (Section 2) and explaining ML model predic-
tions (Section 3). In this way, it contributes to enabling the valid and transparent use of Al in
organizational and societal application settings. The major findings of this dissertation are out-
lined in the following.

One major finding supported by all papers on the first focal topic is that a precise and differenti-
ated understanding of the underlying DQ defects plays a central role in effectively addressing
data uncertainty in the context of Al applications. In particular, the papers highlight that data
uncertainty should not be viewed as a vaguely or uniformly considered phenomenon, but one
that requires careful and explicit characterization and modeling. Indeed, the taxonomy proposed
in Section 2.1 (RQ1) highlights that methods addressing DQ defects in ML can and should be
distinguished based on the specific DQ dimension and particular DQ-related task that they focus
on. At the same time, it reveals that the underlying DQ defects are frequently insufficiently spec-
ified by these methods from literature. As a result, it is often unclear whether a given method can
be effectively applied (or transferred) to address the DQ defects in the application context at
hand. The theoretical foundations of DQ presented in Section 2.2 (RQ?2) further support a de-
tailed understanding of DQ defects. In particular, the formal and precise specifications of the DQ
dimensions accuracy and currency resolve the vagueness and incompatibility of existing defini-
tions in literature and enable a rigorous characterization of DQ defects related to these DQ di-
mensions. As demonstrated for an ML task from the healthcare domain, these specifications can
also be directly leveraged to effectively address DQ defects, resulting in a substantial improve-
ment in model performance. Moreover, the detailed understanding of the relationship between
accuracy and currency provides insights into how DQ defects across these dimensions relate to
one another, indicating when they can be addressed by the same method. Building on this con-
ceptual foundation, the benefits of a detailed understanding of DQ defects further become evi-
dent in the concrete methods proposed in Sections 2.3 (RQ3) and 2.4 (RQ4). Existing methods
for uncertainty propagation often treat data uncertainty uniformly and generally assume that it
can be modeled by a specific form of distribution such as a Gaussian. Because of this assumption,
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they provide approximate and inexact uncertainty estimates, which can undermine the validity
of subsequent decisions. In contrast, the method proposed in Section 2.3 allows incorporating
the individual underlying DQ defects and exactly propagates the arbitrary probability distribu-
tions modeling them, hence providing a valid basis for decision-making. Addressing RQ4, the
language model-based method for assessing and improving the currency of unstructured textual
data (proposed in Section 2.4) enables the identification and targeted improvement of outdated
parts in textual statements. In the respective paper, the method is evaluated on a dataset of fact-
based Wikipedia sentences, where it achieves strong performance. Importantly, these results
highlight that effectively addressing such DQ defects requires a detailed understanding of their
characteristics, as the method’s operationalization explicitly utilizes information sources that
capture the underlying causes for the defects. For instance, news articles are used to track events
affecting the currency of the respective Wikipedia sentences, while other application settings or
DQ defects may require alternative sources. Taken together, this underlines that a detailed un-
derstanding of DQ defects is not merely a theoretical concern, but a necessary requirement for
both the development and the effective deployment of methods addressing data uncertainty in
ML.

Building on the detailed understanding of DQ defects, a second major finding regarding the first
focal topic is that methods for addressing data uncertainty and DQ defects—despite forming a
broad, fragmented, and thus complex landscape—can be systematically structured and thereby
made accessible for researchers and practitioners alike. The taxonomy proposed in Section 2.1
provides such a structure, thus enabling the systematic classification of methods addressing data
uncertainty and DQ defects in the context of ML, and supporting their development, selection,
and application. It organizes methods along seven dimensions and seventeen subdimensions,
covering aspects such as how data uncertainty is modeled, which DQ defects are addressed, the
strategies used to identify and resolve DQ defects, the type of ML models involved, and how the
method is evaluated. The reliability, understandability, completeness, and usefulness of the tax-
onomy was confirmed by surveyed researchers and practitioners, thus providing a clear and in-
tuitive framework for addressing data uncertainty in ML. Importantly, the taxonomy not only
describes this research landscape as a whole (including, e.g., remaining research gaps) but using
it to classify a specific method also yields valuable insights into the method’s characteristics and
position within the research field. For example, the taxonomy reveals that the method proposed
in Section 2.3 addresses data uncertainty at the stage of the model output by exactly propagating
it through the model. This clearly distinguishes it from methods that address data uncertainty at
the input stage of ML-based data analysis before the model is applied. Such a classification can
also be used to identify a clear set of relevant taxonomy characteristics that defines which meth-
ods are comparable, e.g., as competing artifacts in an evaluation. Further, the taxonomy allows
exploring a method’s full range of applicability in a structured and systematic manner. This can
be illustrated by the method proposed in Section 2.4 which leverages a language model and
external information in the form of news articles to address currency defects in textual data.
Crucially, since large language models are powerful and flexible tools and the external infor-
mation sources can be configured arbitrarily, the method’s applicability can be systematically
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explored based on the taxonomy. For example, it can be assessed whether the method could be
operationalized for DQ defects related to other DQ dimensions, such as accuracy or complete-
ness, or whether it could also be applied to structured data, which modern language models are
capable of handling even though this is not their typical use case (e.g., Jiang et al., 2023). Overall,
viewing the research field of addressing data uncertainty and DQ defects from this structured,
taxonomy-based perspective provides valuable guidance for method selection, evaluation, and
development, thus enabling meaningful contributions that advance this important field.

The third major finding of this dissertation is that reconstructing ML models as piecewise linear
functions provides a powerful foundation for enabling rigorous analyses of their behavior. More
precisely, it yields a functional and definite representation of the input-output relationship of ML
models from a broad range of model types that can either be represented exactly by piecewise
linear functions or be approximated by them with arbitrary precision. Crucially, this representa-
tion reveals the local behavior even of complex and opaque ML models, as they are expressed
by simple affine linear functions within their respective linear regions. This powerful concept is
leveraged to tackle complex challenges across both focal topics of the dissertation. In the method
for propagating data uncertainty through neural networks proposed in Section 2.3, the piecewise
linear reconstruction of the network plays a central role. More precisely, representing the neural
network as piecewise linear function allows the method to avoid the computationally expensive
and error-prone propagation of uncertainty through each network layer. The empirical evaluation
on real-world classification and regression datasets demonstrates that, in this manner, arbitrary
probability distributions modeling data uncertainty can be propagated through neural networks
with very high exactness, thereby providing a valid basis for subsequent decisions under uncer-
tainty. Furthermore, the piecewise linear representation provides access to the functional and
definite characterization of the decision boundaries and class subspaces of ML models (RQ7),
forming the basis for rigorous sensitivity analyses and the derivation of faithful explanations
addressing RQ8 and RQ9, respectively. In Section 3.2, the decision boundaries are used to define
two well-founded sensitivity measures, enabling a rigorous analysis of how changes in the fea-
ture values of an instance affect the corresponding ML model prediction (RQ8). More precisely,
the first measure captures the class distribution in the proximity of a given instance, and the
second measure determines the minimal feature value changes that are necessary to alter the
model’s predicted class. This yields valuable insights beyond the mere class prediction, as it
reveals whether a prediction is stable, i.e., it remains unchanged even under substantial feature
value changes, or whether it is highly sensitive, with even small changes already leading to a
different prediction. Such information is particularly critical in high-stakes applications, e.g.,
when a low-risk model prediction is made despite the local neighborhood being dominated by a
high-risk class or when a decision boundary towards a high-risk class lies in close proximity.
Finally, in Section 3.3, the functional definition of the decision boundaries of a model enables
deriving faithful feature attribution and counterfactual explanations (RQ9). Instead of relying on
simplifying assumptions or heuristics, the explanations correctly reflect the behavior of the un-
derlying model. More precisely, they identify the features that are truly relevant for a given pre-
diction and provide accurate attributions or required changes, thereby yielding correct and clearly
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interpretable results. Overall, the piecewise linear reconstruction of ML models proves to be a
highly flexible and powerful concept, enabling the exact propagation of data uncertainty, a rig-
orous analysis of sensitivity, and the derivation of faithful explanations, demonstrating its poten-
tial for a variety of ML-related analyses and applications.

A fourth major finding of this dissertation is that explanation uncertainty can be substantially
reduced or even completely eliminated, thereby reducing explanation errors and enabling faithful
explanations. First, the explanation uncertainty caused by the XAl method itself is clearly dis-
tinguished from model uncertainty in Section 3.1 (RQ6). Furthermore, both types of uncertainty
are shown to be decomposable into a structural bias component and an estimation variance com-
ponent, providing a detailed understanding of the respective uncertainties and their impact on
explanation correctness. For explanation uncertainty, the structural bias component describes the
methodological ability of an XAI method to reflect the underlying ML model and its decision
behavior. For instance, this ability is often limited by the use of simplifying surrogate models
(such as linear regressions as used in LIME), which are typically unable to capture the complex
decision behavior of highly non-linear models like neural networks. On the other hand, the esti-
mation variance of an XAI method refers to the uncertainty arising from limited information
about the model’s decision behavior, for instance, due to a limited number of samples used to
train the surrogate model. Against this background, by leveraging the true decision boundaries
of the underlying ML models, the novel XAI method EXPLORE introduced in Sections 3.2 and
3.3 effectively addresses both components, thereby enabling faithful explanations that are not
affected by explanation uncertainty (RQ7 & RQ9). More precisely, EXPLORE relies on a func-
tional and definite reconstruction of the decision boundaries, which is either exact or can be
approximated with arbitrary precision depending on the ML model type. By directly operating
on these decision boundaries, EXPLORE can flexibly capture any possible decision behavior of
the given model, and is therefore not subject to structural bias. Furthermore, because the decision
boundaries are reconstructed based on the model parameters rather than partial information on
the model’s decision behavior (such as random samples or perturbations), they are represented
deterministically and completely and hence do not suffer from estimation variance. Taken to-
gether, EXPLORE enables the derivation of both abductive and contrastive explanations that
correctly reflect the true decision behavior of the underlying ML model and are therefore not
affected by explanation uncertainty. This is substantiated by the theoretical and empirical evalu-
ation which confirms the fidelity of EXPLORE’s local reconstruction and the faithfulness of its
feature attribution and counterfactual explanations. Overall, EXPLORE enhances model trans-
parency and thereby strongly supports the assessment of ML models and their predictions, par-
ticularly in high-stakes settings, providing a sound basis for subsequent decisions.

4.2 Directions for Future Research

This dissertation comprises seven papers addressing nine research questions related to uncer-
tainty in Al. However, as discussed, this is a complex and multifaceted topic, and certain aspects
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and potential analyses remain beyond the scope of this work. Therefore, several possible direc-
tions for future research are outlined in the following.

To begin with, the dissertation presents a taxonomy to structure and systematize the research
field of methods addressing data uncertainty and DQ defects in the context of ML (Section 2.1).
At the same time, the theoretical framework of this dissertation introduced in Section 1.1.2 as
well as existing works in literature (e.g., Chiaburu et al., 2024; Forster et al., 2025; Forster et al.,
2026) highlight that uncertainty in ML is not limited to data uncertainty induced by DQ defects,
but also encompasses other sources of uncertainty such as model uncertainty or explanation un-
certainty. Building on this, future work could focus on developing similar taxonomies for meth-
ods addressing model uncertainty and explanation uncertainty, respectively. As for data uncer-
tainty, methods targeting these sources of uncertainty are highly diverse and differ substantially
in their underlying assumptions, mechanisms, and the pipeline stage at which the uncertainty is
addressed. For example, model uncertainty can be addressed at the model stage through ap-
proaches such as ensembles (e.g., Lakshminarayanan et al., 2017) or Monte Carlo dropout (Gal
& Ghahramani, 2016), but also at the input stage through approaches such as active learning
(e.g., Settles, 2012) or data augmentation (Mumuni & Mumuni, 2022). Regarding explanation
uncertainty, some methods aggregate explanations from different XAI methods to address vari-
ability across explanations (Decker et al., 2024; Pirie et al., 2023), while others aim to improve
the stability (i.e., the estimation variance) within a given XAI method such as LIME, e.g., by
adaptively determining the required number of random samples to obtain stable results (Zhou et
al., 2021). Systematically structuring these methods with a taxonomy could support their com-
parison, selection, and further development in a manner similar to the taxonomy proposed for
data uncertainty and DQ defects. The taxonomy by Forster et al. (2025) examines the different
sources of uncertainty in more detail within the context of XAI. Even though it does not focus
on corresponding methods addressing them, it may serve as a valuable starting point for this
future research direction.

Furthermore, the first major finding in Section 4.1 has already discussed the importance of hav-
ing a precise and deep understanding of the DQ defects that induce data uncertainty. To this end,
theoretical foundations of DQ together with formal specifications of the DQ dimensions accu-
racy and currency are introduced in Section 2.2. On this basis, a highly relevant direction for
future research is to rigorously connect these theoretical foundations to formal approaches for
modeling data uncertainty and to systematically use them as basis for defining and developing
such modeling approaches. In this context, the theoretical foundations could also be extended
beyond the specifications of accuracy and currency to cover further important DQ dimensions
such as completeness and consistency, thereby broadening its applicability to a wider range of
uncertainties corresponding to different DQ dimensions. For example, a first concrete realization
of such uncertainty modeling based on DQ-related events and the specification of currency was
already outlined in the appendix of Paper 2 on the theoretical foundations of DQ. In this case,
for specific drug administration events, changes in the associated clinical features (such as body
temperature) of intensive care unit patients were quantified using rules generated based on the
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dataset, yielding a well-founded modeling of data uncertainty based on the theoretical founda-
tions of DQ. Consequently, this enabled DQ improvements, which in turn resulted in substan-
tially improved performance in the associated length-of-stay prediction task. This illustrates that
a theoretically grounded modeling of data uncertainty that explicitly reflects the underlying DQ
defect provides substantial advantages and supports valid downstream decision-making. Nota-
bly, as discussed in the first major finding, this is also directly relevant for methods for uncer-
tainty propagation (cf. Section 2.3). To summarize, future work should aim at grounding existing
and novel approaches for data uncertainty modeling in the formal theoretical foundations of DQ
introduced in this dissertation. In particular, these foundations could also be connected to existing
probabilistic DQ metrics such as the ones proposed by Heinrich and Klier (2015) and Heinrich
et al. (2018) to further strengthen their theoretical grounding.

The language model-based method for improving the currency of textual data proposed in Sec-
tion 2.4 also allows for several interesting extensions that could be explored in future research.
In the presented operationalization, the method used external information extracted from news
articles to assess and improve the currency of textual statements from a public wiki. First, the
method could also be applied to other data types such as structured data, as modern language
models are increasingly capable of handling such formats even though this is not their originally
envisioned use case (Jiang et al., 2023). Second, the method could also be applied to other textual
data that refer to continuously changing real-world facts but must remain current, such as enter-
prise wikis or textual information on webpages. In this case, the sources of external information
need to be adjusted accordingly, e.g., by using more recent internal documents within the organ-
ization maintaining the wiki or webpage. Third, DQ is a multidimensional construct, and the
method could also be used to assess and improve DQ with respect to other dimensions, such as
accuracy, consistency, or completeness. Similarly, the sources for external information need to
be selected accordingly and should contain reliable information on the potentially incorrect, in-
consistent, or missing data. Fourth, subsequent ML applications (e.g., RAG systems) could be
applied to the considered textual data, enabling the evaluation of the method not only at the input
stage (as conducted in Section 2.4), but also at the model stage of an associated ML-based data
analysis pipeline.

A further intriguing direction for future research is the development of a comprehensive, unifying
theoretical framework that views different types of ML models through the common lens of
piecewise linear functions. While different ML model types such as neural networks, convolu-
tional neural networks, decision trees, random forests, boosting methods, or support vector ma-
chines differ substantially in their internal structure and learning mechanisms, they all can be
represented exactly or approximated very closely by piecewise linear functions. As discussed for
a broad set of ML model types in Sections 3.2 and 3.3, this enables detailed insights into the
inner workings and the decision behavior of these models. In particular, the piecewise linear
representation allows for a functional representation of the decision boundaries and class sub-
spaces of the models, thereby enhancing their transparency. Notably, existing literature that
views ML models as piecewise linear functions predominantly focuses on ReLLU neural networks
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and typically considers individual models in isolation, e.g., to analyze their expressivity (Hanin
& Rolnick, 2019; Montufar et al., 2014; Raghu et al., 2017) or robustness (Croce et al., 2019;
Jordan et al., 2019). Crucially for this future research avenue, the common piecewise linear per-
spective enables a wide range of analyses across multiple ML models, even of different types, as
they can now be viewed and analyzed using a shared theoretical basis. As a result, this perspec-
tive would directly generalize results for piecewise linear functions to a broad set of model types.
In particular, the uncertainty propagation method proposed in Section 2.3 could be readily ap-
plied to any model for which a piecewise linear representation is available. As another example,
the agreement of different models could be rigorously analyzed by functionally intersecting their
class subspaces, thereby precisely characterizing the areas of the input space in which their pre-
dictions coincide or differ, respectively. This enables an exact, functional assessment of the
agreement between models in specific areas, which may remain undetected by instance-based
comparisons, particularly in sparsely populated areas of the input space. Beyond this example,
this comprehensive framework would also enable a large variety of additional analyses regard-
ing, e.g., model uncertainty and its quantification, model training procedures, or targeted model
improvement, which would apply for all ML models allowing for a piecewise linear representa-
tion. Overall, this illustrates the broad impact of the common piecewise linear perspective and
its ability to enable such analyses even across different model types, underlining its significant
potential for future research.

In Section 3.1, many well-known XAI methods have been examined in the context of model and
explanation uncertainty, which are further decomposed and analyzed in detail. Another promis-
ing direction for future research is to extend this analysis and evaluation of multiple XAI meth-
ods regarding data uncertainty. In particular, the variability of explanations (produced by a spe-
cific XAI method) induced by data uncertainty could be systematically investigated. Notably,
some existing works in literature already examine the robustness of explanations from selected
XAI methods under small perturbations (e.g., Alvarez-Melis & Jaakkola, 2018; Dombrowski et
al., 2019). Crucially, however, this perspective can now be complemented and enhanced by eval-
uating EXPLORE (Sections 3.2 and 3.3) which, as discussed, is not affected by explanation un-
certainty. As a result, for a given, fixed ML model (i.e., in the absence of model uncertainty), the
isolated effect of data uncertainty on explanations can now be precisely examined using EX-
PLORE. This is not readily feasible for other XAl methods, where this effect is typically con-
founded by explanation uncertainty. Interestingly, this also enables a comparison of how expla-
nations should vary (or remain stable) under data uncertainty according to the true decision
boundaries of the model, and how they actually behave when generated by a given XAI method
such as LIME. This could, in turn, serve as basis to reveal and study novel XAl-related phenom-
ena, similar to those identified for model and explanation uncertainty, such as the Consistency
Trap discussed in Section 3.1. Against the background that the robustness of explanations is often
considered a key desideratum in XAl literature (e.g., Alvarez-Melis & Jaakkola, 2018; Guidotti
et al., 2024), this type of critical analysis is highly promising as it can provide further insights
by distinguishing cases in which robustness should indeed hold and those in which explanations
should be expected to change, even under small perturbations.
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Further, the analysis of the effects of uncertainty on the consistency and correctness of explana-
tions in this dissertation exclusively focuses on XAl methods yielding feature attributions (cf.
Section 3.1). However, it would be highly intriguing to extend this analysis to other types of
explanations, such as surrogate models, decision rule sets, or counterfactual explanations. While
the methodology of the existing analysis for feature attribution methods can be transferred very
naturally to counterfactual explanations, for surrogate models and rule-based explanations alter-
native metrics for correctness and consistency may need to be identified or developed. Further-
more, an extension to other data types such as image or text data would also be very relevant as
literature also offers a wide range of attribution methods for these settings (Madsen et al., 2022;
Ribeiro et al., 2016; Zhang et al., 2021b). Overall, these extensions would enable more compre-
hensive conclusions about the behavior of explanations across different application settings and
XAI methods.

Another promising avenue for future research is the development of an EXPLORE variant that
explains a given black-box ML model using a more interpretable surrogate model. In Sections
3.2 and 3.3, EXPLORE uses an exact and complete representation of the decision boundaries
and class subspaces of an ML model, and thus captures its full complexity. While this property
is one of EXPLORE’s main strengths and guarantees perfect fidelity scores for many ML models,
it also raises the question of how this powerful representation can best be made interpretable to
users. Indeed, both fidelity and interpretability are widely recognized as key desiderata of surro-
gate models although they often exhibit an inherent trade-off (Gilpin et al., 2018; Guidotti et al.,
2018). More precisely, simpler surrogate models are typically more interpretable but often lack
the capacity to capture the decision behavior of the underlying black-box model with high fidel-
ity, especially when the model is highly complex. Therefore, a promising direction for future
research is to fully leverage EXPLORE’s potential to provide a full spectrum of possible repre-
sentations with varying degrees of fidelity and interpretability. Starting from the exact and com-
plete representation with perfect fidelity (which may, however, be too complex to be interpreta-
ble) one could proceed via targeted, stepwise simplifications of this representation to obtain in-
creasingly interpretable surrogate models while still preserving high levels of fidelity. In partic-
ular, this could involve summarizing multiple, very small decision boundary segments, or adja-
cent boundaries with similar orientation in the feature space. In this way, EXPLORE has an
advantage over existing surrogate model-based XAI methods such as LIME, ROLEX, or MA-
PLE, as it does not rely on a fixed surrogate model type (e.g., a linear regression or decision
tree). Instead, it is based on the true decision boundaries of the model and is therefore not inher-
ently restricted in the range of different decision behaviors it can reflect. This stepwise simplifi-
cation process could be traversed until the desired degree of simplification and interpretability is
reached, which allows the trade-off between fidelity and interpretability to be calibrated in a
flexible and controlled manner. Finally, the explanation error of this EXPLORE variant could
also be analyzed in the context of the explanation error decomposition introduced in Section 3.1,
where the controlled simplification of the decision boundary representation would correspond to
a controlled increase in the XAl structural bias, depending on the chosen configuration.
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As ML models are increasingly deployed in high-stakes decision-making contexts, issues of bias
and fairness have become of central concern. In such settings, it is widely recognized as prob-
lematic when ML models make predictions or recommendations based on sensitive features such
as sex or race, or on features that act as proxies for them (Mehrabi et al., 2021; Pessach &
Shmueli, 2022; Singh et al., 2024b). In this context, XAl has become increasingly important, as
it enhances model transparency and enables analyzing the reasoning behind individual predic-
tions, including the features that most strongly influence them (Deck et al., 2024; Zhao et al.,
2023). In this sense, EXPLORE and its vector- and set-based feature attributions introduced in
Section 3.3 could be used to examine the fairness of ML model predictions by determining which
changes in feature values lead to the retention or a change of the current class prediction, respec-
tively. In particular, the feature attribution vectors indicate whether model predictions are influ-
enced by sensitive features and, if so, to what extent. This also directly relates to the research
strand of counterfactual fairness, which assesses whether a prediction would change if only the
values of sensitive features are altered while all other “fair” features remain unchanged (e.g.,
Kusner et al., 2017; Wu et al., 2019). Moreover, EXPLORE also offers starting points for the
development of novel fairness metrics. Indeed, existing fairness metrics largely focus on group-
level comparisons of model predictions across subpopulations regarding sensitive features (Pes-
sach & Shmueli, 2022; Rabonato & Berton, 2025). Therefore, incorporating the decision bound-
aries in the proximity of predicted instances may provide additional valuable insights into model
fairness beyond solely considering and comparing the prediction outcomes. EXPLORE may
therefore serve as a basis for promising, novel approaches for the detection and quantification of
bias and discrimination in ML models, and could thus contribute meaningfully to the research
field of fairness in ML.

Finally, this dissertation and the theoretical framework introduced in Section 1.1.2 focus on data,
model, and explanation uncertainty and therefore do not explicitly consider the role of the human
user in this context. However, incorporating this perspective would be very valuable, particularly
for assessing the practical utility and impact of the methods proposed in both focal topics. Con-
sidering the human user as a complementary source of uncertainty represents an important di-
rection for future research in the overarching context of uncertainty in ML as examined in this
dissertation. Human uncertainty refers to inconsistencies and variations in how individuals per-
ceive, interpret, and respond to Al systems (Forster et al., 2026). It is largely determined by the
individual’s subjective experiences, task-specific knowledge, and Al literacy, and critically in-
fluences how model outputs or explanations are understood and acted upon in practice (Fligener
et al., 2022; Gilpin et al., 2018; Pinski et al., 2023). In particular, a human-centered evaluation
of EXPLORE would be highly valuable for studying and understanding how its faithful expla-
nations reflecting the exact decision behavior of the model are processed and utilized by users
and domain experts such as, e.g., physicians or credit scoring analysts. This would also provide
insights into which representations and visualizations of decision boundaries and explanations
best foster the interpretability, trust, and usability of EXPLORE.
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4 Conclusion

Of course, future research opportunities regarding both focal topics are not limited to the specific
contributions discussed in this dissertation but can also be considered from a more general stand-
point. Indeed, DQ and data uncertainty as well as the explainability of ML models remain active
and rapidly evolving areas of high interest and relevance, where substantial progress is being
made while many challenges still remain and continue to emerge. This is particularly evident in
the case of large language models, whose ongoing increases in capacity and performance con-
tinue to drive their widespread adoption across a broad range of domains and applications in
business and society alike (Maslej et al., 2025). At the same time, such large language models
generate vast amounts of unstructured text which are known to be frequently affected by hallu-
cinations and thus, DQ defects (Bender et al., 2021; Ji et al., 2023). This has critical implications
for downstream applications, as such generated text is increasingly used as decision support or
as training data for new generative models, which may in turn amplify and reinforce existing
errors (e.g., Huynh, 2024; Shumailov et al., 2024). However, successfully addressing these DQ-
related challenges is substantially hampered by the lack of transparency in how modern genera-
tive models produce their outputs and predictions, largely due to their complex, parameter-heavy
architectures. This makes it very difficult to explain their generated outputs and in particular, to
reliably identify and understand the origins of DQ defects, which is crucial for their effective
detection and resolution. Accordingly, research on the explainability and interpretability of large
language models has begun to emerge, with initial concepts and techniques being proposed in
the literature, in part by revisiting and extending established perspectives (Singh et al., 2024a;
Zhao et al., 2024). Importantly, future research is required to further advance this field by devel-
oping novel concepts and methods that enhance the interpretability of generative models and
provide meaningful explanations for their behavior, which may help to establish effective safe-
guards against hallucinations and other DQ-related insufficiencies. Such developments are es-
sential to ensure the responsible and trustworthy use of these highly capable models, particularly
in high-risk applications and in light of regulatory frameworks such as the EU Al Act (European
Parliament, 2025).

To conclude, this dissertation contributes novel concepts and methods for modeling and address-
ing uncertainty in Al. In the two focal topics of addressing data uncertainty and explaining ML
model predictions, these contributions support the valid and transparent use of ML in organiza-
tional and societal decision-making contexts. At the same time, the rapid advancement of Al
systems, together with the multifaceted and pervasive nature of uncertainty and its diverse
sources, gives rise to a range of open challenges that warrant further investigation. Building on
its major findings, this dissertation provides a foundation for advancing the understanding and
handling of uncertainty in Al, thereby opening up several promising directions for future research
in this highly relevant field.
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