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Abstract
Instant messaging is an integral part of daily communication, and
users increasingly seek anonymous options to protect their privacy.
Mix networks are a well-established approach for metadata protec-
tion, but current designs largely overlook the unique challenges of
instant messaging, such as low-latency expectations, bursty inter-
action patterns, and group chats. In this work, we present the first
systematic analysis of mix networks, and anonymization systems in
general, for group messaging under realistic conditions. We intro-
duce a novel group-identification attack that exploits co-occurrence
patterns of recipients to infer group membership with high accu-
racy, even against a significantly weaker attacker model than these
systems typically assume, a local observer. Our evaluation leverages
real-world WhatsApp data and adapts it to better reflect realistic
usage scenarios. Finally, we evaluate how defense strategies such
as relaxing low latency requirements to allow for more delay op-
tions and cover traffic perform against this attack. Our findings
reveal critical weaknesses in current designs and provide insights
for improving anonymity in instant group messaging.

CCS Concepts
• Security and privacy → Usability in security and privacy;
Pseudonymity, anonymity anduntraceability;Privacy-preserving
protocols.
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1 Introduction
WhatsApp’s mass adoption illustrates both the convenience and
the risks of modern messaging platforms. A recent incident showed
how a seemingly harmless feature, checking if a phone number
is registered, enabled large-scale harvesting of billions of users’
phone numbers, profile pictures, and identifying text [28]. This
example highlights how small design decisions can lead to mas-
sive privacy breaches. Similarly, even when strong encryption is in
place, structural aspects of instant messaging, such as group chats,
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can expose sensitive metadata. Unlike direct data leaks, metadata
reveals who communicates with whom and when, enabling adver-
saries to infer social relationships and group structures. Protecting
this metadata is therefore critical for achieving meaningful privacy
in modern messaging systems, especially for vulnerable groups
such as journalists or activists.

Mix networks offer a well-established approach to anonymizing
communication relationships by shuffling messages from different
users across multiple nodes. However, prior research on mix net-
works has focused almost exclusively on one-on-one communica-
tion. Modern instant messaging platforms, however, are also shaped
by group chats, which introduce unique structural and behavioral
characteristics. Group messaging amplifies metadata leakage be-
cause multiple recipients are involved in each message, creating
co-occurrence patterns that an adversary can exploit. At the same
time, instant messaging imposes strict usability constraints: users
expect short delays, communication is highly interactive and bursty,
and activity levels fluctuate significantly over time. These proper-
ties challenge the applicability of traditional anonymity systems
and raise a critical question: Can mix networks provide strong
anonymity for group messaging under realistic conditions?

In this work, we present the first systematic analysis of anony-
mous communication networks in the context of instant group
messaging, grounded in real-world data from WhatsApp [62]. We
show that different approaches, including Signal, Tor, and mix net-
works, are vulnerable when used for group messaging. Specifically,
we introduce a novel attack that leverages co-occurrence patterns of
recipients over time to infer group membership with high accuracy.
We evaluate this attack under realistic conditions and demonstrate
its effectiveness even against architectures such as Loopix [51].

For this purpose, we adapt real-world data to better reflect realis-
tic usage scenarios and assess how established defensive strategies,
including diverse delay techniques and cover traffic, perform under
these conditions. Our findings reveal fundamental weaknesses in
current designs and provide insights into how to provide anonymity
in instant group messaging.

2 Related Work
Various systems have been developed to provide anonymity in com-
munication, ranging from low-latency onion routing networks to
decentralized messaging applications. Tor [20] is the most widely
used anonymity system, primarily designed for web browsing, and
achieves privacy by routing traffic through multiple relays with
layered encryption. Other systems, such as I2P [77], focus on peer-
to-peer communication and hidden services, providing anonymity
within an internal network. In addition, several anonymous messen-
gers aim to reduce metadata exposure. For example, Signal’s Sealed
Sender feature [65] hides the sender’s identity from the server,
Ricochet [8] uses Tor hidden services for peer-to-peer messaging,
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Figure 1: Functionality of a simple Batch Mix network

and Briar [3] relies on Bluetooth or Wi-Fi Direct for decentralized
communication.

Mix networks, first introduced by Chaum [10], are a fundamental
approach to achieving anonymous communication. Figure 1 dis-
plays this original protocol using Batch Mixes: Instead of sending
their messages directly to recipients, users utilize a route consisting
of multiple mix nodes. They recursively encrypt their messages
with the public keys 𝑘𝑝𝑢𝑏𝑖 of the mixes on the route before for-
warding them to the first mix, e.g., Alice encrypting her message
with 𝑘𝑝𝑢𝑏2 and then 𝑘𝑝𝑢𝑏1 . Each mix collects the same number of
messages from each user of the user set𝑈 (e.g., one message from
Alice, Bob, and Charlie), decrypts one layer of encryption with
their private key 𝑘𝑝𝑟𝑖 , and forwards them, in a shuffled order, to the
next node. This process is repeated until the final mix broadcasts
the messages to all users. Furthermore, the mixes prevent replay
attacks by dropping repeated packets.

To improve usability, several variants have been proposed. Timed
Mixes [22], also employed by MixMaster [41] in combination with
a pooling approach, release messages at fixed time intervals rather
than waiting for a full batch, guaranteeing specific delays. Stop&Go
Mixes [32] take a different approach: each message is delayed by a
random value drawn by the senders from an exponential distribu-
tion, and packets include timing constraints to prevent malicious
delays. Loopix [51] builds on Stop&Go principles and introduces
providers that allow clients to remain offline between transmissions.
These designs relax synchronization requirements and improve
practicality for asynchronous communication. In contrast, Pool
Mixes [41] select messages randomly for forwarding, which can
provide strong anonymity but cannot guarantee timely delivery,
a critical requirement for instant messaging. For this reason, Pool
Mixes are not considered in our work.

Many different anonymization systems (e.g., Dissent [73], Ri-
poste [12], Vuvuzuela [70], or the real-world multi-purpose imple-
mentation Nym [17]) have been proposed over time, but they are
not suited for instant (group) messaging due to multiple reasons.
Several works assume synchronous environments and require users
to be either online at all times or synchronize their sending times,
which is not suitable for mobile instant messaging and global user
bases. Furthermore, works often do not consider the short delay
expectations of instant messaging or introduce costly overhead, and
even approaches specifically mentioning instant messaging, such as
Loopix [51], have usually focused on one-on-one communication.

To the best of our knowledge, we are the first work to analyze
the suitability of mix networks for anonymizing instant group mes-
saging using a real messenger data set. Previous evaluations of
anonymity systems have often relied on synthetic traffic models
or datasets from domains such as web browsing [24, 33], e-mail
communication [16, 46, 47, 53], and social networks [43, 76]. IRC
chat logs [74] and microblogging platforms like Twitter and Red-
dit [25] have also been explored, though these differ significantly
from private instant messaging in terms of interaction patterns
and latency expectations. For our analysis, we use the WhatsApp
dataset published by Seufert et al. [62], which provides anonymized
private chat histories and enables realistic modeling of group com-
munication. While other datasets exist, such as public WhatsApp
group data [26], they focus exclusively on public groups and are
therefore unsuitable for evaluating anonymity in private messaging
contexts. Additionally, other works have used real-world data from
Telegram [59] and WhatsApp [52] to develop communication mod-
els, though they focus on contact networks instead of messaging
behavior.

This work builds upon previous messenger mix network anal-
ysis [58], utilizing its communication turn model. However, we
compare previous modeling with real messaging behavior and user
expectations, analyze a generalized anonymization system, imple-
ment a concrete group deanonymization attack, and evaluate it
against a realistic mix network, considering different defense strate-
gies.

3 Modeling vs. Practice: Instant Messaging
Behavior and Anonymity Networks

As discussed in the previous Chapter, some studies evaluating mix
networks use real-world datasets, most commonly e-mail, but these
differ significantly from instant messaging in terms of communica-
tion patterns and user behavior. Understanding these differences is
essential for evaluating whether existing defenses remain effective
under realistic conditions. Furthermore, most research relies on
statistical models to simulate user behavior and network structure.

3.1 Assumptions in Mix Network
Communication Modeling

Early works demonstrating the effectiveness of Disclosure [31]
and Statistical Disclosure Attacks [13–15] often assumed uniform
communication patterns among contacts. This assumption persists
in later studies that extend statistical or data-driven approaches [47,
50]. Background messaging behavior is frequently modeled using
normal distributions [39, 40] or zeta distributions [50], while target
user activity is simulated using geometric [2], Poisson [53], or
multinomial distributions [48].

The structure of the contact network is also abstracted using
graphmodels. Several studies employ scale-free networks [6], which
capture the presence of highly connected nodes and have been used
in works such as [2, 19, 39, 40, 43]. Others use Watts-Strogatz small-
world networks [19, 43, 57] or expander graphs [43] to simulate
realistic user connections.
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3.2 Real-World Instant Messaging Behavior
To assess how well the assumptions made in mix network research
align with real-world usage, we reviewed the literature on instant
messaging behavior. While many studies focus on qualitative as-
pects such as use cases and social impact (e.g., [29, 34, 42, 64, 67]),
we summarize key findings from quantitative research that are
relevant for modeling communication patterns.

Contact networks in instant messaging are typically small and
highly clustered. For most users, the core network consists of only
a few individuals: 50% of text messages go to just five contacts [37],
and 76% of users add fewer than five new contacts per month [36].
In work-related contexts, 50% of users interact with fewer than
14 people daily [64]. These networks are often modeled as small-
world graphs [71], with clustered structures and power-law degree
distributions [52], similar to social [44] and e-mail networks [21],
though other works have observed different patterns, including
Weibull distributions [75].

Messaging behavior, however, differs significantly from the
assumptions in many mix network models. Instant messaging is
characterized by bursty, session-based communication: short,
active exchanges followed by long idle periods. These busy phases
typically include 14–26 messages [4], with only 6.9% of messages
initiating new sessions [5]. During active phases (conversations
with pauses shorter than 30minutes), users respond rapidly—within
one minute in 69.9% of cases [63], and five minutes in over 90%
in [5]. In our dataset [62], we observe an average response time
of 2 minutes and 19 seconds (when considering replies within 30
minutes). Even without distinguishing active phases, in one work
40.7% of responses occur within five minutes [54] and, in another,
57.8% within one minute [55].

These patterns contrast sharply with the uniform or memo-
ryless activity models (e.g., Poisson or geometric distributions)
often used in mix network simulations. The high responsiveness
and temporal clustering in instant messaging pose challenges for
anonymity systems, which can be even more pronounced in group
chats, where multiple recipients create correlated observable events.

3.3 User Expectations
Compared to previous technologies like SMS, IM is used for its
short delays, enabling "dynamic, fluid replying behavior" [11] with
the expectation of immediate answers [1]. However, these expec-
tations can vary depending on the scenario and user group. On
one hand, experiencing 90-second delays from partners increases
frustration [30], and messaging apps that take ten or more seconds
to load images see a drop in acceptance rate of ten percentage
points [61]. In other contexts, only 28% of users expect a reply in
less than 5 minutes from customer support live chats [68]. These
expectations can be influenced further if indicators showcase that a
message has been read, causing lower communication satisfaction
when combined with delays [23]. While some guidelines [69] rec-
ommend keeping delays below 10s, other studies have concluded
that the maximum tolerable delay in voicemail, depending on the
urgency of the situation, ranges between 15.8s and 158.4s [9]. Based
on these differing requirements, we analyze how well anonymity
can be improved if larger message delays are accepted in Section 8.4.

4 Data Set and Challenges
As examined in the previous chapters, prior work on mix networks
often relies on simplified assumptions or datasets that do not reflect
the characteristics of instant messaging. To address this gap, we
utilize the dataset published by Seufert et al. [62], which comprises
anonymized WhatsApp chat histories submitted by users through
an online tool. The dataset was collected through voluntary contri-
butions, where participants exported selected (group) chats from
WhatsApp. The tool automatically anonymized the data by replac-
ing message content with metadata (e.g., length) and substituting
user identifiers with randomized IDs.

The analyzed dataset comprises a total of 5,956 chats, containing
76.9 million messages. Of these, 2,290 are direct chats between two
individuals (32.6m messages) and 3,666 group chats (44.3m mes-
sages). These messages span multiple years, as shown in Table 1.
We treat all messages the same, even though information about
message types (e.g., media or text), length, and emoji usage is avail-
able, as this is not the focus of our work. A sample of the dataset
used in our experiments is shown in Table 2.

While the anonymization limits the available information, the
data set retains the essential elements—sender, recipient(s) (indi-
cated by the chat), and timestamp—required for simulating anonymiza-
tion techniques. However, working with this dataset presents sev-
eral challenges that must be addressed to ensure a realistic and
meaningful evaluation:

• Dataset Size and Representativeness: Even though the
dataset spans ten years, there is significant variation in mes-
sage density across them, with 85% of messages occurring
in the most active four years, directly impacting reachable
anonymity levels. Furthermore, it may not capture the diver-
sity of usage patterns found in larger or more heterogeneous
populations due to the self-selection of participants and their
submitted chats, introducing a potential sampling bias.

• Temporal Localization Bias: WhatsApp exports use the
local time of the exporting device. Although the dataset in-
cludes users from different countries, all timestamps appear,
like in Table 2, as if they occurred in the same time zone.
This distorts temporal patterns and may not reflect the asyn-
chronous nature of global communication networks.

• Lack of Global User Identity: Since user identifiers are
randomized per chat, it is not possible to recognize the same
user across different chats. Even though the most prominent
user submitted 128 chats, they cannot be reidentified. As
a result, the system needs to be adapted to model broader
communication patterns in social networks.

• Message Dependency: Messages in instant messaging are
not independent events; they often form part of a conversa-
tion, with replies depending on previous messages. However,
the data set does not provide insight into the relation be-
tween messages. For example, in Table 2, the fourth message
occurred 4 minutes after the third one from the other user
in the chat, indicating that it might be an answer, though
there is no way of confirming this based on the data avail-
able. Ignoring these dependencies can lead to unrealistic
assumptions about user behavior.
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Table 1: Messaging statistics per year

year 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

active chats 5 35 124 269 651 1412 2864 3293 2280 1585 652
messages 3.8k 59.7k 213.7k 654.0k 1.6m 5.2m 17.9m 20.6m 16.2m 10.8m 3.5m

Table 2: Excerpt of the messages utilized

message chat sender recipient time

13715 0 (group) 1 2 2017-10-07 01:47:00
13715 0 (group) 1 3 2017-10-07 01:47:00
13716 1 (1-on-1) 4 5 2017-06-08 17:50:00
13717 1 (1-on-1) 5 4 2017-06-08 17:54:00

Figure 2: Overview of the analyzed generic anonymization
system model

These limitations highlight the importance of adapting both
simulation and evaluation methods to account for the constraints
of real-world data, andwe describe howwe address these challenges
in Chapter 8.3.

5 System Model
In this chapter, we define a generic system model for anonymous
Mobile Instant Messaging (aMIM), which serves as the basis for
evaluating existing anonymization approaches. We define multiple
requirements that shape our target architecture:

• Messaging: Users must be able to send and receive messages.
In particular, we want to support group chats.

• Instant Messaging: Messages must be delivered in a timely
manner, meeting user demands (see Section 3.3). While in-
stant messaging, due to minimal delays, can enable (near)
synchronous communication if two users are online at the
same time, we focus on asynchronous communication, i.e.,
there are delays between receiving a message and answering
it.

• Mobile Instant Messaging: Users are not always online; the
system needs to provide message storage for offline users.

Furthermore, users should be able to act independently of
each other and the messaging system.

• Anonymous Mobile Instant Messaging: We define relation-
ship anonymity as our privacy goal: This includes the es-
tablished sender-recipient unlinkability [49] (i.e., an attacker
should not be able to determine who communicates with
whom) and also undetectable groups, meaning that an at-
tacker outside of chat groups cannot deduce their members
or detect if two users share one or more groups. Specifically,
this requirement shall also protect users who do not actively
participate in group chats ("silent readers"), a relevant user
base due to uneven group contributions (see e.g., [62]), and
the possibility to restrict who can sendmessages inside group
chats in current instant messengers (e.g., Signal, WhatsApp,
Telegram).

Building upon these requirements, we present our target archi-
tecture in Figure 2. Requirements 1 and 2 simply create the need
for a fast messaging system. To support offline users, we include a
Messaging Service (MS) that stores messages for recipients, who
can request them at a later time by authenticating themselves. Since
the MS knows the message recipients, users must be able to send
anonymously to achieve sender-recipient unlinkability. Thus, there
is an Anonymization System (AS) between senders and the MS.
We do not further specify the AS or how senders interact with it.
For example, as long as the messaging protocol does not require
senders to authenticate/identify themselves against the MS, users
could employ Tor, a proxy, or a mix network, and our attack applies
regardless of the choice. This mix network can be further modi-
fied and, for example, include in-providers, as seen in Loopix [51],
which also provides sender but not receiver anonymity.

We treat the AS and how senders interact with it as a black box.
It is only constrained by two requirements: First, it must deliver
messages fast enough to meet user expectations. Second, the group
message delivery: In many commercial messaging platforms, e.g.,
WhatsApp, the server knows all groups and their members and is re-
sponsible for distributing groupmessages to all members [72]. Since
this would directly violate the undetectable groups requirement, we
instead look towards more privacy-focused messaging applications.
In Signal, only users manage and know of the existence of their
groups. Group messages are sent as individual direct messages to all
other group members, which the Signal server cannot distinguish
from regular direct messages [56]. Thus, we also assume that direct
and group messages are indistinguishable for the MS. This could
be achieved by the end user sending group messages as individual
messages or being delegated to the AS for performance reasons for
mobile users.

The assumed system model we analyze is flexible, as we treat
the sending process as a black box, and the MS can be represented
by one or more servers that users choose from. As a result, the
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evaluation results presented in this work remain applicable across
many different scenarios. Now, it might seem trivial to also include
anonymization on the receiver side. However, such systems will
have a hard time fulfilling the requirements of MIM, as, e.g., the
Anonymous Post-office Protocol [27] requires clients not to be
offline for too long.

6 Group Identification Attack
6.1 Basic Idea
Based on the generalized system architecture of the previous chap-
ter, we now present our attacker model and the group identification
attack. Our attacker is a passive local attacker, controlling the MS
(or a fraction of them), i.e., honest but curious. When a message ar-
rives at the MS, the attacker learns the arrival time and the message
recipient, but he does not know the sender or whether the message
is a direct message or a group message1. Now, while this attacker
is very limited in a classical scenario consisting only of one-on-one
communication, when group chats are involved, he can observe
group members appearing closely together on the receiver side.
Figure 3 demonstrates the occurring patterns. Because group mes-
sages are sent to each group member (other than the sender), group
members will receive messages at similar times and in comparable
amounts (though active users will receive fewer messages than
passive ones since they themselves sent more). In our proposed
attack, the attacker now executes three steps to identify groups:

(1) Closeness calculation: Based on users’ message receiving
times, the attacker assigns an asymmetrical closeness score
to each user pair.

(2) Relationship graph construction: The attacker creates a di-
rected weighted graph where recipients are represented by
vertices and the edges between them are weighted by the
closeness scores determined in step one.

(3) Determination of groups: The attacker identifies groups (or
contacts) based on their closeness and the connectedness of
all group members.

In the first step, to calculate the closeness of users, the attacker
uses the arrival times of messages. We showcase this calculation
based on the example shown in Figure 4. When the first message
for user 𝐴1 arrives at 𝑡1, the attacker stores that message with its
recipient, time, and an empty closeness map. When the next mes-
sage (for user 𝐴2) arrives at 𝑡2, its closeness to all stored messages
with a recipient other than 𝐴2 is calculated. The closeness score is
calculated as in Equation 1.

𝑐𝑙𝑚𝑠𝑔 (𝑡1, 𝑡2) = 𝑒𝑥𝑝 (− |𝑡1 − 𝑡2|
𝐸 (𝑑) ) (1)

𝐸 (𝑑) represents the expected delay of a message sent through
the AS and helps shape the score curve. This results in a message
closeness score between 0 (messages are very far apart) and 1 (mes-
sages arrived at the same time). This score is then added to both
the closeness maps of messages one and two. (For message one, the
map now contains the entry 𝐴2 with the calculated value.) When

1Additionally, the MS can also see when users (receivers) request their messages. The
attacker could use this information to determine if later messages originate from
certain actors, based on their online appearances, though we leave this out for future
work.

Figure 3: Group message recipient patterns: Group members
(except the sender of a message) receive group messages at
similar times.

Figure 4: Message closeness calculation

Table 3: Overview of all message closeness scores* resulting
from the example in Figure 4

other recipient message closeness score

message 1 (recipient: 𝐴1, arrival time: 𝑡1)

𝐴2 𝑐𝑙𝑚𝑠𝑔 (𝑡1, 𝑡2)
𝐵2 𝑐𝑙𝑚𝑠𝑔 (𝑡1, 𝑡3)
message 2 (recipient: 𝐴2, arrival time: 𝑡2)

𝐴1 𝑐𝑙𝑚𝑠𝑔 (𝑡1, 𝑡2)
𝐵2 𝑐𝑙𝑚𝑠𝑔 (𝑡2, 𝑡3)
message 3 (recipient: 𝐵2, arrival time: 𝑡3)

𝐴1 𝑐𝑙𝑚𝑠𝑔 (𝑡1, 𝑡3)
𝐴2 𝑐𝑙𝑚𝑠𝑔 (𝑡2, 𝑡3)

*assuming all messages are close enough to each other to not fall below the
closeness threshold 𝜖 .

the next message arrives, its closeness to all other stored messages
with a different recipient is calculated and stored symmetrically.
Table 3 shows the calculated closeness maps for each message after
all messages from Figure 4 are processed.

To not store messages indefinitely, once the closeness between a
stored message and a newly received message falls below a thresh-
old 𝜖 (e.g., 0.01), the stored message is removed from the message
list. To permanently store the message closeness values 𝑐𝑙𝑚𝑠𝑔 from
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this message, first, for normalization, all values greater than one
are reduced to one, and then added to the recipient’s overall user
closeness map 𝑐𝑙𝑢𝑠𝑒𝑟 . Furthermore, the total number of messages
received 𝑟𝑒𝑐𝑢 by the user 𝑢 is increased by one. At the end of the
observed time frame, the remaining stored messages are also pro-
cessed in the same way, and the final user closeness scores for each
user pair can be calculated as shown in Equation 2. This represents
the edge from user 𝑢1 to user 𝑢2, and the edge going in the opposite
direction is calculated as 𝑐𝑙𝑒𝑑𝑔𝑒 (𝑢2, 𝑢1).

𝑐𝑙𝑒𝑑𝑔𝑒 (𝑢1, 𝑢2) =
𝑐𝑙𝑢𝑠𝑒𝑟 (𝑢1, 𝑢2)

𝑟𝑒𝑐𝑢1
(2)

After the data collection, the attacker has now constructed a
weighted directed graph, where nodes represent users (recipients)
and for each user pair (𝑢1, 𝑢2) that received messages close enough
to each other, there are two connecting edges, weighted differently.
An example of such a graph is given in Figure 5 based on the
message arrivals from Table 4, with the groups𝐴 = {𝐴1, 𝐴2, 𝐴3} and
𝐵 = {𝐵1, 𝐵2, 𝐵3}. Worth noting is the missing connection between
users 𝐴3 and 𝐵2 because their closest appearances were too far
apart, falling below the threshold 𝜖 . Furthermore, since 𝐴1 sends
most messages in group 𝐴, he appears less often as a recipient and
thus his closeness scores 𝑐𝑙𝑒𝑑𝑔𝑒 (𝐴1, 𝐴𝑖 ) are greater than the ones
going in the opposite direction. Because 𝐵1 only sent but never
received messages, he does not appear in the attacker’s dataset or
graph.

6.2 Single Group Attack
We first describe the group identification attack for a simplified
scenario: All users appear only in one group. While this does not
correspond to reality, it nevertheless describes the initial situation
of the data set due to the lack of global user identities. We explain
how we later adapt the data to reflect real IM behavior with users
participating in multiple chats in Section 8.3, and show how we
adapt the attack in the next section. Assuming that each user is
only part of one group, the problem can directly be expressed as
community detection in a graph (see, e.g., [35] for an overview), i.e.,
determining user clusters (chat groups) based on their relationship
(edge weights). The attack algorithm now follows three steps to
determine groups:

(1) For each user𝑢𝑖 , calculate a closeness threshold 𝑐𝑙𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 (𝑢𝑖 )
(i.e., how close do other users need to be to them to be con-
sidered a group member) based on the maximum of all their
outgoing edges 𝑐𝑙𝑒𝑑𝑔𝑒 (𝑢𝑖 , 𝑢 𝑗 ) and a variable rate 𝛼 (between
0 and 1) as 𝑐𝑙𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 (𝑢𝑖 ) = 𝛼𝑀𝑎𝑥𝑢 𝑗 ∈𝑈 (𝑐𝑙𝑒𝑑𝑔𝑒 (𝑢𝑖 , 𝑢 𝑗 )).

(2) Construct a new undirected unweighted graphwith the same
user nodes but starting without connecting edges. For each
user pair (𝑢1, 𝑢2), calculate the mean of their connection
scores 𝑐𝑙𝑚𝑒𝑎𝑛 (𝑢1, 𝑢2) = 1

2 (𝑐𝑙𝑒𝑑𝑔𝑒 (𝑢1, 𝑢2) + 𝑐𝑙𝑒𝑑𝑔𝑒 (𝑢2, 𝑢1)). If
this mean score is at least as big as either user’s closeness
threshold 𝑐𝑙𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 (𝑢𝑖 ) from step one, construct the undi-
rected edge between 𝑢1 and 𝑢2. Based on the previous exam-
ple closeness graph from Figure 5 and 𝛼 = 0.8, the resulting
relationship graph is depicted in Figure 6.

(3) Now, we perform a (depth-first) search of the resulting graph
to identify groups (connected users), only saving groups of
at least size 3 and with a minimum internal density of 0.5.

Table 4: Sample message arrivals from the groups 𝐴 =

{𝐴1, 𝐴2, 𝐴3} and 𝐵 = {𝐵1, 𝐵2, 𝐵3}

msg id 1.1 1.2 2.1 2.2 3.1 4.1 4.2 3.2 5.1 5.2
sender 𝐴1 𝐴1 𝐴1 𝐴1 𝐵1 𝐴3 𝐴3 𝐵1 𝐵1 𝐵1
recipient 𝐴2 𝐴3 𝐴3 𝐴2 𝐵3 𝐴1 𝐴2 𝐵2 𝐵3 𝐵2
arrival time 𝑡1 𝑡2 𝑡3 𝑡4 𝑡5 𝑡6 𝑡7 𝑡8 𝑡9 𝑡10

Figure 5: Closeness graph resulting from themessage arrivals
from Table 4 with example weights. Dotted connections do
exist, but edge weights are omitted for visual clarity

Figure 6: Example relationship graph resulting from the
closeness graph from Figure 5 with 𝛼 = 0.8. This would result
in the groups {𝐴1, 𝐴2, 𝐴3} and {𝐵2, 𝐵3}.

Basing the closeness threshold from step one on each user’s
connections allows the algorithm to work for active and passive
group members. E.g., in Figure 5, user 𝐴1 has lower incoming than
outgoing closeness values to his groupmembers due to being amore
active sender (and thus appearing less often as a close recipient to
his group members). However, the choice of 𝛼 is not easy. Therefore,
the algorithm is executed multiple times for different values of 𝛼
(e.g., from 0.2 to 0.8 with increments of 0.05). The algorithm then
has to estimate which of the resulting candidate graphs and groups
represent reality best. To do so, it rates the resulting groups based
on the mean of two normalized metrics and chooses the best result:

• Coverage: The fraction of users assigned to a group, i.e., with
at least one connection in the undirected relationship graph.

• Average group density: For each group, compute the group’s
density, i.e., the ratio of edges compared to the maximum
possible number of undirected edges inside the group as

|𝐸 |
1
2 |𝑉 | |𝑉 −1 | , where |𝐸 | is the number of edges and |𝑉 | the num-
ber of vertices. Then, compute the (unweighted) mean den-
sity of all groups.

The graph from Figure 6 would result in the groups {𝐴1, 𝐴2, 𝐴3}
and {𝐵2, 𝐵3} with a coverage of 5

5 = 1 and density 1
2 (

2
3 +

1
1 ) = 0.83,

yielding an overall score of 0.92.

6.3 Multiple Groups per User
Now, this algorithmwill fail if applied to a real scenario where users
are part of multiple groups. The current implementation expects a
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relationship graph with disjoint clusters (one per group). However,
if Alice is part of groups A and B, she might be a connecting bridge
between the two groups, resulting in merged groups. Furthermore,
each user’s closeness threshold 𝑐𝑙𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 (𝑢𝑖 ) is calculated based
on the assumption that all their connections are to the same group.
If group A is more active than group B, the algorithm might base
Alice’s threshold on group A, resulting in Alice’s connections to
group B being too small to notice. Thus, we adapt the algorithm
into an iterative peeling process to allow for multiple groups per
user:

(1) detect the strongest, densest groups on the current directed
closeness graph;

(2) subtract the mean of their intra-group edge weights;
(3) re-run detection on the residual graph to reveal weaker or

overlapping groups;
(4) repeat until no meaningful new groups appear.
We keep the original mechanics for calculating message close-

ness from close recipient appearances. We then still identify groups
by running the group-detection algorithm for multiple values of 𝛼 .
After accepting a group, we reduce its intra-group directed edges
by the mean of those edges after this iteration. This “deflates” the
already-explained structure, allowing weaker, previously hidden
groups to surface. To avoid (near-)duplicates, every new candidate
group is compared against the previously accepted groups: If it is
an exact match or highly similar (Jaccard index (Equation 3) 𝐽 ≥ 0.8
or one group contains at least 80% of the other one), it is skipped.

𝐽 (𝐴, 𝐵) = |𝐴 ∩ 𝐵 |
|𝐴 ∪ 𝐵 | (3)

Furthermore, in the multi-group setting, candidate components
in the acceptance graph often contain “bridge” users who share
several groups and thereby reduce internal density. To better re-
cover specific groups without changing the overall attack structure,
we add a substructure extraction step that is applied only when a
connected component does not meet the minimum density require-
ment. Starting from the full component, it repeatedly removes the
currently least connected member with respect to edges inside the
component, while updating the remaining internal connectivity.
During this process, we track the best intermediate subgraph en-
countered and stop early once the subgraph reaches a high density
level. In our experiments, this early-stopping criterion works best
with a target density of 80%. Importantly, this 80% target is used
only as an internal stopping and selection heuristic, and it does not
replace the global acceptance threshold. After this process finishes,
the resulting subgraph is still filtered using the regular criteria, and
it is still subject to our duplicate and near-duplicate suppression.
This modification improves recall in the multi-group scenario by
extracting a dense core from otherwise mixed or loosely connected
components, though this does reduce the result’s precision.

We stop when the residual graph no longer yields groups.Peeling
strong groups first and re-detecting on the residual reveals over-
lapping memberships and weaker communities that the original
single-run detector would miss due to the dominance of highly ac-
tive groups. Figure 7 showcases the adapted algorithm for a simple
scenario with two overlapping groups. In the first step (left), the
more active group {𝐴, 𝐵,𝐶} is detected, and after its mean edge

Figure 7: Example run of the multi-group algorithm for a sce-
nario with the groups {𝐴, 𝐵,𝐶} and {𝐴, 𝐵, 𝐷}. (Showing mean
edge weights, and the low value edge 𝐶𝐷 is omitted.)

weight 0.63 is subtracted, the remaining group {𝐴, 𝐵, 𝐷} can be
detected in step two (right).

7 Anonymity Metrics
To evaluate the effectiveness of our proposed group identification
attack, we require metrics that accurately capture its success. At
the same time, it is essential to demonstrate that the scenarios
under consideration are not trivially deanonymizable using generic
techniques.

Therefore, this chapter is structured as follows: we first present
classical anonymity metrics that are widely used to assess the
anonymity properties of communication systems. These metrics
allow us to establish the baseline anonymity level in our analyzed
scenarios and confirm that they are non-trivial to attack. Subse-
quently, we introduce our tailored evaluation metrics, specifically
designed to measure the performance of our group identification
attack. These specialized metrics focus on the accuracy and com-
pleteness of group reconstruction, providing a clear view of how
well our attack compromises anonymity in the context of instant
group messaging.

7.1 Classical Anonymity Metrics
A variety of metrics have been proposed to quantify anonymity in
communication systems. One of the earliest and most intuitive is
the anonymity set size [49], which measures the number of partic-
ipating users who cannot be distinguished by an attacker. Some
works refine this by considering the number of active users at a
given time [7], which better reflects the anonymity available in
dynamic systems.

To capture more nuanced anonymity levels, especially in proba-
bilistic or non-uniform settings, entropy-based metrics have been
introduced [18, 60]. These consider the probability distribution
over possible senders or recipients, with higher entropy indicating
greater uncertainty for an adversary.

In addition to established measures, we incorporate concepts
originating from database anonymity, namely k-anonymity [66]
and l-diversity [38]. These concepts provide a structured way to
reason about anonymity systems like mix networks. In our context,
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Table 5: Example values of entropy for different batches

senders entropy max entropy normalized entropy

1,2 1 1 1
1,2,3,3,3,3,3,3,3 0.99 1.59 0.62
1,1,2,2,3,3,4,4 2 2 1
1,2,2,3,3,3,4,4,4,4 1.85 2 0.93

k-anonymity corresponds to the batch size: the number of messages
processed together determines the size of the anonymity set. How-
ever, instant messaging traffic is highly bursty, and group messages
are implemented as multiple direct messages. As a result, a batch
may be dominated by a single sender, reducing effective anonymity.
To capture diversity, we therefore also consider l-diversity, defined
as the number of unique senders or recipients within a batch.

The composition of each batch can be further analyzed utiliz-
ing entropy l-diversity [45]: the Shannon entropy of the sender
(recipient) distribution within a batch, as in (4), where 𝑝𝑠 is the
proportion of messages from sender 𝑠 in batch 𝑆 . However, raw
entropy can be misleading. For example, as demonstrated in Table 5,
two batches may have similar entropy values even if one is perfectly
balanced and the other is dominated by a single sender. To account
for this, we use normalized entropy, defined in (5), representing
the fraction of the maximum achievable entropy reached, where 𝑙
is the number of distinct senders in the batch. This yields a value
between 0 (completely skewed) and 1 (perfectly uniform), providing
a clearer picture of batch homogeneity. We define the (normalized)
entropy of a batch with only one sender as 0, reflecting the absence
of anonymity.

𝐻 (𝑆) = −
∑︁
𝑠∈𝑆

𝑝𝑠𝑙𝑜𝑔2 (𝑝𝑠 ) (4)

𝐻𝑛 (𝑆) = 𝐻 (𝑆)/𝑙𝑜𝑔2 (𝑙) (5)
Now, these metrics were designed for systems with distinct

batches (e.g., Batch, Timed, or Pool Mixes). However, we want
to analyze a generalized AS that might operate continuously (e.g.,
a mix network utilizing Stop&Go Mixes [32]). Thus, we instead
measure the amount of other messages/recipients/groups present
when messages enter and leave the AS.

Finally, when evaluating anonymity, it is not sufficient to report
average values. A system may appear secure on average while still
exposing users in a subset of cases. Thus, to achieve k-anonymity
and l-diversity, all equivalence classes must fulfill the condition k
or l. To capture this, we analyze the distribution of anonymity
values across all messages and report lower quantiles, e.g., the 10%
quantile (denoted as 10% Q) to reflect the minimum anonymity level
achieved by 90% of messages.

7.2 Group Identification Attack Metrics
In addition to the classical metrics introduced above, we nowpresent
two specializedmeasures to evaluate the success of our group identi-
fication attack. Each metric captures a complementary perspective:
pairwise correctness of co-membership, and cluster–level fidelity of
whole-group boundaries.

Pairwise Co–Membership (Precision / Recall / F1): This metric
evaluates correctness at the level of user pairs. Let P★ be the set
of ground–truth pairs that co–occur in at least one real group
and P the set of predicted user pairs (users sharing at least one
predicted group). We compute Precision 𝑝𝑎𝑖𝑟𝑝 =

| P∩P★ |
| P | , Recall

𝑝𝑎𝑖𝑟𝑟 =
| P∩P★ |
| P★ | , and F1 𝑝𝑎𝑖𝑟𝐹1 as the harmonic mean. Intuitively,

high Precision indicates few false merges (pairs predicted together
but not truly co–members), while high Recall indicates few misses
(true co–member pairs recovered by the prediction).

Cluster–Level One–to–One Matching (Size–Weighted Jaccard).
This metric assesses the fidelity of whole group boundaries. We
align predicted groups 𝐺 𝑗 to ground–truth groups 𝑇𝑖 via a maxi-
mum–weight bipartite matching using Jaccard overlap as the edge
weight.We then compute a size–weightedmean Jaccard overmatched
pairs, weighting by the size of ground–truth and predicted groups.

As an example, assume the true groups 𝑇1 = {𝐴, 𝐵,𝐶}, 𝑇2 =

{𝐷, 𝐸} and the predicted groups 𝐺1 = {𝐴, 𝐵,𝐶} (perfect prediction
of𝑇1),𝐺2 = {𝐷, 𝐸, 𝐹 } (covers𝑇2 but falsly includes F). Now, the algo-
rithm computes the Jaccard index for all possible pairings (𝑇𝑖 ,𝐺 𝑗 )
and selects the highest score (best match) first: 𝐽 (𝑇1,𝐺1) = 1.0. All
matches containing at least one of the groups are discarded, and
the next best available match is selected: 𝐽 (𝑇2,𝐺2) = 0.667. All
groups are matched, so now the algorithm scores all matches. First,
weighted by the size of the real groups 𝑇𝑖 , resulting in a recall-like
score: 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑟 = 3∗1.0+2∗0.667

3+2 = 0.867. Then, weighted by the size of
predicted groups𝐺 𝑗 (precision-like score): 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑝 = 3∗1.0+3∗0.667

3+3 =

0.833. Resulting in a harmonic mean 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝐹1 = 0.85
If unmatched groups remain, they impact the denominator of ei-

ther the recall component (true groups unmatched) or the precision
component (predicted groups unmatched). High scores indicate
that predicted groups closely match true groups without excessive
merges or splits. The score penalizes fragmentation (one true group
covered by several predicted groups) and over–aggregation (one
predicted group spanning multiple true groups). We further also
report the number of perfectly identified groups.

8 Evaluation
8.1 Implementation
This chapter investigates the vulnerability of anonymized instant
group messaging to our group identification attack under realistic
conditions, using the dataset introduced in Chapter 4. We simu-
late all messages, creating a realistic messaging network pattern,
but only evaluate the algorithm’s performance on detecting group
chats (i.e., chats with at least three participants). In our simulation,
all messages are processed in chronological order based on their
original timestamps. Messages enter the AS immediately and are
released after being delayed. For our AS, as a baseline, we choose a
mix network consisting of 𝑘 = 3 Stop&Go Mixes with delay rate
𝜆 (mean delay per mix 1/𝜆). This sequence of exponential delays
results in an overall delay following an Erlang Distribution (shape
𝑘 , rate 𝜆) with expected mean delay 𝐸 (𝑑) = 𝑘/𝜆. To enable fast
messaging while still protecting anonymity, we choose 𝜆 = 1/𝑚𝑖𝑛,
resulting in a mean delay of three minutes. We analyze different
delay durations and strategies in Section 8.4.
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Table 6: Evaluation results of the single goup attack on the
original data

2015-01 2016-01time frame 1 week month 1 week month

chat stats
1-1 chats 55 73 161 202
group chats 99 127 274 323
mean msg per group chat 103 367 110 455

anonymity metrics
msg: mean 192 184 411 429
msg: 10%Q 20 20 84 106
groups: mean 10 10 23 24
groups: 10% Q 4 4 9 11
groups 𝐻𝑛 : mean 0.71 0.73 0.76 0.76
groups 𝐻𝑛 : 10%Q 0.49 0.52 0.63 0.63
receivers: mean 72 68 174 177
receivers: 10%Q 12 12 46 58

attack results
predicted groups 71 100 93 244
perfect groups (% of real) 41(41%) 88(69%) 43(16%) 142(44%)
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝐹1 0.70 0.85 0.37 0.66
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑝 0.92 0.96 0.91 0.92
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑟 0.56 0.77 0.23 0.52
𝑝𝑎𝑖𝑟𝐹1 0.76 0.87 0.28 0.65
𝑝𝑎𝑖𝑟𝑝 0.94 0.88 0.98 0.95
𝑝𝑎𝑖𝑟𝑟 0.64 0.86 0.17 0.50

8.2 Evaluation of Raw Data
To establish default results, we first perform our analysis on the
original raw data without modification (except for modeling group
messages as multiple direct messages delayed independently). For
each message, we record the delay experienced, as well as the num-
ber of other messages and groups present, and their distribution.
We omit network and processing delays, as these are typically neg-
ligible compared to the mix-induced delay and vary depending on
the underlying infrastructure.

Table 6 presents the results of the initial analysis for January
2015 and 2016, illustrating the attack’s effectiveness when observ-
ing messages for one week or one month. In 2015, lower overall chat
activity led to higher success: after one week, 41 of 99 group chats
were perfectly identified, and even imperfect predictions showed
high precision, with 94% of connected user pairs actually sharing
one or more chats. With a full month of observations, 69% of group
chats were identified perfectly. In 2016, higher activity and thus
more anonymity reduced the number of perfectly identified groups,
although precision remained very high and a substantial number of
chats and connected users were still identified, with clear improve-
ments when observing a full month rather than one week. Finally,
the algorithm shows no clear bias toward small or large groups, as
both the average size of all real chats and of perfectly identified
chats is 24 in the 2016 full-month analysis.

Figure 8: Concept of conversation turns

8.3 Simulation Adaption
However, this first analysis remains highly idealized. It assumes
that messages are independent and can be sent at any time, ignoring
conversational dependencies (i.e., replies). These temporal inter-
connections constrain when messages can be sent, which in turn
affects the achievable anonymity. Since the dataset does not indi-
cate which messages are replies, we approximate this behavior by
modeling conversation turns, using the approach from [58]. We
define a conversation turn as a change of sender within an active
session (conversation). We assume that if two consecutive messages
in a chat are sent within 30 minutes of each other (𝛿𝑡 < 30𝑚𝑖𝑛)
and the sender of the second message differs from the first, the
second message is a response. This heuristic allows us to infer a
basic conversational structure from the message stream.

Figure 8 illustrates this concept. Applying this model to the
dataset results in 6 million inferred conversations. Within these,
the conversation turns have a mean length of 10 messages and a
median of 4. In our simulation, we preserve the timing of these
inferred responses. For example, if Bob originally replies to Alice
three minutes after receiving her message, the simulation enforces
this delay: Bob must first receive Alice’s message (i.e., it must be
flushed from the AS), and only then will his answer be delayed
by the observed 𝛿𝑡 = 3𝑚𝑖𝑛. This can lead to long conversations
being pushed outside of the analyzed time frame, resulting in some
messages being sent and received when no new original messages
were sent. To account for this temporal spillover, we introduce a
strict cutoff at the end of the analyzed time frame. This adjust-
ment affects only a small fraction of messages and has a negligible
impact on average anonymity metrics. However, it significantly
improves the accuracy of lower quantile estimates and prevents
misleading conclusions about worst-case anonymity and trivially
easy de-anonymization attacks.

Furthermore, each user only appears in one chat, enabling the
simple Single Group Attack from Section 6.2. However, in real-
world scenarios, where users are part of multiple (overlapping)
groups, identifying these groups is more challenging. Thus, we
create an artificial userbase with users spread across multiple chats,
resulting in us applying the Multi Group Attack from Section 6.3.
For our population generation, we use two input parameters: The
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list of real chats (in particular, their sizes 𝑠𝑖 ) and the target mean
number of chats per user 𝑢𝑐 = 5, based on the observations from
Section 3.2. The algorithm performs two steps to assign users to
chats:

(1) Generate 𝑁 =

∑
𝑠𝑖

𝑢𝑐
users, though at least as many as there

are chats, with a random target degree following a power
law distribution with mean 𝑢𝑐 and random 2D-coordinates.

(2) Then, for each chat, starting with the biggest one, assign ran-
dom users to its participants. To choose a user, we perform a
weighted random selection, where the mean of two factors
determines each user’s weight:
• Their remaining target degree (i.e., the user’s original tar-
get degree minus the number of chats they are already
assigned to).

• Their normalized mean distance (based on their coordi-
nates) to the users already assigned to the chat. This leads
to local clusters and overlapping social circles instead of
completely random chat groups.

We evaluate this adapted simulation environment in the next
sections, analyzing the impact of different defense approaches.

8.4 Different Delay Options
While different delay strategies could be chosen to be performed
by the user (e.g., different sending times) or the AS (e.g., varying
delay distributions), we still apply the restrictions regarding instant
messaging, i.e., there is a maximum delay between the sending
and receipt of a message. To analyze the impact of varying delay
strategies, this section examines the effect of selecting different
delay options, so we can assess the trade-off between anonymity
and latency. We keep the previous configuration with a mean delay
𝐸 (𝑑) of 3 minutes, but also evaluate a faster, "more instant" messag-
ing scenario with 30 seconds and a more secure anonymity-focused
scenario with an average 10-minute delay.

The results are displayed in Table 7. To facilitate a comparison
with the previous evaluation, we repeat the analysis for the first
month of 2016. If the delay strategy is kept the same, the average
anonymity metrics still change due to different user behavior (wait-
ing for a message before sending answers) and identities (users
appearing in multiple chats). The attack performs a lot worse when
users are not only part of one distinct group. Due to iteratively
reducing candidate groups until a target density is met, the algo-
rithm no longer identifies groups perfectly and is stopped after
50 iterations. However, it is still able to recognize connected user
pairs with high precision when a low delay is utilized. Furthermore,
it can be seen that increasing the delay does provide protection,
though with apparently diminishing returns.

8.5 Cover Traffic
However, the question remains: how can small user bases that
expect short delays protect themselves? For this purpose, we an-
alyze the efficiency of cover traffic for protecting group chats in
the low-traffic scenario of week one in 2015. Since our attacker
only utilizes messages arriving at receivers, anything-to-end cover
traffic is required. We implement self-sent cover traffic (comparable
to loopback cover traffic in Loopix [51]), which is sent by all users,
independently of their activity or other users, at an exponential

Table 7: Evaluation results of the multi group attack on the
adapted simulation environment

2016-01
𝐸 (𝑑) 30s 3min 10min

1-1 chats 202
group chats 323
mean msg per group chat 455

anonymity metrics
msg: mean 65 238 554
msg: 10%Q 12 101 286
groups: mean 5 19 44
groups: 10% Q 2 12 23
groups 𝐻𝑛 : mean 0.65 0.73 0.76
groups 𝐻𝑛 : 10%Q 0.33 0.6 0.68
receivers: mean 54 174 365
receivers: 10%Q 10 78 205

attack results
predicted groups 50 50 50
perfect groups 0 0 0
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝐹1 0.33 0.11 0.07
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑝 0.63 0.23 0.17
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑟 0.23 0.07 0.04
𝑝𝑎𝑖𝑟𝐹1 0.59 0.36 0.34
𝑝𝑎𝑖𝑟𝑝 0.84 0.30 0.25
𝑝𝑎𝑖𝑟𝑟 0.46 0.45 0.51

rate. We evaluate different rates of cover traffic, and Table 8 shows
the results depending on different mean delays between cover mes-
sages per user. When no cover traffic is used, the attack can already
identify user pairs with high precision after one week of obser-
vations. When using cover traffic, we only track the anonymity
statistics of regular messages, as there are a lot of time windows
when only cover messages are inside the AS due to the low traffic
scenario, leading to misleadingly low statistics, even though regular
messages are protected better. The introduction of cover traffic does
provide some protection from the attack, mostly introducing false
positives into deduced user pairs and worsening the detection of
group structures. However, even high rates of cover traffic cannot
provide the same level of protection as offered by a larger user base
or longer delays. This can be attributed to the constant rate of cover
traffic resulting in even closeness profiles that can be calculated out
by the attack, similar to how the Statistical Disclosure Attack can
remove background noise [2].

9 Conclusion
This work shows that sender-anonymized group messaging creates
a structural metadata leak that existing anonymity systems often
overlook. Using real-world WhatsApp messages in a realistic mix-
network environment and a local passive observer, we find that the
attack can recover substantial group structure with high precision
after short observation windows.

Increased delays improve anonymity and reduce the attack’s
effectiveness, but with diminishing returns. End-to-end cover traffic
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Table 8: Effect of different cover traffic rates on the attack

2015 - weeek 1
mean cover interval no cover 5min 1min

1-1 chats 55
group chats 99
mean msg per group chat 103

anonymity metrics
msg: mean 37 43 45
msg: 10%Q 2 3 4
groups: mean 2.6 3.7 5.1
groups: 10% Q 1 2 2
groups 𝐻𝑛 : mean 0.5 0.58 0.61
groups 𝐻𝑛 : 10%Q 0 0.1 0.2
receivers: mean 29 31 33
receivers: 10%Q 1 3 4

attack results
predicted groups 50 50 50
perfect groups 0 0 0
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝐹1 0.39 0.32 0.22
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑝 0.46 0.41 0.28
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑟 0.34 0.26 0.19
𝑝𝑎𝑖𝑟𝐹1 0.68 0.64 0.59
𝑝𝑎𝑖𝑟𝑝 0.82 0.71 0.54
𝑝𝑎𝑖𝑟𝑟 0.59 0.59 0.64

provides protection, yet even high rates do not match the protection
of larger user bases or longer delays, and can partially be averaged
out by the attacker. Overall, our results suggest that short delay
expectations and bursty conversations significantly limit achievable
anonymity for groups, even against a weaker, local observer.

Our evaluation relies on an anonymized WhatsApp dataset,
which is somewhat dated, may be subject to sampling bias, and
does not provide global user identities across chats. This required
simulation adaptations, including a conversation-turn heuristic and
an artificial population generator to model multi-chat participation.
These choices improve realism over independent messages and
chats but remain only approximations.

Directions for future work include improving group reconstruc-
tion in the multi-group case and a second-stage inference: once
groups are established, receiver appearances may enable attribution
of messages to likely senders. On the defense, promising avenues
include adaptive cover traffic that mimics conversational bursts
and protocol changes that reduce deterministic co-occurrences for
group delivery while remaining usable for instant messaging.
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