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1 Introduction
Despite the availability of mature technologies for enforcing authentication and authorization,
organizations encounter challenges in securing and efficiently managing users’ access to digital
resources [83]. Numerous reports list this as one of the most frequent and critical cybersecurity
vulnerabilities, citing insufficient or broken access control [4, 20]. Such vulnerabilities can open
the door for both internal and external attackers, allowing them to bypass security mechanisms to
conduct malicious actions. Organizations worldwide counter this threat by investing significant
shares of their Information Technology (IT) security budgets into Identity and Access Management
(IAM) [49]. IAM metrics aid in the management by helping to identify the need for action and
assess their effectiveness. While IAM and related problems such as identity chaos [48] and the
policy explosion problem [39] have received broad research attention, to the best of the authors’
knowledge, no scientific study exists that holistically examines IAM metrics and their impact on
IAM goals. Thus, our research objective is to present an understandable collection of IAM metrics
and link them to strategic IAM goals, audiences, and target values. This work presents a literature
survey identifying 43 strategic IAM metrics based on seven perspectives derived from strategic
IAM goals. We summarize the metrics for each perspective and categorize them by their target, goal
interdependence, and audience. We also discuss open challenges for the perspectives, the relevance
of IAM goals, understandability, and limitations.

We structure the remainder as follows. Section 2 introduces the background for IAM, metrics,
goals, and audiences, while Section 3 presents related work. Using the method outlined in Section 4,
we conduct a structured literature review and extract IAM metrics, examining their impact on IAM
goals and relevance to IAM audiences in Section 5. Section 6 discusses open challenges for research
on IAM metrics and limitations of this study. Lastly, Section 7 concludes.

2 Background
2.1 IAM
IAM deals with the administration of (digital) identities and the secure access of users to digital
resources within an organizational context. It manages a range of processes, policies, and technolo-
gies designed to ensure that the cybersecurity objectives of authentication and authorization are
met without disproportionately limiting operations. The tasks required for this include creating and
managing user accounts, verifying user credentials, defining and enforcing adequate authorizations,
ensuring regulatory compliance (mandated by a magnitude of regulations, such as Sarbanes-Oxley
Act (SOX), Health Insurance Portability and Accountability Act (HIPAA), General Data Protection
Regulation (GDPR), Basel III, etc.), and several ancillary activities. IAM also has to interact with
business processes that do not originate from IAM: Prominent examples are a person joining the
organization, changing department affiliation, or leaving the organization (i.e., joiner, mover, and
leaver processes); or infrastructure changes, like onboarding an application, that require an adjust-
ment of the access structures. The scale of these activities quickly requires specialized technologies,
such as directories or IAM systems, to process IAM-specific data and processes [45, 51, 140].

2.2 Metrics and Measures
This work focuses on metrics and measures based on NIST guidelines [22, 27, 141] and enriches
them with literature about metrics [64, 168]. We introduce their precise meaning in this section,
as literature inconsistently uses the terms metrics, measures, measurements, Key Performance
Indicators (KPIs), assessments, scores, indicators, and so on.

Most confusion about metrics and measures arises because of their similarity. Both concepts man-
age numeric values, leading to similar behavior in collecting data, their measurement, addressing
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Fig. 1. Metrics and related entities (own depiction, derived from Black et al. [22], Chew et al. [27], and
Schroeder et al. [141]).

the audience, visualization, or reporting. However, both concepts differ in their abstraction levels
[22]. While a measure objectively measures evidence, a metric interprets a set of measures towards
goals on a higher abstraction level. An example of a measure is the password length by counting
password characters. While this measure is a standalone property, its actual expressiveness is
limited since it could not distinguish a password like “11111111” from a stronger one. In an intuitive
process, one might combine the password length with additional measures like the used charsets or
its monotonicity to raise expressiveness. Measures are converted into a more expressive (password
strength) metric using a formula that determines the selection and weighting of considered mea-
sures. These formulas can adapt to a specific context, while the metric concept password strength
remains objective. While this aggregation raises expressiveness, the standalone measures preserve
as drill-down functionalities, allowing decomposing metrics for deeper insights. Furthermore, some
fine-tuning of a metric to fit the subjective context is required to maximize its expressiveness. E.g.,
a dedicated, standalone study [33] compares different formulas for password strength metrics of
popular web services. It shows the depth of analyzing even one metric in detail. In contrast, our
study focuses on an overview of IAM metrics. It does not detail specific measures and formulas
that might support a metric. Figure 1 visualizes measures, metrics, and their relationships. We
let measures and metrics inherit from an abstract measurable entity for shared properties. The
following paragraphs detail these.
Measurables hold shared properties [27] of measures and metrics. A measurable requires a

unique identifier to enable structured processing. Another property is goals. A metric can affect
goals positively or negatively. For example, a good evaluation of a password strength metric
might support a security goal while hampering operations [70]. The target property defines the
measurable’s desired value (like min or max). The audience property specifies interest groups for
measurables. A measurable has a description property for readability purposes. Another property
is frequency, distinguishing between collection and reporting frequency. The frequency property
indicates history, storing historic values scheduled by the collection frequency. The automation
property documents the procedure for automatically retrieving the measurable, for example, via a
database query. For certain data collection methods, such as interviews or user studies, automation
may not be feasible. Finally, the reporting format property indicates the desired visualization.
Measures inherit properties described for the measurable entity. Additional properties are

evidence, unit, and data source. The evidence exactly describes the data collection. It can refer
to a database query, a manual user study, and so on. The unit property indicates the measure
unit. Possible values are percentage, number, and so on. Finally, the data source property defines
the location from which data is retrieved. It includes databases, tools, organizations, roles, or
users.

Formula is a relationship between metrics and measures. It thus contains a set of relationships
to measures with their weighting and combination rule for the metric (e.g., by [19]).

Metrics inherit measurables’ properties and are this study’s primary focus. Metrics are calculated
using their relationship property formula. Additional requirements are defined for IT security [168]
and data quality [64]. A metric thus needs to be bounded. One metric bound represents the perfectly
good (IT security, data quality, etc.), while the other represents the perfectly poor [64]. The scale of
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a metric is metrical, which includes ratio and interval scaling. That allows for the comparison of
metric values. Furthermore, metrics satisfy quality based on objectivity, reliability, and validity. (i)
Objectivity describes the independence of external influences. E.g., the objectivity of a password
strength metric is limited if relevant measures, such as password length or monotonicity, are
not accounted for. (ii) Reliability ensures the reproducibility of determining a metric value. E.g.,
the value of a password strength metric should not change when applied ceteris paribus. (iii)
Validity means that a metric actually measures the theoretical construct it tries to. For example, if a
password strength metric also considers unrelated user satisfaction, its validity decreases. Another
requirement is sound aggregation so that a metric is consistently applicable for single and multiple
data values (e.g., for a single user or a whole department). Finally, a metric must be economically
efficient, meaning that the costs of defining and (automatically [168]) measuring the metric cannot
outweigh the expected payoff.

2.3 Goals and Audiences for IAM Metrics
The performance of an organization is generally determined by the alignment of cost reduction,
revenue growth, and quality improvement [111]. We use these three dimensions to structure
strategic IAM goals. Cutting unnecessary operational costs, like expenses, efforts, or resources,
achieves cost reduction. Delivering value-added products and services that satisfy actual needs leads
to revenue growth. Quality improvement helps reduce costs and drive revenue growth by fostering
refined, less error-prone processes. IAM aligns with these strategic dimensions by improving
quality and reducing costs. However, value addition usually remains unaffected, as IAM supports
an organization internally without improving the delivered products or services.

Cost reduction by IAM distinguishes security, compliance, and operations. (i) Security focuses
on preventing unauthorized access to valuable resources like trade secrets or customer data. These
leaks might jeopardize an organization’s trade secrets or damage its reputation. IAM provides
basic mechanisms like password management, authentication, authorization, and access logging.
(ii) Compliance requirements are imposed by (inter-) national authorities and regulate access
management and audit essentials. Penalties apply for violations. For large organizations, avoiding
compliance violations and their penalties is a primary driver of IAM capabilities [83]. (iii) Operations
aim for smooth processes. Easy and fast access to required resources enables efficient task processing.
Missing permissions disrupt important user tasks, wasting the time of individual users or putting
entire organizations on hold. For example, Single Sign On (SSO) technology improves operations
by easing organization-wide user authentication.

Quality-based goals support cost-based and value-based goals. For this work, we break down
IAM quality into further subgoals: IAM processes, identities, IAM policies, and IAM software. These
align closely with the domains described by [45] and add identity quality as a further goal. (i)
IAM utilizes processes that require high quality in their definition and execution to ensure the
desired outcome. These IAM processes span from governance to modeling processes, like identity
and policy lifecycles, access reviews, or operational processes (e.g., authentication, self-service,
or help desk processes). (ii) The quality of both identities and IAM policies closely ties to the
quality of IAM data: Since digital identities are commonly defined as a set of attributes, their quality
reduces to the quality of the comprised attributes [117]. (iii) The quality of IAM policies is more
complex, as the underlying access control models require consideration [85]. While many authors
conceptualize IAM policy quality as data quality with dimensions such as accuracy, complexity,
and redundancy, other authors (especially in the eXtensible Access Control Markup Language
(XACML) domain) conceptualize it as software quality and focus on features such as evaluation
runtime or testing of policy configurations [84, 86]. (iv) Ultimately, IAM software quality is the
foundation for its effectiveness, as other quality considerations depend on high-quality software.

ACM Comput. Surv., Vol. 58, No. 8, Article 213. Publication date: February 2026.



Identity and Access Management Metrics: A Systematic Review 213:5

Org. Performance

Revenue Growth

Cost Reduction

Security

Operations

Compliance

Quality Impr.

Processes

Policies

Identities

Software

Focused Goal

Legend

Related Goal

Fig. 2. Strategic IAM goals (own depiction, derived from Oh and Pinsonneault [111], Hummer et al. [70], and
Fuchs et al. [45]).

Table 1. IAM Audiences Considered for Our Study

Audience Description
Governance A governance audience contains management, compliance, and audit responsibilities.
Identity Admins Identity admins, such as HR or supervisors, maintain identities throughout the lifecycle.
Policy Admins Policy admins design and maintain policies, working with policy engineers or owners.
Operations Operations keep IAM systems running, spanning help desks, DevOps, and provisioning

engineers.
Users IAM users that need access to fulfill their daily duties.

Additionally, the quality of these components is mutually connected to the quality of other elements
that are not directly related to IAM, such as data quality, process quality, or information system
quality.

Figure 2 lists cost-based (left) and quality-based (right) IAM goals. These goals are drivers that
shape IAM strategy [45]. IAMmetrics assess the degree of achievement of these IAM goals.They are
relevant tools for identifying problems (e.g., outdated identity attributes), selecting and prioritizing
investments, and determining the success of IAM efforts.

The audience determines for whom an IAM metric is relevant. In real-world organizations, many
actors are involved in or affected by IAM processes. However, neither the job description (e.g.,
recruiter) nor the organizational affiliation (e.g., department head) is well-suited to describing a
role in an IAM̧ context, since these are organization-specific. Instead, we focus on prototypical
stakeholder roles to determine the audience of an IAM metric. Depending on their tasks and
responsibilities, a person holds one, several, or none of these stakeholder roles. Despite some efforts
[27, 45, 69], IAM stakeholders differ in scope and detail across research. This work derives five
audience roles: (i) governance, (ii) identity admins, (iii) policy admins, (iv) operations, and (v) IAM
users. Table 1 lists these audiences with a short description.

3 Related Work
IAM metrics complement related work covering aligning and integrating metrics in an organiza-
tional context, including their goals and strategy. The consequences of misaligned metrics, goals,
and strategies include projects that have no impact on organizational strategy or even harm the
organization, even though they look good on paper. [15, 65]. Therefore, it is paramount to avoid
misalignments for effective decision-making.

Several approaches for integrating metrics in an organizational context have been published.
E.g., the renowned Goal Question Metric (GQM) approach [10] uses a cascade to derive expressive
metrics based on goals. It starts with conceptual goals, later formulated in greater detail with
questions. These questions then allow for a quantitative measurement of the goal by using metrics.
This approach can also be extended with the GQM+Strategies approach [11], which underlines the
need to align metrics with goals and derive goals from organizational strategies. Similar approaches
are the Balanced Scorecard (BSC) [81] and the Model, Measure, Manage Paradigm (M3P) [109].
The BSC compactly presents complex information at a glance for management audiences. The
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perspectives of customer, financial, internal business, and innovation and learning connect goals
to actions. This approach allows for a strategic perspective on metrics. The M3P framework also
puts the metrics in a more holistic context of an organization. It highlights the importance of
identifying and understanding strategies and organizational goals to yield effective metrics and
measures.

From an IT governance perspective, Control Objectives for Information and Related Technologies
(COBIT) [74] and Information Technology Infrastructure Library (ITIL) [150] are well-known
complementary frameworks. These frameworks comprehensively align organizational strategies
and goals with controls and measurements. Both are widely adopted in the industry, still improved
with their versions COBIT 2019 and ITIL 4, and cascade strategies and goals towards metrics.
However, these frameworks lack the simplicity of the GQM or the BSC.

These frameworks for integrating metrics thus benefit from (IAM) metric collections, like the
IAM metric collection of our survey. Similar yet less comprehensive IAM metric collections are
discussed in the literature. Hummer et al. [70] derive performance indicators from IAM goals using
the GQM method and evaluate the results by an expert survey. A limitation of this contribution is
its lack of comprehensiveness, suggested as future work. Elimity [38] derives eight IAM metrics
with measurements from International Organization for Standardization (ISO)27001 and connects
them to IAM goals, similar to the ones argued by Hummer et al. [70]. Additionally, the authors
suggest a feedback loop based on the metrics. A limitation of this contribution is a missing peer
review, and its sole focus is on the ISO27001. Hu et al. [68, 69] contribute via National Institute
of Standards and Technology (NIST) publications with access control metrics. An XACML-based
architecture, ontology, and responsible principals classify measurements to metrics. While this
contribution is more comprehensive than the other contributions covered by this related work
section, it lacks the coverage of quality factors. The authors also consider composing the metrics
for custom use cases.

With this related work, system architects can implement IAM metrics in organizations. As
suggested by Kern et al. [83], governance stakeholders define and prioritize IAM goals aligned with
organizational strategy. With this scope, implementers set their objectives and allocate suitable
IAM metrics for relevant audiences. Additionally, implementers must align the IAM metrics with
their organization by adjusting the weighting and use of context-specific measures. IAM metrics
monitor the effects of the tools used and the actions taken. Stakeholders, such as implementers
and governance, receive IAM metric reports regularly, e.g., via a dedicated IAM governance
dashboard [121].

4 Method
The literature research followed the process proposed by Levy and Ellis [88]. It consists of three
phases: (i) The input phase serves to gather a literature body. It includes searching for literature and
filtering it for relevant works. (ii) The review step aims to develop an understanding of the obtained
literature. It includes the analysis, structuring, comparison, and critical assessment of identified
publications. (iii) In the output phase, the obtained knowledge is transformed into a comprehensible
presentation that helps answer the original research question. Note that these three phases serve
as a structural framework for the research process and are not necessarily carried out in a strictly
sequential manner. In our case, the literature review helped to develop a better understanding of
the presented concepts, leading to further iterations of the literature search and filtering steps
as described in the first phase. To improve transparency and reproducibility, we also report the
research criteria using the PRISMA checklist.1

1https://anonymous.4open.science/r/prismachecklist-184B/PRISMA%20Checklist.pdf
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Fig. 3. Applied literature search and filtering process.

Startingwith the input phase, we define the scope of included publications as scientific publications
that propose metrics for at least one of the seven identified cost- or quality-based IAM goals. In a few
cases, we also included gray literature if we considered it high-quality and relevant, e.g., standards
such as [69]. The literature search began with a bibliographic search. We used permutations of
keywords related to IAM (Identity Management, Identity and Access Management, and Identity
Governance and Administration) and metrics (Metric, Measurement, Assessment, KPI, and Score).
The keywords were mutated to improve result coverage (singular/plural, abbreviated and elongated
writing, literal “and” or &). We queried high-quality online databases such as Springer Link,2 AIS
eLibrary,3 IEEE Xplore,4 ScienceDirect,5 and ACM Digital Library.6 The search filter included the
year range 2000-2025. The last access date for all online databases was 07.11.2025.

All publications that were not obviously related to another topic were added to an initial collection
of unfiltered literature. Each publication in this list was screened, that is, read superficially to
determine whether it is relevant to the survey topic. The screening included reading the title,
abstract, introduction, and conclusion, and conducting a document search to determine how the
identified bibliographic keywords were used. The screening process narrowed the literature body
to a list of relevant literature by the following criteria: (i) The publication is written in English. (ii)
The publication is a paper in a scientific journal or conference, or selected gray literature. (iii) The
paper quality is sufficient for general consideration. (iv) The title indicates that the paper measures
IAM or characteristics of it. All publications that passed the process were then reviewed in depth
to determine whether they should be included in the final list of included literature. The final
inclusion criteria were: (v) The publication must present metrics relevant to IAM. (vi) Metrics
are introduced or presented exclusively in a separate section or subsection. (vii) The paper cites
relevant literature itself. Furthermore, we excluded papers that do not add novel insights or that also
collect cybersecurity metrics but measure only whether an organization uses IAM, e.g., [147]. In an
interactive search and filtering process, we used the collection of relevant literature that had passed
the initial screening for author and reference search. The resulting publications were added to the
list of unfiltered literature and processed by the same criteria. We used Google Scholar 7 for the
author and reference search. The literature review was conducted by two people working in parallel,
using a shared document collection and standard office tools. During the research process, we
found that IAMmetrics are not a well-established scientific field. This made the bibliographic search
difficult due to insufficient standardization of terminology. Instead, we found author and reference
searches more rewarding, yielding high-quality publications that fit the scope of this survey. In total,
we collected 60 publications. The literature search and filtering process is summarized in Figure 3.

2https://link.springer.com/advanced-search
3https://aisel.aisnet.org/do/search/advanced/
4https://ieeexplore.ieee.org/search/advanced
5https://www.sciencedirect.com/search/entry
6https://dl.acm.org/search/advanced
7https://scholar.google.de/
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Table 2. The Seven Perspectives Giving Structure for IAM Metrics Synthesized in the Review

Perspective Contains metrics for…
Identity Lifecycle Managing digital identities during their lifecycle, incl. authentication.
Policy Lifecycle Managing Access Control Policies (ACPs) during their lifecycle.
Management and Governance Operational and strategic steering of IAM to realize regulations.
Identity Quality Assessing the quality of digital identities, such as accounts or identities.
IAM Process Quality Assessing general process quality for any process in IAM.
IAM Policy Quality Assessing the quality of ACPs, such as roles or attribute-based policies.
IAM Software Quality Assessing software quality operated for IAM systems.

In the review phase, we structured the list of included publications and analyzed them to gain
a deeper understanding. We collected metrics defined in the included publications and ordered
them according to the addressed IAM goals (compare Section 2.3). We developed a mind map to
group metrics and reference measures that implement them. Building on this knowledge base,
we synthesized a compilation of IAM metrics in the output phase. It was designed to provide an
understandable overview of relevant IAM metrics. For this purpose, we organized them into seven
perspectives based on common IAM processes and goals: On the one hand, perspectives derived
from the cost-reduction goal comprise the primary IAM process frameworks: the identity lifecycle,
policy lifecycle, and a management and governance perspective. On the other hand, we map a per-
spective for each quality goal, namely identity quality, process quality, policy quality, and software
quality. To address the varying levels of abstraction and detail of metrics, measures, and formulae
(see Section 2.2), we chose to limit each perspective to a set of relevant, well-understandable metrics.
Renowned psychological research shows that a collection of 7±2 concepts remains understandable
[96]. Following this scale, we aimed to collect approximately 7 relevant metrics for each perspective
and, if applicable, summarize them into a higher-level abstraction. In total, we synthesized 43
metrics that cover 7 IAM perspectives. Table 2 summarizes the seven perspectives for IAM
metrics.

We then developed a presentation on the IAMmetrics. For this purpose, we developed categoriza-
tions to ease understanding and applicability: We traced for each metric its target (minimization,
maximization, or neither), its impact on IAM goals (positive, negative, or none), and the addressed
audience in the IAM context (compare Section 2.3). We then summarized the metrics textually.
Section 5 presents the results for each of the seven perspectives. Each subsection covers a single
perspective, with a textual summary of the metrics and a table visualization of their categorization
results. Both the affected goals 8 and audiences 9 are abbreviated for compact presentation.

5 IAM Metrics
5.1 Identity Lifecycle Perspective
The identity lifecycle defines creating, managing, and deleting digital identities and links to joiner,
mover, leaver, or support processes [77, 113]. The lifecycle accompanies an identity in all phases
and ensures granting the required but not excessive access. The lifecycle includes a timely (de-
)provisioning of identities [13], education for members of an organization, and revoking excessive
access. Identities also need operational support, like when requesting missing authorizations
or changing credentials. Since authentication schemes use knowledge-based, biometric-based,

8Goal abbreviations: cost reduction (COST), security (SEC), compliance (COM), operations (OPS), process quality (PRC),
identity quality (ID), policy quality (POL), and software quality (SW).
9Audience abbreviations: management and governance (GOV), identity admins (ID), policy admins (POL), operations (OPS),
and the end users (USR).
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Table 3. Identity and Access Management Metrics: Identity Lifecycle Perspective

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Readiness max – + + + + 3 3 3 3

Education target – + + + 3 3 3 3 3

Orphans min + – – + + – 3 3

Excess target – – – – 3 3

Password Strength max – + + – + + 3 3 3

Biometric Strength max – + + – + + 3 3 3

Ownership Strength max – + + – + + 3 3 3

Multi-factor Strength max – + + – + + 3 3 3

ownership-based, and multi-factor-based authentication factors, these strengths are measurable
[110]. Table 3 summarizes the metrics for this perspective [45, 127].

Readiness describes the degree to which identities are ready and prepared to operate. It includes
creating identities and accounts with valid, appropriate authorizations and avoiding unnecessary
downtimes for users. Joiner and mover processes of the identity lifecycle or provisioning tasks are
thus especially relevant. Suitable measures are the duration upon readiness achievement, error
rates for identity, and account creation or costs [19, 70, 137]. Despite the technical dimension,
readiness might also encompass the IAM education of the organization’s members, considered in a
separate metric. Readiness eases operations and supports compliance by indicating controls for
timely authorization grants. However, achieving readiness either requires cost-intensive manual
administration or, preferably, providing appropriate automation. As quality side-effects, readiness
mainly affects identities and software. Timely propagated identities and accounts benefit the identity
quality across multiple applications. Accessible and high-quality IAM software also encompasses
means for external administration of their identities. Relevant IAM audiences cover governance,
identity admins, operations, and users. Identity admins and users are directly affected by this metric.
For operations, lower readiness evaluations signal more prospective support. E.g., expecting more
requests for missing access. Finally, a governance audience concerns readiness as an indicator for
good IAM controls.

Education expresses IAM awareness and knowledge. Even the best IAM systems render useless
for arbitrary authorization grants or authorized yet inappropriate user behavior. All users who
require sensible authorizations need at least a basic IAM and IT security training. General user
guidance and awareness on Dos and Don’ts should be accessible and taught. This guidance includes
appropriate password handling [154], recognizing and withdrawing from suspicious situations (e.g.,
say no), or awareness of sharing protected information on different media (internal communication,
personal talks, e-mail, etc.) [163]. More vulnerable groups also require more intensive training.
Vulnerable groups include front-liners like help-desk or telephone operators and privileged users.
These groups should not hesitate to escalate or report incidents on recognition boldly [163]. The
dual knowledge gap [43] points out a lack of security specialists with a combined understanding
of technologies and security policies, highlighting a need for IAM education. Measures for these
aspects include (but are not limited to) user screening, training certificates, expected or blind field
tests, training hours, budget on training, or reported incidents attributed tomissing training [36, 163].
Timeliness is also a factor, as training needs to start immediately after joining an organization.
Ongoing educational efforts counter its decay and keep the gained education up-to-date. In summary,
education imposes initial and ongoing educational costs but eases security and operations. Education
also affects the IAM software, as usability demands learnability. The target for an education metric
is not the maximum. Users should be appropriately aware and trained for IAM to operate safely
and securely within their responsibilities. Education is relevant for the full IAM audience spectrum.
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Orphans are accounts without a valid owner. In a narrow sense, it applies to accounts without
any owner. In a broader sense, however, it also applies to accounts with invalid owners, including
inactive, expired, or never used ones. Orphan accounts represent violations of Principle of Least
Privilege (PoLP) and compliance. Unused accounts are de facto unnecessary, and missing owners
negatively affect the traceability of audit logs. Besides the number of accounts without an owner,
measures for orphan accounts may include those never logged on, inactive (after 60 or 90 days,
etc.), locked, or expired accounts [19, 38]. Orphan accounts are rooted in a mismatch of the
identity lifecycle and deprovisioning. E.g., authentication-based protocols, like Security Assertion
Markup Language (SAML) [123], OAuth 2.0 [62], or OpenID Connect [131], may provision accounts
on demand and authentication, but do not consider deprovisioning. More recent approaches,
like System for Cross-domain Identity Management (SCIM) [90], separate authentication and
provisioning contexts, enabling centralized real-time automatism [140], thus eliminating a technical
reason for orphan accounts. However, orphans can still originate from improper identity lifecycle
processes. E.g., former organization members’ access is a common anti-pattern [20]. In summary,
orphan accounts indicate security risks, compliance issues, and poor identity and process quality.
However, a missing or ineffective deprovisioning process indicates cut implementation costs at
the expense of security. Because of their avoidable issues, the target value for an orphans metric
should be minimal. The relevant IAM audiences for an orphans metric are foremost governance
and identity admins.
Excess refers to users with an intended or unintended high number of authorizations [32].

Sources for excess are granting much access during joiner and mover processes or missing revokes
on mover or leaver ones. Following PoLP, intended excess occurs for users with administrative
duties or responsibilities for sensitive data. Means for reducing the resulting security risks are
Privileged Access Management (PAM), education, or reorganizations. Measures for intended excess
target necessary yet excessive user authorizations. Examples include the number of superusers or
privileged accounts and users with access to sensitive data or privileged authorizations [36, 38, 151].
Unintended excess occurs on a violation of the PoLP. Due to its unintended nature, this excess
negatively impacts the security goal. Measures include outliers with significantly more access than
their peers [38]. Orphans or the number or ratio of received approvals for privileged accounts [19]
also raise an unintended excess metric. Further measures for excess are the support for specifying
and enforcing the PoLP [69], the duration for an (emergency) deactivation of authorizations [70],
or the usage for constraints avoiding excess [69]. Despite its positive effect on the security goal,
the target value for an excess metric is not minimal, as some excess is intentional. In this sense,
careless reduction of authorizations might lead to a shortage, hampering operations. However,
unrestricted excess on a non-PoLP-compliant level harms security and compliance while staying
neutral to cost reduction and operations goals. From a quality perspective, a higher value for an
excess metric indicates a broken identity lifecycle and low-quality authorizations for identities.
Finally, the relevant audiences for excess are especially governance and identity admins.
Password Strength is one of the most famous and well-studied IAM metrics. Most users

notice this metric during support processes like registration or password change. Approaches for
password strength vary in their scaling but assign similar labels like low, medium, and high, used
for visualizing in password strength meters [33, 167]. The discussion of password strength effects
points back to the seventies [102] and maps it to operations and security goals. From a theoretical
perspective, a robust password strength metric indicates security because passwords become harder
to crack. Various measures have been proposed [3, 33, 154]. However, humans find strong passwords
more difficult to remember, which hampers operations [107]. E.g., users forget their passwords
and require costly help-desk or self-service processes afterward [70, 163] or utilize anti-patterns
like writing passwords down and leaving the notes nearby their devices. This clash of security and
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operations goals is leading to the most recent recommendation of the NIST to lower password
strength calculations by enforcing requirements like special characters [54]. Since passwords are
a vital cornerstone of modern IT security, a dedicated community of the usable security realm
actively studies password-strength aspects, improving security and operations. For example, these
studies include serious games to educate about password strength [80], user perception on password
expiration [56], or further strengthening passwords [93, 144]. From a compliance perspective, the
GDPR [40] demands “appropriate technical and organizational measures to ensure a level of security
appropriate to the risk” requiring state-of-the-art authentication. A securely stored password is
part of identity and software quality. The relevant IAM audience for password strength includes
especially the users themselves when they choose their password. However, the overall strength
of utilized passwords is also interesting for governance and operations. For governance, robust
authentication methods support compliant protection against unauthorized access. For operations,
a strong password strength metric hints at raised support expenses.
Biometric Strength describes the security biometric authentication approaches achieve. E.g.,

Ryu et al. [130] collected 54 performance measures for biometric authentication schemes spanning
various categories: functionality, security, usability, operation time, operation cost, satisfaction/ac-
ceptance, and stability. Most approaches evaluate their accuracy measured with False Acceptance
Rate (FAR), False Rejection Rate (FRR), and Equal Error Rate (EER) which depict effects both on
security and operations. The EER levels out both FAR and FRR to achieve an acceptable degree of
both security and operations. Ryu et al. [128] point out that other categories like efficiency, usability,
security, and privacy need consideration when evaluating biometrics despite the widely applied
accuracy. Biometric factors can be a non-intrusive control like keystroke dynamics which would not
interrupt a user’s task. Other biometric factors, like fingerprints, interrupt a user’s workflow, which
hampers operations. Therefore, users perceive biometric authentication schemes as more usable,
supporting operations. However, security suffers from the probabilistic behavior of the error rates
and robustness, like for varying input device quality [112]. As for the password strength, the GDPR
applies, requiring a state-of-the-art authentication scheme for which biometric factors enhance as
an added factor. From a quality perspective, a biometric strength metric aligns with the password
strength metric indicating properties for high-quality identities and software. Finally, relevant IAM
audiences for the biometric strength are governance for compliance reasons, operations, and the
users themselves.

Ownership Strength refers to authentication schemes which are based onWhat You Have. These
authentication approaches rely less on the chance of extracting features correctly, like biometrics. Its
strength lies in the fact that only an authorized identity controls the transponder for authentication.
This assumption is valid for devices such as an Radio-Frequency IDentification (RFID) transponder
securely attached to a keychain, in a wallet, a smartphone, or wearables that are always near
their owner. Some approaches have attempted to reach perfection in this regard and implanted
RFID transponders in living creatures, as done for livestock [76]. However, privacy and security
concerns make implants only feasible for identification, rather than authentication, due to cloning,
destruction, or unauthorized tag reading issues, which limit their usage [60, 126]. Measures thus
include, for example, lost transponders or their resistance to cloning. While requiring the user to
authenticate hampers operations and cost reduction, organizations raise security and compliance.
Compared to other authentication factors, ownership does not rely on biometric probabilities
or remembering passwords, while introducing the risk of losing a transponder. Relevant IAM
audiences are the users and operations responsible for managing transponders and governance to
ensure compliant authentication.

Multi-factor Strength describes the IT security of combined authentication factors [112]. This
approach assumes that a combination of stand-alone authentication factors creates a more effective
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Table 4. Identity and Access Management Metrics: Policy Lifecycle Perspective

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Bypass min – – – + – – – – 3 3 3 3

Adaptability max + + + + + + 3

Constraints target + + – + + + 3 3 3

authentication scheme. Examples include passwords additionally requiring a fingerprint, or passkeys
requiring their unlocking on a user device with a secondary factor. Rating and benchmarking
factors help identify the relevant ones. Ometov et al. [112] compare factors based on universality,
uniqueness, collectability, performance, acceptability, and spoofing. In detail, universality and
uniqueness indicate whether all identities can be applied to and be distinguished by the factor.
Collectability denotes the ease of data collection. Performance aggregates the property’s accuracy,
speed, and robustness. Acceptability relates to usability and gives information about the practical
usage of the factor. Finally, spoofing indicates the security of a factor. A multi-factor strength
metric aggregates these measures. An emerging research field is adaptive authentication [6], which
responds to the given authentication context, enhancing both operations and security goals. It
works by either parametric adaptation or structural adaptation. A parametric adaptation fine-tunes
the parameters of the authenticator, such as reducing the allowed password attempts when logging
in off-site. A structural adaptation changes the system’s structure, like requiring an additional factor
for the off-site login example. These adoptions require added measures for security, usability, and
user context. These measures include time, location, activity, data sensitivity, hardware measures,
and user preferences, among others. For compliance, multi-factor authentication is currently the
best practice for state-of-the-art authentication, recommended by the NIST for most applications
[54]. Like other authentication factors, interrupting a user’s tasks hampers operations and raises
costs. Compared to other authentication schemes, combined factors raise security. Relevant IAM
audiences are users, operations, and governance.

5.2 Policy Lifecycle Perspective
Policy lifecycle models are present for Role-Based Access Control (RBAC) [44, 47] and Attribute-
Based Access Control (ABAC) [67].Thesemodels include suggestions for introducing policy systems,
the derivation and implementation of policies for an organization, the operational maintenance or
optimization of policies and systems [83], and final disposal. Table 4 summarizes the IAM metrics
bypass, adaptability, and constraints for the policy lifecycle.

Bypass describes any failure in translating a security policy to an authorization or ACP up to an
effectively granted access. Any bypass thus undermines the desired IAM state and is detectable from
various perspectives. E.g., for a preventive perspective, measures include risk-based assessments
of applications, cases for ignoring the actual Policy Decision Point (PDP) or Policy Enforcement
Point (PEP), and the IAM system’s verification capabilities as policies might grow into complex
constructs leaking authorizations [69]. Additionally, Beres et al. [19] suggest including bypassed
approval processes for provisioning. From a detective perspective, Security Information and Event
Management (SIEM) systems provide relevant measures, including the number of security incidents
due to authorization management [70], unauthorized access to confidential or sensitive data, shared
credentials, multiple and quick location changes, off-hour access, and so on [97]. From a corrective
perspective, quality is a relevant factor. Measures for this corrective perspective may utilize insights
from periodic Access Reviews, as these indicate timeliness and accuracy of ACPs [55]. While
bypasses boost short-term operations, they hamper security and compliance. A bypass also indicates
poor quality across all traced goals: Policies should appropriately authorize users. Operational
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support processes, such as self-service, help users obtain missing authorizations without bypasses,
and IAM software should prevent bypasses. Despite its positive effect on operations, the target
value for a bypass metric is minimal. Relevant IAM audiences encompass governance, identity and
policy admins, and operations.
Adaptability is the capability of an IAM environment to reconfigure its security policies, au-

thorizations or ACPs. Since policies reflect the status quo of an organization, changes in the
environment or the organization lead to a policy decay, demanding timely adaptation capabilities.
Adaptability is thus a prerequisite for (periodic) improvements [46, 84]. Measures include the
system’s flexibility and the ease of adapting or distributing updated policies. (i) Flexibility measures
hence encompass assessments for the system’s ability to cover various use cases [72, 87], features to
handle policy changes, situational awareness, or capabilities to combine policies [69]. (ii) Measures
for an eased adaptation may include discovery features, steps required to assign authorizations,
the degree of syntactic or semantic ACPs specification support, capability and usage of delegation
features, or the duration for taking adjustments [32, 69, 70]. (iii) Finally, the updated policies must
also be accessible to other system components [13]. Measures for this evaluate the distribution,
source management, repositories, and retrieval of the policies [69] or the level of interoperability
to communicate with other IAM systems. Connectivity to other systems via standardized proto-
cols, like Lightweight Directory Access Protocol (LDAP) [169], SAML [123], Service Provisioning
Markup Language (SPML) [31], SCIM [90], or XACML [125], indicates policy adaptability. Since
adaptability enables staying up-to-date with organizational needs, it benefits security, compliance,
and operations goals, ultimately leading to cost reductions. From a quality perspective, high-quality
IAM software provides adaptability, while policy quality benefits from eased adaptations when
required. The target value for an adaptability metric is thus its maximum. Policy admins are the
primary audience.
Constraints describe the capability of an IAM system to effectively realize restrictions for the

utilized policies, enabling a safer and more secure IAM. E.g., for RBAC models, constraints restrict
the number of permissions assigned to a role (cardinality) or enforce Segregation of Dutys (SoDs)
[41, 135]. E.g., software engineers might be excluded from testing their written code because
they may become professionally blinkered. A static SoD disallows the software engineer from
testing any code. A dynamic SoD prevents activating a software engineering and testing role for a
given feature simultaneously. A constraints metric can thus encompass measures regarding the
number of violations or the modeling capabilities of the IAM system. Various perspectives show
the number of violations. E.g., the plain total number of violations found among users [19], security
incidents of SoD violations [70], and discrimination for SoD violation types [38]. Furthermore,
measures for constraint modeling include the system’s support for cardinalities like the PoLP
[69], and SoDs like supporting policy admins to decide toxic authorization combinations [38] or
providing features to specify dynamic or static SoD rules [69]. The target value for a constraint
metric is ambiguous. While violation measures should be minimized, modeling capabilities should
meet the organization’s needs. From the goals’ perspective, a good value of the constraints metric
benefits security and compliance. For the operations goal, however, an adverse effect originates
from slowed down processes when SoDs require multiple parties for participation. From a quality
goal perspective, modeling constraints raise the accuracy of identities and policies. The enforcement
of these constraints indicates high-quality IAM software. Relevant IAM audiences are governance
or identity and policy admins.

5.3 Management and Governance Perspective
While IT governance refers to looking forward and steering an organization’s goals and the
resulting IT resource assignments, IT management organizes and plans IT resources in the present.
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Table 5. Identity and Access Management Metrics: Governance Perspective

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Completeness target – + + + 3

Control max – + + + + + + 3 3

Traceability max – + + + 3

Size target – – – + + 3 3 3 3

Hygiene max – + + + + + 3 3 3

IT governance covers effective objectives, while IT management focuses on efficient execution.
Therefore, IT governance and management are semantically close to compliance requirements
[132]. Metrics to evaluate both concepts are available for IAM systems. These encompass especially
completeness, control, traceability, size, and hygiene, and are summarized in Table 5.

Completeness describes the degree of actually having all requirements imposed on governance
applied to an organization. This metric thus indicates the effectiveness of the IAM implementation
and is also of interest to an organization’s environment [12]. Measures supporting completeness
include the number of successful audits, audit findings [70, 151], updates, and security policies [75].
Furthermore, decision-makers can use capability maturity models [140] or metric collections (as in
this work) to assess the current state. The target for completeness is to maximize it while accounting
for economic constraints. Completeness benefits compliance goals by ensuring their implemen-
tation across processes and software, thereby providing complete support for all organizational
needs and technical features. However, it also harms cost reduction as completing all require-
ments is an ongoing investment for organizations [70]. The relevant IAM audience is primarily
governance.
Control evaluates the overall capability to operate an IAM system within an organization. It

is closely linked to the completeness metric and compliance regulations. An IAM audience can
interpret control as actually controlling an IAM or just its capability. Actual control is traceable by
risk and criticality assessments [71], while compliance violations or education show the control
capability. Measures for actual control thus include open audit or SoD findings and violations
[58, 70, 85, 151], or time-spans to resolve IAM- related incidents, such as an (emergency) ACP
deactivation [70, 75]. From the control capability perspective, measures include the amount of IAM
entities in compliance [36, 87], the amount and frequency of taken audits, updates, backups, or
logs [75, 151], assessments for proper security mechanisms supporting security policies [75], or
evaluations of risks and criticality for IAM entities [70, 71, 116, 151]. The target for a control metric
is maximum. Controlling IAM can negatively affect cost reduction, while security, compliance,
operations, and quality benefit. The relevant IAM audiences for a control metric are governance
and operations.
Traceability captures the capability for tamper-proof tracking of authorization and authen-

tication decisions. This capability is rooted in compliance regulations, like SOX [152]. However,
understanding the status quo is also a relevant capability, such as during the debugging of ACPs
or during security incidents. Attackers might cover their tracks when causing a security incident,
raising the need for tamper-proof tracking [108] for a variety of IAM events [124]. Measures in-
clude the presence, content, frequency, and accessibility of audit logging or backups [2, 59, 69, 75].
Additionally, the ratio of monitored logs, the number of documented unauthorized access attempts,
or the ratio of administrative logs [59]. From a trust perspective [103], missing traceability hints
at a loss of control, which regulations mandate to make otherwise undetected threats noticeable
[58]. Thus, traceability drives the compliance, security, and software quality goals. However, the
metric negatively impacts the cost reduction goal, as software for managing logs must be developed,
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purchased, and operated. Therefore, the target value for a traceability metric is its maximum, while
maintaining cost efficiency. Relevant IAM audiences are governance and operations.
Size is a relevant metric for the management realm. It indicates the magnitude, feasibility, or

requirements of the challenges faced while operating an IAM system. E.g., an organization with
hundreds of members requires different approaches for IAM as one with tens of thousands. Thus,
size measures include managed entities and their type. E.g., the size of the (IAM) repository is a
basis for risk calculations [116]. Elimity [38] cover a broad range of size measures for different
RBAC entities and their types, like users (newly created, disabled, or IT users) [151], permissions
(total amount or relative to users and roles), roles (organizational, IT, business, technical, etc.), or
connected applications. From a quality perspective, a broad consensus on avoiding a role explosion
during role mining is present [85], thus limiting the number of roles. Furthermore, role coverage
indicates the number of relationships between IAM entities as a measure for a size metric [38, 86].
A bigger size metric indicates raised costs, more risk, and hampered operations, negatively affecting
their respective IAM goals. Size, however, also forces processes and software towards more efficiency
and quality to work on higher scales. The target value for a size metric is hence ambiguous. It just
indicates the magnitude of challenges ahead, but this does not mean it should primarily grow or
shrink. The relevant IAM audiences are governance, identity or policy admins, and operations.
Hygiene depicts the amount of futile entities within an IAM system. These entities make

operating an IAM system more cumbersome while adding no value. Measures for hygiene thus
encompass inactive, empty, or unnecessary IAM entities [19, 38, 151], error rates for processes
producing unnecessary data artifacts [70], or undecided changes to IAM entities [38]. Inactive or
empty IAM entities thus include orphans like described by the orphans metric before, users without
access to any application, roles with no permissions or users, users with permissions assignable
by roles, test entities not deleted after the test, and so on. For misaligned processes, error rates
on creating IAM entities measure the production of unnecessary entities. Finally, measures for
undecided changes also give insights into outdated and unclear IAM data, as hanging reviews for
entities impose decay of data quality and raise risks. Hygiene especially benefits identity and policy
quality goals for avoiding unnecessary IAM entities. Hygiene also benefits security since decision-
makers and admins get a clearer picture of the data managed by the IAM system. Operations and
process goals are also positively affected as fewer unnecessary IAM entities improve the efficiency
of technology-supported business processes. However, the cost reduction goal is affected negatively
as cleanup processes or software for IAM systems require an appropriate setup and ongoing efforts.
The target value for a hygiene metric is cost-efficient maximization. Relevant IAM audiences are
(identity and policy) admins and operations.

5.4 IdentityQuality Perspective
The quality of identities is crucial because it affects not only the results of IAM-related processes
and data consumers (such as policy admins or department heads) but also the daily work routines of
humans ormachines, represented by digital identities in information systems. Pfitzmann andHansen
[117] define identities as a subset of attributes of an individual that at least identifies this individual
among any set of individuals. This well-established definition carries two important implications:
First, a person has many identities and can choose to use one or another for identification in a
particular context. Second, a digital identity is only a set of entity attributes in an information
system. The quality of digital identities is hence an instance of the data quality concept. Existing
IAM standards and technologies commonly consider two kinds of semantic entities that fit the
definition of digital identities: (i) Identity (or user, subject, employee, etc. [86]) datasets are a digital
representation of a person. (ii) Accounts represent a digital identity in an application context
with an optional association to an identity. Following these definitions and with established data
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Table 6. Identity and Access Management Metrics: IdentityQuality Perspective (Derived from Cichy and
Rass [28])

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Accuracy max + + + + + + + + 3 3 3

Timeliness max – + + + + 3 3 3

Accessibility target – – + + 3 3

Understandability max + + + 3

Privacy target + + – 3 3

quality theory, we define the quality of digital identities as the fitness for use of an identity or
account dataset in an IAM context. Table 6 summarizes the identity quality metrics presented in
the following.
Accuracy means that identity data accurately represents a real-world state [157]. Common

examples of inaccurate identity attributes are misspelled names or outdated addresses. Accuracy is
an intrinsic quality dimension, so it applies to stored data, not requiring a representation to data
consumers or an application context to be valid. Established data quality research considers accuracy
one of the most significant data quality dimensions. Maintaining accuracy is a particular challenge
[149] since organizations usually utilize a heterogeneous identity management infrastructure
(e.g., HR systems, directories, application systems, or staging databases [45]). Accuracy affects
the quality of work results for all data consumers, leading to far-reaching repercussions of poor
identity accuracy: Deficiencies in identity data can cause incorrect authentication or authorization
decisions, inoperable accounts, or process interruptions (e.g., when an approver needs to double-
check implausible data before proceeding). As a result, we define the target function of this metric
as maximization and consider all IAM goals as positively affected by high accuracy.
Timeliness determines whether data is up-to-date, either in terms of accuracy or being able

to serve a task at hand [158]. While timeliness for accuracy is primarily relevant for preventing
identity data errors [137, 148], timeliness for serving a task at hand is essential if data loses validity
after some time (e.g., real-time status data). For example, outdated identity data is a problem for
engineering roles or attribute-based policies, as it also affects correct authorization decisions in
real-time [86]. In these cases, the timeliness of identity data greatly benefits policy quality, security,
and operations goals. However, keeping identities up-to-date over a longer period requires regular
effort, which contrasts with the cost reduction goal. The primary audience for this metric is identity
admins and users, as their source. Also, policy engineers rely on identity data, making them a
relevant audience.
Accessibility issues can prevent data consumers from working with data for several reasons

[149]: IAM infrastructures typically comprise a variety of (identity) data sources with varying
data schemas and integration levels [45]. Although this data may be technically accessible, its
distribution and lack of standardization are common reasons for data consumers to perceive it as
inaccessible or unprocessable. Poor data understandability and inconsistent data representation
can have the same effect. Another typical availability issue is incomplete data: Supplementary
identity information, such as access logs, can often only be collected to a limited extent or only
for parts of the IAM infrastructure [84]. Similarly, large data volumes (e.g., user activity logs) can
easily lead to timeliness problems (e.g., when collected in batches over longer intervals). As a result,
the computed data is unavailable when needed. At last, authorization constraints are intentionally
designed to impair accessibility: both confidentiality and privacy are essential security goals that
necessitate restricting access to identity data. The goal is thus not to maximize data accessibility
but to manage it accurately based on an organization’s security policy [136]. High accessibility can
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positively impact operations but may harm security and compliance goals. Inaccessible identity
data can prevent software from functioning correctly (e.g., when relevant steering attributes are
unavailable to authentication or authorization mechanisms). The primary audiences for this metric
are identity admins and governance teams.

Understandability determines whether data consumers can understand and use identity data
[120, 149]. This quality property is crucial when human data consumers need to process unfamiliar
digital identities (e.g., policy administrators or decision-makers in a self-service process). Sufficient
understandability is a common requirement when IAM processes integrate users throughout an
organization (e.g., when applying domain knowledge in approval processes). Examples of improving
identity understandability include using display names rather than cryptic identifiers, pseudonyms,
or proper descriptions in languages that data consumers understand. Understandability is closely
related to data accessibility and can conflict with privacy (e.g., for anonymized or pseudonymized
identity processing requirements). Altogether, identity understandability benefits operations and
policy quality. The primary audience includes identity admins, ensuring that humans unfamiliar
with the identity data can comprehend it.

Privacy refers to the restriction of personal identity data regarding the extent, processing,
and moment [161]. In the context of IAM, privacy is relevant for data management and software
(see Section 5.7). When working with digital identities, data privacy requirements of users or
regulators require consideration [2, 57, 58, 72, 75, 87, 137, 148]. Additionally, numerous regulations
and frameworks outline corresponding principles. E.g., the GDPR requires user consent andminimal
processing of personal data. Furthermore, personal data requires special security measures that
prevent unauthorized reading or leaks. Wagner and Eckhoff [156] present 79 privacy-related metrics
regarding uncertainty, data similarity, indistinguishability, time, error, accuracy, adversary’s success
probability, and information gain or loss. Arsah and Asghar [8] present another compilation
covering 16 privacy metrics. Further typical privacy metrics are anonymity and linkability [29, 30].
Identity privacy is vital for compliance, and identity data minimization also benefits security, as
only accessible data can be compromised during a security incident. At the same time, missing or
inaccessible data hampers processing for productive tasks and negatively affects operations [149].
The goal of IAM is thus not privacy maximization but ensuring sufficient privacy under productive
operation. Privacy metrics are crucial for governance and user audiences.

5.5 IAM ProcessQuality Perspective
Processes are crucial for IAM, reflected by the broad range of process frameworks in literature: (i)
Identity lifecycle models focus on joining, moving, and leaving identities or (de-)provisioning in
distributed application landscapes [77, 113, 127, 162]. (ii) Policy lifecycle models focus on creating,
enforcing, maintaining, and deleting policies, their provisioning in a decentralized application
landscape, managing and enforcing responsibilities, and requesting missing authorizations [47, 67,
83, 91]. (iii) Finally, IAM capability maturity models include processes such as help desks, approvals,
access reviews, and logging and tracking of activities within an IAM infrastructure [113, 140, 162].
Process quality is well-studied by business and information systems research. We thus apply the
widely acknowledged Quality Evaluation Framework (QEF) [63] for IAM process quality. QEF
defines a quantitative assessment of process quality based on six essential quality dimensions:
Performance, efficiency, reliability, recoverability, permissibility, and availability. Table 7 summarizes
the metric for this perspective. For simplicity, we use the joiner process as a running example.
Performance determines the efficacy of a process. An example is the process of an identity

joining an organization. The new identity should be ready to work as soon as possible. A manager
thus needs to request the required authorizations for the identity, involving a manual review of this
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Table 7. Identity and Access Management Metrics: Process Quality Perspective (Derived from Heidari and
Loucopoulos [63])

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Performance max + + + + 3 3

Efficiency max + + + + 3 3

Reliability max + + + + + + + + 3

Recoverability max + + + + 3

Permissibility max + + + + + 3 3

Availability max + + + + 3 3

request by the IAM team. (i)The first performance criterion is throughput as the number of processed
elements in a given period. The example applies throughput to the number of authorization requests
the IAM team can review daily. (ii) Cycle time refers to the idle time during the preparation and
execution of a process. Since cycle time results from process delays, a minimum is desirable. For
example, the IAM team may take time to start the authorization check. Added cycle time might
occur during the request review. For example, when the IAM team needs to wait for an appointment
with an application admin to determine the criticality of a requested permission. Beres et al. [19]
provide further meaningful IAM examples for process throughput and lag. (iii) Timeliness refers
to the time between initiating and terminating a process. While a process starts with perfect
timeliness, any delay will reduce it. In the example, the review due time might be specified as
two days, meaning that it is sufficient for a manager to order authorizations two days before the
join. (iv) Finally, cost determines the amount of money required for the process execution. The
example includes the hourly personnel costs required for the IAM team to review authorization
requests. Operations and cost reduction are positively affected by maximizing process performance.
Relevant audiences for process performance are operations and governance, ensuring smooth and
cost-efficient processes.
Efficiency relates process performance to its economic viability. (i) Time efficiency indicates

the ratio of the lead time of a process to the expected execution time. It is thus related to
timeliness, but timeliness is an absolute value designed to meet a hard time limit. In contrast, time
efficiency looks at the relationship between planned and actual time. For the running example,
the expected duration of an activity review is two days. However, the review takes three days
to complete. According to the QEF, the time efficiency of the review activity is 2/3 = 66%. While
timeliness tries to prevent negative outliers altogether, this relative depiction is more helpful for
minimizing process runtime. (ii) Similarly, cost efficiency is defined as the ratio of planned costs to
required costs for an activity execution. Like process performance, maximizing process efficiency
is desirable as it positively impacts operations and reduces costs. For the same reasons, the
audiences for process efficiency are governance and operations, ensuring smooth and cost-efficient
processes.

Reliability concerns the number of failures occurring during process execution in a given period.
For example, a created but not activated account of a joining identity may prevent subsequent
logins. (i) Reliableness describes the probability of failure in a given period. For example, this
probability may describe the likelihood of all joining identities having their accounts properly
provisioned last month. (ii) Failure frequency, in contrast, describes the number of failures in a
given period: e.g., the number of joining identities that could not log in last month. High process
reliability enables operations to run smoothly and prevents avoidable rectification costs, security
risks, and compliance issues. Since failures in lifecycle processes are likely to cause errors for
entities, their reliability has a positive impact on identity and policy quality. The key audiences for
process reliability metrics are governance and process owners.
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Recoverability considers spent failure recovery time. E.g., an admin might spend an hour
analyzing reasons for the failed logins and activating an inactive account. The QEF recoverability
definition includes two intervals: First, time to failure is defined as the time between two failure
recoveries (e.g., time since the last failure). Second, time to recovery is the time for failure rectification.
Building on these variables, maturity defines the relative time spent without a failure: E.g., the
time for process execution without rectifying errors. Thus, a high maturity leads to recoverability,
meaning that processes execute with minimal expenses on failure recovery. High recoverability has
a positive impact on operations and cost reduction. Like reliability, the audiences for recoverability
are governance and process owners.
Permissibility determines whether the execution of a process conforms to defined authoriza-

tions. QEF differentiates between two kinds of authority: (i) Input authority determines whether an
activity of a process that accesses a process input (e.g., a physical resource or data) is authorized to
do so. For example, reviewing authorization orders for a joining identity might require the decider
to investigate the joiner’s responsibilities. The decider might have authorizations to inspect the
joiner’s department and job title, but not the authorizations of the colleagues, which is helpful
context information [79]. (ii) Activity authority determines if an actor that executes an activity
is authorized. For example, a responsible decider might not have the security clearance to make
authorization decisions for other identities. From the perspective of an individual process, process
permissibility should be at 100%, meaning that the process accesses all required resources by
responsible actors without violating authorizations. Permissibility has a positive impact on security
and compliance goals [19]. The audience for permissibility includes governance and policy admins.
Availability describes the time a process executes as intended. Unlike recoverability, which

considers outages caused by failures in process execution, availability is concerned with outages
resulting from the unavailability of required inputs. Such input can be physical resources or
information required for the process. The time to shortage of a process is the time that passes
from one shortage to another. The time to access refers to the time required until the shortage is
remediated. Consequently, QEF defines availableness as the ratio of time to a shortage with the
total process execution time (time to shortage + time to access): E.g., the ratio of time for a process
without a shortage. For example, consider that an IAM self-service is unavailable 10% of the time
when a manager orders authorizations. The availability is thus 90%. High availability is crucial for
operations, while low availability is a cost driver. Availability is especially relevant for governance
and operations, as it contributes to uninterrupted execution.

5.6 IAM PolicyQuality Perspective
In IAM, policies commonly refer to Access Control Policies (ACPs). ACPs are machine-processable
rules, determining allowed user access [133]. Access Control Models (ACMs), such as RBAC [115,
135] or ABAC [67, 146] define the ACP structure. Consequently, ACP correctness is a prerequisite
for correct authorization decisions: While excessive policies pose security risks, overly restrictive
ones impede users from doing their work. ACP quality can be considered a quality concept in its
own right. Nevertheless, approaches in scientific research place it within a broader framework as
an instance of data [84] or software quality [164, 165]. Table 8 summarizes metric alignments of
this Section.

Authorization Accuracy describes the precision of authorizations defined by security policies
[16]. Two types of errors cause deviations from correct authorizations: excessive and missing
authorizations. Excessive authorizations are granted permissions beyond what is necessary, leading
to security risks. Missing authorizations refer to a shortage of required authorizations that harms
operations. A classical binary confusion matrix can measure authorization accuracy [14]. Still, its
measurement is challenging because it requires expert knowledge about which authorizations
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Table 8. Identity and Access Management Metrics: Policy Quality Perspective (Derived from Kern et al. [84])

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Authorization Accuracy max + + + + + 3 3

Evaluation Runtime min – – 3 3

Maintainability max + + 3 3

Understandability max + + + + 3 3

Complexity min – – 3

Redundancy min – – – – – 3

Automation max + + 3

Policy Attribute Quality max + + 3

should have been granted. This requires a profound understanding of a user’s tasks, the implications
of each authorization, and the requirements of internal security policies. The permissibility of
processes also reflects policy accuracy (e.g., approval accuracy [19]). As authorization accuracy
avoids missing authorizations, operations and process quality goals are positively affected. Vice
versa, avoiding excessive authorizations benefits security and compliance goals by minimizing risk.
Authorization accuracy also influences future policy quality, because policy maintenance often
needs to align with existing policies [84]. The audience includes governance and policy admins.
Evaluation Runtime determines the evaluation speed for making an authorization decision

[84] and correlates to the response time of an access control system [69]. This quality dimension
is essential for XACML [125], a reference architecture with real-time policy evaluation. A high
evaluation runtime impedes operations and process quality. The audience for this metric includes
policy admins and operations staff.
Maintainability determines the ease of keeping policies up-to-date. It indicates the ability

to maintain a high policy quality in the long term and the administrative ease for an access
control system [69, 83]. Maintainability, hence, affects the adaptability of an IAM system positively
(see the Adaptability metric of Section 5.2). While IAM policy literature often uses the terms
maintainability and understandability interchangeably, many sub-metrics aggregate to policy
maintainability: understandability, complexity, redundancy, automation, and their attribute quality.
Proper maintainability is a prerequisite for cost-efficient and effective policy maintenance, and it
correlates positively with cost reduction and policy quality. The audience includes governance and
policy admins.
Understandability of ACPs is crucial for their management and maintenance. Humans need

to understand the meaning and implications of policies to determine which policies should af-
fect certain subjects or objects. Examples include decisions on self-service requests [66] and the
correctness of an existing policy during access reviews [55]. Access control systems often offer
verification and compliance support functions [69] or visualization techniques [94] to improve
ACP understandability. A commonly named requirement for well-understandable policies is their
semantic meaningfulness [32]. RBAC directly addresses semantic meaningfulness, treating roles as
semantic constructs that represent real-world concepts, such as department affiliations or security
clearances. However, the semantic meaningfulness of policies does not depend on the underlying
ACM, since both RBAC and ABAC allow modeling policies with significant or little semantic mean-
ing. While the semantic meaning is difficult to grasp algorithmically, Xu [166] proposes measuring
the degree of semantic meaningfulness by assessing their relation with semantically meaningful
attributes. Other factors that support coherent policies include low complexity, understandable
attributes (such as meaningful names or descriptions), and the absence of errors in existing policies.
Policy understandability is vital for policy maintainability and for its impact on IAM processes,
such as authorization self-services or access reviews. It hence contributes to cost reduction and

ACM Comput. Surv., Vol. 58, No. 8, Article 213. Publication date: February 2026.



Identity and Access Management Metrics: A Systematic Review 213:21

future policy quality. Furthermore, human-understandable policies are crucial for compliance, as
auditors will verify samples of them regarding correctness and proper management. The primary
audience for this metric includes governance and policy admins.

Complexity determines the number of data elements a policy includes. For example, numerous
role mining approaches measure complexity with Weighted Structural Complexity (WSC) [99, 166],
a prominent approach in IAM literature. Low complexity helps humans understand policies and
makes them easier to process algorithmically. Complexity is a popular metric for maintainability
because it is straightforward to evaluate [32]. Thus, role mining algorithms leverage complexity to
create good policies [85]. Due to its maintenance-related function, low policy complexity is mainly
relevant for reducing costs and enabling high policy quality. Its audience includes policy admins.
Redundancy occurs if policies define an authorization more than once. E.g., a user receives

authorizations via two roles. Redundancy is problematic because it is a common source of error: If
a policy set is updated, redundant definitions can prevent a single change from becoming effective
unless the update accounts for redundancy. In the worst case, redundant authorizations prevent
revocation in emergencies. Policy redundancies contradict security and IAM process quality goals.
Suppose a policy update error occurs because of redundant negative authorizations. In that case, an
affected user will not receive the required authorizations, harming the operations goal. Besides their
potential for error, redundant definitions introduce unnecessary complexity and confusion during
policy maintenance, negatively affecting cost-reduction and policy-quality goals. The audience
includes policy admins.
Automation describes the grade a policy adapts to a changing environment without manual

updates. While RBAC defines static roles, usually many automation mechanisms update roles when
changes occur [84]. Since ABAC policies use attributes, environment changes do not affect them
if those changes propagate to the attributes. Thus, policy automation is crucial for operational
efficiency and for keeping policies up to date longer. However, automation cannotmakemaintenance
obsolete, as every automation mechanism operates within a limited scope and cannot cope with
unexpected environmental changes. Moreover, automation mechanisms are subject to quality
considerations, because a policy can be faulty to begin with or completely out of date. Policy
automation thus benefits cost reduction and policy quality due to its maintenance support. The
audience includes policy admins.
Policy AttributeQuality is vital for maintainability: First, human-understandable attributes

(like a descriptive display name or an extended description) are decisive for the human understand-
ability of policies [38, 83]. Second, attributes that define responsibilities (e.g., a policy owner) enable
humans to identify a point of contact for questions, such as whether the policy is correct. Third,
sufficient policy attribute quality is a prerequisite for policy-related processes (like access reviews),
requiring a responsible human decider [86]. As a result, it impacts the quality of IAM processes and
the future policy quality. A policy attribute quality metric is primarily relevant for policy admins.

5.7 IAM SoftwareQuality Perspective
IAM technologies offer services supporting IAM activities or processes. They comprise standards
and specifications (e.g., SSO standards like Kerberos [106], SAML [123], and OIDC [131] or data
exchange standards like SCIM [13, 90], SPML [31], or XACML [125]), software solutions (e.g.,
directory services), and cyber-physical systems (e.g., biometrics). Mladenova [98] shows that
software quality is well-studied, with consensus on metrics [23, 37, 53], reflected by ISO 25010 [78].
We connect the ISO 25010 metrics with IAM. Table 9 summarizes the metric alignments for this
section.

Functionality describes whether an IAM system comprehensively, correctly, and appropriately
provides its functionalities. For IAM systems, these functionalities need to back governance, identity
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Table 9. Identity and Access Management Metrics: SoftwareQuality Perspective (Derived from ISO
25010 [78])

Cost Goal Quality Goal IAM Audience
Metric Target COST SEC COM OPS PRC ID POL SW GOV ID POL OPS USR
Functionality target – + + + + + + + 3 3

Performance max – + + + 3 3

Compatibility target – + + + + + 3 3

Usability max – + + + + + + + 3 3

Reliability max – + + + + 3 3

Security max – + + – + + + 3 3

Maintainability max – + + + + + 3 3 3

Portability max – + + + 3 3

and policy lifecycles, as well as support processes. E.g., Hu and Scarfone [69] dedicate a study
to 27 comprehensive and appropriate Access Control (AC) system functionalities, along with
the corresponding measures. Examples include auditing, eased ACPs discovery and assignment,
integration flexibility, connecting and adapting policies of the IAM software into present systems,
granularity and scopes of control, avoidance of bypasses or SoDs violations, or ancillary parts
like connectivity (imports and exports), compatibility, verification functionalities, user interfaces,
and Application Programming Interfaces (APIs), and so on. For the identity lifecycle, the presence
of functionalities for the joiner, mover, and leaver processes alongside support processes like
authentication (knowledge-, biometric-, ownership, or multi-factor-based [110]), help desks, or
self-services are a basis for measuring the functionality of an IAM system [45, 113]. Furthermore,
incorrectly implemented IAM functionalities might lead to trust issues [103]. Following this concept,
bug trackers or the Common Vulnerability Scoring System (CVSS) [42] also estimate the functional
correctness of IAM software. An additional consideration for a functionality metric is organization-
specific comprehensiveness. E.g., an organization that does not (need to) utilize SoD policies does
not require their functionality or a measure for it. For the goals, a comprehensive, correct, and
appropriate set of IAM functionalities acts as a cost factor. However, a functional and powerful
IAM improves security, enhances operations, and enables high-quality controls for processes,
identities, policies, and other software. Thus, the target value for a functionality metric should
be at the maximum (for a comprehensive functionality set) or a cost-efficient target (for the
required functionalities of an organization). The relevant IAM audiences for a functionality metric
are governance and operations for providing IAM functionalities both on a management and
operational level.
Performance represents an efficient usage of system resources. The performance metric dis-

tinguishes between time behavior, resource utilization, and capacity. (i) Time behavior considers
response and processing times or throughput rates. (ii) Resource utilization measures the amount
and types of resources used. (iii) Capacity assesses whether software limits meet the organizational
requirements [78]. IAM literature discusses performance of IAM architectures, policy mainte-
nance, and runtime (see the Evaluation Runtime in Section 5.6). Examples include response times
[69, 73, 137, 170], resource usage [2, 73, 137], amounts of requests [73, 116], available bandwidth
[148], connected systems [151], scalability [72, 87, 137], or time consumption for maintenance
[73, 101]. A high value for a performance metric negatively affects the short-term cost-reduction
goal because maintaining proper performance requires ongoing assessments and adjustments to the
software in use. However, other goals benefit from high-performance software, such as operations,
processes, and software quality. A performance metric thus targets a maximization strategy. The
relevant IAM audience for performance includes governance and operations officers, as they are
responsible for selecting and running software.
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Compatibility as a metric assesses the capability of a system or software component to exchange
information and perform functions in a shared environment. Compatibility thus encompasses co-
existence and interoperability. Co-existence describes the ability to execute required functions
efficiently without harming other components in a shared environment. Interoperability describes
the capability to provide, exchange, and use information from other components [78]. For IAM
approaches, trust metrics include co-existence, by assessing the trustworthiness of a user’s identity
across a Federated Identity Management (FIM) covering a wide range of aspects [5, 35, 52, 103, 104,
119, 134].Measures for a healthy co-existencemay include ex post assessments, such as unauthorized
access to confidential data, including Personally Identifiable Information (PII) or financial details
[97]. IAM interoperability relies on standardized protocols and also covers organizational factors
such as seamless software integration (e.g., SSO) [72]. Interoperability measures thus encompass
the number of connected systems [151] or the exchange protocol support [2, 69, 87, 145], like
LDAP [169], SAML [123], SPML [31], SCIM [90], or XACML [125]. For the goals, compatibility
undermines the cost-reduction goal in the short term due to its higher development costs. Other
IAM goals benefit from compatibility as co-existence considers security, while interoperability
supports operations and identity or policy quality. Overall compatibility positively affects IAM
software. A compatibility metric has an ambiguous target value, as improving compatibility beyond
required organizational use cases is inefficient. The relevant IAM audiences for a compatibility
metric are governance and operations, since these select and operate compatible software.
Usability of IAM systems is being an appropriate tool for IAM tasks. Users thus process their

tasks efficiently and effectively while staying satisfied working with the system [2, 25]. More-
over, the ISO25010 [78] details other properties, like appropriateness, recognizability, learnability,
operability, user error protection, user interface aesthetics, and accessibility. The literature ad-
dresses these properties, especially in the context of authentication. Authentication measures
include task efficiency (e.g., time to authenticate), task effectiveness (e.g., login attempts), and
user preferences [82, 112]. For example, task efficiency is reflected in the processing duration of
user requests, and task effectiveness is reflected in the number of failed authentication requests
[70]. In that sense, Staite and Bahsoon [148] point out the importance of usability through an
understandable, common authentication interface (e.g., SSO [69]). Additionally, influences based
on age [107], cognitive abilities [17, 18], or device characteristics [139, 155] should be considered
as measures for a usability metric [95]. In this context, the Fail To Enrol (FTE) rate highlights
that a one-size-fits-all authentication factor does not exist. E.g., a person with deformed eyes
might have trouble using an iris scan, while manual labor might wear down a fingerprint [7, 100],
rendering particular authentication schemes unusable [92]. Despite these specific authentication
usability measures, more general usability metrics such as System Usability Scale (SUS) [25, 26]
and Quality in Use Integrated Measurement (QUIM) [142, 143] have been shown to be effective for
expressing IAM usability [24, 129]. SUS includes ten well-studied statements with a Likert scale and
is quick to set up [9, 89]. Alternatively, QUIM proposes a system of 10 usability factors: efficiency,
effectiveness, productivity, satisfaction, learnability, safety, trustfulness, accessibility, universality,
and usefulness, supported by 26 potential measures. Usability for IAM systems is also discussed
for administrative purposes. While general usability metrics, such as SUS and QUIM, also apply,
the literature discusses specific measures spanning effectiveness, efficiency, and satisfaction. For
example, measures include the effectiveness of the modeled policies and associated verification
functionalities [69], efficiency assessments of consistent user interfaces and experience [69, 87],
and satisfaction or reductions in administrative effort in general [14, 70, 101]. While introducing
usability entails initial costs, it benefits all other goals because IAM tasks are executed with higher
user satisfaction. Since the GDPR [40] also demands appropriate state-of-the-art security tools, a
baseline for usability is required.Themetric thus targets its maximum.The relevant IAM audience of
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a usability metric includes especially governance and operations for selecting and operating (usable)
tools.
Reliability describes whether software components perform specified functions in specified

conditions. Furthermore, a reliability metric includes maturity, availability, fault tolerance, and
recoverability. (i) Maturity denotes whether a software component fulfills requirements under usual
operation. (ii) Availability describes whether a software component is accessible and operational for
its required usage. (iii) Fault tolerance assesses the degree to which a software component operates
as intended, although hardware and software faults are present. (iv) Finally, recoverability measures
whether a system returns to its desired state after an interrupting event [78]. For IAM, maturity
measures encompass maturity models allowing a comprehensive overview of a system’s maturity
[140]. For FIM, maturity assessments also include connected applications [151] or the support of
standardized exchange protocols [69, 145]. Examples of availability measures are the amount of
time (or its percentage) a system is available for regular operation [75], its scaling capability, or
potential points of failure [87]. In addition, IAM availability also covers exchanging (authentication)
data, as measures for authentication and of the identity (profile) point out [148]. For fault tolerance,
wrong access control decisions due to insufficient data or the service’s access control independence
assess the system’s behavior in tense situations [72, 137]. Besides, an assessment for potential
weaknesses leading to these failures is also relevant [75]. Another aspect of fault tolerance is trust
[137]. Rigorous research on trust metric in the context of FIM proposes a wide range of aspects
[5, 35, 52, 103, 104, 119, 134]. Finally, recoverability measures include the time a software component
takes to recover from an interruption or the speed at which a backup can be rolled out [75]. In this
sense, measuring the frequency of backups for specific data types, such as critical or audit trail data,
is also reasonable [75]. Reliability positively affects IAM goals by reducing the risk of blackouts
and enabling reliable operations. Users also expect reliability for processes and software. The target
for a reliability metric is its maximum. The IAM audience includes governance and operations for
choosing and operating reliable software.

Security includes confidentiality, integrity, non-repudiation, accountability, and authenticity in
the ISO25010 [78]. Please note that the Confidentiality, Integrity, Availability (CIA)-Triad, another
common security model, also includes availability, which is already covered by reliability. (i)
Confidentiality describes that data is accessible only to authorized identities. (ii) Integrity assesses
the prevention of unauthorized modification of data or programs. (iii) Non-repudiation describes
the execution of an action or event so that it is indisputable afterward. (iv) Accountability measures
the degree of uniquely traceable actions of its responsible identity. (v) Authenticity denotes whether
an identity is proven to be the one claimed [78]. For IAM, confidentially measures cover privacy [1,
156, 160] affecting identity attribute disclosure [57, 58, 72, 75, 87, 137, 148]. A comprehensive survey
[156] highlights the depth of this research area by categorizing 79 privacy metrics into uncertainty,
data similarity, indistinguishability, time, error, accuracy, the adversary’s success probability, and
information gain or loss. Privacy-enhancing IAM internalizes these metrics [43, 61], like linkablility
or anonymity [29, 30]. Beside that, privacy also affects (biometric) authentication schemes, as
additional (biological) information might leak [95]. Despite its low acceptance, an illustrative
example is the use of body odor as a biometric factor, revealing further personal information, such
as recent activities or possible diseases [21, 50]. Additional IAM confidentiality measures include the
number of identity data attacks, such as eavesdropping, skimming, or snooping [58]. For integrity,
wrong access or authorization decisions based on insufficient or altered data or software indicate
integrity [137]. Additionally, the number of integrity-related attacks, such as data tampering,
privilege escalation, spoofing, identity theft, or lure attacks, is a valid measure [58]. For non-
repudiation and accountability, the previously mentioned traceability applies. Additionally, access
reviews [55, 79] or (blockchain-based) audit trails [108] document non-reputable and accountable
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authorization decisions, making their frequency and scope relevant to measure. Authenticity
utilizes the password, biometric, ownership, and multi-factor strength metrics (see Section 5.1) and
the authentication strength of services [87]. Attacks affecting authenticity include identity theft,
replay, or spoofing attacks [58], whose occurrences are relevant measures. Finally, general security
metrics, such as CVSS [42], influence IAM. High security often negatively affects operations and
cost reduction by interrupting security checks, such as authentication. However, security benefits
other IAM goals, such as reduced security risks from unauthorized actions or fulfilled compliance
requirements [43]. From a quality perspective, identities and policies need to be protected against
unauthorized access. The security metric target is thus its maximum. The relevant IAM audiences
for a security metric are governance and operations for selecting and operating secure software.

Maintainability represents the ability of a system to modify, correct, or adapt to changes in the
environment or requirements. Other features are modularity, reusability, analysability, modifiability,
and testability. (i) Modularity denotes whether a system comprises discrete and easily exchangeable
components. (ii) Reusability describes whether a component can or could be used more than
once in a system. (iii) Analysability measures a software component’s features for diagnosing its
impact, deficiencies, causes of failure, or parts requiring modification. (iv) Modifiability denotes
the capability of a software component for modifications without causing defects or degradation.
(v) Testability describes whether operators can set up, perform, and evaluate test criteria for the
software component [78]. In IAM software, modularity is evident, as multiple components must
fulfill interdependent tasks [122]. XACML [125], the reference architecture for ABAC, highlights
modularity by distinguishing between crucial and replaceable software components, such as the PEP,
PDP, Policy Information Point (PIP), and Policy Administration Point (PAP). The horizontal scope
of IAM software (e.g., single- or multi-host deployment), the presence of APIs, the ability to import
and export policies, and the risk of vendor lock-in are measures of modularity [69, 72]. Moreover,
reusability builds upon modularity. For IAM, measures should include standardized APIs, like LDAP
[169], SAML [123], SPML [31], SCIM [90], or XACML [125]. Modularity and reusability intersect
with compatibility and portability metrics. Analysability measures include the ability to trace
modifications, as described by the traceability metric. Effective Graphical User Interfaces (GUIs)
and verification functionalities also foster analysability [69]. Modifiability measures include the
ability to configure policies within existing systems and to adapt them during their lifecycle
[69]. This characteristic thus intersects with the adaptability metric. Additionally, modification
or integration costs for software measure its modifiability [72, 137]. Finally, testability measures
include verification features for policy engineers [69]. Maintainability is a driver for short-term costs.
However, security, operations, and process quality goals benefit, especially through continuous
adaptation of software components to current needs. Policy quality also profits from the testability
aspect of maintainability. The target for maintainability is thus maximum. The IAM audiences are
governance and operations for selecting and operating the software. For policy administrators, the
testability characteristic is relevant.

Portability describes an operator’s ease of installing, adapting, and replacing software compo-
nents on hardware or organization-specific environments [78]. For installing (and uninstalling),
measures include Operation System (OS) compatibility [69, 87, 105]. Ease of adaptation includes
metrics such as the maintenance and adaptability metrics described earlier [69, 87]. Measures for
replacing IAM software include the capability to provide a consistent experience across multiple
software components [57, 58, 87, 105], avoidance of vendor lock-in, or the use of standardized
protocols [57, 105]. Furthermore, a portability metric is especially relevant for recent approaches
for cloud-based IAM. Criteria thus include using standards to ensure a consistent user experi-
ence, as well as lightweight and scalable communication between software components [105].
Portability negatively affects short-term cost reduction due to higher vendor expenses for specific
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OSes or environments. However, operations, process quality, and software quality goals benefit
from the eased introduction of IAM software. The target value for portability is its maximum.
The relevant IAM audiences are governance and operations for selecting and operating portable
software.

6 Discussion
Based on our collection of IAMmetrics, we discuss open challenges for research on IAMmetrics and
limitations of our study. The challenges and limitations cover aspects of the taken IAM perspectives,
goals, metrics, understandability, and economic factors.

6.1 Open Challenges
ä Different levels of maturity across perspectives: We developed the perspectives based
on metrics and measures in literature and existing ways to structure them. On the one hand,
structuring perspectives for quality goals already has a certain maturity, as we could rely on
established metrics for data quality [28], policy quality [84], process quality [63], and software
quality [78]. We thus could structure the metrics and measures found in the literature and connect
them to these frameworks. On the other hand, we noticed lower maturity for the cost-related goals
as we structured the metrics and measures during the metric synthesis. As a general structure,
we thus drew from common IAM processes, such as the identity lifecycle, policy lifecycle, and
governance and management processes. While yielding better results, we still note a lack of maturity
in structuring IAM metrics by IAM processes or cost-related goals, compared to the quality-related
goal perspectives.
ä Economic feasibility of measures: Taking measures needs consideration of economic fea-
sibility. While SQL queries might cost-effectively provide measures (assuming data availability),
other measures might require costly questionnaires or interviews. Also, databases containing the
required data need implementation and maintenance. While this economic feasibility is discussed
in greater detail in the context of data quality than in IT security, it is a relevant aspect for both
[64]. The costs of IAM metrics cannot exceed the expected savings from their use. For example,
an organization-wide daily user satisfaction questionnaire might give insights, but it also violates
this economic feasibility. However, not running the questionnaire at all may lead to false decisions
down the line.
ä Interwoven requirements: IAM goals originate from interwoven requirements that compete
with each other. Access Reviews are an example of this [14, 79]: While necessary for compliance,
domain experts who are involved in them face a time-consuming task (harming the cost-reduction
goal), which interrupts their usual responsibilities (hurting the operational efficiency goal). Under
this pressure, a domain expert might seek immediate treatment of the Access Review, leading to
relatively quick but unqualified decision-making. Thus, at the expense of security, a domain expert
might just accept the presented authorizations, since revoking them might harm the operations goal
due to missing authorizations. At least this Access Review meets the compliance requirement, since
the domain expert conducted the periodic check. Thus, optimizing only some of the interwoven
IAM goals and metrics could lead to unintended outcomes, asking for a more balanced approach
that considers all IAM goals. Compliance is a special factor for the interwovenness of IAM goals.
The need for compliance originates from internal and external regulations. This dependency has
three implications: First, multiple regulations might apply simultaneously, e.g., like SOX for US
public boards and HIPAA for the healthcare sector. Second, regulations are subject to change.
A new regulation might come into effect (such as the EU AI Act), or an existing one might be
updated (such as ISO 27001 in 2022). Third, unlike other goals, compliance does not necessarily
require a timeless or valid argumentation but somewhat situational or political reasoning. An
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example is SOX [152], which came into effect after major accounting scandals (Enron, WorldCom,
etc.), highlighting the role of situational and political reasoning. Thus, the existence, update, or
nature of regulation can effectively steer IAM goals and their metrics in a different direction at
any time.
ä IAM metrics need an IAM goal: IAM metrics must support an IAM goal, otherwise its
motivation is dubious. For example, a standalone measure, such as the number of roles, is easily
obtainable and visualizable but lacks clear grounding in IAM goals. Without further background,
such as the organization’s size or role coverage [85], a high number of roles could indicate either a
well-designed or a distorted role model. While the number of roles can serve as a measure for other
IAM metrics, its relationship to IAM goals is unclear, making it unsuitable as a metric. For this
reason, the IAM metric collection in this work is based on IAM goals. The metrics decouple from
the measures to depict more abstract concepts. This decoupling and link to IAM goals have two
implications: First, IAM metrics require a relationship to IAM goals derived from organizational
strategy. An IAM metric thus needs to show its impact and alignment to that strategy. Otherwise,
the justification for the IAM metric is dubious. Second, an IAM metric requires decoupling from
the actual measures or underlying data. For example, IAM systems include organization-specific
data and interpretation. However, the IAM metric remains the same, regardless of the organization
or system. Thus, the formula for a metric might need to be tailored to an organizational context to
use the available measures.
ä Tradeoffs for IAM metrics and goals: A challenging aspect of IAM metrics and goals are
their tradeoffs. On the one hand, improving one IAM metric can interfere with other goals and
metrics. On the other hand, a single metric can have goal equilibria, preventing it from reaching its
optimum. Consider improving the value of the password strength metric. To make it more secure,
one might alter the password policy by increasing the required password length. First, the security
goal might benefit, but other metrics, such as process efficiency, might suffer negative side effects
from failed authentications due to forgotten or hard-to-remember passwords. Thus, we recommend
focusing on the big picture and improving IAM goals holistically rather than relying on single
metrics. Second, the password strength example also illustrates a well-known tradeoff between
security and operational efficiency goals [24, 56, 80, 102]. An unbalanced increase in password
security parameters improves security but harms operations, and vice versa. Thus, a password
strength metric cannot simultaneously maximize both the security and operational efficiency goals,
due to their mutual interference. These tradeoffs are also present in other metrics that have both
negative and positive impacts on IAM goals, as presented in the Tables of Section 5. These tradeoffs
can prevent IAM metrics from achieving certain properties, but they also indicate opportunities for
detailed, scientific discussion of the tradeoffs.
ä Choosing a suitable abstraction level: Due to the large amounts of metrics and measures,
they need aggregation and provide drill-down functionalities [22]. Aggregation allows for reducing
the presented metrics. This reduction is necessary to achieve a comprehensible number of metrics.
A drawback of this approach is that specific metrics merge. These metrics are no longer available as
standalone metrics but as components of more abstract metrics. This can lead to describing the IAM
of an organization using a single [12] or a few [140] metrics, similar to a maturity model. Opposite
to aggregation is a drill-down functionality. The drill-down allows a metric to be decomposed into
its sub-metrics or measures. This decomposition enables analysts to identify causes of failing target
values for IAM goals.
ä Considering the audience: The audience for IAM metrics needs to be considered. Since
organizations require flexibility, the presented IAM metrics are not a fixed set but a suggestion
of valid concepts. This suggestion allows for configurations of measures and formulas (e.g., for
ranking and weighting [138]) or even the exclusion of specific metrics for the organization. This
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customization ensures the necessary fine-tuning for specific organizations, fostering a tailored,
comprehensive, and aligned IAM metric collection. Furthermore, various audiences require specific
considerations. For example, policy administrators are likely more interested in policy lifecycle and
quality metrics. Compared with that, a staff with a non-technical skill set might be less interested
in software quality metrics. Careful consideration of the specific IAM audiences is thus required to
facilitate further comprehension.

6.2 Limitations
ä Options for organizing perspectives: While we end up with the presented organization of
perspectives based on common IAM processes and IAM quality considerations, other options are
feasible. Perspectives might split into more detail or combine to a higher level of aggregation,
allowing for other levels of abstraction. Following the abstraction to its extreme, this allows us
to summarize IAM quality into a single metric for assessing and comparing organizations’ IAM
[12]. Another example is the metrics for password, biometric, ownership, and multi-factor strength.
We added them to the identity lifecycle, but they might as well stand on their own from an
“authentication strength” perspective, or they might be abstracted into a single authentication
strength metric.
ä Options for organizing metrics: For our chosen perspectives, there are options for structuring
quality-related metrics. This includes data quality frameworks for identity quality [28, 118, 159], as
identities and accounts can be interpreted as entities with attributes; process quality frameworks for
process quality [63, 114, 153] to support general IAM processes; and software quality frameworks
for technology quality [23, 37, 53, 78, 98], as IAM systems heavily rely on their software quality. In
general, these alternative frameworks are also suitable to organize IAM metrics. We selected our
frameworks [28, 63, 78] for their maturity, their alignment with IAM, and their alignment with the
metrics and measures we identified in our survey.
ä Only one not the only valid solution: We want to emphasize that the proposed collection
of IAM metrics is not the single optimal solution but rather one valid solution among many. This
solution space implies that other solutions for a comprehensive IAM collection are also feasible
and valid. As in this study, the chosen combination of IAM metrics might be based on objective
criteria: a solid literature review, grounding in IAM goals, limiting their number for the sake of
understandability, or using existing collections of related metrics (as done for software quality).
Furthermore, instantiating these metrics in organizations, some metrics and measures might not be
applicable. For example, a biometric strength metric is unnecessary if an organization does not use
biometric authentication. Additionally, organizations might need to address specific needs, leading
them to use only metrics and measures tailored to their context and personal needs, leading to
another set of metrics when instantiated [22]. In this sense, this collection of IAM metrics can serve
as a guide to appropriate and grounded IAM metrics, but they need to be tailored to the applying
organization (compare Related Work in Section 3).

7 Conclusion
Our work identifies 43 IAM metrics spanning seven perspectives while limiting itself to understand-
able dimensions, metrics with an impact on IAM goals, and metrics with relevance in the literature.
These IAM metrics enable organizations to maintain a holistic overview of essential IAM topics
and to trace the effective utilization of their IAM security budget. To the best of our knowledge,
this work is the most comprehensive scientific study of IAM metrics and their alignment with
strategic IAM goals. These IAM metrics, based on IAM goals, provide an accessible, broad overview
of IAM while remaining understandable. This work also includes guidance on implementing these
IAM metrics into organizational strategy and hints at practical features such as drill-down and
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aggregation. Based on our work, we recommend the following future research direction regarding
IAM metrics:

— Use standard terminology for metrics and measures. We recommend aligning with the NIST
guidelines of Schroeder et al. [141]. Current research on quantifying IAM is scattered across
the literature due to inconsistent and imprecise terminology and keyword usage. Establishing
a common terminology will ease future discussions of IAM quality and its characteristics.

— Develop metric sets for common IAM processes. For example, a general understanding of
common IAM processes is partly available (see expert interviews for access review [14, 79]
or leaver [34] processes). However, a detailed discussion about holistically quantifying these
processes is missing in the literature.

— Build and test an IAM maturity model based on these metrics. A combination of present
maturity models [140] and systems for comparing organizations [12] can yield an insightful
comparison of IAM across organizations using a quantifiable benchmark.
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